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Estrategia de Otimizacao de Processos e
Negocios: O Papel Da Rede

Cisco.com

EVOLUGAO DA ESTRATEGIA DE REDES

W REDE
CONECTIVIDADE - p

Y OTIMIZAGAO DOS PROCESSOS DE NEGOCIOS
OTIMIZAGAO REQUER UMA REDE INTELIGENTE

POR QUE REDES INTELIGENTES?

A Rede toca todas as partes do processo de negocios
Aplicativos e servicos estao individualmente mais eficientes

Aplicativos e servicos trabalham em conjunto para uma eficiéncia maior




O Novo Paradigma da Seguranga - SDN

Cisco.com

ﬁ SEGURANCA
& S Self Defendmg Network

: - Contact
‘Services Messaglng Center

© 2005 Cisco Systems, Inc. All rights reserved



A Internet sempre foi “Terra de Ninguém”

Cisco.com

* A falta de regulamentacao fez da
Internet uma “terra de ninguém”

‘Em 2004 vimos uma escalada no uso
de programas destinados ao crime
cibernético. Os ganhos financeiros sao
o principal motivador para esses
crimes.

« Sete dos dez hackers mais ativos
do mundo sao brasileiros

* Brasil vira centro de crimes
digitais, diz 'NY Times*
 Evitar virus de computador
‘estressa mais que divorcio'

| *6 1

© 2005 Cisco Systems, Inc. All rights reserved Fonte: BBC Brasil




Evolucao das Ameacas

Alvo e
escopo do

dano A

Impacto a
Infra-estrutura
Global

Redes
Regionais

Multiplas
Redes

Redes
individuais

Computadores |

individuais

Tempo desde a identificacao da
vulnerabilidade até o inicio da
exploracao esta diminuindo

Semanas

1a Geracao

* Virus de Boot

2
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—
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* Email
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—
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O Verme Sapphire ou “Slammer”

Cisco.com
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O Que Deu Errado?

Cisco.com

Dispositivos tradicionais de seguranca NAO conseguem evitar
que vermes como o SQL Slammer executem o ataque e se
espalhem

Passam por firewalls permitindo trafego
Nao sao detectados pelos anti-virus sem uma atualizacao

Nao sao detectados pela maioria dos dispositivos de IDS sem uma nova
assinatura

Produtos HIDS tradicionais nao protegeram adequadamente os servidores
sem uma atualizacao das assinaturas

Dispositivos tradicionais de seguranca NAO conseguem evitar
que vermes como o Slammer afetem a rede

Produtos pontuais nao evitam Denial of Service
Produtos pontuais nao evitam a propagacao entre servidores

Produtos pontuais nao previnem ataques cgi-bin, buffer overflows,
fragmented attacks, Unicode attacks, SQL, etc.

© 2005 Cisco Systems, Inc. All rights reserved




Tempo entre a disponibilidade do patch e das
ferramentas para explorar as vulnerabilidades diminui

Cisco.com

Patch: MS04-011
Apr. 13th, 2004 Apr. 30, 2004

Sasser.A

Patch: MS03-026
Jul. 16, 2003 Aug. 11, 2003

MSBlaster.A

Patch: MS02-039
Jul. 24, 2002

Slammer | >

Jan. 25, 2003

Patch: MS00-078
Oct.17, 2000

>
|

Sept. 18, 2001




Como Vocé Quer a Sua Seguranc¢a?
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| vy, Alt-whee! dilve
Load limiting sutpention cradie i Chikd seat anchor sysiom
Tirg pressure menitoring N Snal bedt protenslonens, constant foeco relracton

Seguranga como uma op¢ao Seguranga como parte do sistema
Segurangca como um aditivo Seguranca Embutia a rede

Integragdo extremamente Colaboracéo inteligente

complicada Seguranca apropriada

Nao é economicamente viavel Foco direto na principal

Nao pode focar na principal prioridade
prioridade

© 2005 Cisco Systems, Inc. All rights reserved




Firewall é Apenas Parte da Solucao...

Cisco.com

© 2005 Cisco Systems, Inc. All rights reserved.




Existem Ferramentas Mais Apropriadas...
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Passos tipicos de um ataque

Cisco.com

Identificacao dos alvos

Reconhecimento

Indisponibilizacao de Servigo (DoS)




Exemplo de Scanner :

Sweep options
Fast and slow scans
Port ranges (for services)

Device detection
(some of the tests):

UDP, TCP connect, TCP SYN, ftp
proxy (bounce), reverse-ident,
ICMP ping sweep, FIN, ACK
Sweep, Idlescan (IPID-based)

OS detection
(some of the tests):

FIN probe RESET or ignored?
TCP ISN sampling

IPID sampling

Don’t frag set?

TCP initial window

ICMP error messaging integrity
TCP options responses

© 2005 Cisco Systems, Inc. All rights reserved

NMAP
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e Y L re—— 1 o # Pl b I
1 ¥ - L] [ T & - T ) . i1 F - Fo
| Network-wide piny sweep, pértsean,, 05 Detection
Audit four lpbtwork ;:*-'_é\-:'ﬂ'i'i E‘t,;' |beffors /the /bad’ guyd) db.

General Options:

_I Don’t Resalve  «- TCF Ping _I Fragmentation

_1 Get ldentd Infa

I Input File: I 5end on Dewvice:

ayground




Apoés o Reconhecimento: Pesquisar vulnerabilidades
Novas técnicas e ferramentas disponiveis na WEB

Cisco.com

dsniff-2.3.tar.gz 126735 LDec 18 11:31:47 2000

dsniff is a suite of utilities that are useful for penetration testing. It consists of the following
programs: arpredirect intercepts packets from a target host on the LAN intended for
another host on the LAN by forging &RP replies. findgw determines the local gateway of an
unknown netwoark via passive sniffing. macof floods the local network with random MAC
addresses, tepkill kills specified in-progress TCP connections, dsniff is a powerful sniffer
which automatically detects and parses many protocols, only saving the interesting bits,
filesnarf saves files sniffed from netwark file system traffic. mailsnarf outputs all messages
shiffed from SMTP traffic in Berkeley mbox format, webspy sends URLs sniffed from a client fo
vour local Metscape browser for display, updated in real-time. Changes: New programs:
dnsspoof, msgsnarf, sshmitm, webmitm, Dnsspoof forges DNS queries and answers,
msgsnarf records selected messages from sniffed ACL Instant Messenger, ICG 2000, IRC,
and Yahoo! Messenger chat sessions, sshmitm monkey-in-the-middle, proxzies and sniffs S5H
traffic redirected by dnsspoof(2), capturing S5H password logins, and optionally hijacking
interactive sessions, webmitm transparently proxies and sniffs web traffic redirected by
dnsspoof(8), capturing most "secure” 55L-encrypted webmail logins and form submissions.,
Alzo added WRRP, pcdnywhere 7, 9.2, SMTP, rexec, RPC ypsery, NNTPv2, Checkpoint Firewall-
1 Session &uthentication Agent, and Microsoft PPTP MS-CHAP (v1, v2) parsing to dsniff,
Homepage: http: / fwww.monkey.org/~dugsong/. By Dug Sonqg

© 2005 Cisco Systems, Inc. All rights reserved




SANS: Windows Top10 Vulnerabilities
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W8 LSAS Exposures

WE.1 Description

The Windows Local Security Authority Subsystem Service on Windows 2000, Server 2003 and Server 2003 64 Bit, ®P and =P &4 Bit editions
contains a critical buffer overflow that if exploited can lead to full system compromise. This overflow is outlined in the Microsoft Security
Bulletin MS04-011., This attack can be accomplished remotely and anonymously over RPC on un-patched ‘\Windows 2000 and P systems but
requires administrative privileges to be effective.

While Windows Server 2003 and Windows =P 64 bit 2003 Edition products did contain the vulnerability, the /55 overflow protection that's was
added to certain parts of the 05 prevented Sasser from doing any significant damage or a full system compromise.

The Local Security Authority Subsystem Service (LSASS) plays an important role in system authentication and Active Directory functionality.
It is here in the interface process with Active Directory that the logging function of the LSASRY. A can be owverflowed with an inordinately
long string. Potentially this wulnerability can lead to full system compromise,

The gravity of the fact that this vulnerability can be easily exzploited remotely is demonstrated by the recent propagation of the LSASS based
Sasser and Korgo worms. also known as W32, Sasser (http: Awww cert orgdourrent/archive/2004,/07 /12 /archive . html#sasser,

http: fwww microsoft. comydsecurityincident/sasser msp=) and W32, Kaorgo

Chttp: Afwowewe . cert.arg/ocurrent/archive/2004/07 /12 /archive . html#korgo 3. Many recent malicious "bot" worms use this vulnerability for infection
as well and their importance as a developing security issue is growing daily and often overlooked.

The vulnerability has been assigned CWE number CAN-2003-0533, It is strongly encouraged that network administrators not only patch their
systems against this vulnerability but implement all necessary access controls at network ingress points to stop Windows RPC based abuses
from entering wulherable environments.

W8.2 Operating Systems Affected

Windows 2000, ‘Windows =P and Professional, Windows #P 64-Bit Edition, Windows 2003

W8.3 CVESCAMN Entries

S E—TaE ey
CAMN-Z002-0507, CAMN-2002-0533, CAM-Z002-0603, CAN-2003-0218

WE.4 How to Determine if You Are Yulnerable:

This vulnerability can either be checked across the network or locally on the system itself. A network check is best-suited to security and
network administrators whn need to detect vilnerable machines within a netwaork or an 1P rannoe. & Incalized check snits end-1isers whno need




SANS UNIX U1: BIND (ainda o BIND...)

U9 BIND/DNS

U9.1 Description

The Berkeley Internet Mame Domain (BIMDY package is the most widely used implementation of the
Domain Mame Service (DMS), the system that allows one to locate a server on the Internet {or a
local network) by using its name (e.g., www,.sans.org) without having to know its specific IP
address. The ubiquity of BIND has made it a frequent target of attack. While BIND developers
have historically been quick to repair vulnerabilities, an inordinate number of outdated or

misconfigured servers remair

& number of factors contrib
aware of security upgrades,
unnecessarily, and bad conf
overflow or DMS cache poisc
denial of service, discussed
specific DMNS packets to forc
Calse LNe BIND daeman Lo e
Advisory CA-2002-19, in wh
libraries. By sending malicio
execute arbitrary code or en

CERT®Coordination Center | RO ATTE
Incidents & fixes

Options

Advizares

shilnerability MNotes
Database

Inzident Motes

Currert Aetivity

In addition to the risk a wulr
machine may provide a platf
be used as a repository of il

U9.2? Operating Systems ¢
Mearly all Unix and Linug sys
enabled. Binary versions of

U9.3 CYE Entries
CWE-1999-0009, CWE-1999-
CWE-1999-0024, CVWE-2001-
CAM-2002-0400

Related

Summaries

Tech Tips

ArCERT

Employ ment
Opportunities

more links
CERT Statistics

“wiinerability
Disclosure Policy

CERT Knowledgebasze

Swstem Administrator
COUrSas

Cisco.com

security practices

survivability traiming &
& evaluations

research & analysis education

CERT® Advisory CA-2002-19 Buffer Overflows in Multiple
DNS Resolver Libraries

Original release date: June 28, 2002
Last revised: September 9, 2002
Source: CERTICC

A complete revision history can be found at the end ofthis file.

Systems Affected
Applications using wvulnerahle implementations of the Domain Mame Systerm (DMNS) resolver libraries, which include, but are not limited to

# |nternet Software Consortium (ISC) Berkeley Internet Name Domain (BIND) DME resalver library {libbind)
» Berkeley Software Distribution (BSD) DME resolver library {ibc)
e GHLU DMS resolver library (alibc)

Overview

Buffer overflowy walnerabhilities existin multiple implementations of DMS resolver libraries. Operating systems and applications that utilize
vulnerable DNS resalver libraries may he affected. A remote attacker who is able to send malicious DNE responses could potentially exploit these
vulnerabilities to execute arhitrary code or cause a denial of service on a vulnerable system.




Ao ataque!

Cisco.com

Reconhecimento, pesquisa de vulnerabilidades...

Versao antiga ( e vulneravel) do BIND descoberta em um
servidor

Acesso “root” obtido, logs apagados e “rootkit” instalado
(S6 o comeco da brincadeira...)




Um problema cada vez mais comum: Buffer Overflow

Cisco.com

Exemplo: SNMP

Se alguns parametros de pacotes em
versoes vulneraveis do protocolo SNMP
forem muito grandes, eles poderao
causar um “buffer overflow”

Program
Buffer

} Correct address

Jumps to
Malicious
Code

18

© 2005 Cisco Systems, Inc. All rights reserved




Smurf Attack: um exemplo de “Denial of
Service”

Cisco.com

160.154.5.0

Tentativa de
ICMP. REPLY D=172.18.1.2 S=160.154.5.14 saturar o link

. AR . WAN que da

ICMP' REPLY D=172.18.1.2 S=160.154.5.15 acesso ao alvo

e ———_

ICMP'REPLY D=172.18.1.2' S=160.154.5.16 l
ICMP'REPLY D=172.18.1.2: S=160.154.5.17 @
ﬁ 172.18.1.2

ICMP'REPLY D=172.18.1.2' S=160.154.5.18 y

ICMP' REPLY D=172.18.1.2 S=160.154.5.19

-

ICMP REQ D=160.154.5.255 S= 172.18.1.2




SYN Flood: mais um classico “Denial of
Service”

Cisco.com

Host usado

O hacker forja o endereco IP de Hacker Alvo pa:aosopgcz’gng
origem, usando um endere¢o nao 172.26.26.45 U.U. V. V.

existente. v

O alvo responde aos pacotes SYN

enviando pacotes SYN/ACK para

o suposto host (enderego y_— 7 4
y 4

forjado)

O alvo satura seus buffers com j
conexdes TCP incompletas (pois
nunca recebera resposta do host Port

nao existente) e para de

responder as requisi¢coes

legitimas. SYN, SRC: 10.0.0.20, DST: 10.0.0.2 SYN-ACK

SYN, SRC: 10.0.0.20, DST: 10.0.0.2 SYN-ACK
SYN, SRC: 10.0.0.20, DST: 10.0.0.2 SYN-ACK

[ J [ ]
SYN, SRC: 10.0.0.20, DST: 10.0.0.2 SYN-ACK
SYN, SRC: 10.0.0.20, DST: 10.0.0.2 SYN-ACK

© 2005 Cisco Systems, Inc. All rights reserved




Distributed Denial of Service

Cisco.com

4. Clientes executam
Comandos nos “Handlers”
para controlar os agentes
em um ataque em massa

2. Software para encontrar,
comprometer e infectar
“agentes” é instalado

.
|
Lk g
E'
A Y

© 2005 Cisco Systems, Inc. All rights reserved




War Dialers: o acesso remoto pode ser o ponto fraco

about us
forums
assessment
defense
papers
magazines
misc

links
careers

Cisco.com

Ben

Welcome to the War Dialers Section.

To Change Sort Order, Click On A Category,
Sorted By: Downloads.

mhunter?.zip 3300 47052 Aug 16 17:14:20 1999
rodem hiunter,
bbpl0src.zZip 2669 344375 Aaug 1e 171420 1999

BlugBeepn war dialer. ToneLoc 1.18 hy Minor Threat & Mucho Maas (Sep 29 1994)

honetaq13.zi 2202 Toneloc iz a dual purpose wardialer. It dials phone numbers using a mask that
Sorry. a descrintion is unavailahle, you give it. It can look for either dialtones or modem carriers. It iz useful
L - 2 — - for finding PBX’s, Loops, LD carriers, and other modems. It works well with
tl110.zip 2067 the USRobotics series of modems., and most hayes—compatible modems.

Tone _ch :
ShokDial4-1.tqz 2044 Toneloc ;g /H/S 8 e /D o /C onf iy
ShokDial 4.1, an excellent war dialer for linus. another

ghunetag.ziu' 2042
Sorry, a description is unawailahle.

zhack410.zip 1995
Sarry, a description is unavailable,

pbx scan.zip 1937
FBX Scanner ¥5.0,

'tdneu'til.zi'u' ' 1923
Tone Loc utilities.

[DataFile]l - File to store data in. may also be a mask Required

auto-dial.zip 1823 AUg 16 17:14:15 1999




“Drive-By Hacking”

Cisco.com

...Is Possible as It Has Been Proven by “

Cruising with a car + laptop +
WLAN card

+ GPS scanning for
(unprotected) 802.11 wireless
networks

+ Perl script to log the SSID,
AP’s MAC address, best S/N
ratio and location (GPS)

www.personaltelco.net/index.cgi/WarDriving

© 2005 Cisco Systems, Inc. All rights reserved
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