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ÅPfR - Basics

ÅLISP ïOverview

ÅQ&A
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ÅApplications are moving to 
Cloud-based services

ÅIncreasing Video (real-time) 
traffic

ÅVisibility for all applications will 
be critical

ÅTraffic management and control 
of the flows is necessary to 
guarantee performance

ÅIncreased usage of Ethernet 
connectivity 

SaaS/Public InternetPublic DC

Hosting 
Provider DC

Service 
Provider DC

Private DC

HQ / Main 
Site

Branch Office

@
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ÅFull utilization of expensive network resources

Efficient distribution of traffic based upon load

Traffic optimized based upon circuit $ cost profiles

Minimization of underutilized expensive WAN paths

ÅAvoidance of network brownouts and soft 
errors

Hot spots, congestion, delay, suboptimal performance

ÅResponsiveness to critical application 
performance requirements

Time/delay sensitive: voice, vertical apps (trading floor)

Loss sensitive: video, circuit emulation

Data center traffic: SAN extension, Internet ISP load 
balancing

Transactional traffic: e-commerce transactions, automated 
B2B, ERP
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ÅEnhances traditional routing by factoring in 
performance visibility into path selection

Automatic integration for Routing and Instrumentation 
provide better service levels

The PfR policy can: minimize cost, efficiently distribute 
traffic load, and/or select the optimum performing path for 
applications

ÅDynamically route around blackholes and 
brownout conditions in the Enterprise WAN or 
Internet

ÅMakes adaptive routing adjustments based on 
real-time performance metrics

Response time, packet loss, jitter, mean opinion score 
(MOS), availability, traffic load, and $ cost policies

Internet
DMVPN

Central 
Site

MC

BR2BR1

MPLS-VPN
High SLA

MC/BR

MC/BR
MC/BR
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ÅThe Decision Maker: Master Controller (MC)

Cisco IOS software feature

Apply policy, verification, reporting

Standalone or collocated with BR

No routing protocol required

No packet forwarding/ inspection required

ÅThe Forwarding Path: Border Router (BR)

Cisco IOS software feature 

Learn, measure, enforcement

NetFlow collector

Probe source (IP SLA client)

Internet
DMVPN

Central 
Site MC

BR2BR1

MPLS-VPN
High SLA

MC/BR

MC/BR
MC/BR
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MC

BR2BR1

Å Learning

Å Performance Monitoring

Using Netflow

Using IP SLA Probes

And much more in the future

Å Enforcement using Routing protocols or PBR

Å Route/Application Control

MC commands BRs to learn traffic classes

Instruct BR to monitor the performance

Verify the Performance

If not performing, make a policy decision and 
instruct the BRs to enforce a new route
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Scope Global or per Policy

Traffic Class Link

Performance Security Performance Administrative

ÁReachability

ÁDelay

ÁLoss

ÁMOS

ÁJitter

ÁBlackhole ÁLoad 
balancing

ÁMax 
utilization

ÁLink 
grouping

Á$Cost
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10.1.1.0/24
Site #1

Traffic Flow
Based on the 

RIB

10.2.2.0/24
Site #2

BR MC/BR

ÁPfR optimizes performance of traffic-class and optimizes the usage of the 
links. Choose the best path for the application

Á If the performance of traffic-class does not meet the requirement then traffic-
class is deemed Out of Policy.

Á If the link usage does not meet the requirement then link is deemed Out of 
Policy.

EF Traffic Flow
Based on PfR 

Policies

Traffic loss
Delay increase

MC
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Link Utilization
Delay (ms)
Priority 1

Jitter (ms)
Priority 2

Serial1 89% 100 30

Serial2 50% 113 30

Serial3 60% 119 25

Serial4 40% 150 20

Serial2 and serial3 are 
considered because 113 and 
119 are below 132 (which is 

120% of 110).

Even though serial3 has slightly 
higher delay it is still chosen as 
best exit because jitter is quite 

lower.

Policies

ÅUtilization: <75%
ÅDelay: < 110 ms variance 20

ÅJitter: < 50 ms
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Traffic Class Enforce Exit Link Selection Enforce Entrance Link Selection

Prefix
BGP route injection or Modifying the BGP  

Local Preference attribute
BGP AS-PATH Prepend

Prefix EIGRP Route Control (*) BGP AS Community

Prefix Static Route Injection -

Prefix

Unmanaged Routing 

Protocol (OSPF é)

Protocol Independent Route Selection (PIRO) 

(**) ïaka RIB-PBR (Dynamic PBR)
-

Application PBR -

NBAR Application NBAR/CCE

Å The order of control is BGP, EIGRP, STATIC and RIB-PBR.

Å If User doesn't configure anything and if image has support for EIGRP and/or PIRO 
PfR will try it in above order

Å (*)   Available 15.0(1)M, 12.2(33)SRE and later

Å (**) Available 12.4(24)T, 12.2(33)SRE and later
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Without 
LISP

ÁLISP originally conceived to address Internet Scaling

Many customers have been 
requesting Cisco to look into 

this issue

άΧΦ ǊƻǳǘƛƴƎ ǎŎŀƭŀōƛƭƛǘȅ ƛǎ ǘƘŜ 
most important problem 

facing the Internet today and 
Ƴǳǎǘ ōŜ ǎƻƭǾŜŘΧΦέ

Attendees  of IABworkshop in October 
2006 (written in RFC4984)

LISP ςA Solution to Real World Problems
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ÅA new addressing architecture and protocol suite

For separating End-point IDs and Locators

ÅNetwork-based solution

ÅNo changes to hosts whatsoever

ÅNo addressing changes to site and core devices

ÅVery few configuration file changes

ÅImperative to be incrementally deployable

ÅAddress family agnostic
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ÅLISP is completely open

Started in the IRTF

Currently has an IETF working group

No known IPR

Å100s of Researchers and Operators Contributed to Design

ÅMultiple Vendors Interested

ÅPilot Network up for nearly 4 years

121 nodes in 25 countries

ÅBuilding a LISP-MN Pilot Network

Testing server capabilities on Android phones

Experimenting new mapping database systems and security 
mechanisms
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Prefix Next-hop
w.x.y.1 e.f.g.h
x.y.w.2 e.f.g.h
z.q.r.5 e.f.g.h
z.q.r.5 e.f.g.h

MS

ITR

PTR

ETR

ETR

Non-LISP

EID Space

EID Space

RLOC Space

EID        RLOC
a.a.a.0/24 w.x.y.1
b.b.b.0/24 x.y.w.2
c.c.c.0/24 z.q.r.5
d.d.0.0/16 z.q.r.5

EID        RLOC
a.a.a.0/24 w.x.y.1
b.b.b.0/24 x.y.w.2
c.c.c.0/24 z.q.r.5
d.d.0.0/16 z.q.r.5

EID        RLOC
a.a.a.0/24 w.x.y.1
b.b.b.0/24 x.y.w.2
c.c.c.0/24 z.q.r.5
d.d.0.0/16 z.q.r.5

Map DB

ÁEID (Endpoint Identifier) is the host IP 
address

Á/ǊŜŀǘŜǎ ŀ ά[ŜǾŜƭ ƻŦ ƛƴŘƛǊŜŎǘƛƻƴέ ōȅ ǳǎƛƴƎ ǘǿƻ ƴŀƳŜǎǇŀŎŜǎ ςEIDand RLOC

ÁRLOC (Routing Locator) is the 
infrastructure IP address of 
the LISP router

ÁMapping Database (M-DB)is 
the distributed database and 
policy repository

LISP ςA Level of Indirection for IP Addressing

ÁNetwork-based solution

ÁNo host changes

ÁMinimal configuration

ÁIncrementally deployable

ÁSupport for LISP-MN
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A LISP Packet Walk
How Does LISP Operate?

Non-LISP site

East-DC

LISP site

IP Network

ETR

EID-to-RLOC
mapping

172.16.1.1 172.16.2.1

1.1.1.1

3.3.3.3

172.16.10.1

2.2.2.2

10.2.0.0/24

172.16.3.1 172.16.4.1

10.1.0.0/24

West-DC

PiTR

4.4.4.4

10.3.0.0/24

Non-LISP site

ITRS

D

DNS entry:
D.abc.com    A   10.1.0.1

1

10.3.0.1 -> 10.1.0.1

2

EID-prefix: 10.1.0.0/24

Locator-set: 

172.16.1.1, priority: 1, weight: 50 (D1)

172.16.2.1, priority: 1, weight: 50 (D2)

Mapping

Entry

3

This policy controlled
by destination site

10.3.0.1 -> 10.1.0.1

172.16.10.1 -> 172.16.1.1

4

10.3.0.1 -> 10.1.0.1

5
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The Basics

West-DC East-DC

X Z

Y

Y

10. 1. 0. 2

10. 1. 0. 0 / 16 10.2.0.0/16

Map Server / 

Resolver: 1.1.1.1

A B C D

LISP site

iTR

10. 1. 0. 0/ 16 - > (A, B )

Database Mapping Entry (on ETR):

10. 2. 0. 0/ 16 - > (C, D )

Database Mapping Entry (on ETR):
eTReTR eTReTR

Map- Reply

10.1.0.0/16 - >  (A, B )

10. 1. 0. 0/ 16- > (A, B )

Mapping Cache Entry (on ITR ):
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Needs:
īRapid IPv6 Deployment

īMinimal Infrastructure disruption

LISP Solution:
īLISP encapsulation is Address Family 

agnostic

IPv6 interconnected over IPv4 core

IPv4 interconnected over IPv6 core

Benefits:
īAccelerated IPv6 adoption

īMinimal added configurations

īNo core network changes

īCan be used as a transitional or 
permanent solution

IPv4 
Internet

IPv6 
Internet

v6

v6v4

PxTR

IPv4 Core

v6

xTR
v6 service

IPv4 
Internet

IPv4 
Enterprise 

Core

v6v4

v6
islandIPv4 Enterprise 

Core

xTRv6
island

xTR

IPv6 Internet

IPv4
access & 
Internet

PxTR
v6

v6 home
Network

.

v6 home
Network

v6 home
Network

xTR

xTR

xTR

PxTR

PxTR

v6

.
v6 site

v6v4

Connecting IPv6 Islands

IPv6 Service Support

IPv6 Access Support

v6

v6
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ÅSeamless roaming for passenger and LHSys

- Internet Access

- private VPN tunnel (passenger and LHSys)

ÅOptimal traffic flow (local breakout, return)

ÅSame IP-addr. for plane network (192.168.1.0/24)

ÅUnique IP-addr. for plane 
D-ABFT = 10.11.35.73/32
Ą EID
Ą NAT/PAT
Ą WiMax-Link-Addr.

ÅNo additional HW at the plane (!!!)

Å2 x Intel Platform HW:
LISP-VM auf ESX or KVM incl. Windows 2008 R2 servers as VM
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xTR

PTR

xTR xTR

D-ABFT = 10.11.35.73/32

LHSYS Server

www.yahoo.com

LHSYS FW

Plane Net

xTR IRDB

RLOC (IPv4/IPv6)

EID (IPv 4/IPv 6)

EID (IPv 4/IPv 6)

RLOCRLOCRLOC

RLOC

EID (IPv 4/IPv 6)
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ÅMultiple IPv6 Networks (/48 and /64) in the car (EIDs)

ÅSecure, scalable connection to HQ and to the Internet
- secure = integrated encryption, if needed
- scalable = 1-2 mio MN per year w/ lifespan of 5-10 years

ÅParallel use of different connections (WiFi, GMS, LTE, é) (RLOCs)

ÅPrioritizing of connections (due to speed, cost, é)

ÅShortest Path (limited proxies)

ÅLean client (LISP MN) in the car possible (HW or SW)
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PTR

Car DB

Car Apps

Car IPv6 Net = EID

xTRDB

xTR

RLOC (WiFi , GSM, LTE, é)

RLOC

RLOC RLOC

EID

RLOC (IPv 4/IPv 6)

EID (IPv6)

EID
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3G/4G Network WiFi Network

EID: 2610:00d0:xxxx::1/128

64. 0. 0. 1 65. 0. 0. 1

dynamic RLOCs

static EID

dino.cisco.com
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This phone is a LISP site!

Map-Server: 64.1.1.1

64.0.0.1

65.0.0.1

wifi

3G

(1) 2 MNs can roam and stay connected
(2) MNs can be servers
(3) MNs roam without changing DNS entries
(4) MNs can use multiple interfaces
(5) MNs can control ingress packet policy
(6) Faster hand - offs
(7) Low battery use by MS proxy - replying
(8) And most importantly, packets have stretch

of 1 so latency is best for delay sensitive
applications

LISP -MN can scale to
1 billion hand -sets!

EID -prefix: 2610:00d0:xxxx::1/128
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ÅWith real implementation experience!

ÅWith real deployment experience!

ÅWith real customer engagement!

Åhttp://www.lisp4.net & http://www.lisp6.net

Åhttp://lisp.cisco.com

Ålisp - support@cisco.com



É 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Thank you.


