
Ministry of the Flemish
Community
Safe and powerful Cisco network lies behind a
future-oriented portal site

EXECUTIVE SUMMARY

Background
To bring the administration closer to its citizens, the Ministry of the
Flemish Community is providing better online communication by
means of a portal site. In the first instance, the site must function
as an information point with referrals to the websites of the different
Flemish government bodies. In the long run it will have an extensive
service function.

Challenge
To implement the portal site, the Ministry of the Flemish
Community’s network had to undergo substantial changes and
expansions. What was needed was a powerful, scalable
infrastructure with high availability. Also, the public and interactive
nature of the site meant that it required maximum security.

Solution
Cisco Systems and Siemens Business Services (SBS) built a
modular, duplicated infrastructure to which the principles of Cisco’s
SAFE security blueprint were applied. Powerful Cisco routers and
Cisco Catalyst switches regulate the network traffic. Cisco Content
Services Switches guarantee optimal availability and a balanced load
distribution throughout the system. Security is guaranteed with
firewalls at two levels, hacking detection systems, embedded
security functions in the switches and a network management that
is completely protected.

Results
The portal site www.vlaanderen.be has meanwhile been launched.
The network lying behind it is ready to offer e-government services.
Also, teleworkers and other networks have been given access to it.
The whole system can simultaneously support up to 1000 users for
each part and offers a capacity of 10 megabits per second (Mbps).
Because Cisco supplies all the necessary equipment for such a
complex infrastructure, the government has a secure, scalable and
well-organised network. This means that as well as simplifying the
management, the ministry also has just one contact point for
questions and problems.

To implement the portal site, the Ministry of the Flemish

Community’s network had to undergo substantial changes and

expansions. Before there was just a website; setting up a portal site is

far more complex. SBS, the preferred IT service supplier to the

Ministry of the Flemish Community, and Cisco converted the

ministry’s network to a homogenous, secure and future-oriented

infrastructure. The modular approach used means it can be easily

expanded and is extremely well protected. So the foundations of the

interactive site are now in place.

Through its portal site www.vlaanderen.be the Ministry of the

Flemish Community is providing better online communication and

bringing the administration closer to its citizens. In the first instance,

the site functions as an information point with referrals to the

websites of the different Flemish government bodies. In the long run it

will have an extensive service function. People will then be able to

deal with their administration online through so-called e-counters. E-

government can reduce piles of paperwork and cut the time taken for

all kinds of transactions. In short, individuals and companies can

count on a more efficient service. To turn many applications into a

reality, we still need to wait for the electronic identity card. This will

give all online transactions an official nature.

Around the clock, seven days a week
Organising a portal site is a complicated matter. Godfried Verhamme,

from the Steering and Control Unit for Information and

Communications Technology at the ministry, explains:

“Communication with the public through the Internet is entirely

different from direct contact with a civil servant. The technical

requirements of the network are completely different from those for

when it is being used just internally for supporting civil servants. Not

only does the system have to support a large number of visitors.

Contact has to be guaranteed around the clock, seven days a week. So

the computer applications have to be running outside office hours.

This has a significant impact on all components of the infrastructure.

Everything has to be duplicated, right down to the electrical supplies

and the cooling of the computer room. So the entire network is

“THE CONTACT WITH CISCO IS OFTEN DYNAMIC AND INSPIRING. THE COMPANY KNOWS, LIKE NO

OTHER, THE BEST WAY TO PUT UP NETWORK ARCHITECTURE. NOT ONLY DOES IT SUPPLY ALL THE

COMPONENTS NEEDED FOR THE NETWORK, IT ALSO PROVIDES SECURITY FUNCTIONS AND A STABLE

LAYOUT. THIS MEANS YOU CAN BUILD A WELL-ORGANISED, SECURE INFRASTRUCTURE FROM START TO

FINISH.”

Godfried Verhamme, civil servant at the Steering and Control Unit for Information 
and Communications Technology at the Ministry of the Flemish Community



redundant: whenever one component fails another can replace it.

Moreover, you have to make sure that the network is scalable when

the number of visitors keeps growing. If necessary it should be

expanded with additional servers but without adding other

components elsewhere.”

The requirements of the portal site are also very high with regard to

security. Godfried Verhamme: “You open up your network to the

outside world and so you have to cover yourself against anything that

can go wrong. The Internet has grown from an academic environment

where people worked on trust. The aim was to collaborate and share.

Anyone who opens up their network today is automatically making

themselves vulnerable to sharp amateurs and computer criminals.

What’s more, a portal site is interactive in layers. Some parts are

intended only for certain groups of users. This means that you need to

have good authentication and personalisation. Moreover, you need a

double network with a logical separation between them. One part

gives access to the outside world, while the other part gives access to

internal staff members who for example are taking care of

maintenance.”

Well-organised and secure architecture
The renovated network encompasses around 200 buildings with

12,000 staff members and nearly 2,000 teleworkers. Such an

extensive network requires a clear design. Cisco provided this, in

collaboration with SBS. The latter had the necessary knowledge of the

ministry’s network to evaluate which equipment could be reused and

which had to be replaced or extended. To this, Cisco added its

experience in the field of network security, which is described in

Cisco’s SAFE blueprints. These outline the principles of a simplified,

modular build-up of secure e-business systems.

The Ministry of the Flemish Community has been for eight years

already a satisfied user of Cisco products. “Our infrastructure is built

by SBS based on Cisco routers, switches, firewalls and other material.

The collaboration has always run smoothly, otherwise Cisco would

not have remained our supplier for all this time. The contact with

Cisco is often dynamic and inspiring. The company knows, like no

other, what the best practices are for putting up network architecture.

They supply not only routers and switches, but also load balancers,

firewalls, intrusion detection systems and security functions on all

components. This means you can build a well-organised, secure

infrastructure from start to finish. So Cisco has thought a lot along

with SBS on the design of the new installation. There is an open

relationship between our ministry, SBS and Cisco so that we can

anticipate problems and challenges,” says Godfried Verhamme.

“The original network already consisted of 90 per cent Cisco

equipment. If you add infrastructure for a portal site to this, you need

very good reasons for choosing another supplier. In such a large

network – here we’re talking about 300 routers – you try to work as

homogenously as possible. Your people have the advantage of having

had experience of such platforms. Moreover, the ministry prefers to

limit the number of suppliers and so contact points,” adds Patrick

Debois, systems designer at SBS.

Complete duplication
With a view to high availability, the infrastructure was made

redundant. So most components are present twice. The connection

with the Internet is also redundant. There are two connections of 10

Mbps through Belnet at two different locations. If necessary, the

capacity can be increased to 34 Mbps and more without interruption.

Powerful Cisco routers provide for the access to the backbone of the

network. The switching in the production part is done with Cisco

Catalyst clusters and Cisco Catalysts with a high portal density are

used for switching to the servers.

To guarantee visitors to the site a quick response time and to optimise

the spread of the traffic, load balancing was included in the design.

Cisco Content Services Switches (CSS) are used in the structure for

this. The load balancers protect the underlying infrastructure without

reducing the speed of the network. They also control the availability

of web servers and other equipment that supports the site. This

prevents surfers from receiving error messages. Moreover, they

continuously analyse the incoming requests from surfers. In contrast

to classical switches load balancers can take into account more

information to steer the data traffic more efficiently through the

underlying network. Visitors to the site surf more smoothly. Because

of this, the network can support up to 1000 users simultaneously and

achieve Intranet transfer speeds of up to 400 Mbps, which can be

increased to 1 Gbps. 

Two sets of Cisco load balancers regulate the spread of traffic across

the firewalls and the web servers. The first set of load balancers,

placed at the front-end part in front of the firewalls of the first level,

distribute the traffic across the firewalls. The second set of load

balancers, behind the firewalls, spread the traffic across the web

servers. In this way the users always have a connection to the

available server. It is also possible to refer surfers as much as possible

to the same web servers. As soon as the machine knows who they are,

the connection runs faster. The web servers are grouped in a first

demilitarised zone (DMZ), which separates the public and private

parts of the network and mediates between them. Public users cannot

get further than the first zone.

Embedded security
The firewalls of the second level – powerful Cisco PIX equipment that

does not require load balancing – isolate the front-end part from a

second DMZ. This groups the servers with the applications and

databases. These servers are additionally shielded from the network

through an intrusion detection system (IDS), just like in the public

part of the DMZ.
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Out-of-band management and the private VLAN security function on

the switches manage the entire infrastructure. Private VLAN (Virtual

Local Area Network, a subdivision of a network based on non-

physical criteria) allows you to separate ports on a single switch by

accommodating them in separate groups. So servers connected with

different private VLANs cannot communicate with one another.

Hackers who manage to access a certain server do not gain access to

the other servers connected on the same switch.

Moreover, the management traffic never crosses the backbone of the

network, but travels through its own channels. Each piece of

equipment in the network has at least two network cards: one for

normal data traffic and one for management traffic. The management

stations are isolated from the rest of the network by a separate

firewall and an IDS. The IDS inspects all data traffic and activities

across the entire network for suspicious patterns. So the system can

trace attacks on the network or any attempts to hack into or tamper

with it. This allows it to prevent or counteract any attacks at an early

stage.

In the future the network will be expanded to offer partners and

collaborators from the outside improved access. Now that the basic

architecture of the network is ready, the Steering and Control Unit for

Information and Communications Technology is focussing on the

development of standards. From now on, all the ministry’s services

must use the portal site as their starting point. Together with SBS they

will ensure that all newly developed parts will fit into the larger

framework of the portal site. During this second stage the portal site

will be able to grow considerably.


