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EXECUTIVE SUMMARY

Background
The Belgian government wants to make its services to the public faster, user-friendlier
and more transparent through e-government. The administrative procedures also need
to be reduced to a minimum. In this context, the Belgian Federal Government has
been working with FEDICT since 2001 on an all-encompassing Internet architecture
that includes a network layer, an integration layer, a security layer and a portal site.

Challenge
The federal portal site www.belgium.be had to become the front-office of the
architecture and ensure simple online communication between the public and
government services. Its public, interactive nature was making great demands on the
underlying infrastructure: it was vital to have power, growth possibilities and high
availability as well as maximum security and easy maintenance. Moreover, the design
and implementation had to be completed within a specific time span. 

Solution
Cisco Systems, coordinated by Accenture and in collaboration with HP, built a
redundant infrastructure to which they applied the principles of Cisco's SAFE security
blueprint. Powerful Cisco routers and Cisco catalyst switches control the network
traffic. Cisco Content Services Switches ensure an optimal availability and a balanced
load on the system. Security is guaranteed by PIX firewalls, intrusion detection
systems, Secure Socket Layer accelerators and a fully protected backup system and
network management.

Results
The federal government has a portal site at which information is bundled according to
the expectations and aims of its three target groups. Because Cisco's range includes
all the equipment needed for such a complex infrastructure, the government has a
well-organised network that guarantees smooth and secure communication. Online
services are being added one by one.

"FOR A NETWORK OF THIS SCALE IT IS BEST TO KEEP IT AS HOMOGENOUS AS POSSIBLE. THE SAFE

BLUEPRINT AND CISCO KNOW-HOW HAVE SAVED US A SIGNIFICANT AMOUNT OF TIME IN DEVELOPING

THE COMMUNICATION INFRASTRUCTURE. THIS HAS TO MEET THE STRICTEST REQUIREMENTS

CONCERNING SECURITY, GROWTH CAPACITY AND AVAILABILITY."

Peter Strickx, Chief Information Officer du Service public fédéral ICT (FEDICT).

Through e-government, the Belgian

government is making its services to the

public faster, user-friendlier and more

transparent and administrative procedures

are being reduced to a minimum. As part

of this, the Belgian Federal Government

has been working with FEDICT on the

TANGO architecture ((Target Architecture

for Networked Government Operations)

since 2001. This includes a network layer,

an integration layer, a security layer and

a portal site that brings the federal

government finally completely online. 

The FedMAN network, the network layer

of the TANGO architecture that connects

the administrations of 15 federal ministries

and government institutions in Brussels,

was ready in September 2002, as was the

Universal Messaging Engine, middleware

for exchanging information between

heterogeneous IT systems. Moreover,

progress was made on the electronic

identity card and a centralised database 

of companies known as Kruispuntbank

van Ondernemingen (KBO)/ Banque

Carrefour des Entreprises (BCE). The

KBO-BCE, which was legally established

at the beginning of 2003, allocates a

unique identification number to every

company and self-employed person. Work

on the public key infrastructure (PKI),

which issues digital certificates for secure



transactions, is also progressing. Together they form the key to

secure e-government, through mechanisms for identification,

authentication and secret encryption. In anticipation of their

completion, a temporary authentication module that works

through a username and password has been developed

Public nature demands strict requirements
The federal portal www.belgium.be, the front-office of the entire

e-government architecture, was launched at the end of 2002. It is

the unique entry point to government services. For simple online

communication, the information is presented according to the

logic of the user. There are separate start pages for the public, 

for companies and for federal civil servants, which present at each

stage a number of relevant subjects so that people can click

through to the required information or services. Cisco delivered

the underlying infrastructure for the site, the architecture of which

had to meet the highest requirements of availability, scalability

and security. The network makes it possible to integrate the

portals and websites of other government services and is also

equipped for supporting online transactions.

"The new portal site www.belgium.be is not only our most visible

and biggest project with regard to budget and number of staff. 

It was also a tremendous challenge to mobilise so many employees

from different government services in the relatively short period of

seven months and to get a great result," according to Jan Deprest,

chairman of FEDICT.

With an eye to high availability, all components in the

infrastructure are redundant. The connection with the Internet is

also redundant thanks to links through Belgacom and Colt

Telecom. Moreover, the design takes into account that the number

of e-government applications will rise in the future and that

increasingly more visitors will make use of the online services. 

The capacity and speed of the network can then also be easily

raised through extra modules in the network apparatus itself or by

adding new machines if necessary.

Protected communication
Access to the portal infrastructure is guaranteed through Cisco

2600 routers. The switching is done through Cisco Catalyst 4000

devices. The front-end part of the infrastructure is closed in

between two sets of Cisco PIX firewalls. The first set protects the

front-end from the Internet; the second separates the front-end

from the back-end, which houses the applications and databases.

A visitor's request never gets further than the web servers, which

are grouped in the demilitarised zone (DMZ) in the front-end part

of the infrastructure. From here, the network components go to

gather the necessary information on the servers in the back-end

part.

Out of safety considerations, not only is a strict distinction made

between the public and private parts of the infrastructure. 

A Cisco Intrusion Detection System (IDS) constantly inspects the

data traffic and activities throughout the entire network for

suspect patterns. So the system tracks any attacks on the network

and attempts at break-in and tampering, and it can prevent or

combat them at an early stage.

The confidentiality of the data that are exchanged between the

visitor and the federal government is guaranteed thanks to Secure

Socket Layer (SSL) accelerators. These devices encode and decode

the data at high speeds and set up a 'private tunnel' for secure

communication between two parties. So third parties cannot read

the messages being exchanged.

Easy surfing for the masses
As a federal portal, www.belgium.be has to receive and serve a

large number of visitors simultaneously. So a set of load balancers,

Cisco Content Services Switches (CSS), has been built in. These

protect the underlying infrastructure without reducing the speed

of the network. On the one hand they guarantee visitors a fast

response time by controlling the availability of web servers and

other equipment supporting the site. So they prevent surfers from

receiving error messages. On the other hand, the load balancers

constantly analyse the incoming requests from surfers. In contrast

to classical switches, they can take more information into account

and this allows them to direct the data traffic much more

efficiently across the underlying network. What is more, they can

refer surfers who come back regularly to the same web server as

much as possible, which speeds up the service.
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In addition, backup and management of the network activities are

fully separated from the rest of the network. With the CiscoWorks

management software, HP and Accenture can maintain and

support the whole system remotely.

Cisco equipment for the network layer too
Together with integrator Telindus and the operator Belnet, Cisco

previously installed the FedMAN network. This groups more than

60,000 federal civil servants in Brussels. They are in contact with

each other via a fast 100-megabit connection and they have a joint

Internet link with a capacity of 155 megabits per second. The

result is that civil servants can communicate more efficiently and

with greater security, the government services are more available to

the public and the government saves on telecommunication costs

and infrastructure.


