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Session Objectives

At the end of the session, the participants should
be able to:

= Objective 1: Understand key concepts of server
virtualization architectures as they relate to the network.

= Objective 2: Explain the impact of server virtualization
on DC network design (Ethernet & Fiber Channel)

= Objective 3: Design Cisco DC networks to support
server virtualization environments
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Virtualization

VMware Microsoft X.EN al_(a .
Paravirtualization



Migration

VMotion, aka VM Migration allows a
VM to be reallocated on a different
Hardware without having to
interrupt service.

Downtime in the order of few
milliseconds to few minutes,
not hours or days

Can be used to perform
Maintenance on a server,

Can be used to shift workloads
more efficiently

2 types of Migration:
VMotion Migration

Console
oS

Regular Migration
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VMware Architecture in a Nutshell

Mgmt
Net%vork Production

VM Kernel
Network
Console

oS

Network

Virtual

VM Virtualization Layer Machines

ESX Server Host




VMware HA Clustering




Application-level HA clustering
(Provided by MSCS, Veritas efc...)




HA + DRS

) ¥ cluster Settings
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VMs on available ESX hosts in | | (5o st i e 1
the least possible time (regular ks iz,
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Questions

= Which ESX host “interface” is used by Virtual Center to
monitor and configure VMs?

= Which ESX host “interface” is used by iSCSI?

= Can | migrate a “powered on” VM from a datacenter to
a different one?

= How long does it take for VMware HA to recover from
an ESX host failure?

= Does HA clustering require Vmotion?
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VMware Networking Components

Per ESX-server configuration
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VNIC MAC address

= VM’s MAC address = /vmfs/volumes/46b9d79a-
automatically generated 2debe23e-929d-
. : 001b78bb5a2c/VM_LUN_0005
* Mechanisms to avoid MAC /VM_LUN_0005.vmx

« VM’s MAC address doesn’t o ethernetO.addressTxee = "VpXx

change with migration = ethernet0.generatedAddress =

= VM’s MAC addresses can be Y00 Y0125,
made static by modifying the = ethernet0.addressType =
configuration files ,Static”

= ethernetN.address = = ethernet0.address =
00:50:56:XX:YY:ZZ "00:50:56:00:00:06,,



vSwitch Forwarding Characteristics

* Forwarding based on MAC address (No

Learning): If traffic doesn’t match a VM MAC
is sent out to vmnic

* VM-to-VM traffic stays local

= Vswitches TAG traffic with 802.1q VLAN ID
= vSwitches are 802.1q Capable

= vSwitches can create Etherchannels



vSwitch Creation
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VM & Port-Group & vSwitch
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Example Configuration
Multiple Port-Groups, same VLAN
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VM with 2 vNIC to same vSwitch
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VLAN Tagging Options
External Switch Tagging

= External switch tags packet

= Configured by setting the
Network Label VLAN ID to be 0

= How is VM-toVM traffic
switched? (through LAN Switch
or through vSwitch)

= Can use native VLAN on 802.1q
trunk (as long as native VLAN is
not tagged)

VLAN assignment

%7\%7

VMNICO

Virtual Switch 1

Virtual Switch 2

Port-Group 1

1

2
y il »

Port-Group 2
30 31 32
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= =N

VMs
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=

ESX Server Host
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VLAN Tagging Options
Virtual Switch Tagging 802.1q trunk

[\

VMNICO

VMNIC2 | VMNIC3
= vSwitch tagging
Tags outbound packets

Strips tag from
inbound packet

= Most Common Deployment ' Port Group A ' = Port Group B

= It is set by assigning the VLAN 1 2 : : 30 31 32
ID to the Network Label in the . - - .
Port-Group N, -

= Provides isolation between VLAN “A” VLAN “B’
VLANSs

amw amy VirtualMachines o o s

= g = E = | =

ESX Server Host
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Meaning of NIC Teaming in VMware (1)

ESX server NIC cards

vSwitch Uplinks

g NIC Teaming
NIC Teaming

THIS IS NOT NIC Teaming

ESX Server Host




Meaning of NIC Teaming in VMware (2)

Teaming is Configured at

The vmnic Level
virtual Switch: vSwitcho
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Design Example

2 NICs, VLAN 1 and 2, Active/Standby

B

="
]

=

802.1q 80244

Port-Group1  Vlan1,2

VLAN 2

vmnic0 vmni ESX Server
e Port-Group 2
T VLAN 1

Service Console

VM1 VM2

[% vSwitch0 Properties

Palicy Exceptions

Genetal] Securit_l,l] Traffic Shaping

I M etwork, Failover Detection;

||:!n| 1= fTalla¥=td] 1
|Link Statuz anly _:_J

Moty Switches:

Ralling Failoier;

Failover Qrder:

|'Tes

|N|:|

Select active and standby adapters Far this port group.

| & failover situation. standby
iy T TEg DED,

adaplers activate nthe order speciie

Ledld]

Mame | Speed Mebworks

Active Adapters

vrnnicO 1000 Full 172.22.43.1-172.22.43.254
Standby Adapters

wrnicl 1000 Full 1722242, 1-172.22 43,24
Unused Adapters

tove Up

| Movelp |
. M ove Down

Adapter Details
Mo adapter selected
Driver:

Location;

=]

Cancel Help




Beacon Probing

Wl
W
Wl
Wl
L
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W
Wl
sl
“ il
Wl
L
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L
Wl
L

uplink ports

Virtual Switch

Teamed
physical
NICs

LAN

= Beacon probing attempts to detect failures which don’t result in
a link state failure for the NIC

= Broadcast frames sent from each NIC in the team should be
seen by other NICs in the team

= Beacons are sent on each VLAN in use



Active/Standby per-Port-Group

T

VMNICO

ESX Server

‘VMNIC1

VM4

4

VM6
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Port-Group overrides vSwitch Global

Configuration

i vSwitchO Properties

General] Securit_l,l] Traffic Shaping

Policy Exceptions

Load Balancing

|F|oute bazed on source MAC hazh

Metwork, Falover Detection; |Link Statuz only

Mutify Switches: |Yes
Falling Failover: |N0
Failowver Order;

adapters activate in the arder specified belaw,

Led Lol Le] [4]

Select active and standby adapters for this port group.  lhea failower situation, standby

Marme | Speed Mekworks
Active Adapters

wminico 1000 Full
Standby Adapters
winic 1 down
Unused Adapters

Adapter Detailz
Mo adapter selected
Ciriver:

Location;

172.22.42.1-172.22.43.254 125.0...,

Move Up

taove Down

172,22,42,1-172.22.43.254 (VLAN. ..

% ¥LAN2 Pro perties

General] Securit_l,l] Traffic Shaping  MNIC Teaming ]
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Load Balancing [ | ke Base ice MAE hasl _]
Metwork, Failower Detection; W |Link Status orily _L]
Motify Swaitches: B | i _]
Ralling Failover: B | | _]

Marne | Speed Metwoarks Mave Up
Active Adapters

> | i L down 172.22.42.1-172.22 43,254 (YLAM. .. Mave Down I
Standby Adapters

> wrnnicO 1000 Full 172.22.42.1-172.22 43,254 128 10....
Unused Adapters

=]

Zancel Help

Failover Order:

W Overmide wSwitch failover arder;

elect active and standby adapters tor this port group.  Inea failover situation, standby
adapters activate in the order specified below,

Adapter Details

wmnicl
Diriveer; brxz
Location; PCI 03:00.0

oK | Zancel Help




Active/Active

=

ES* server NIC cards

VM1 VM2 VM3 VM4

ESX server

VM5

[% vSwitch Properties

Generall Security! Traffic Shaping
Palicy Exceptions
Load Balancing
Network Falover Detection;
M atify Switches:

Ralling Failover:

Failower Order:

|Fh3ute bazed on the originating virtual port 1D _:J

f=1LRER 1) _:J
IYes _vj
o 7]

Select active and standby adapters for this port group. In & Fallover situation. standby
adapters activate in the order specified below.

Mame | Spesd
Active Adapters

wimnicO 1000 Full
wnicl 1000 Full
Standby Adapters
Unused Adapters

| Metworks

172.22.43.1-172.22 43 24
172,22 42.1-172. 2243298

tove Dovn

—Adapter Detailz
Mo adapter selected
Diriveer;

Location;

: toive Up
Move Do |

=

Cancel

Help




Active/Active
IP-based Load Balancing

= Works with Channel-Group mode ON

= LACP is not supported (see below): ]
9w0d: %LINK-3-UPDOWN: Interface <> Port-channeling

GigabitEthernet1/0/14, changed state to up y— —

9w0d: %LINK-3-UPDOWN: Interface E o o
GigabitEthernet1/0/13, changed state to up ESX server

9w0d: %EC-5-L3DONTBNDL2: Gi1/0/14
suspended: LACP currently not enabled on
the remote port.

9w0d: %EC-5-L3DONTBNDL2: Gi1/0/13
suspended: LACP currently not enabled on
the remote port.

=N =

VM1 VM2 VM3 VM4
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Rolling Failover (aka Preemption)
By default Preemption is on




All Links Active, No Spanning-Tree
Is there a Loop?

» h ’ .
CBS-left S S o)) CBS-right

Port-Group2 i

5 7 ESX Server




Broadcast/Multicast/Unknown Unicast
Forwarding in Active/Active (1)

vmnicO

vSwitch0

Port-Group 1 ‘
VLAN 2

ESX Server VM1 VM2




Broadcast/Multicast/Unknown Unicast
Forwarding in Active/Active (2)

=

8021q
Vlan 1,2

ESX Host

o




Can the vSwitch pass traffic through?




Can VM1 talk to Server3?

il

=

802.1q 802A4q

4 UpIinks Vian 1,2

L
vSwitch
Port-Group 2
Port-Group 1 VLAN 1
VLAN 2 / \ ~_ Server3
= _

Service Console




Can VM5 talk to VM47?

All links are active

Catalyst1 g? gv Catalyst2
2 3

1 4
ESX server1 ESX server 2

VMNIC1 VMNIC2 VMNIC1 VMNIC2

vSwitch g? g? vSwitch
] ]

VM5 VM7 VM4 VM6




Is this design possible?

Catalyst1 g? gv Catalyst2

802.1q

1 802.1q

ESX server1

VMNIC1

vSwitch g?
]




vSwitch Security

= Promiscuous mode Reject
prevents a port from
capturing traffic whose
address is not the VM’s
address

= MAC Address Change,
prevents the VM from
modifying the vNIC
address

= Forget Transmits prevents
the VM from sending out
traffic with a different MAC
(e.g NLB)

[% vSwitch2 Properties

....................... =

General | Securty | Traffic Shaping] MIC Teaming]

Palicy Exceptions

Promizcuouz bMode:
MALC Address Changes:

Forged Transmits:

| Reject j
|.-’-'-.u:u:ept j
|.-“-‘-.|:|:ept ﬂ




vSwitch vs LAN Switch

= Differently from a LAN Switch

= Similarly to a LAN Switch: No Learning
No Spanning-Tree protocol

Forwardmg based on MAC No Dynamic trunk negotiation (DTP)

address No 802.3ad LACP
VM-to-VM traffic stays local Certain designs can isolate VMs
Vswitches TAG traffic with 2 Etherchannel backing up each other is not

possible

802.1qg VLAN ID
vSwitches are 802.1q Capable

vSwitch doesn’t have the equivalent of
UPLINK TRACKING

No SPAN/mirroring capabilities: Traffic
vSwitches can create capturing is by far not the equivalent of SPAN
Etherchannels Beaconing doesn’t seem to add much value

. . . .. Port Security very limited
Preemption Configuration (similar yvery

to Flexlinks, but no delay
preemption)
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VMotion Migration Requirements
VMotion Requirements — Networking

“\VMotion requires a Gigabit Ethernet VMotion
network to ensure rapid migrations ~  Network
-A dedicated network is recommended to —( ESX1
keep VM memory state secure k
" "
=2 hosts with cross-connected Gige cards
can be used for demos h v =S }""":

) Metworks . z
“VirtualCenter and ESX console :
management operations flow through —{ ESX3 ";‘;;ﬂgemem
the management network ) Netwaork

-Including VM deployment and cloning
. Minimum Metwork Best Practice Network
‘MNetwork labels for each virtual NIC 5 NICS with 21 least one GiaE NIC 1 dedicated NIC {
- 5 WIn a1 least one ig . edicale or
gnust biq:ﬂ?ated through the ESX for VMation. Console O
il - - For hest security, dedicate the (10/100 or GigE)
-Network labels are global across farms GEigE NIC to WMotion and use 1 dedicated NIC for
R ficaliv B VLANs to divide the VM & Mgmt VMotion (GigE)
:,?-.-:.;.-'--I:]:: Flﬂ-.;L.ﬁ F|‘t]|]|¢-i'illlf~31|-:'r~tr h;l;; -11. --..rd rél--e.-.: N fraffic on the other NIC 1 or more NICs for VMs
- |',"_ ;F S R e SRR L For best availability, combine both (10100 or GigE)
labels NICs into a bond, and use VLANS
to divide traffic into at least 2
*VMs must have access fo the networks ( 1 or more for VMs, 1 for
necessary subnets on the target ESX COS, and 1 for VMaotion)

Server




VMKernel Network can be routed

VM Kernel
Network

Mgmt VM Kernel
Networkh Network

Production
Network

Virtual
Machines

ESX Server Host

[ ¥Mkernel Properties

General | Secutit_ul TraffiC'Shapingl MIC Teaming

—Port Properties

Metwork Label: |\.|'Mkernel

YLAR 1D (Cptional): |5

WMotion: ¥ Enabled

—IP Settings

I Address: [10 .10 5 .4

Subret Mask: | 255 .255 .255 . 0

Ykernel Defaulk Gateway: | G 0 5 i Edit. .. I

e

0K Cancel Help




VMotion L2 Design

Mz N,
Ir‘W\ !S




VM Migration—SpecWeb99 Migration

= SPECweb99 is the SPEC benchmark for evaluating the performance of WWW Servers

= The Standard Performance Evaluation Corporation (SPEC) is a non-profit corporation formed to establish,
maintain and endorse a standardized set of relevant benchmarks that can be applied to the newest generation
of high-performance computers

Iterative Progress of Live Migration: SPECweb99

600 -

350 Clients (90% of max load), 800MB VM E— __ _
Total Data Transmitted: 960MB (x1.20) In the final iteration, the domain is suspended. The remaining
18.2 MB of dirty pages are sent and the VM resumes execution
500 || Area of Bars: on the remote machine. In addition to the 201ms required to| Hazme ~
EIvm memery ,”;”:“,"d o copy the last round of data, an additional 9ms elapse while the | ~——
Memory dirtied during this iteration VM starts up. The total downtime for this EX.DEH'mE‘nf is 201ms. -
8 0 1 167 MB
= D
0
E —
‘é‘ oy 24.2 MB
o The first iteration involves a long, relatively low-rate transfer of
3 the VM's memory. In this example, 676.8 MB are transfered in
£ 54.1 seconds. These early phases allow non-writable working
= 207 set data to be transfered with a low impact on aclive services. GeavEF
. ! 6768 MB 1267 MB 39.0MB
0 T T T T T
0 // 50 55 -i] 65 T
Elapsed Time (sec)

Xen



HA clustering (1)

= Recommendations:

= EMC/Legato AAM based
Have 2 Service Console on

= HA Agent runs in every host redundant paths
= Heartbeats Unicast UDP port Avoid losing SAN access (e.g.
~8042 (4 UDP ports opened) via iSCSI)
i Make sure you know before
= Hearbeats run on the Service hand if DRS is activated too!

Console ONLY

_ = Caveats:

= When a Failure Occurs, the ESX Losing Production VLAN

Host pings the gateway (on the connectivity onlv. ISOLATES

y only,

SERVICE CONSOLE ONLY) to VMs (there’s no equivalent of

verify Network Connectivity uplink tracking on the vswitch)
= |f ESX Host is isolated, it shuts = Solution:

down the VMs thus releaseing NIC TEAMING

locks on the SAN



HA clustering (2)
=<

COS 10.0.2.0 "
Prod 10. 0

iISCSI access/VMker

10.0.200.0




Questions

= What is a Network Label?
= Do vSwitches always have vmnics? Yes/No
= What does the vNIC attach to? A vswitch? A VLAN?

= Can 2 Port-Groups be in the same VLAN on the same
vSwitch?

= Does NIC teaming require NIC vendor driver installation
in VM? Yes/No

= Does a VM MAC address change during a migration?
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vSwitch and NIC Teaming Best Practices

Q: Should | use multiple
vSwitches or multiple Port-
Groups to isolate traffic?

A: We didn’t see any advantage

in using multiple vSwitches,
multiple Port-Groups with
different VLANSs give you
enough flexibility to isolate
servers

Q: Should | use EST or VST?

A: Always use VST, i.e. assign
the VLAN from the vSwitch

Q: Can | use native VLAN for
VMs?

A: Yes you can, but to make it
simple don’t. If you do, do not
TAG VMs with the native VLAN

Q: Which NIC Teaming configuration
should | use?

A: Active/Active, Virtual Port-ID based

Q: Do | have to attach all NICs in the team
to the same switch or to different switches?

A: with Active/Active Virtual Port-ID based,
it doesn’t matter

Q: Should | use Beaconing?
A: No

Q: Should | use Rolling Failover (i.e. no
preemption)

A: No, default is good, just enable trunkfast
on the Cisco switch



NIC Team Across Hardware

Common 4 Port Design Example:

On-board NIC 1 (vSwitch1 uplink)
=  SC (preferred NIC in team) + VMotion

On-board NIC 2 (vSwitch2 uplink) Team
» Default virtual machine port group
h PCl based NIC 1 (vSwitch1 uplink)

= SC + VMotion (preferred NIC in team)
h PCl based NIC 2 (vSwitch2 uplink)

* Default virtual machine port group

Design Goal:

« Prevent single points of failure TSX
(PCI bus/motherboard ASIC)



Cisco Switchport Configuration

= Make it a Trunk

interface GigabitEthernetX/X
= Enable Trunkfast - description <<** VM Port **>>
= Can the Native VLAN bewused for VMs? = noip address
= switchport
= switchport trunk encapsulation dot1q
= switchport trunk native vlan <id>
= switchport trunk allowed vian xx,yy-zz
switchport mode trunk 4
switchport nonegotiate

] no cdp enable
= Do not enable Port Security (see next - spanning-tree portfast trunk

slide)

= Make sure that “teamed” NICs are in the
same Layer 2 domain

* Yes, but IF you do, you have\2 options

Configure VLAN ID = 0 for the VMs
that are going to use the native.\VLAN
(preferred)

Configure “vlan dot1q tag native” o
the 6k (not recommended)

= Provide a Redundant Layer 2 path

Typically: SC, VMKernel, VM Production



Port Security and VMware
Incompatible

http://www.cisco.com/en/US/par
tner/products/hw/switches/ps50
23/products_configuration guid
e cha ter09186a00808b0270.ht
rﬁl#wp1170581

3750-STACK-top-R1(config-
ifffswitchport port-security
maximum <number> vian
<vlan_number>

How many MACs do you have
to count?

SC, SC iSCSI, VMKernel,
VMotion =4

+ 1 MAC per VM
+ BIA MAC

maximum 5, violation restrict

If a MAC moves (i.e. Vmotion
migration or NIC Teaming)

3750-STACK-top-R1#

ow0d: %PORT_SECURITY-2-
PSECURE_VIOLATION:
Security violation occurred,
caused

Port goes down or traffic is
dropped



Configuration with 2 NIC
SC, VMKernel, Production share NICs

g? Trunks E
_ A I 802.1q: Production VLANSs,

802.1q f NIC teaming A Service Console, VM Kernel

<«

»
»

Active/Active — ESX Server

Redundant SC and
VMKernel Connectivity

Redundant Production
All links used

SC, VMKernel share NICs with Production
Traffic

VM Kernel

=='HBA2 | )\
Y Y

Active/Standby Active/Standby
Vmnic1/vmnic2 Vmnic2/vmnic1




Configuration with 2 NICs
Dedicated NIC to SC, VMKernel, Separate NIC for

Production
g? Trunks E
I A I 802.1q: Production VLANS,
802.1q r . A Service Console, VM Kernel
. NIC teaming
Redundant SC and ;Y S Server
VMKernel Connectivity
Redundant Production
Ac All links used
Vm
In normal condition SC and Production are
On different NICs
K ! VM Kernel
----- : o HBA2 \ T ’

Y Y

Active/Standby Active/Standby
Vmnic2/vmnic1 Vmnic2/vmnic1



Network Attachment (1)

Secondary
root

Rapid PVST+

) Trunkfast 802.1q:
BPDU d Production,
guar SC, VMKernel No Blocked Port,
l No Loop
Catalyst1 E’ g? Catalyst2
802.1q: - All NICs are used
Production, > 802.1q Traffic distributed
SC, VMKernel v’ On all links
4
1 2 3
VMNIC1 VMNIC2 VMNIC1 VMNIC2

ESX serveri -’ d ESX server 2




Network Attachment (2)

802.1q: Secondary
root Production, SC, VMKernel root

Rapid PVST+

Trunkfast
® BPDU guard

Typical Spanning-Tree
V-Shape Topology

Production, —»> 802.1q Traffic distributed
SC, VMKernel v’ On all links
1 4
2 3
VMNIC1 | VMNIC2 VMNIC1  VMNIC2

%7 ESX server 2 Q

ESX server1




Configuration with 4 NICs
Dedicated NICs for SC and VMKernel

Sliey

4

=5 | VMINIC2

Dedicated NIC for SC

Dedicated NIC for VMKernel

VMNIC3 ESX Server

Redundant Production VMNIC4

How good is this design? Management access is lost

7 N ISCSI access is lost
acti YMs become completely isolated l VMotion can’t run
_""‘""" J __ m_1l | m [ m [ i o= 8 b= - S
vmnie™" |solates Management Access Isolates VMKernel
VC cannot control ESX Host If using iSCSI this is the worst
— Possible failure, very complicated
If this is part of an HA Cluster = To recover from

VMs are powered down
If this is part of a DRS cluster

It prevents automatic migration



Configuration with 4 NICs

Redundant SC and

VMKernel Connectivity SC, VMKernel

«— VLANs

VMNIC3 ESX Server

Redundant Production VMNIC2

VMNIC4

HA augmented by teamingon VY|

: : -
Different NIC chipsets Production and Management

Go through chipset2 | | | ‘

— Production and Management
Go through chipset1
|

VMKernel swaps to vmnic2

All links used

vswitch

“Dedicated NICs” for SC
And VMKernel

\ I | DAavt RuAaiin 1

SC swaps to vmnic4 —

Production Traffic
Continues on vmnic1
Y Y

. ) . Active/Standby Active/Standby
Production Traffic goes to vmnic3 vmnic2/ivmnic4 Vmnic4/vmnic2

VC can still control Host



Network Attachment (1)

Secondary

root
root Rapid PVST+

) Trunkfast - -
BPDU guard o= Production, No Blocked Port,
SC, VMKernel No Loop

|

Catalyst1 E Catalyst2

802.1q: 802.1q:
Production SC and VMKernel
1
ESX server1 ESX server 2
vSwitch -’ -’ vSwitch




Network Attachment (2)

802.1q: Secondary
root Production, SC, VMKernel root

/ / l \\ Rapid PVST+

Trunkfast
® BPDU guard

Typical Spanning-Tree
V-Shape Topology

802.1q:
Production

ESX server1 '/

vSwitch -’

802.1q:
SC and VMKernel

ESX server 2

-’ vSwitch




How About?

anning-Tree
Topology
Catalyst1 E Catalyst2
802.1q: 802.1q:
Production SC and VMKernel
1 2
3 6 7 8
ESX serveri 4 ESX server 2
vSwitch

I
vSwitch ;




4 NICs with Etherchannel

“Clustered” switches

802.1q:

802.1q: SC, VMKernel

Production

ESX serveri ESX server 2




Typical ESX HA/DRS cluster design

et N e All VM Production
iccesef tocossl === == VLANs Trunked

/.

\ 4
(L 4 4 4 < 4 4

\ VMware “cluster” (typically /

~10-20 servers)




"y
.....
-
"y

Rack10

L]
"""""
. Tay
. ]
. a,
* v,
. L

_': ] vmnic0 | : | vmnic1
vmnic0 vmnic1 :
ESX Host 1 @ ESX Host 2 &’
Lo\

= L] =

VM1 VM2 VM3 VM4 VM5 VM6




Network Label and VMotion

(%) Y1 - Virtual Machine Properties

. Hardware 10ptign5 ] ResaUrces ] ESi 3.3 virtual maching
= VMs moving from one e
. Memory 1044 MB I™ Comngcted
ESX Se rver tO a d Iffe rent @ CPUs 1 I Comnect at power on
& Floppy Drive 1 Clignt Device
O n e |O 0 k fo r th e Sa m e % COJDNVD Drive: 1 Client Device i~Metwork Connection —
f@ Network Adapter 1 {edited)  ¥LANZ | Metwork label
N e t WOor k La bel © 5Co Contraller 0 LI Logic
= Hard Disk 1 Wirtual Disk, ~Adapter Type
Current adapter:  Flesible
Add.., ‘ Remove ‘
Help ok I Cancel I
A




VMotion Best Practices

= Datapoints: = Best Practice
Migration only happens Make the VMkernel network
within a VM HA/DRS cluster routed, extend the Layer 2
and/or within a datacenter domain only for the VM
VMotion looks for the production traffic
Network Label to be At most the Layer 2 domain
available on the Target ESX needs to encompass ~10-20
Host machines, set the Layer 2
VM MAC doesn’t change bounda.ry within the Data center

accordingly

during the migration
Enable the option “Notify Switch”
in the vswitch so that target
vswitch sends out a RARP to
update the mac-forwarding tables



Experimental Routed Network for Powered-off
Migration or HA Cluster

-u

\H_AN4

.
*
L4
L4
*
v
L 4
L]
L]
L4
*
-
.0
*

ESX Host 2

10.10.3.41 i

viid

\ 10.10.2.x

VLAN2

VLAN4
10.10.4.x

10.10.5.41
ESX Host 1




Agenda

VMware Architecture and Components

VMware LAN Networking
vSwitch Basics
NIC Teaming
vSwitch vs LAN Switch
Migration, HA, DRS

Cisco/VMware DC DESIGNS

Blade Server Designs

Storage Implications of Server Virtualization



Handy Features for Large Scale Deployments
Flexlinks

= Flexlinks keeps one set of ports in To Core Routers
forwarding state and a backup set of
ports are non forwarding for the same
set of VLANs

= No Spanning-Tree is involved so it’s
very light weight on the Control Plane

= You can have half VLANs active on
one set of links and half VLANs
active on the other set of links

= Preemption configurable

= Failover <100ms off
= Preemption Delay Configur3£> forced

bandwidth




Design with the Integrated Switch
Uplink Tracking / Trunk Resiliency

. . . Using Integrated Ethernet Switches
switch(config)# link state track 1

switch(config)# int range PO1, PO2 L \I} I
switch(config-if-range)# link state group 1 upstream Switches WAL — "[Ic'
switch(config-if-range)# int range gig0/1 - 16

switch(config-if-range)# link state group 1 downstream

switch(config-if-range)# end

N7/ 15
Note:
PO1 is composed of gig ports 21 and 22 Integrated L2 \\\\ I
PO2 is composed of gig ports 23 and 24 switches — .~ -

oooooo ®

These Etherchannels must be created separately prior to
creating the Layer 2 Trunk Failover Feature.

Blade Server Chassis

Interface 1
Interface 2




HP Blade Server + VM

8 UpIinks

r-\H\HH--JMML_,

:%7—

&<1-16->
Blade Server

ESX servers

8 Upllnks

Mgmt. Module

=9=

L

st

de Server Enclosure

- 8021qg» 802.1q
ESX Server 1 ESX Server 2
1 2 3 4

vSwitch0 -

</ \

\

=

Service VM
Console Kernel

VM1 VM2

vSwitch0 - \
|
VM1 VM2 Service VM

Console Kernel




Tracking on VM Network

[%) 172.22.42.84 - Yirtual Infrastructure Client

EM English {United St

File Edit Wiew Inventory Administration Help
Iventony | Scheduled Tasks Eventz Adrmin Maps
4 » & &
=E Hosts & Clusters 172.22.43.166 ¥Mware ESX Server, 3.0.1, 32039
= [y 53C_Lab .
= [y c7000 Blade Chassis Configuration
B 172.22.43.115 : )
Hard Networkin Refresh Add Mebw: —
[ 172.22.43.160 arcware g '
B irz.zz43i6z Processors
D 172.22.43.168 Mermary Wirtual Switch: wSwitchi Remowve,..  Properties
G YM_LUN_0003
@ Y LLIN D004 Skorage (SCSI, SAR, and NFS) Wirtuial Machine Fort Group Physical Adapters
YM_LUN_0005 Hetworking Y wanz QI wEE vmnicl
(s m_Lun_ El | 2 virtual machines | YLAM ID* I__.m winmica 1000 Ful
@ WM_LUN_ 0006 Storage Adapters yM LUN 0003
(3 ¥M_LUN_0007 Metwark Adapters VMI =
i um1
@ WM115-1 Soffurare o Ser\rice Conzole Port
Service Console 2
Licensed Features wewifl o 172,22 43,167
DMS and Routing o Service Console Part
Yirtual Machine StartupfShutdomwn Service Console
wawifl) | 172,22.43. 166
Security Profile
: Whikemel Por
System Resource Allocation B yMkernel g
Advanced Setkings 10.10.10,44 =
b
i >
Recent Tasks X
Marme | Target Status | Initiated by = ~
@ Unconfiguring HA Q 172.22.43.115 @ Completed BI5/2007 5:06:
%" Unconfiguring HA B 172.22.43.160 & Completed g8/8/2007 5:06:
%" Unconfiguring HA B irzzz43.162 @ Completed g8/8/2007 5:06:
%" Recorfigure Cluster il c7000Blade Chassis @ Completed Administrator Ba/z007 506
@ Unconfiguring HA E 172.22.43.168 3 Anerror ocourred during configuration of the HA Agent on the haost, B/8/2007 5:06;
< | | >
| Tasks @ Alams {Showing all entries  |Administrator 4
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= VMware Architecture and Components
= VMware LAN Networking

= Cisco/VMware DC DESIGNS
= Blade Server Designs

= Storage Implications of Server Virtualization
VMWARE Storage

Design Aspects



It’s Just Another SAN Attached Host...

Multi
Pathing

LUN Mapping
— o) < E»

Port Group
Uniformity

Virtual MachineSomy anw o

Multiple
Virtual NICs ESX Server Host




VMware ESX Storage Options

iISCSI/NFS

= 80%+ of install base uses FC
storage

= iSCSI is popular in SMB market

= DAS is not popular because it
prohibits VMotion

= &=
= =
= =
= =
= =
==
= =
==
= =
= =
==



ESX Networked Storage Support

FC Yes Yes Yes Yes Yes Yes
NFS Yes Yes No No No Yes
iISCSI (HW)* Yes Yes Yes Yes No Yes

...............................................................................................................................

iSCSI(SW) © No : Yes | Yes : Yes  No | Yes




ESX FC Data Flow

All storage shows up on virtual
SCSI controller and appears as
SCSI drive regardless of storage
source

Virtual Machine guest OS issues
Read/Write to disk

OS device driver sends request to
the virtual SCSI controller

Virtual SCSI controller forwards

VMM

command to the VMkernel 0
] s
VMkernel locates VM file on _Z
VMFS, maps virtual to physica| A % Scheduling/Queing — Errors Proc.
blocks. sends request to physical v _ | [[Discovery — Command Processing
J o
. 0o
HBA driver £ & ||| utiities - SCSI - iSCSI - IDE

HBA sends FCP operations out
the wire

HW







