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ACE XML Gateway: Technical Deep Dive 

Simon Parker



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 2

� A c q u is it ion c l os ed  M arc h  2 1 st ‘0 7
� A C E  X M L  G at ew ay  now  an int eg ral  p art  of  t h e A C E  p rod u c t  f amil y
� A p p l ianc e f orm-f ac t or shipping t od ay …
� “C i s c o ' s  R e a c t i v i t y  a c q u i s i t i o n  i s  a  l o g i c a l  e x t e n s i o n  o f  t h e  c o m p a n y ' s  S O N A  a r c h i t e c t u r e .  T h e r e ' s  a  m o v e  t o w a r d s  d e l i v e r i n g  a p p l i a n c e s  t h a t  p r o v i d e  o u t  o f  t h e  b o x  a p p l i c a t i o n -i n t e g r a t i o n  s e r v i c e s . ”
David Greenfield, Editor Network Computing. Feb 07

+ =  A C E  X M L  G a t e w a y

What’s  n e w ?
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I ntr o d u ctio n to
W eb  S er vices
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Applications Transition to SOA & Web 2.0

• Web 2.0 & SOA
Collaborative personalized User E x perienc e 
I nh erently  I nternet/ W eb S ervic es based
D y nam ic  Content,  R ic h  M edia

• Web 1 .0
S iloed A pplic ations
M ak ing  eac h  app w ork  on its ow n 
is c h alleng ing  enou g h   

L im ited data sh aring  betw een 
applic ations

Ch alleng es w ith  S c alability ,  
S ec u rity  and Control

Siloed C olla b or a t iv e
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Y o u  s ai d  S e r v i c e  O r i e n te d  A r c hi te c tu r e ?
� Serv ic e O rient ed  A rc h it ec t u re:  not h ing  new !

� R P C ,  D C E ,  D C O M ,  C O R B A ,  J M S ,  R M I
� E nab l er f or d is t rib u t ed  ap p l ic at ions
� A t t emp t  t o f ac il it at e ex c h ang e of  inf ormat ion b et w een 
ap p s ,  or b et w een p rod u c ers  and  c ons u mers

� H ow ?  D ec ou p l es  b u s ines s  l og ic  f rom ac t u al  ap p l ic at ion 
imp l ement at ion
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E x am ple:  
C ell P h one P rov isioning  Application

User Activation 
F u nctions

Internet P ay m ent &  B il l ing  
F u nctions
C R M  F u nctions

Application 
S e r v e r

B u s i nes s  A p p

A p p l i c a ti o n S erv er

s e r v i c e

s e r v i c e

s e r v i c e

T o d a y :  M o no l it hic  a nd  T ight l y  C o u pl e d  a pps
w ou ldn ’t  it  b e g ood if  w e c ou ld ex p os e t h e b illin g ,  C R M ,  et c  A P I s  in dep en den t ly ?
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P r o b l e m s  w i th the  tr ad i ti o n al  m o d e l
� T ied  t o t h e u nd erl y ing  arc h it ec t u re
� B inary  or p rop riet ary  mes s ag e f ormat s
� C omp at ib il it y  is s u es
� E x p ens iv e
� N ot  ex t ens ib l e
� C omp l ex
� Perf ormanc e c os t s
� N ot  f irew al l  f riend l y
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S o l u ti o n s  to  the  P r o b l e m
� O p en s t and ard -d riv en mec h anis ms  t h at  are b ot h  
p rog ramming  l ang u ag e and  p l at f orm ind ep end ent .

� M ake s u re t h es e s t and ard s  are c reat ed  b y  an 
ind ep end ent  s t and ard s  b od y  t o minimiz e c omp at ib il it y  
and  p at ent  is s u es .

� M ake t h es e s t and ard s  rob u s t  enou g h  t o h and l e t h e j ob  
and  y et  s imp l e enou g h  t o f ac il it at e w id es p read  
ad op t ion.

X M L  l e nd s it se l f  v e r y  w e l l  t o  t his a ppr o a c h
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Why  X M L  We b  S e r v i c e s ?
� X M L  is  p l ain A SC I I

� I n t r o d u c e s  n o n -b i n a r y  m e s s a g i n g
� X M L  mes s ag ing  rid es  on t op  of  ex is t ing  ap p l ic at ion 
p rot oc ol s

� X M L  ov er H T T P s ol v es  t h e p rob l em of  d is t rib u t ed  
ap p l ic at ions  ac ros s  f irew al l s

� G u es s  w h at  t h e ‘W eb ’ in W eb  Serv ic es  is  f or?  T h e 
c ommu nic at ions  c an ru n ov er H T T P.  SO A P is  X M L  
ov er H T T P – more on t h is  t op ic  in a f ew  s l id es  …

L o o s e l y -c o u p l e d  a p p s  t h a t  u s e  o p e n  s t a n d a r d s  t o  d e s c r i b e  a n  i n t e r f a c e  
f o r  a c c e s s i n g  t h e m  a n d  a  m e s s a g i n g  f o r m a t  f o r  c o m m u n i c a t i o n
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X M L  i n  1 0  s e c o n d s
� H T M L  =  a  s e t  o f  t a g s  t o  format d a t a  ( e g :  b o l d  <b >,  t a b l e s  <t d ><t r >,  
c o l o r s  <f o n t >,  e t c . )  – e n t i r e l y  f o c u s e d  o n  f o r m a t t i n g  r a t h e r  t h a n  
d a t a

� X M L  =  f o c u s e s  o n  c on te n t r a t h e r  t h a n  f o r m a t .  X M L  d o e s  n o t  h a v e  
a n y  p r e d e f i n e d  t a g s .  N o  s u c h  t h i n g  a s  <b >,  <h 1 > e t c .

<c u s t o m e r >
<n a m e >
<t i t l e >M r . </ t i t l e >
<f i r s t -n a m e >J o h n </ f i r s t -n a m e >
<l a s t -n a m e >D o e </ l a s t -n a m e >
</ n a m e >
<s t r e e t >1 2 3  A B C  S t r e e t </ s t r e e t >
<c i t y >A n y t o w n </ c i t y >
<s t a t e >C a </ s t a t e >
<z i p c o d e >9 5 1 3 4 </ z i p c o d e >
</ c u s t o m e r >

X M L
<p r e >
<h 1 >C u s t o m e r </ h 1 >
<h 2 >T i t l e </ h 2 >M r .
<h 2 >N a m e </ h 2 >
J o h n  D o e
<h 2 >A d d r e s s </ h 2 >
1 2 3  A B C  S t r e e t
A n y t o w n
C a
9 5 1 3 4

H T M L
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G i v i n g  X M L  m e an i n g :  X M L  S c he m as
� Sc h emas  are ru l es  t h at  an X M L  d oc u ment  mu s t  ab id e 
b y

� Pop u l ar w ay s  t o d ef ine s c h emas  inc l u d e D oc u ment  
T y p e D ef init ion ( D T D )  or W 3 C  X M L  Sc h ema

� W 3 C  X M L  Sc h ema f are more p rev al ent  f or d at a-
orient ed  s t y l e d oc u ment s  ( e. g .  res t ric t ing  c ont ent ,  
ex p l ic it  d at a t y p es )

� Prov id es  a v ery  c onv enient  w ay  t o inf orm c l ient s  ab ou t  
t h e d at a t y p es  and  rang es  ac c ep t ed  b y  my  ex p os ed  
s erv ic es



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 12

E x c han g i n g  d ata i n  a WS  w o r l d :  S O A P
� Simp l e O b j ec t  A c c es s  Prot oc ol
� X M L -b as ed  mes s ag ing  f ormat
� R id es  on t op  of  H T T P
� SO A P =  X M L  ov er H T T P

h ttp : / / 1 7 2 . 2 5 . 8 9 . 1 4 0 / W S / so a p h e a d e r s. p h p ? A R G = r e q
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What’s  i n s i d e  S O A P ?
� R eq u ired  SO A P B od y  and  E nv el op e
� O p t ional  SO A P H ead er
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We b  S e r v i c e s  I n  A c ti o n

� � � �

�
� � �

Databases

W eb S er v i c e

W eb S er v i c e

W eb S er v i c e C o n su m er s

O k  t h i s  a l l  w o r k s  
f i n e .  H o w  d o  I  
p u b l i s h  t h e  

s e r v i c e s  I  o f f e r ?
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WS-enabled  C ell P h one P rov isioning  Application

Internet B u s i nes s  A p p

User Activation W eb  
S ervices

C R M  S ervices

C o l l a b o r a t iv e  a nd  L o o se l y  C o u pl e d

P ay m ent &  B il l ing  
S ervices
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S O A :  i t’s  hap p e n i n g  to d ay !

� Sa l es f o r c e.c o m : r e p o r t s  o n  t h e i r  b l o g t h a t  o v e r  4 0 %  o f  a l l  o f  S a l e s f o r c e . c o m t r a f f i c  c o m e s  f r o m  t h e i r  A P I .  
� Am a z o n : 1 4 0 , 0 0 0  r e g i s t e r e d  d e v e l o p e r s .  I n f o r m a t i o n  W e e k a r t i c l e  r e p o r t e d  3 r d  p a r t y  s e l l e r s  g e n e r a t e d  2 8 %  o f  A m a z o n ’s  Q 2  u n i t  s a l e s ,  o r  $ 4 9 0  m i l l i o n .  
� eB a y :  O v e r  2 5 , 0 0 0  d e v e l o p e r s  w i t h  1 , 9 0 0  c e r t i f i e d  a p p l i c a t i o n s .  A  T e c h W e b s t o r y n o t e s  t h a t  d u r i n g  Q 4 C Y 0 5 ,  e B a y  h a n d l e d  m o r e  t h a n  8  b i l l i o n  W e b  s e r v i c e  r e q u e s t s ,  u p  f r o m  l e s s  t h a n  1  b i l l i o n f o r  t h e  e n t i r e  C Y 0 2 .

SO A :  c ap it al iz ing  on t h e ent erp ris e’s  c ore c omp et enc y

So m e n u m ber s

“X M L  a c c o u n t e d  f o r  1 5 %  o f  i n t e r n e t  t r a f f i c  i n  2 0 0 5 .  B y  2 0 0 8 ,  i t  i s  
e x p e c t e d  t o  a c c o u n t  f o r  5 0 % ” – 4 5 1  G r o u p

X M L u s a g e  i s  i n c r e a s i n g

h t t p : / / b l o g . p r o g r a m m a b l e w e b . c o m / ? p = 277
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XML adoption
H ow  f ast is it g row ing ?

T r a f f i c  g r o w t h
� 2 0 0 5 :  X M L  a c c o u n t e d  f o r  1 5 %  o f  d a t a  c e n t r e  t r a f f i c
� 2 0 0 8 :  X M L  w i l l  a c c o u n t  f o r  5 0 %  o f  d a t a  c e n t r e  t r a f f i c

X M L  a p p l i a n c e m a r k et  s i z e
� 2 0 0 7 :  $ 1 0 0 m
� 2 0 0 8 :  $ 2 0 0 m
� 2 0 0 9 :  $ 4 0 0 m
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Challeng es
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X M L  C h alleng es 
E x am ple:  C ell P h one P rov isioning  Application

User Activation W eb  
S ervices

Internet
P ay m ent &  B il l ing  
S ervices

C R M  S ervices

B u s i nes s  A p p

XML Messages 
i n t r o d u c e n ew  
sec u r i t y  t h r eat s

XML Messages ar e A S C I I  
an d  3 -1 0 X l ar ger  t h an  t h ei r  

b i n ar y  eq u i v al en t

A c c ess c o n t r o l  m u st  
b e en f o r c ed  t o  p r ev en t  

m al i c i o u s u ser s
Mi ssi o n  c r i t i c al  
ap p l i c at i o n s 

r eq u i r e t h at   W eb  
ser v i c es b e 
r el i ab l e
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T he  C hal l e n g e s  o f  X M L
� I nt erop erab il it y  c omes  at  a p ric e - p oor ap p l ic at ion 
p erf ormanc e

– X M L  d o c u m e n t s  a r e  c u m b e r s o m e  f o r  m a c h i n e s  t o  p r o c e s s
� I nc reas ing l y  op en s y s t ems  c reat e new  s ec u rit y  
p rob l ems

– N o  s i n g l e  p o i n t  o f  e n f o r c e m e n t  o f  s e c u r i t y  p o l i c y
� I nc reas ed  s y s t em int erac t ion inc reas es  l at enc y

– A p p l i c a t i o n s  e x i s t  a s  p a r t  o f  a n  i n t e r c o n n e c t e d  c o m m u n i t y
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X M L  T hr e at C ate g o r i e s
� F ormat  A t t ac ks

M a i n  f o c u s :  B u f f e r  o v e r f l o w ,  O v e r l o a d  a n d  D e n i a l  o f  S e r v i c e
D o c u m e n t s  o f  e x t r e m e  d e p t h ,  b r e a d t h ,  l e n g t h ,  n u m b e r  o f  n o d e s

� C ont ent  A t t ac ks
M a i n  f o c u s :  C o m m a n d  e x e c u t i o n
E x p l o i t i n g  i n s e c u r e  b u s i n e s s  l o g i c  ( e . g .  S Q L  I n j e c t i o n )

� D enial  of  Serv ic e
M a i n  f o c u s :  C o n s u m i n g  a l l  s y s t e m  r e s o u r c e s
E x p l o i t i n g  p r o c e s s i n g  i s s u e s  t o  o v e r w h e l m  c a p a c i t y
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F o r m at A ttac k :  E n ti ty  E x p an s i o n
� O v erw h el ms  C PU  and  
memory  u s ag e of  X M L  
p ars er

� T h is  d oc u ment  w il l  rend er 
c u rrent  I E  and  F iref ox
u nu s ab l e

� A l l  J 2 E E  ap p  s erv ers  w il l  
c h oke on t h is  d oc u ment  
u nl es s  a manu al  p rop ert y  
is  c h ang ed

E ntity  E x pans ion 
A ttac k

<? x m l  v e r si o n = " 1 . 0 "  e n c o d i n g = " u tf -8 " ? >
<! D O C T Y P E  f o o b a r [         
<! E N T I T Y  x 0  " h e l l o " >        
<! E N T I T Y  x 1  " & x 0 ; & x 0 ; " >        
<! E N T I T Y  x 2  " & x 1 ; & x 1 ; " >        
<! E N T I T Y  x 3  " & x 2 ; & x 2 ; " >       
<! E N T I T Y  x 4  " & x 3 ; & x 3 ; " >        
. . .         
<! E N T I T Y  x 9 8  " & x 9 7 ; & x 9 7 ; " >        
<! E N T I T Y  x 9 9  " & x 9 8 ; & x 9 8 ; " >        
<! E N T I T Y  x 1 0 0  " & x 9 9 ; & x 9 9 ; " >    ] >    

<f o o b a r >& x 1 0 0 ; </ f o o b a r > 
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C o n te n t A ttac k :  S Q L  I n j e c ti o n
St rat eg y :  ins ert  SQ L  s t at ement s  int o ot h erw is e v al id  X M L  
t o c au s e p rob l ems  on d at ab as e b ac k end

<c u sto m e r >
<c u sto m e r N a m e >B i g C o </ c u sto m e r N a m e >
<c u sto m e r I D >1 2 3 4 5 </ c u sto m e r I D >

</ c u sto m e r >

<c u sto m e r >
<c u sto m e r N a m e >B i g C o </ c u sto m e r N a m e >
<c u sto m e r I D >1 2 3 4 5 ;  d r o p  ta b l e  u se r s;  --</ c u sto m e r I D >

</ c u sto m e r >

� E g .  of  a g eneral  c l as s  of  t h reat s :  C ommand  I nj ec t ion,  
L D A P…

SqlQuery =  “Selec t  *  f ro m  us erT a b le w h ere I D  = “
+  m yC us t o m er. C us t o m erI D +  “;”
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X M L  D e n i al  o f  S e r v i c e  ( X D o S )
� Swamping a server with illegitimate messages that consume 
resources that would  otherwise b e used  to process legitimate 
messages

� R esources
S erver CP U  ( pars ing, S S L  proc es s ing, s ignature validation, etc .)
S erver network Connec tions
S erver memory
S erver s torage

� I nad vertent,  non-malicious X D oS is j ust as b ad  as intentional 
X D oS



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 25

X M L  T hr e ats  A r e  A l r e ad y  H e r e !

h t t p : / / w w w . w e b s e r v i c e s s u m m i t . c o m / V u l n e r a b i l i t i e s . h t m
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I n tr o d u c i n g  the  A C E  X M L  G ate w ay

I nd u st r y ’s H ighe st  P e r f o r m ing X M L  F ir e w a l l  
3 0 , 0 0 0  X M L  sc he m a  v a l id a t io ns pe r  se c o nd !

N et w ork d ev ic e t h at  s i m p l i f i e s X M L  and  W eb  Serv ic e 
ap p l ic at ion d ep l oy ment s

� S ec u re - P revents  th reats  to applic ation – X M L  Firewall, mes s age ins pec tion, 
ac c es s  c ontrol

� A c c elerate - O ffloads  X M L  and mes s age proc es s ing from applic ation s ervers
� S c ale - R educ e end-to-end applic ation latenc y  and improve c onc urrenc y  –
3 0,000 T P S  and 4 0,000 c onc urrent c onnec tion

� M anag e - P olic y -driven mes s age enforc ement of h ow and wh en applic ations  
may  be ac c es s ed. I ntuitive GU I  to define and monitor s ervic e ex ec ution.
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X M L  I n t r u s ion  P r ev en t ion Thwart malicious XML attacks

A c c es s  C on t r ol Locks d own s acce ss to we b  se rv ice s

E x t en s iv e Sec u r it y  L og g in g F ore n sics &  A ud it

F eder a t ed I D  - SSO  M a n a g em en t I mp rov e d  U se r E x p e rie n ce

M es s a g e L ev el E n c r y p t ion  &  SSL E n sure s me ssag e  p riv acy

B e st  X M L  F ir e w a l l  in I t s C l a ss

AC E  X M L  G atew ay :  X M L  F irew all C apabilities
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