Cisco’s Next Generation
Teleworker

“The World is Your Office”

Presenter: Koen Claesen, Security Architect
Prepared by: Remote Access Team

Presen tation_ID © 2006 Cisco Systems, Inc. All rights reserved Cisco Confidential 1



The Millenium Worker

BEFORE: Information workers NOW: Information workers choose
traveled to their workplace their workplace

= At home = At the Internet cafe
= |n the office

. = At the airport
- ‘ *J = While traveling

2 = |n the hotel

» Cisco has 68,000 registered remote access users

= 28% work on a distributed team

* 63% percent of managers manage 1+ person remotely
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21st Century Business Imperatives

New Work and Communications Model
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Architecture, Security,
Capacity and Scalability
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Remote Access Extended Workplace: ECT

USER EXPERIENCE and COST SAVINGS
PRODUCTIVITY Corporate phone with 8-digit
Consistent user experience dial, avoid PSTN & mobile
from the office to the home costs, travel/commute time
IPPhone  ¢isco 871
Router VPN Head-end orporat

Router

Internet

SERVICES MANAGEMENT NETWORK
24 by 5 Support, Software Zero-touch Provisioning INTEGRATION and
VPN and IPC as backup. for ECT and IPT, Central SECURITY

Voice, Wireless and 871 Policy & Audit DMVPN, PKI, QoS, IOS,
Management IDS, Authentication



Remote Access Hub Highlights

ECT: Recall each spoke has 3 crypto tunnels, 1 mgmt
and 2 data
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Architecture: Site Design

5 Management Hubs, 11 pairs of Data Hubs.
Built to handle 30K users Presently @ 11,000

San
Jose

Richardson " Bangalore

Sydney



Architecture: Built-in Resiliency




Service Optimization




Minimize Total Cost of Ownership

Complete baseline TCO and
strategic cost model

Charge back, self-funded model (cost,
expansion, growth)

Entitlement Policies

Optimize operations and support
24-36 month hardware refresh lifecycle
User Managed Broadband
Leverage reusable support services

Common platform
Reusable Components

Automation
Device Provisioning and Management
Ordering through Systems Integration
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Cisco Remote Access Service Offerings
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Entitlement Policies

emote access services available to employees only

Only one home Internet Al
service paid by Cisco

Organizations:

Infarmetion Technology

Only one ECT router and one
IP Phone supported per user =

VPN Access

\YPM Herdhwears (ECT)

No support for non-Cisco S

home network

[ Billng & Expense Management

sz szl lsa ] sal sa e e

Learning

e

Users must meet minimum ISP | e

(1 Techrology

bandwidth speeds

Cisnn Employee Connaction {

nratzlaf < Cisco Webstes s> | Nevigation Toolss> | Emergencies | [Search | 6o |pirectary | 6o

ECT WPM 671 (Current Standard)

Policies SupportiFesdhack | @ Page Tooks | A

The following policies, terme and conditions are herein provided for your reference only.
Official policy documents are maintained within the Enterprise Docurment Control Systarm

Topics on this Page:

(EDCE} are managed by Cisco [T. These policies provide a clear understanding of what + Pupose
should be considered before ordering and using this service. The following also provides Scops

line managers within Cigco a clearer picture of what can be authorized on hehalf of the Resyorisiities
besponsibites
company and their individual depatment budgets

Policy Statsment

VPN Hardware (ECT) Enfitlement Policy ¥ (DOC - 234 KB | EDCS-478510) Compliarice

onitori
Purpose i

The global home hardware YPN access product, also known as Enterprise Class Exception Process
Teleworker (ECT), is provided to Cisca Staff for the purpose of creating hardware hased Entorcement

WP connection frorm your home to the Cisco corporate network via your user managed
internet access connection. This product will provide benefits which include the latest
advanced security and remote management capabilities, anti-virus protection, software
uparades, imprave productivity, and a reduction in costs, This policy describes the acceptable use ofthe service and equipment,
and how the service will be managed.

The purpose of this palicy, global home hardware VPN access, is to describe the acceptable use of global home hardware VPN
access and howthe services assaciated will be managed

Scope
This policy applies to all Cisco regular (full-time and part-time) employees authaorized to use global home hardware YPN
access for husiness use on behalf of Cisco Systems, Inc. or any subsidiary thereof ('Cisco®).

@ Contractonvendors etaff should follow the Global Contractorvendor staff policies.

* Temnporary staff should follow the Global Temporary emplovee polices,

This policy establishes requirements to which all global home hardware YPN access users must adhere ta

Policies define scope,
responsibilities, and
compliance

Remote Access Policies

All policies are published on Cisco’s

Presentation_ID © 2006 Cisco Systems, Inc. All rights reserved Cisco Confidential

Internal Website

12




Zero Touch Deployment




Client Experience




Experiencing the Home Office Connection
68,750 software VPN users & 9,239 ECT users

Product Ordering:
Request Tool: CSAT =4.28
CSAT =4.26

Router Set Up & Config:
~37 Minutes & “Fair” to “Easy”

T

Experience@Home:
ECT CSAT =4.70
WLAN CSAT = 4.37
IPT CSAT =4.34

IPC CSAT = 3.92

Support:
68% open support cases
37% are provisioning cases

15% are auth/conx/config cases

Cisco Green: . 2% are VOIP cases
Miles Avoided* = 5,306 Productivity:

CO2 Reduced* =2.6 Tons Work 3 days @home weekly

Gas Saved* = 265 gallons  47% more productive @home

Gas $ Saved* = $796 Gain 2.75 work hours per week not commuting
* per year TOTAL = 32% more productive w/ ECT







