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Virtual Switching Technology

= Virtual Switch = logical instance(s) of physical switch(es)
= 2 Types of virtualization:

Many to one: grouping of physical switches into logical switch

Reduce management overhead (single switch) and simplify
configuration (single SW configuration)

One to Many: partitioning of physical switch in to logical switches

Isolate control plane and control plane protocols between logical
switches

= Catalyst 6500 Virtual Switch System = 2:1 virtualization



Catalyst 6500 Virtual Switch System

2:1 Network Virtualization

Catalyst 6500
Virtual Switching System
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Virtual Switching System (VSS) \
defines two physical Catalyst 6500 switches joined via

a special link called a Virtual Switch Link (VSL) running special
hardware and software that allows them to operate as a single logical switch
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Catalyst 6500 Virtual Switch System

Concepts
Catalyst 6500 that operates as the Defines two Catalyst 6500's that are participating
Active Control Plane for the VSS /tngeiher as a Virtual Switching System

Virtual Switch Domain

Virtual Switch Link

Special 10GE link bundle joining the two Catalyst 6500's allowing Catalyst 6500 that operates as the
them to operate as a single logical device Standby Control Plane for the VSS

Virtual Switching System
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Catalyst 6500 VSS: architecture
Virtual Switch Link

The Control Plane uses

All traffic traversing the VS Link is encapsulated with VSL for CPU to CPU
A Virtual Switch Link a 32 byte "Virtual Switch Header" containing communications while
bundle can consist of up ingres and egress switch port indexes, Class fof Service the Data Plane uses VSL
to 8 x 10GE links (CoS), VLAN number, and other important information to extend the internal
from the Layer 2 and Layer 3 header chassis fabric to the

remote chassis

VS Header Data
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Virtual Switch
Link

= Extends the out of band channel allowing the active control plane
to manage HW in the standby

= Data plane optimized to minimize data load crossing VSL in case
of MEC and ECMP



Catalyst 6500 VSS: architecture
Multi-chassis EtherChannel (MEC)

= Minimize data load on VSL

= Blue L2 Traffic destined for
the Server will result in Link
A1 in the MEC link bundle
being chosen as the
destination path...

= Orange L2 Traffic destined
for the Server will result in
Link B2 in the MEC link
bundle being chosen as the
destination path...




Catalyst 6500 VSS: architecture
Equal Cost Multi Path routing (ECMP)

= Minimize data load on
VSL

= Blue L3 Traffic destined
for “Network X” will
prefer directly attached
next hop R1

= Orange L3 Traffic
destined for “Network X"
will prefer directly
attached next hop R2

Network X



Catalyst 6500 VSS: architecture

What if VSL fails: dual active detection mechanisms

= Dual active detection mechanisms make sure only one “active” switch has
:jnterfe)lces up, other active switch will be in recovery mode (all of it’s interfaces
own

= Detection via Enhanced PAgP requires:
- MEC with at least one interface member from both switches in the VS,

- must be running the PAgP protocol, with at least one side’s mode configured as
desirable,

- PAgP dual-active detection mechanism must be enabled, the specific port
channel must be “trusted” to be used for dual-active detection

- the MEC neighbor switch must be running an image capable of supporting the
enhanced PAgP

= Detection using BFD requires:

- The pair of interfaces being used for this method be directly connected via a
cable, but configured on a ditfferent subnet

- BFD interval parameters must be configured on the interfaces
- BFD dual-active detection mechanism must be enabled for the pair of interfaces

- The BFD neighbors are not created until the VSL fails, BFD neighbor
establishment is the trigger of the dual-active detection !!



Agenda

» Virtual Switching overview

= Catalyst 6500 VSS architecture

= Catalyst 6500 VSS HW/SW requirements
= Catalyst 6500 VSS in the datacenter



Catalyst 6500 VSS: HW requirements

Supervisor

The PFC3C/XL contains
new hardware to support
the extra indices and
mappings required to
forward traffic across
multiple physical chassis,
lookup enhancements as
well as MAC address table
handling enhancements...

VS-§720-10G-3C/XL

= The new Catalyst 6500 Supervisor 720 (VS-S720-10G-3C/XL ) is
required to support VSS



Catalyst 6500 VSS: HW requirements
VSL-Capable 10G interfaces

Supervisor 720-10G VSS

= The VSL is a special link that requires extra headers to be imposed
onto the frame, requiring new HW functionality that exist only on
the 10 GigabitEthernet interfaces of VS-S720-10G-3C/XL and WS-
X6708-10G-3C/XL (not WS-X6704, not yet WS-X6716-10GE)

= These interfaces may also be used as standard network interfaces



Catalyst 6500 VSS: HW/SW requirements

Other supported modules

= All CEF720 and dCEF720 cards (WS-X67xx-series),
= SVC-NAM-1 and SVC-NAM-2

= Classic, CEF256 and dCEF256 cards are not
supported...

= [f DFC is used, only DFC3C/3CXL (no mixing with
DFC3A/3B/3BXL)

= SW version 12.2(33)SXH1 or later



Catalyst 6500 VSS Roadmap

ISSU
=VSS/ISSU

=VSS Enhancements

512 EC
ACE, FWSM, WISM
MPLS/ IPv6 support

=Show Health
= Syslog Granularity
= CTS Infra, Multi-hop

SXP

=STP Enhancements




Catalyst 6500 VSS best practices

Deployment considerations

Connected nodes should be always (or as much as possible) dual-
homed,

- maximizing use of MEC (better resiliency, max. 128 MEC)

- minimizing impact of 1 supervisor (and associated chassis) down

Size of VSL depends on traffic/redundancy requirements
Use Enhanced PAgP or BFD (or both) for Dual Active Detection

Unique virtual switch domain id for each VSS

Enable MAC address synchronization and ensure MAC Aging timer
to be 3 times the MAC synchronization timer (default of 160
seconds)

Configure NSF for Routing Protocols
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Datacenter Network Virtualization

FHRP (VRRP, GLBP, HSRP)
Policy management

Equivalent to single
switch: single point of
management, single
configuration
(addresses, routing)

Spanning Tree:

Single active uplink per VLAN
L2 convergence

Excessive BPDU processing

—)

Multi-chassis Ether-
Channel (MEC):

Dual active uplinks,

Loop free, no STP needed
Minimized L2 control plane

Dual-Homed servers to a
single switch

1 based NIC teaming

Dual-Homed servers to
a virtual switch, LACP




VSS DataCenter Interconnect
10Gig Option: L2 Multipoint via VSS + DWDM

L1 topology: overlay Hub-
Spoke on DWDM ring,

interconnect using DWDM
XENPAK

"' =5 L2 topology: loop free, multi-
site, 2-layer VSS aggregation




VSS Datacenter Interconnect
10Gig Option: L2 Multipoint via VSS + DWDM

Site A Site B
* Assumes dark fiber
o=y =2 == between sites
P BPJ - betweensites
/\ e Distance limitations
i [0 are given by
; DWDM

« Number of sites
can be 2 or more
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VSS Datacenter Interconnect

10Gig Option: L2 Multipoint via VSS + DWDM
Site A Site B

» Assumes dark fiber
between sites

e Distance limitations
are given by
DWDM

« Number of sites
can be 2 or more




VSS Datacenter Interconnect

10Gig Option: L2 Multipoint via VSS + DWDM
Site B

Site A
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* Add 2 switches in
main data centers

Site C

» Switches use
separate lambda to
interconnect

* These switches will
form a VSS

 Use DWDM X2 to
build VSL*

* DWDM X2 availability Q3CY08



VSS Datacenter Interconnect
10Gig Option: L2 Multipoint via VSS + DWDM

Site A Site B
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VSS Datacenter Interconnect
10Gig Option: L2 Multipoint via VSS + DWDM

Site A Site B _
« Left aggregation
oooo) oooo)| switch uses short
5650/00] === reach optics to
—I = T | connect to VSS
"'E' — - 11’ 7 ":I’ 1 . .
00 B 0N 1;11_1@[; L * Right aggregation
== e SBDE”I] switch uses
DWDM optics to
connect to VSS
EA—o—
A B




VSS Datacenter Interconnect

10Gig Option: L2 Multipoint via VSS + DWDM

Site A Site B
» Repeat similar

principle for all
sites
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VSS Datacenter Interconnect

10Gig Option: L2 Multipoint via VSS + DWDM

Site A Site B
» Repeat similar

principle for all
sites

» Aggregation layer
switches are also
converted to VSS




VSS Datacenter Interconnect

10Gig Option: L2 Multipoint via VSS + DWDM
Site A Site B

 Solution relies on
dark fiber ring

* From a layer 2
perspective this is
a star topology

» Etherchannel is
used to provide
load balancing




Example Topology...

Classic Design, Integrated Services + Virtual Switching

Common Topology
Nexus at Core and Aggregation Layers
6500 at Aggregation and Services Layers
2-Tier L2 topology :
VLANS contained within Agg Modules {3 appliances
Topology Highlights ' ' ‘
Higher Density 10 GE at Core and Agg Layers
Services Integrated through Service Chassis
Service Chassis & Virtual PortC through VSS

VLAN A VLAN B VLAN C
Module 1 Module 2




Catalyst 6500 VSS / Virtual Blade Switching ?

= Multiple access layer models:
Modular, Top-of-Rack (Pass-Through) and Blade Switches

= Blade centers with integrated blade switches are often
directly connected to Aggregation switches

= With VBS supporting virtual port channels and 10GE
they integrate well into a VSS aggregation-layer

= VSS cabling requirements/restrictions similar to current
EoR/MoR designs

= Oversubscription targets vary depending on application
characteristics and will influence choice, ranges 6:1-12:1



Catalyst 6500 VSS benefits summary

= Upstream/downstream neighbors see the 2 physical
switches as one L2/L3 neighbor, reducing L2 and L3
control protocol traffic

= New connectivity option: Multi-chassis EtherChannel
(MEC), allows to build loop free topology, spanning tree
only used as fail-safe mechanism

- better load balancing (not per VLAN, but flow based etherchannel
load balancing)

- faster L2 convergence

= Single point of management: one configuration for 2
physical switches

= |nter-chassis NSF/SSO, sub-200 msec failover
= 10GE Density: 260 10GE ports / VSS (4:1)



Additional references on VSS

=http://newsroom.cisco.com/dlls/2007/prod _110607b.html

=http://www.networkworld.com/reviews/2008/010308-
cisco-virtual-switching-test.ntml

=http://www.cisco.com/en/US/products/ps9336/index.html

*http://searchnetworking.techtarget.com/news/article/0,289
142 ,sid7 _gci1281000,00.html

=http://www.computerworld.com/action/article.do?comman
d=viewArticleBasic&taxonomyName=broadband&articleld
=9045723&taxonomyld=171&intsrc=kc_top

*References: First American, Chicago Mercantile
Exchange, Haier, HCL, T-Systems, Swisscom IT
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Virtual Switching System

Conversion

Save standalone configuration

Configure switch domain + id on each switch

Configure VSL port channel on each switch

“switch convert mode virtual” on each switch

=> converts and saves configuration, reloads

“switch accept mode virtual” on active switch

=> copies VSL link configuration from standby switch to active switch

o=

o



Virtual Switch Architecture
VSL Initialization

Before the Virtual Switch domain can become active, the Virtual Switch Link (VSL) must be
brought online to determine Active and Standby roles. The initialization process essentially
consists of 3 steps:

@ Link Bringup to determine which ports form the VSL

@ Link Management Protocol (LMP) used to track and reject Unidirectional Links, Exchange Chassis
ID and other information between the 2 switches

@ Role Resolution Protocol (RRP) used to determine compatible Hardware and Software versions to
form the VSL as well as determine which switch becomes Active and Hot Standby from a control
plane perspective




Virtual Switch Architecture
Link Management Protocol (LMP)

LMP runs on each individual link that is part of the VSL, and is used to program information
such as member details, forwarding indices, as well as perform the following checks:

@ Verify neighbor is Bi-Directional
@ Ensure the member is connected to another Virtual Switch
@ Transmit and receive keepalives to maintain health of the member and the VSL

After successful LMP negotiation, a Peer Group (PG) is formed which is a collection of all VSL
members that connects to the same VS. For each PG, a Peer Group Control Link (PGCL) is
elected to carry further control information...



Virtual Switch Architecture
Role Resolution Protocol (RRP)

RRP also runs on each individual link of the VSL. It will run on each Peer Group and will elect
one of them to resolve the role between the 2 Virtual Switches. It is also part of VSLP and
performs the following functions:

@ Determine whether hardware and software versions allow a Virtual Switch to form

@ Determine which chassis will become Active and Hot Standby from a control plane
perspective




Virtual Switch Architecture
VSL Configuration Consistency Check

After the roles have been resolved through RRP, a Configuration Consistency Check is
performed across the VSL switches to ensure proper VSL operation. The following items are
checked for consistency:

Switch Virtual Domain ID

Switch Virtual Node Type

Switch Priority

Switch Preempt
VSL Port Channel Link ID
VSL Port state, interfaces...

Power Redundancy mode

Power Enable on VSL cards

Note that if configurations do not match, the standby switch will revert to RPR mode,

disabling all non-VSL interfaces...
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