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Video on 
D em a nd

W ir el es s  
M ob il it y  

Col l a b or a t ion 
T ool s

21st Century Branches: 
T ak i ng  a Bi g g er Ro l e

N ew  B u s ines s  Ap p l ic a t ions

Int er a c t iv e 
B u s ines s

S o u r c e :  N e m e r t s R e s e a r c h  V i r t u a l  W o r k p l a c e —
B r a n c h  O f f i c e  S t r a t e g i e s

Number of Branches 
G row  1 1 %  i n 2 007

9 0%  of New  E mp l oy ees 
W ork  i n Branches
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Securi ty Co ncerns: T o d ay
0-d ay  and  T arg et ed  A t t ack s

H i d d en A ct i v i t y

D at a L eak ag e C omp l i ance R eq ui rement s
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T o d ay’s b ranch securi ty I ssues
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Securi ng  the Branch

U p  t o 2 %  of  Rev enu e L os s es a nd 5 1 %  of
D ow nt im e Cos t s Ar e D u e t o Sec u r it y  Pr ob l em s

*Infonetics Research
**C isco C u stom er S u rv ey

Network Security
� N earl y  5 0 %  of u ser 
d ow ntim e d u e to
sp y w are al one*

� U p w ard s of 2 5 %  of IT  
su p p ort tim e sp ent on 
p rev entab l e infections**

P h ys ica l  Security
� N etw ork  and  p hy sical  
secu rity  conv erg ing

Proprietary to open
S il oed  to integ rated
M ore I T  inv ol v em ent
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W i th m y Sal es hat o n…
I would tell you all about Cisco Self Defending Network

• C ros s -s ol u tion F eed b ac k  L ink ag es
• C om m on Pol ic y M anag em ent
• M u l ti-v end or E v ent C orrel ation
• A ttac k  path  id entif ic ation
• Pas s iv e/ A c tiv e F ing erprinting
• C S A -I PS  C ol l ab oration

• M u l ti-v ec tor protec tions  at al l  
points  in th e N etw ork ,  and  
D es k top and  S erv er E nd points

Monitoring, 
C orre l a tion, 

a nd  
R e s p ons e

CSA CSAI nte rne t I ntra ne t

D a y  Z e ro 
E nd p oint 
P rote c tion

B ra nc h  
P rote c tion C onv e rge d  

P e rim e te r 
P rote c tion

I nte gra te d  
D a ta  C e nte r 
P rote c tion S e rv e r 

P rote c tion

P ol ic y -b a s e d  
S ol u tion 

Ma na ge m e nt

Collaborative
• A nom al y D etec tion w ith  I n-

Prod u c tion L earning
• N etw ork  B eh av ioral  A nal ys is
• O n-d ev ic e &  N etw ork  E v ent 

C orrel ation
• R eal -tim e S ec u rity Pos tu re 

A d j u s tm ent

A d ap t i v eI nt eg rat ed

Cisco Security 
A g en t ( CSA )

Cisco 
Security 
M a n a g er

Ca ta l yst Serv ice
M od ul esCisco I SR  

R outers
Cisco A SA  5 5 0 0  
A d a p tiv e Security 

A p p l ia n ce
CS-M A R S

I P S4 2 0 0  Series



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a l
S e s s i o n  I D
P r e s e n t a t i o n _ I D 7

W i th m y Mark eti ng  hat o n…
I  w ou ld p r es ent  t h e 2  las t  m aj or  s ec u r it y  lau nc h es  :

� R S A  2 0 0 8  
– C S A  6 . 0
– I P S  6 . 1  a n d  I M E  ( I P S  M a n a g e r  E x p r e s s )
– C i s c o  I O S  e n h a n c e m e n t  ( G E T  V P N ,  c o n t e n t  f i l t e r i n g ,  U C  p r o t e c t i o n )
– A C E  W e b  A p p l i c a t i o n  F i r e w a l l
– S e c u r i t y  M a n a g e m e n t  ( C S M  3 . 2  a n d  M a r s  6 . 0 )

� E m p ow er ed B r anc h  4
– S e c u r e  V o i c e
– R o u t e r  I n t e g r a t e d  v i d e o  s u r v e i l l a n c e
– C i s c o  I O S  C o n t e n t  F i l t e r i n g
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Ci sco  I O S Secure SI P  F i rew al l  and  
Ci sco  I O S Co ntent F i l teri ng
E nh ance th e Integrity and A v ailability of Cisco U C

B locks M alicious Sites and E nforces Corp orate P olicies

C is c o I O S  
F irew al l  
w ith  S I P

C orp orate O ffice S m al l  O ffice/H om e O ffice

V P N  t o  H Q
I P Se c

U RL  C ache

I n t e r n e t

T r e n d  M i c r o  
R a t i n g  Se r v e r

Ca t e g o r i e s :  P o r n ,  V i o l e n c e ,  G a m b l i n g ,  S p o r t s , …
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I ntro d uci ng  I nteg rated  I P  V i d eo  
Surv ei l l ance and  V i d eo  Reco rd i ng

� E nab l es transition from  anal og  to IP -b ased  v id eo
� S ing l e b ox  sol u tion for U C  and  su rv eil l ance
� F u l l y  su rv iv ab l e su rv eil l ance sol u tion
� Integ rates w ith p hy sical  secu rity  sol u tions

A n a l og  V id eo E n cod in g  M od ul e

E V M-I P V S -1 6 A

� L ocal  storag e red u ces W A N  traffic
� Rem ote access,  m onitoring ,  and  control  of v id eo
� N o need  for tap es,  storag e,  archiv ing
� Red u ces op p ortu nity  for tam p ering

V id eo M a n a g em en t a n d  Stora g e

� P u rp ose-b u il t for v id eo su rv eil l ance
� E nterp rise cl ass secu rity  and  featu res
� H y b rid  m od e sm oothes anal og  to IP  transition

V id eo Surv eil l a n ce C a m era s

N ME -V MS S

C I V S -I P C -2 5 0 0  ( W )
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W i th m y T echni cal  hat o n…
I would p rop ose a deep  div e in G E T  V P N.
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BU T I  hav e o nl y 4 0 m i ns l ef t so  …
We will have to compromise.

- I will not cov er ev eryth ing.

- I will not be as tech nical as I would like to be.

- I will not h av e enough  tim e to answer all interesting 
q uestions… and th e oth ers.

- I will anyway use m ore th e 3 9  m ins left.

There are hidden slides for references

There w ill b e p oint ers for y ou  t o g et  m ore info

I  w ill rem ain av ailab le at  t he end for inform al q u est ions

I  am  french so Y es,  I  w ill ov er ru n ! !  ( a lit t le)
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Ag end a

� 1 0  min s I n trod u ction  ( D on e)
� G E T  V P N presen tation  an d  position in g
�What s n ew on  the N A C f ron t ?
� R eposition in g  of  C S A with version  6
� H ave y ou  seen  I P S version  6 .1  ?
� C isco S ecu rity  M an ag emen t su ite
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G E T -E nab l ed  
I P V P N  O v erv i ew  
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IP VPN

I P  V P N  Attri b utes
CE 1

CE  4
1 0 / 1

CE  2

CE  3

CE  5 1 0 / 5

R R

� I P  V P N  P E  and P  R ep lic at ion

� H ier ar c h ic al R ou t ing
� A ny -t o-A ny  C onnec t iv it y
� R edu ndanc y  E s t ablis h ed bet w een C E  and P E

X

1 0 / 21 0 / 4

1 0 / 3




