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21st Century Branches:
Taking a Bigger Role

Interactive -' - Collaboration

Business Number of Branches Tools
Grow 11% in 2007
9

0% of New Employees H =
Work in Branches '



Security Concerns: Today

Windows flaw adds to Microsoft's 0-day and Targeted Attacks
zero-day trouble

April 11, 2007 11:04 AM POT Forbes
& delicio.us 2 Digqg this mEcom

In addition to a trio of zero-day bugs in Office, a
yet-to-be-patched vulnerability has been reported |
Windows,

eb Privacy

Sample code that exploits a flaw in the way Windo HD UCh anacy :
handles help system files has been posted to the Ifbisa Lerer, 12.05.06, B:00 A ET

ComScore Metworks is the Big Brother of the Internet. The widely used online research

i V4 company takes virtual photos of every Web page viewed by its 1 million paricipants, even
Hidden Activity pany i y Web pag y particip

transactions completed in secure sessions, like shopping or online checking. Then comScore
sis for its over 500 clients, including such large
Mew York Times Co.

Posted by samzenpus on Thu Apr 13, '06 05:03 AM

from the find-the-battleship dept. d a rk R E A D I N G

nTfAce writes

RISKTY BUSINESS
"Pera BBC Adicle, "US forces in Afghanistan arg
computer hardware cantaining military secrets is - & = =

beside a big US base. Shopkeepers at a market REta I Iers Stl I I Lag In PCI Compl Iance
kabul, have been selling memory drives stolen fro

Times newspaper says."
APRIL A7, 2007 | Even after the reputation-damaning data losses experienced at T Companies and other

A retail organizations, many merchants still have not complied with security standards set by credit card

autharities, according to a study released yvesterday.
Data Leakage

Compliance Requirements



Today’s branch security Issues

Extended network boundaries
= Need protection at the edge before threats enter corporate

network
* Need to control guest and unmanaged devices

Impact of compliance on IT
= |T resources leaner at branch than at HQ

« Regulations such as PCI call for enhanced security between
remote offices and HQ

. #4 “Inherited” security applications and infrastructure
- I} - May differ from or lag behind security at HQ

@ = Security policies must accommodate without increasing
inconsistencies




Securing the Branch

Network Security Physical Security

= Nearly 50% of user

*Infonetics Research
**Cisco Customer Survey

= Network and physical

Revenue Losse
s Are Due to Se




| would tell you all about Cisco Self Defending Network g

Cisco Security

SR+

With my Sales hat on...

Cisco ASA 5500 Catalyst Service Cisco

Adaptive Security Modules

Security

Day Zero
Endpoint
Protection

Integrated

* Multi-vector protections at all
points in the Network, and
Desktop and Server Endpoints

Protection

Appliance IPS4200 Series Manager

Collaborative

Cross-solution Feedback Linkages
Common Policy Management
Multi-vendor Event Correlation
Attack path identification
Passive/Active Fingerprinting
CSA-IPS Collaboration

CSA
@@% Policy-based
Integrated olicy-base
DatagCenter / Monitoring, Solution
Converged Protection Correlation, Management
Perimeter Serve_r and
Protection Protection Response

* Anomaly Detection with In-
Production Learning
Network Behavioral Analysis

* On-device & Network Event
Correlation
Real-time Security Posture
Adjustment




With my Marketing hat on...

| would present the 2 last major security launches :

= RSA 2008
— CSA 6.0
— IPS 6.1 and IME (IPS Manager Express)
— Cisco IOS enhancement (GET VPN, content filtering, UC protection)
— ACE Web Application Firewall
— Security Management (CSM 3.2 and Mars 6.0)

= Empowered Branch 4
- Secure Voice

— Router Integrated video surveillance
— Cisco IOS Content Filtering




Cisco I0S Secure SIP Firewall and
Cisco I0S Content Filtering

Enhance the Integrity and Availability of Cisco UC




Introducing Integrated IP Video
Surveillance and Video Recording

Analog Video Encoding Module
Enables transition from analog to IP-based video
Single box solution for UC and surveillance
Fully survivable surveillance solution

Integrates with physical security solutions

Video Management and Storage
Local storage reduces WAN traffic
Remote access, monitoring, and control of video
No need for tapes, storage, archiving

Reduces opportunity for tampering

Video Surveillance Cameras
Purpose-built for video surveillance
Enterprise class security and features

Hybrid mode smoothes analog to IP transition




With my Technical hat on...

| would propose a deep dive in GET VPN.

Group Security Functions

i __h-ﬁh\
Key Server o =
* Validate Group Members
* Manage Security Policy
* Create Group Keys

« Forwarding
+ Replication
_* Routing

Key Server

Routing Member

* Distribute Policy / Keys _'
5 Routi'né"o, P,
%_% Members ™ | ™. &

Group

© Group Member Member

+ Encryption Devices
+ Route Between Secure /

Group o ;
Member . \@_

Unsecure Regions

_ egi Group
_ + Multicast Paﬁ}fﬂlﬁpaﬂuh'

Member




BUT | have only 40 mins left so ...

We will have to compromise.

- | will not cover .
There are hidden slides for references

- | will not be as technical as | would like to be.
There will be pointers for you to get more info

- | will not have enough time to answer all interesting

guestions... and the others.
| will remain available at the end for informal questions

- | will anyway use more the 39 mins left.
| am french so Yes, | will over run!! (a little)



Agenda

= 10 mins Introduction (Done)

= GET VPN presentation and positioning
= What s new on the NAC front ?

= Repositioning of with version 6

= Have you seen version 6.1 ?

= Cisco Security Management suite



GET-Enabled

IPVPN Overview




IP VPN Attributes

Hierarchical Routing
Any-to-Any Connectivity
Redundancy Established between CE and PE
IP VPN PE and P Replication






