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‘ I S ‘ o T st 3 genetic algerithm le peetecl
the Kernel!

The trojan s’
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Oh crap! ting the database! 11
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\
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Goran Peteh
Dubrovnik, 20. ozujak 2008.
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Warning — Disclaimer - Upozorenje

Neither Cisco or the presentor encourages the use
of any methods and/or tools mentioned within
this presentation without the expresses aproval
and signed agreement with the owner of the IT
Infrastructure in question.

The unathorised usage of the aforementioned
tools and/or methods could lead to legal
prosecution and severe penalties.




First — words of wizdom




SUN TV
THE ART OF'WAR

If you know the enemy and know
yourself, you need
not fear the result of a hundred battles.
If you know yourself but not the
enemy, for every victory gained you will
also suffer a defeat. If you know
neither the enemy nor yourself, you will
succumb in every battle.

© 2007 Cisco Systems, Inc. All rights reserved. 4




New way of doing business?

5 Cybercrime costs biz more than physical crime | The Register - Mozilla Firefox

File Edit Miew Go  Bookmarks Tools  Help
Gt - l%;] #_/;]‘ Q htkp: ffvwenw, Ehereqister, co,ukf2006/03/ 16/ibm_cvbercrime_survey/ l_-_,. b @ efa] [_'t:.-l,cybercrime drug
“ Mowe: Clear, 152 C Sunm: 159 Cetn | Mo 30°C e | Mo 179 e Tuen 2490 o | Tues 1190 | Wedi E2FC 0 o Wed: 1190 o | Thui 27 C 2y

EjJ cybercrime drug - Google pretraga Q Cybercrime 'rore lucrative' than ... | @G Technology Mews: Security: Cvb... | e Cybercrime costs biz more E... [ Q Mission Impossible at the Sumito, ..

The Redgister » Management = |T Directar =

Search

 Quick Jump = - Cybercrime costs biz more than physical crime =8
Lock up your servers, thar be hackers about

Reg Developer By John Leyden — hore by this author

Channel Register Fublished Thursday 168th harch 2005 12:15 ST
White Papers - Download them for free from Beg Research
Reg Research

News Tools Cyhercrime is more costly to businesses than physical crime, according to a recent IEM survey of GO0 LIS

businesses. Lost revenue, wasted staff time dealing with [T security attacks and damage to customer goodwill

sl e e R were rated as a bigger problem than conventional crime by 57 per cent of firms in the healthcare, financial, retail

Ejﬁk"}'ﬂﬁ"ﬁews Fin and manufacturing industries. Respondents in the US finance industry (71 per cent) were the most concerned
LS Edition = about the threat of cybercrime.
Re Almost three-quarters (74 per cent) of the L% IO (chief information officer) respondents to IBM's telephone poll

J Shops : : : B : L ; ey e .
—— reckon the th_reat of mfo_rm_anon set_:ur_mg attacks originating _from insidersis a Slgmﬁcarjt n_sk. Mlost (54 per cent)
Risg. Biciols reckon technically sophisticated criminal groups are replacing lone hackers as their principle adversaries.
Mobile Gadgets Eusinesses tend to put more responsibility on law enforcement agencies (61 per cent) to combat organised crime
Hosting than consumers. A recent IBEM consumer survey revealed that 53 per cent of Americans hold themselves maost

responsible for protecting themselves from cybercrime, while just 11 per cent felt it was the job of federal law

enforcement agencies. Only four per cent of consumers held local law enforcement agencies responsible.

Soogle developing ; ; ;
eavesdropping software According to the IBM survey, 83 per cent of US organisations

e SPONSORED LINKS believe they have safeguarded themselves against organised
console ‘wide open’ NEC Computers, your accradited Catalist IT c%rgercrlme bu_t most _congentraﬁedd 1r:;m upgraﬁgng wirls sofwéare
Trusted computing a shield supplier (73 per cent), improving firewall defences (69 per cent) an
against worst attacks? implementing patch management systems (53 per cent).

: Technology “White Papers - Download them for
MPAA to serve lawsuits on free from Reg Research IBM said these procedures are a necessary first step but fail to

BitTnrrent servers




COUPLE FACTS FROM THE
REAL LIFE




@TheBatl

=10 x|

- Message  Folder  Account Tools  Wiew  Options  Help
Folder Mew | Total Rk Subject
B (o I vica 240 e Gy
‘ - 0 13711 hadli Gy »
| Inbox 10 314 had Gy«
- | Outhox 0 e By
- [= Sent a ) . Gy .
?~:}Tmﬂ1 a] ) . Gy . ,
> ~ | Prebacena 4502 e By o -
P Yazno 270 Rad L R
wl ) Aurhiva BE20 e By :
R 347 14221 L. B o _'Ll
4 I I k
From 4,256 b |
Reply-To
To

Subject Apache Proof of Concept E =ploit

‘E!ﬂ Surmar
apache o a proof of concept exploit for Apache;
This=
code exploit multipart/form-data PO3T regu Thiz code only
crazsh
not open any shell or
maltipart/form-dats
RFC1E67) i
4| | b
uxapache .gf
=




DARK MARKET - MYTH OR
FACT?




B UK Logins

varous usa logs

b 09-14-2006, 03106 PM #1

Join Date: Jul ZO0&
4 Drax offline Posts: 118
t Verified Vendor (BANK LOGIN)
M Reviewer
Canadian Moderator
, Donator

I various usa logs

E : : :
pl have various amounts of usa loags, only login/pass.

banks such as te,

T

r# pm e if u need anythin

p : 3 Il ArnTFE .
Ik

I have 3 aces with 10k+ | 11k, 50k, 220k, buy all for 750gbp or each for 300gbp

also have many acos with 1k - 20gbp each acc

EUDOTE

12 =Fersondl= 1 Zik = 1'11Epr

20 - Personal - 5 000 - 125G6BP

21 - Personal - 6 000 - 135GBP k
22 - Business - 2 700 - 50GBP

23 - Personal - 9 000 - S0OLD

24 - Personal - 5 500 - 1305BP

25 - Personal - 2 700 - 40GBP




NOD32 Antivirus System warning: IMON - Internet monitor

Virus detected

Virus information i problems”
Archive:

bittp: ffwewewe yeahhardoore.com/fclips 1finput.php
Virus:

HTML/Exploit.Draghrop trojan

Comment:
[MOM cannot clean this infiltration.

@ Quarantine Display warning window

=7 Terminate

Disconnmect

H with one
stead.

Help  Close  Info Antivirus System




AND IF YOU THINK THAT IS
BAD CHECK THIS OUT...




GAT A . http:/fwww, Forbes, com/home/security2007/08/22/scada-hackers-infrastructure-tech-security-cx_ag_0822hack, html

& snaglt B [
u Y’ v f" H Search Web ~ &/ E}v 8- @ (=g Mail ~ @My Y aho
W e ‘ 88 } v Q Attackers turn Bank of India .. ‘ Q Hotmail hack punts personin . ‘ Q Hackers prowl for Trend Micr., .. ‘ . Zone-H.c

Camiis
\;... I'I
o Ll W j

America's Hackable Backbone &
Andy Greenberg, 08.22.07. 6:00 PM ET = Find Free Wi-Fi Hotspots

Make Forbes.com My Home Page Bookma

The ﬁTSt time Scott Lunsford offered to News by E-mail Get stories by E-Mail on this t
hack into a nuclear power station, he was

told it would be impossible. There was no ‘

way, the plant's owners claimed, that their = Companies

critical components could be accessed [] siemens [] Rockwel Autc
from the Internet. Lunsford, a researcher

for IBM's Internet Security Systems, found Bl [] coms
otherwise. Topics
; [] Securiy [] Seftware
"It turned out to be one of the easiest
e penetration tests I'd ever done.” he says. [] scapa [] Infrastructure
In Pictures: America’s "By the first day, we had penetrated the _
Hackable Backbone network. Within a week. we were Become a member FREE  Already a Member®

controlling a nuclear power plant. |

By This Author thought, ‘Gosh. This is a big problem." Enter E-Mail Address ‘ | Select Your Title




And now something different....

PERSON OF THE YEAR

Illllllll
CISCO

Description
Server
Account

Password

" But sericusly, we're runming out of
awards for this thing.

Firmware 2.0




MEtASP|OiG

OFFICIAL BLOG OF THE METASFLOIT PROJECT

TUESDAY, SEFTEMEBER 25, 2007

A root shell in my pocket {and maybe yours)

&fter the recent price drop and toolchain release, | bit the bullet and

bought a shiny new iPhone. The first thing | did is bypass activation,

run jailbreak, and install the AppTapp Installer, Using the installer, |

added Opens5H and a WT-100 Terminal to the phone, Once | had shell
access, | made a few observations:

1] The processor is actually decent, Compare the iPhone (4008027
with the Mokia n770 [233mhz) or the Maokia n800 [3208hz) and the
choice of a handheld hacking device is a no-brainer. The [mostly]
warking toolchain, large amounts of storage [8Gb), and ease of use
make this a great candidate for almost any security researcher
"on-the-go". If vou tweak the networking preferences file, vou can
set the signal quality limit down to "1", turning the "join a WiFi
network” screen into a primitive stumbler [or just install Stumbler via

AppTapp].

* The media widely reported the processor speed as 620Mhz and |
repeated it here. Dan Moniz suggested | check the output of ioreg for
the actual CPU speed, which i= reported as 400kMhz (00844717 ==
D177 8400 == 400000000,

© 2007 Cisco Systems, Inc. All rights reserved.

BLOGS

Halvar Flake
datasano Chargen
nCircle Team
Arbaor Metwarks
Technocrat

RISE Security

PREVIOUS POSTS

&n easier way o create payload
modules in 3.0

The Pwnie Awards: Winners
Announced!

Black Hat USA: Tactical Exploitation

The Pwnie Awards: Nominate your
favorites today!

&pril Codings Bring tday Pwnings

HeapLib support added to setasploit
3

Exploiting the ANl vulnerability an
Wista

14




The Metasploit Project

Metasploit provides useful information to people who perform
peretration testing, IDS signature development, and exploit research,
This project was created o provide information on exploit technigques
and to create a useful resource for explolt developers and security
professionals. The tools and information on this site are provided for
leqal security research and testing purposes only, Metasploitis a
community project managed by Metasploit LLC,

Tactical Exploitation Course The Metasploit Web Site

Metasploit is parthering with Offensive YWelcome to the new web site of the Metasploit
Computing's Yalsmith and the SANS Institute to Project. The site was redesigned to focus on the
offer an intensive two-day training class on active components of the project. If you run into
Tactical Exploitation. Registration for this class trouble with the new site please contact us at
starts NOW and only a limited number of seats msfdev[at]Jmetasploit.com.

are available. Please see the course description to

sign up today!

Quick Links

- Framework Dowenloads
- Conference Materials
- Shellcode Generator

External

- Books on Metasploit
- Blogs about Metasploit
- Mews about Metasploit

The Metasploit Blog

Feb-028-20083 - RISE Security vs ASLIS Eee PC (hdm)

Jan-28-2008 - METASPLOIT LIMLEASHES WERSION 3.1 (hdm)
Dct-23-2007 - Reliable staging without a stager receive loop (skape)
Oct-22-2007 - Cracking the iPhone (part 33 (hdm)

Oct-16-2007 - Cracking the iPhone (part 2,10 (hdm)

Dct-15-2007 - Cracking the iPhone (part 23 thdm)

Oct-12-2007 - Cracking the iPhone (part 13 (hdm)

Sep-26-2007 - A root shell in my pocket (and maybe yowrs) (hdm)




king the iPhone (part 1) (hdm)

In ry last post, I described the Apple iPhone in terms of being a security tool and a security target, At the time, I had
just finishied a first pass on iPhone shelcode, What T didn't realize was that a stock iPhone does not inchude a fhingsh
executable, nor ary of the standard Unix cormmand line tools, My shelcode would only be useful against iFhones which
had been updated with the BSD erwironment package.

& fenee days later, Apple released the 1.1.1 update, This update removed any installed third-party packages and relocked
unlocked phones, Fortunately for the iPhone developrment cormmmunity, Apple shipped the Phone with a vulherable
version of the libtiff library and didn't bother updating it for the 1,1.1 release. This vulnerability has already been wsed to
i hiomebrew garmes on the Sony PSP and can be exploited through the MobileSafar web broweser, Twio of the
Toc2rta.com merbers (Miacin and Dre) put together an impressive exploit for this flaw that jailbreaks the phone directly
from the broweser, This exploit prepares a gigantic stack frame and returns back to an address within the ibSystern shared
ibary, After a ridiculous armount of chained returns, it manages to rename a file, create a symlink, and remount the root
filesystern, & hell of a job, especially consideting the state of the iPhone debugging tools.

Lsing a security vulnerability to enable third-party developrment is nothing new, but in the case of iPhone, this can be a
problern, The libtiff flaw can be triggered by both MobileSafari and MobileMail, two applications which are used heavily by
rmary iPhone users, The tricky part is writing an exploit which is reliable and is not limited to caling existing functions
within a shared library, One approach is to return to a memcpy () call, ancther is to find a bounce path through a system
ibrary, back to the heap, Technically, a heap fil attack could work as well, but only by using a large tiff file or through the
use of javascript in MobileSafari,

The first step to writing a weaponized exploit for this flaw is to obtain a usable debugger, The weasel utility is a great
start, but is missing a few useful features, such as mermory search and command repetition, T hacked out a nesw version of
weasel (hidm-0,1) tonight that provides a "" command (durnp the virtual memory mappings), 2 "t commmand (search for
an ascii or hex string inside process mermory ), and the ability to attach to a running process, While this code wiorks, it is
still Ligly as sin, o try not to judge it too harshly (yes, there are scanf overflows i input parsing, no, T don't care), The

following example shiows the memory search command locating al instances of the word "Hello” in the MobileSatar

process,

# fweasel -p 299 fapplications/MobileSafar. app/MobileSatar
Read 4 syrmbols,

[$3008b224 weazel] f 0x0 Hello

O02e2162 42 65 & 6 6f 3f 27 20 48 74 6d 6c 55 72 6C 34
02b2d158 48 65 & 6 &6f 3f 27 20 48 74 6d 60 55 72 6C 34
3134e113 45 65 oc 6o 6f 00 5f 53 53 4C 50 72 65 7061 72
31342179 48 65 6c 6c 6f 44 6f Ge 65 00 5f 53 53 4C 50 72




CONCLUSION
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Secrets & Lies — Bruce Schneier

Ask the doctor how to poison someone

untraceable, and he can tell you (Dr. Harold
Shipman).

|

‘ "
Isecr6t5| SARESE |||
‘ EL B Labyyorlend W e

Ask someone who works in aircraft maintenance |
how to drop a 747 out of the sky without getting
caught, and he’ll know.

Ask any internet security professional how to take
down the Internet, permanently. I've heard about
half a dozen different ways,...

2007 Cisco Systems, Inc. All rights reserved. 18




WHAT ABOUT SOLUTION?




SDN Solutions

* ASA Family Expansion — New entry
and high performance appliances

* Cisco IOS Security Features —
Application Inspection

* NAC Appliance — More scalable
* CSA - Simplified management
* New high performance IPS solutions

* MARS, Iron Port, Guard, etc...

2007 Cisco Systems, Inc. All rights reserved.
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Cisco 2007 Annual Security Report

Caontents
Exacutive SUMIMBIY . oot ottt i e e e ettt e ee s aban tae e s aiaaaasiaraaes
Understanding Security inan Insecure Workd ...
WUIREABIIEY . ..o e e e e
Key Recommendationrs
Wt 0 EX et in 2 1
Fey Recommendations .
What o Expectin 2008 i8
=
key Recommendatiors
What to Expectin 2008
Key Recormmendations
What to Expectin 2008
Y o e e e
key Recormmendations
What to Expectin 2008
HUIMBI . Lo e s
Key Recommendations
‘What o Expectin 2008
Gaopolitical . ... e
key Recommendations
What to Expectin 2008
COMCILISION .
Better Solutions for Responding to Bvobing Security Threats ...




Services Offering

Cisco Security Unified Communications Services
Security Posture Assessment

Security Design

Security Implementation

Security Technology Planning

Cisco Security Architecture Review

Cisco Incident Readiness and Response Services

Security incident control systems implementation service

Cisco Security IntelliShield Alert Manager Service
NAC, MARS, CSA implementation services




—

Industry IT Frameworks
and Security Best Practices — SDN3

ISF
ITIL Standard

ISO/IEC

27002 SOX

Section 404

23


Presenter�
Presentation Notes�
Historically, companies fragment approach to control … resulting in ..

Different IT management frameworks have evolved over the years to help manage increasing complex IT environments

Cobit is a governance approach to overall management of IT as a business. 

ITIL is a collection of books that contain best practice for IT service management.

Both of these frameworks are widely deployed around the word but neither of them are that comprehensive around info sec. 

ISO 17799 is recognized as the information security framework�


Education

= elementary school
= high school
= faculty

= government
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AND IF NOT!
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CONCLUSION - GINSBERG THEOREM

You can’t win!

You can’t break even!

You can’t even quit the
game!




Ehermans Corollary to Ginsberg’s
Theorem

g

O3CHET STOrMm
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Conclusion...

A ._.-_ T g R Py - ” "' A H

m-? m#i P‘HI—'F‘I- I 2.
LAVEe iy mnetwiork. v
£AVE Intf netwiork




NI
CISCO




	�Life of Ivica Ostojić�security consultant engineer CEE region�“Gone In 60 Seconds”
	Slide Number 2
	First – words of wizdom
	Slide Number 4
	New way of doing business?
	COUPLE FACTS FROM THE REAL LIFE
	Black Hats
	DARK MARKET – MYTH OR FACT?
	Dark Market – The Bazaar
	Slide Number 10
	AND IF YOU THINK THAT IS BAD CHECK THIS OUT...
	Slide Number 12
	And now something different....
	Slide Number 14
	Slide Number 15
	Slide Number 16
	CONCLUSION
	Secrets & Lies – Bruce Schneier
	WHAT ABOUT SOLUTION?
	SDN Solutions
	Slide Number 21
	Services Offering	
	Industry IT Frameworks �and Security Best Practices – SDN3
	Education
	AND IF NOT!
	CONCLUSION – GINSBERG THEOREM
	Ehermans Corollary to Ginsberg’s Theorem
	Conclusion...
	Slide Number 29

