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Cisco Data Center Networking Architecture and  
O p erations Assessm ent 
Enterprise data centers are crucial assets and are evolving to architectures where 
network s,  com puter sy stem s,  and storage devices act in unison.  D ata centers of  the 
f uture will rely  heavily  upon an architecture in which a com prehensive sy stem  provides 
perf orm ance and cost advantage.  A s I T  organiz ations m igrate f rom  f ragm ented,  older 
data centers to m ore cost-ef f ective and agile ones,  they  will need to consider the 
req uirem ents f or data center consolidation,  b usiness continuance,  b ranch consolidation,  
virtualiz ation,  and application optim iz ation.  N ex t-generation data centers will req uire a 
sound architecture as a b uilding b lock  and m andate that this architecture reduce the total 
cost of  ownership and deliver easy  m anageab ility .  

Service Overview  
The Cisco® D a t a  Cen t er  N et w or k in g  ( D CN )  A r chit ect u r e a n d  O p er a t ion s A ssessm en t  a n a l y z es a  
cu st om er ’ s ex ist in g  d a t a  cen t er  en v ir on m en t ,  a ccou n t in g  f or  sp ecif ic cu st om er  b u sin ess a n d  
t echn ica l  r eq u ir em en t s.  D el iv er a b l es in cl u d e f in d in g s a n d  r ecom m en d a t ion s.  The a ssessm en t  a l so 
d el iv er s a  m or e l on g -t er m  d a t a  cen t er  a r chit ect u r e b l u ep r in t  a n d  p r esen t s t he n ex t  st ep s in  t his 
ev ol u t ion .  The a ssessm en t  cov er s t op ics su ch a s D CN  a r chit ect u r e a n d  b est  p r a ct ices,  D CN  I P  
in f r a st r u ct u r e,  st or a g e,  d a t a  cen t er  op er a t ion s ( t he I T I n f r a st r u ct u r e L ib r a r y  [ I TI L ] ) ,  d a t a  cen t er  
secu r it y ,  a p p l ica t ion  op t im iz a t ion ,  b u sin ess con t in u it y ,  op er a t ion s ex cel l en ce,  v ir t u a l iz a t ion ,  a n d  
ser v ice-or ien t ed  a r chit ect u r e.   

L ea d in g  C is co  D a t a  C en t er N et wo rk in g  E x p ert is e 
Cisco d a t a  cen t er  a r chit ect s ha v e d ir ect  ex p er ien ce in  a l l  p ha ses of  t he p l a n n in g ,  d esig n ,  
im p l em en t a t ion ,  op er a t ion ,  a n d  op t im iz a t ion  of  t he in f r a st r u ct u r e of  l a r g e d a t a  cen t er s.  They  hol d  
sev er a l  in d u st r y  cer t if ica t ion s a n d  ha v e a  b r oa d  r a n g e of  ex p er ien ce in  hel p in g  r u n  d a t a  cen t er  
op er a t ion s f or  m a n y  g l ob a l  F or t u n e 5 0 0  com p a n ies.  They  a r e w el l  q u a l if ied  t o p a r t n er  w it h a  
cu st om er  t o d el iv er  r ecom m en d a t ion s on  a  b r oa d  r a n g e of  t op ics.  
Ta b l e 1  su m m a r iz es t he t op ics a n d  p ot en t ia l  b en ef it s of  t he Cisco D CN  A r chit ect u r e a n d  
O p er a t ion s A ssessm en t .  
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Table 1. A s s e s s m e n t  T o p i c s  a n d  B e n e f i t s  
Cisco DCN Architecture and Operations Assessment Topics P otential  B enef its 
Data center architecture 
● S erv ice-oriented  d ata center 
◦ B u siness f actors and  alignm ent of  D CN  inf rastru ctu re to them  
( f or instance,  prom ote b u siness agility)  

◦ M atu rity of  IT  serv ices 
◦ M igration f rom  a f ragm ented  application and  serv er approach to 
a serv ice-oriented  architectu re ( S O A)  

● E v olu tion of  d ata center architectu re 
◦ D ata center consolid ation 
◦ R ed u ced  nu m b er of  d ata centers 
◦ S torage consolid ation 
◦ S erv er and  application consolid ation 
◦ Integration of  serv ices on the Cisco Catalyst® platf orm  

● D ata center high av ailab ility 
◦ S erv er high av ailab ility  
◦ F au lt tolerance in the d ata center 
◦ Cisco IO S ® S of tw are H igh Av ailab ility f eatu res ( nonstop 
f orw ard ing [ N S F ]  and  statef u l sw itchov er [ S S O ] )  

● O ther d ata center architectu re topics 
◦ D ata center enterprise ed ge 
◦ U nsecu red  netw ork  area d esign concerns 
◦ T elew ork er,  ex tranet,  and  V P N  architectu re 

● Align the d ata center inf rastru ctu re to b u siness 
need s ( f or ex am ple,  increased  b u siness agility) . 

● M ov e tow ard  a serv ice-oriented  d ata center 
inf rastru ctu re. 

● Align the IT  operations w ith IT  serv ices and  
related  processes ( IT IL ) . 

● Im prov e the u se of  d ata center resou rces. 
● Achiev e cost sav ings throu gh d ata center 
consolid ation. 

● Im prov e the perf orm ance of  the cu rrent d ata 
center inf rastru ctu re. 

● Increase the resiliency of  the d ata center. 
● U se Cisco IO S  S of tw are H igh Av ailab ility 
f eatu res. 

● Increase perf orm ance of  the V P N  rem ote-access 
serv ice. 

Data center operations 
● Capacity m anagem ent ( IT IL  assessm ent)  
● Change m anagem ent ( IT IL  assessm ent)  
● R elease m anagem ent ( IT IL  assessm ent)  

● Im prov e the capacity planning process f or d ata 
center resou rces.  

● Av oid  d ata center d ow ntim e throu gh proper 
change m anagem ent proced u res. 

● Im plem ent new  hard w are and  sof tw are releases 
thou gh proper proced u res in the d ata center. 

Data center I P  inf rastructure 
● D ata center serv er f arm  architectu re 
◦ S hared  application and  secu rity serv ices 
◦ S erv er-to-serv er com m u nications 
◦ Clu stered  serv ers 
◦ N etw ork  interf ace card  ( N IC)  team ing req u irem ents 
◦ B lad e serv er connectiv ity 

● D ata center serv er f arm  d esign 
◦ D CN  L ayer 2 and  L ayer 3 d esign 
◦ D CN  access,  aggregation,  and  core d esign 

● S panning-tree d esign and  scalab ility 
◦ S election of  S panning T ree P rotocol 

● R ou ting,  cab inet d esign,  cab ling,  and  d ensity consid erations 
◦ S erv er f arm  cab inet layou t 
◦ Cab ling topics 

● Increase the av ailab ility of  the d ata center IP  
inf rastru ctu re. 

● Im prov e the resiliency of  the d ata center IP  
inf rastru ctu re. 

● E f f iciently u se cab ling and  rack  resou rces. 
● Av oid  ou tages cau sed  b y spanning tree d esign 
prob lem s. 

● S elect the appropriate spanning tree protocols. 

S torag e 
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Cisco DCN Architecture and Operations Assessment Topics P otential  B enef its 
● S torage area netw ork  ( S AN )  consolid ation 
◦ P erf orm ance and  scalab ility 
◦ M igration topics 
◦ S AN  island  consolid ation 

● S AN  secu rity 
◦ D ata integrity and  encryption 
◦ D ev ice au thoriz ation and  traf f ic isolation 

● S AN  m anagem ent 
◦ M anagem ent of  changes 
◦ S AN  perf orm ance optim iz ation 

● S AN  ex tension 
◦ IP  S AN  

● Intelligent S AN  serv ices 

● Consolid ate S AN  island s to d ecrease costs. 
● Increase u se of  the S AN  inf rastru ctu re. 
● R ed u ce costs w ith the latest IP  S AN  
technologies. 

● D ef ine a clear S AN  architectu re plan and  v erif y 
the im plem entation steps. 

● Analyz e S AN  secu rity and  plan steps to enhance 
it. 

● Im prov e S AN  m anagem ent and  optim iz e S AN  
perf orm ance. 

● U se intelligent S AN  serv ices to red u ce costs. 

Data center security  
● V iru s protection and  d enial-of -serv ice ( D oS )  attack  prev ention 
● U ser access to d ata 
● V P N ,  IP  S ecu rity ( IP sec) ,  and  S ecu re S ock ets L ayer ( S S L )  
● Internal and  ex ternal secu rity 
● D ata integrity 
● R ole-b ased  access control ( R B AC)  

● Increase d ata integrity.  
● Av oid  secu rity b reaches. 
● P roactiv ely enhance d ata center secu rity. 
● U se R B AC to conf orm  to IT IL  change 
m anagem ent processes. 

F il e serv ices and b ranch consol idation 
● B ranch consolid ation  
◦ Centraliz ation of  b ranch d ata,  cu rrently on f ile serv er,  in a 
secu re d ata center 

◦ W AN  b and w id th and  application perf orm ance acceleration 
● Consolid ation of  f ile serv ices 
● M u ltim ed ia application su pport f or b ranches 

● R ed u ce operating costs ( less secu rity patching 
and  f ew er b ack u p and  restore operations)  and  
increase m anageab ility. 

● Increase application perf orm ance and  secu rity. 

Appl ication optimiz ation 
● E ssential enterprise serv ices ( D om ain N am e S ystem  [ D N S ]  and  
D ynam ic H ost Conf igu ration P rotocol [ D H CP ] )  

● S erv er and  application load  b alancing 
● S erv er resou rce of f load ing 
● S S L  of f load ing and  application acceleration 
● Application secu rity  
● F ile and  sof tw are d istrib u tion 

● Im prov e application perf orm ance. 
● E nhance end -u ser application response tim es. 
● Increase av ailab ility throu gh serv er and  
application load  b alancing. 

B usiness continuance 
● IT  serv ices essential to the b u siness 
◦ U nd erstand ing of  cru cial IT  serv ices and  applications,  especially 
the f ollow ing:  
◦ R ecov ery point ob j ectiv e ( R P O )  
◦ R ecov ery tim e ob j ectiv e ( R T O )  
◦ R ecov ery access ob j ectiv e ( R AO )  

● Increased  d ata center resiliency 
◦ D ata center resiliency ( Cisco IO S  S of tw are H igh Av ailab ility 
f eatu res)  

◦ S panning-tree scalab ility 
● D isaster recov ery capab ilities  
◦ D ata center interconnect and  d istrib u ted  d ata center 
◦ Clu ster d esign and  serv er high-av ailab ility d esign 

● Increase the av ailab ility of  the d ata center 
env ironm ent. 

● Im prov e the resiliency of  the d ata center 
inf rastru ctu re. 

● Analyz e b u siness continu ity req u irem ents and  
plan the necessary steps. 

● O ptim iz e the u se of  Cisco IO S  S of tw are H igh 
Av ailab ility f eatu res. 

V irtual iz ation 
● V S AN  and  storage v irtu aliz ation 
● IT  serv ice v irtu aliz ation and  serv ice-oriented  d ata center 
● S erv er v irtu aliz ation and  d ata center au tom ation ( V F ram e)  

● U se a v irtu aliz ed  S AN  inf rastru ctu re f or low er 
T CO . 

● Im prov e the serv ice lev els of  IT  serv ice. 
● U se serv er v irtu aliz ation f or low er T CO . 

S OA 
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Cisco DCN Architecture and Operations Assessment Topics P otential  B enef its 
● D ata center optim iz ation f or S O A ( policy,  q u ality of  serv ice [ Q oS ] ,  
and  f lex ib ility)  

● M igration f rom  f ragm ented  applications to shared ,  v irtu al,  serv ice-
oriented  architectu re 

● S S L ,  T CP ,  and  E x tensib le M ark u p L angu age ( X M L )  term ination 

● Ad apt the d ata center architectu re to the need s 
of  S O A. 

● U se S S L  term ination to increase secu rity. 
● U se X M L  to red u ce costs. 
● Im prov e transaction processing. 

Data center operations 
● Capacity m anagem ent ( IT IL  assessm ent)  
● Change m anagem ent ( IT IL  assessm ent)  
● R elease m anagem ent ( IT IL  assessm ent)  

● Im prov e the capacity planning process f or d ata 
center resou rces. 

● Av oid  d ata center d ow ntim e throu gh proper 
change m anagem ent proced u res. 

● Im plem ent new  hard w are and  sof tw are releases 
throu gh proper proced u res in the d ata center. 



 

 

D a t a  S h e e t  

All contents are Copyright © 1992–20 0 6 Cisco S ystem s,  Inc. All rights reserv ed . T his d ocu m ent is Cisco P u b lic Inf orm ation. P age 5 of  6 

A s s es s m en t  D el ivery  P ro ces s  
The Cisco D CN  A r chit ect u r e a n d  O p er a t ion s A ssessm en t  is d el iv er ed  in  t he f ol l ow in g  p ha ses:   
1 .  D a t a  c o l l e c t i o n —Cisco sen d s t he cu st om er  a  q u est ion n a ir e t o col l ect  b a sel in e d a t a  a b ou t  t he 

cu st om er ’ s d a t a  cen t er  in f r a st r u ct u r e.  The col l ect ed  d a t a  hel p s Cisco a ssess w ha t  t he 
cu st om er  r eq u ir es a n d  p r ov id e a n  a ssessm en t  t ha t  is v er y  sp ecif ic a n d  f ocu sed  on  t he 
cu st om er ’ s n eed s.  The hig h-l ev el  d a t a  col l ect ed  p r ov id es in f or m a t ion  a b ou t  t he r a n g e of  
a p p l ica t ion s a n d  st or a g e,  ser v er ,  a n d  ot her  d a t a  cen t er  n et w or k in g  d ev ices.  B a sel in e d a t a  
r el a t ed  t o b u sin ess con t in u a n ce,  secu r it y ,  a n d  v ir t u a l iz a t ion  is col l ect ed  a s w el l .  

2 .  D a t a  c e n t e r  a r c h i t e c t u r e  a n d  o p e r a t i o n s  w o r k s h o p —I n  t his w or k shop ,  con d u ct ed  a t  t he 
cu st om er  sit e,  t he Cisco d a t a  cen t er  a r chit ect  a n d  cu st om er  I T t ea m  j oin t l y  r ev iew  in p u t  f r om  
t he q u est ion n a ir e a n d  col l ect  d a t a  t o d et er m in e t he st a t u s of  t he d a t a  cen t er  in f r a st r u ct u r e t o 
ou t l in e r eq u ir em en t s,  con st r a in t s,  p r ocesses,  a n d  f u t u r e d ep l oy m en t  st r a t eg ies.  

3 .  A n a l y s i s —The Cisco d a t a  cen t er  a r chit ect  a n a l y z es t he col l ect ed  in f or m a t ion  a n d  d ev el op s a n  
in it ia l  d r a f t  of  t he Cisco D CN  A r chit ect u r e a n d  O p er a t ion s A ssessm en t  r ep or t .  The in it ia l  d r a f t  
is cr ea t ed  b y  t he Cisco d a t a  cen t er  t ea m  in  con j u n ct ion  w it h sev er a l  m em b er s of  t he cu st om er  
I T t ea m .  The in t en t  of  t his r ep or t  is t o sol icit  f eed b a ck  f r om  t he cu st om er  a s t o w het her  t he 
d r a f t  r ecom m en d a t ion  m eet s t he cu st om er ’ s g en er a l  r eq u ir em en t s.  

4 .  C o m p l e t i o n  o f  t h e  r e p o r t —The Cisco d a t a  cen t er  a r chit ect  ev a l u a t es a n d  in cor p or a t es t he 
f eed b a ck  f r om  t he cu st om er  a n d  Cisco d a t a  cen t er  a r chit ect  t ea m  a n d  con t in u es t o f in a l iz e t he 
r ep or t .  The f in a l  Cisco D CN  A r chit ect u r e a n d  O p er a t ion s A ssessm en t  r ep or t  ha s t he f ol l ow in g  
st r u ct u r e:  
● I .  E x ecu t iv e S u m m a r y  
● I I .  Cu r r en t  S t a t u s of  D a t a  Cen t er  I n f r a st r u ct u r e 
● I I I .  Cu st om er  R eq u ir em en t s A n a l y sis 
● I V .  A ssessm en t  F in d in g s 
● V .  N ew  D a t a  Cen t er  N et w or k in g  A r chit ect u r e a n d  O p er a t ion s P r op osa l  
● V I .  D a t a  Cen t er  N et w or k in g  A r chit ect u r e a n d  O p er a t ion s E v ol u t ion  
● V I I .  Con cl u sion s 

5 .  R e v i e w  a n d  f i n a l  p r e s e n t a t i o n —E l ect r on ic cop ies of  t he Cisco D CN  A r chit ect u r e a n d  
O p er a t ion s A ssessm en t  r ep or t  a r e sen t  t o t he cu st om er  f or  r ev iew  p r ior  t o p r esen t a t ion  of  t he 
r ep or t ,  in  p er son ,  t o t he cu st om er ’ s m a n a g em en t  a t  t he cu st om er ’ s l oca t ion .  

A va il a b il it y   
The Cisco D CN  A r chit ect u r e a n d  O p er a t ion s A ssessm en t  is a v a il a b l e in  a l l  Thea t er s.  

Su m m a ry   
The Cisco D CN  A r chit ect u r e a n d  O p er a t ion s A ssessm en t  su p p or t s cu st om er s in  v a r iou s 
t echn ol og y  a r ea s w it h a d v a n ced  d a t a  cen t er  ex p er t ise f r om  Cisco A d v a n ced  S er v ices.  I t  f a cil it a t es 
t he t r a n sit ion  f r om  f r a g m en t ed ,  ol d er  d a t a  cen t er s t o a  m or e cost  ef f ect iv e a n d  a g il e a r chit ect u r e 
t ha t  is ser v ices or ien t ed .  Cisco en g in eer s f ocu s on  r ecom m en d in g  n ex t -g en er a t ion  a r chit ect u r es 
t ha t  a r e sca l a b l e a n d  ca n  ser v e a s p l a t f or m s f or  a d v a n ced  t echn ol og ies in  t he f u t u r e w hil e a t  t he 
sa m e t im e a scer t a in in g  t ha t  t he ex ist in g  t echn ol og ies a r e cost -op t im iz ed  a n d  t ha t  t he a r chit ect u r e is 
r esil ien t ,  p r ov id in g  a  sou n d  b a sis f or  t he hig hest  l ev el  of  b u sin ess con t in u it y .  
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Ord erin g   
The Cisco D CN  A r chit ect u r e a n d  O p er a t ion s A ssessm en t  is a  cu st om  ser v ice of f er in g  a n d  is 
or d er ed  t hr ou g h a  st a t em en t  of  w or k  a n d  p u r cha se or d er .   

F o r M o re I n f o rm a t io n   
F or  m or e in f or m a t ion  a b ou t  t he Cisco D CN  A r chit ect u r e a n d  O p er a t ion s A ssessm en t ,  con t a ct  y ou r  
Cisco S y st em s® r ep r esen t a t iv e.   
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