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� Physically separate workgroups of hub-based  users
� A s the hub islan d s grew,  so d id  the req uirem en ts to con n ect 
d isparate users with som e form  of security to police traffic 
between  them  – from  this the router was born …

Network V irtua l isa tion H istory
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Network V irtua l isa tion H istory
� S witches with trun kin g prov id ed  the n ex t ev olution ary step.  
� T run ks im plem en ted  to allow tran sport of V L A N s across 
m ultiple d ev ices – this prov id ed  V irtualisation at L ayer 2 …

� R outer physically ‘V irtualised ’ in  switch
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� L ayer 3  V irtualisation appeared  in  the form  of V irtual R outin g 
an d  F orward in g ( V R F )  which allowed  a L ayer 3  d ev ice to 
v irtualiz e routin g tables giv in g each V R F  each it’s logical v iew 
of the n etwork …
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� H igh A v ailability req uirem en ts m ean t d ual hom in g an d  
associated  com plex ities.
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Network V irtua l isa tion H istory

+

� V irtual S witchin g is the latest ad d ition  to the V irtualisation
story allowin g 2  d ev ices to operate as a sin gle logical 
n etwork d ev ice
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Virtual Switch Architecture
V irt u a l  Sw it ch  L in k

T h e V i rtu a l  S wi tc h  L i n k ex ten d s  th e ou t of  b a n d  c h a n n el  a l l owi n g th e a c ti v e 
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M u l t ich a ssis E t h erC h a n n el ( M E C )
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V irtua l  S witch Architecture
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ov er a link  on oth er ch assis



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 28

SiSi SiSi

V irtua l  S witch Architecture
E t h erch a n n el H a sh  f o r M E C

D ec i di n g  on  wh i c h  li n k of  a  Multi -c h a s s i s  E th erc h a n n el to us e i n  a  V i rtua l Swi tc h  i s  
s kewed i n  f a v our of  ‘s wi tc h -loc a l’ li n ks  i n  th e b un dle to a v oi d ov erloa di n g  th e V i rtua l 
Swi tc h  L i n k ( V SL )  wi th  un n ec es s a ry  tra f f i c  loa ds …

Link A1 Link B 2

B lue T ra f f i c des ti n ed 
f or th e Swi tc h  wi ll 
res ult i n  L i n k A1  i n  
th e ME C  li n k b un dle 
b ei n g  c h os en  a s  th e 
des ti n a ti on  p a th …

O ra n g e T ra f f i c des ti n ed 
f or th e Swi tc h  wi ll res ult 
i n  L i n k B 2  i n  th e ME C  
li n k b un dle b ei n g  
c h os en  a s  th e 
des ti n a ti on  p a th …

S w it c h
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V irtua l  S witch Architecture
I n t er C h a ssis N SF / SSO

SiSiSiSi

SiSi SiSi

Ac ti v e Swi tc h  i n c urs  
s up erv i s or outa g e.  
NSF / SSO  ki c ks  i n  a n d 
Sta n db y  s wi tc h  
s up erv i s or ta kes  ov er

V S Sta n db y  i n i ti a tes  
g ra c ef ul res ta rt.  
NSF  a wa re n ei g h b ours  
ex c h a n g e up da tes  wi th  
n ew V S-Ac ti v e
Non -s top  f orwa rdi n g  of  
loc a l p a c kets  c on ti n ues  
a s  s wi tc h  a s s um es  
a c ti v e role

S tateful S witchov er ( S S O )

Non -S top  
F orwa rd i n g

V i rtua l Swi tc h
Ac ti v e

V i rtua l Swi tc h  
Sta n db y
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V irtua l  S witch S y stem
I n t er C h a ssis N SF / SSO

SiSiSiSi

SiSi SiSi

Ac ti v e Swi tc h  i n c urs  
s up erv i s or outa g e.  
NSF / SSO  ki c ks  i n  a n d 
Sta n db y  s wi tc h  
s up erv i s or ta kes  ov er

V S Sta n db y  i n i ti a tes  
g ra c ef ul res ta rt.  
NSF  a wa re n ei g h b ours  
ex c h a n g e up da tes  wi th  
n ew V S-Ac ti v e
Non -s top  f orwa rdi n g  of  
loc a l p a c kets  c on ti n ues  
a s  s wi tc h  a s s um es  
a c ti v e role

S tateful S witchov er ( S S O )

Non -S top  
F orwa rd i n g

V i rtua l Swi tc h  
Ac ti v e

C urren tly  ov er 9 0 +  
p rotoc ols  a re SSO  
a wa re. .  AR P ,  D H C P  
Sn oop i n g ,  I P  Sourc e 
G ua rd,  NAC  P os ture 
da ta b a s e,  etc …

V i rtua l Swi tc h i n g  
i n c rea s es  h i g h  
a v a i la b i li ty  c a p a b i li ty  
ov er tra di ti on a l s wi tc h  
p a i rs
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SiSiSiSi

T wo m ec h a n i s m s  to rec ov er i f  V i rtua l Swi tc h  L i n k F a i ls :  P AG P  + ,  I P -B F D
E i th er m ec h a n i s m  c a n  b e us ed to detec t a c ti v e p eer.

V i rtua l Swi tc h
Ac ti v e

V irtua l  S witch S y stem
D u a l  A ct ive

P AG P + P AG P +

V i rtua l Swi tc h
Ac ti v e

I P  B F D
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V irtua l  S witch S y stem
D ep l o y m en t  C o n sid era t io n s

SiSiSiSi

C onnected nodes sh ould A L W A Y S  
b e dual h omed
E th erch annel h ash  modified so local 
link  always preferred ov er remote 
link  in same b undle
E C M P  h as b een modified to ch oose 
local link  ov er remote link  in same 
b undle
U p to 1 2 8  E th erch annel link  b undles 
in v irtual switch  domain 
M inimal traffic crosses V S L
S iz e numb er of link s in V S L  to meet 
local redundancy and traffic 
req uirements
H ardware/ S oftware D ependencies

D eploym en t C on sid eration s
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Architectural Approach
C a m p u s C o m m u n ica t io n s F a b ric
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W i rel es s  L A N

G u es t/ P a rtner L A N

B u i l d i ng  M a na g em ent N etw o rk

S ec u ri ty  N etw o rk

N etw ork  V irtualis ation
Many to One
O n e n et w o rk  co n so l id a t es m a n y  p h y sica l  n et w o rk s

C a m p u s  L A NC a m p u s  C o m m u ni c a ti o ns  F a b ri c
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V i rtu a l

Merg ed New
C om p a n y

N etw ork  V irtualis ation
One to Many

O n e n et w o rk  su p p o rt s m a n y  virt u a l  n et w o rk s

C a m p u s  C o m m u ni c a ti o ns  F a b ri c

O uts ourc ed
I T  D ep a rtm en t

V i rtu a l V i rtu a l

Seg reg a ted D ep a rtm en t
( R eg ula tory  C om p li a n c e)
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H istory  R epea ted
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D a ta  P a th V irtua l isa tion Techniq ues
� T ag s

8 0 2 . 1 q
Oth ers  ( D S C P  etc . )
M ore ab ou t T ag s  L ater !

� V irtu al  circu its
A T M
F ram e R elay
A T oM L 2  C irc u its

� T u nnel s
G R E / m G R E
L 2 T P v 3
L ab el S w itc h ed  P ath s —L S P  ( M P L S )

� F u tu re T ag  T ransports
M ore ab ou t T ag  T rans ports  L ater !

M u l ti -H op  D a ta  P a th  V i rtu a l i s a ti on

I P

S i n g l e H op  D a ta  P a th  V i rtu a l i s a ti on

8 0 2. 1 q  
D L C I
V P I / V C I
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A ccess

C ore

D istribution  

D istribution

A ccess

End  to End  V irtua l ised  G roups
O verl a y  T u n n el s

D a ta  C entre

SiSi SiSi

SiSi SiSi

SiSi SiSi

T u nnel s  -
G R E
I P S ec

L 3  V R F s

V L A N s
S erv er F a rm s

L 3  V R F s
V i rtu a l i s ed
S erv i c es :
F W ,  A C E

SiSi SiSi

P er G ro u p
L 2 V L A N s / T ru nk s

U s er I d enti f i c a ti o n
( p er P o rt o r 8 0 2. 1 x )
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A ccess

C ore

D istribution  

D istribution

A ccess
D a ta  C entre

SiSi SiSi

SiSi SiSi

SiSi SiSi

P er U s er
L 2 V L A N s

U s er I d enti f i c a ti o n
( p er P o rt o r 8 0 2. 1 x )

8 0 2. 1 Q  +  L 3  V R F s

8 0 2. 1 Q  +  L 3  V R F s

V L A N s
S erv er F a rm s

L 3  V R F s
V i rtu a l i s ed
S erv i c es :
F W ,  A C E

End  to End  V irtua l ised  G roups
H o p  B y  H o p
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A ccess

C ore

D istribution  

D istribution

A ccess

End  to End  V irtua l ised  G roups
D ist rib u t ed  A ccess C o n t ro l  L ist s

D a ta  C entre

SiSi SiSi

SiSi SiSi

SiSi SiSi

P er U s er
L 2 V L A N s

U s er I d enti f i c a ti o n
( p er P o rt o r 8 0 2. 1 x )

D i s tri b u ted A C L

D i s tri b u ted A C L s

V L A N s
S erv er F a rm s

D i s tri b u ted A C L
V i rtu a l i s ed
S erv i c es :
F W ,  C S M

A C L A C L

A C L

A C L

A C L

A C L

ip access-l ist  ex t en d ed  o u t b o u n d f il t er s
per m it  icm p 1 0 . 1 . 1 . 0  0 . 0 . 0 . 255 1 72. 1 6 . 1 . 0  0 . 0 . 0 . 255 
per m it  t cp 1 0 . 1 . 1 . 0  0 . 0 . 0 . 255 1 72. 1 6 . 1 . 0  0 . 0 . 0 . 255 r ef l ect
access-l ist  1 1 0  per m it  t cp an y  6 3 . 6 7. 50 . 0  0 . 0 . 0 . 255 eq po p3
access-l ist  1 1 0  per m it  t cp an y  6 3 . 6 7. 50 . 0  0 . 0 . 0 . 255 eq 1 4 3
access-l ist  1 1 0  per m it  t cp an y  6 3 . 6 7. 50 . 0  0 . 0 . 0 . 255 eq f t p-
access-l ist  1 1 0  per m it  t cp an y  6 3 . 6 7. 50 . 0  0 . 0 . 0 . 255 eq f t p
access-l ist  1 1 0  per m it  t cp an y  6 3 . 6 7. 50 . 0  0 . 0 . 0 . 255 g t 1 0 23
access-l ist  1 1 0  per m it  u d p an y  6 3 . 6 7. 50 . 0  0 . 0 . 0 . 255 g t 1 0 23
access-l ist  1 1 0  d en y  ip 6 3 . 6 7. 50 . 0  0 . 0 . 0 . 255 an y
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A ccess

C ore

D istribution  

D istribution

A ccess

End  to End  V irtua l ised  G roups
St a t ic T o p o l o g y  B o u n d

D a ta  C entre

SiSi SiSi

SiSi SiSi

SiSi SiSi

A l l  V L A N s  m u s t a p p ea r o n a l l  
a c c es s s w i tc hes f o r m o b i l i ty
P ro ne to  c o nf i g u ra ti o n erro r
N o t s c a l a b l e m a na g ea b l e

V L A N s  m a y ha v e to  b e
tra ns p o rted m a nu a l l y
a c ro s s L 3  b o u nd a ri es p er 
V R F

O v erl a y  tu nnel s  o b f u s c a te
tra f f i c a nd  b y p a s s p o l i c y

A ny c ha ng es  to  p o l i c y
req u i res c ha ng es  to  
enti re netw o rk

M a y  s u i t s p ec i f i c
req u i rem ents

A C L
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A ccess

C ore

D istribution  

D istribution

A ccess

End  to End  V irtua l ised  G roups
St a t ic T o p o l o g y  B o u n d

D a ta  C entre

SiSi SiSi

SiSi SiSi

SiSi SiSi

A l l  V L A N s  m u s t a p p ea r o n a l l  
a c c es s s w i tc hes f o r m o b i l i ty
P ro ne to  c o nf i g u ra ti o n erro r
N o t s c a l a b l e m a na g ea b l e

V L A N s  m a y ha v e to  b e
tra ns p o rted m a nu a l l y
a c ro s s L 3  b o u nd a ri es p er 
V R F

O v erl a y  tu nnel s  o b f u s c a te
tra f f i c a nd  b y p a s s p o l i c y

A ny c ha ng es  to  p o l i c y
req u i res c ha ng es  to  
enti re netw o rk

M a y  s u i t s p ec i f i c
req u i rem ents

A C L

St a t ic T o p o l o g y -B o u n d  Sep a ra t io n  &  P o l icy  
E n f o rcem en t
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A r c h i tec tu r al  A p p r oac h  to P ol i c y E nf or c em ent

C O R E

Branch

D at a C e nt re
T e l e w o rk e r

H Q  /  D at a C e nt re

L ab

C am p u s
Subcontractor

Cons ul tant

Partne rs

Em p l oy e e s

Unk now n
or Gue s t

Disparate Access 
M eth o d s

an d  U ser T y pes

W i red

W i rel es s

V P N
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Architectural Approach
C a m p u s C o m m u n ica t io n s F a b ric
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C i s c o T r u s tS ec ( C T S )  V i s i on
A n  A rchitectural A pproach

T rus t,  I n teg ri ty  
&  C on f i den ti a li tyR ole Awa re 

Network

C on v erg ed 
P oli c y  

F ra m ework
Sec ure C a m p us  
Ac c es s  C on trol

C on v erg ed P oli c y  D ef i n i ti on  
E n f orc ed v i a  Network

Sea m les s  Auth en ti c a ti on  
f or V a ri ous  Ac c es s  T y p es

P rev en t D a ta  Sn i f f i n g  
a n d T a m p eri n g  wi th  
L i n e-ra te H op -b y -h op  

E n c ry p ti on

T ra n s f orm i n g  F rom  
T op olog y -a wa re to 
R ole-a wa re Ac c es s  

C on trol

IEE
8 0 2 . 1 x

M A C
A u t h e n t i c a t i o n

W e b
A u t h e n t i c a t i o n

C i s c o
T rus tSec
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P ol icy  Enf orcem ent C ha l l eng es
T rad i ti onal  D i s cre ti onary  A cce s s  Control

Individuals R e so ur c e sP e r m issio ns

S e r v e r  1

S e r v e r  2

S e r v e r  3

ac c es s -lis t 1 0 1  perm it tc p S 1 / 3 2  D 1 / 3 2  eq  h ttp
ac c es s -lis t 1 0 1  perm it tc p S 1 / 3 2  D 1 / 3 2  eq  h ttps  
ac c es s -lis t 1 0 1  perm it tc p S 1 / 3 2  D 2 / 3 2  eq  f tp
ac c es s -lis t 1 0 1  perm it tc p S 1 / 3 2  D 2 / 3 2  eq  h ttp
ac c es s -lis t 1 0 1  perm it tc p S 1 / 3 2  D 2 / 3 2  eq  h ttps
ac c es s -lis t 1 0 1  perm it tc p S 1 / 3 2  D 2 / 3 2  eq  f tp
ac c es s -lis t 1 0 1  perm it u d p S 1 / 3 2  D 1 / 3 2  g t 1 0 2 3
ac c es s -lis t 1 0 1  perm it u d p S 1 / 3 2  D 2 / 3 2  g t 1 0 2 3

Ac c es s  L i s t f or S1

C h a llen g es
� Leads to ACE explosion

( #  o f  so u r ces)  X  ( #  o f  D est in at io n s)  
X  ( #  o f  per m issio n s) =  #  A C E s

� I P -addr ess b ased ACLs ar e c h alleng ing
Ch ang es in addr essing  sc h em es
U se of  D H CP
P r olif er ation of  W ir eless LAN  dev ic es

� Assu m es r elativ ely  static  plac em ent of  
u ser s/ r esou r c es
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C i s c o T r u s tS ec  U s er  A u th or i z ati on 
and  A c c es s  C ontr ol
� D ef ine S ec u r ity  G r ou ps
� U ser s and R esou r c es S essions ar e Au th or iz ed v ia f lexib le AB AC m odel
� Ac c ess Contr ol P olic ies ar e c r eated w ith ou t r eg ar ds to N etw or k  T opolog y  

( N o I P  Addr esses or  su b nets)
� Ac c ess Contr ol P olic ies ar e m apped b etw een sou r c e and destination S ec u r ity  G r ou ps v ia a M atr ix
� At r u ntim e u ser ’s tr af f ic  c ar r ies th e S ec u r ity  G r ou p T ag  ( S G T )  in ev er y  pac k et
� T h ese S G T s ar e ar e f ilter ed ( i. e. ,  S G ACLs)  pr oc essed at w ir espeed on eg r ess dev ic es

Define Security Groups
Security Groups

Source

P a rtn ers

E m pl oyee

C on tra ctor

��

��

��
Guest/ U n k n ow n

E m pl oyee 
O utsid e U S

��

Security Groups
D estin a tion

I n tern et

C on f id en tia l

Specia l  
P roj ects

��

��

��

��
P rin t/ C opy

A B A C  A uth oriz a tion R ul es

A uth z  R ul es

A uth z  R ul es

��

I n d i v i d u a l s

��

��

��

R e s o u r c e s

A uth z  R ul es

A uth z  R ul es

SG T a g s &  A C L s

A ccess R ul es

A ccess R ul es
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C i s c o T r u s tS ec  U s er  A u th or i z ati on P ol i c y
A t t rib u t e B a sed  A ccess C o n t ro l

Security GroupsSource

P a rtn er
s

E m pl oyee

C on tra cto
r

��
��

��
Guest/ U n k n o

w n

E m pl oyee 
O utsid e U S
��

Security GroupsD estin a tion

I n tern et

C on f id en ti
a l

Specia l  
P roj ects

��

��
��

��
P rin t/ C op

y

A uth z  R ul es

A uth z  R ul es

��

I n d i v i d u a l s

��

��

��

R e s o u r c e s

A uth z  R ul es

A uth z  R ul esA ccess R ul es

A ccess R ul es

� I ng r ess S ession Au th or iz ation Exam ple
A u t ho ri z at i o n R u l e  :   i f  ( ( i d e nt i t y  g ro u p =  T e l l e r)  &  ( l o cat i o n =  S y d ne y )  &  ( acce s s -t y p e =  L A N )  ap p l y  S G T -4
A u t ho ri z at i o n R u l e  :   i f  ( ( i d e nt i t y  g ro u p =  T e l l e r)  &  ( l o cat i o n =  S y d ne y )  &  ( acce s s -t y p e =  W L A N )  ap p l y  S G T -9
A u t ho ri z at i o n R u l e  :   i f  ( ( i d e nt i t y  g ro u p =  T e l l e r)  &  ( l o cat i o n =  S y d ne y )  &  ( acce s s -t y p e =  V P N )  ap p l y  S G T -2 2
A u t ho ri z at i o n R u l e  :   i f  ( ( i d e nt i t y  g ro u p =  T e l l e r)  &  ( l o cat i o n =  R u s s i a)  &  ( acce s s -t y p e =  L A N )  ap p l y  S G T -5 0
A u t ho ri z at i o n R u l e  :   i f  ( ( i d e nt i t y  g ro u p  =  T e l l e r &  M anag e r)  &  ( l o cat i o n =  R u s s i a)  &  ( acce s s -t y p e  =  L A N )  ap p l y  S G T -5 1
A u t ho ri z at i o n R u l e :    i f  ( ( i d e nt i t y  g ro u p =  L o anA p p )  &  ( l o cat i o n = =  D C -S y d ne y )  t he n ap p l y  S G T -1

U s ers  a nd  R es o u rc es  a re g ro u p ed  i nto  l o g i c a l  topology independent s ec u ri ty  g ro u p s

A c c es s  C on trol  i s  th en  d ef i n ed  b y  A C L  b etween  S ou rc e &  D es ti n a ti on  G rou p s
R B A C L 1 :    s ( S G T -4) d ( S G T -1) p erm i s s i on -l i s t A
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P ol i c y E nf or c em ent T h r ou g h ou t th e N etw or k :
R ol e B as ed  A c c es s  C ontr ol  S et-u p

1 . A uth e nti cati on R e q ue s t

5 . L i nk s  Up

3 . Group  M e m be rs h i p  D y nam i cal l y  A s s i g ne d

E m ploy ee

P artner

G u es t
C i s co  A C S E x t e rnal

D i re ct o ry  S e rv e r

U nr estr ic ted

2 . R ad i us  and  A D  A uth c/ A uth z

4. SGA CL  D y nam i cal l y  A p p l i e d

E C

P
I
U

G

S G A C L

P r oc ess
Au th or iz ation

R u les

I nt e rne t

V er if y  I d en t it y  
C r ed en t ial s an d  
O b t ain  A d d it io n al  

A t t r ib u t es

Legend

L ink / P o r t  S t at us S e c ur it y  G r o up  C lassif ic at io ns
U n a u t h e n t i c a t e d

F a i l e d  A u t h e n t i c a t i o n

A u t h e n t i c a t e d

S h u t d o w n
E g r e s s  F i l t e r i n g

I n g r e s s  T a g g i n g
E E m p l o y e e  G r o u p C C o n f i d e n t i a l  G r o u p

P P a r t n e r  G r o u p U U n r e s t r i c t e d  G r o u p

G G u e s t  G r o u p I I n t e r n e t  G r o u p

E

P

G

CR M
Conf idential
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U nr estr ic ted

CR M
Conf idential

E C

P
I
U

G

P ol i c y E nf or c em ent T h r ou g h ou t th e N etw or k :
R ol e B as ed  A c c es s  C ontr ol  D ep l oym ent

Source Groups

SGACL
M a t r i x

D es t i na t i o n G r o u p s

E
C U

P

G

I

I nt e rne t

E m ploy ee

P artner

G u es t

Legend

L ink / P o r t  S t at us S e c ur it y  G r o up  C lassif ic at io ns
U n a u t h e n t i c a t e d

F a i l e d  A u t h e n t i c a t i o n

A u t h e n t i c a t e d

S h u t d o w n
E g r e s s  F i l t e r i n g

I n g r e s s  T a g g i n g
E E m p l o y e e  G r o u p C C o n f i d e n t i a l  G r o u p

P P a r t n e r  G r o u p U U n r e s t r i c t e d  G r o u p

G G u e s t  G r o u p I I n t e r n e t  G r o u p

���
��

�

A c c es s
D enied

E

P

G
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Network D ev ice Ad m ission C ontrol  ( ND AC )
Auth en ti c a te n etwork dev i c es  to trus ted n ode v i a  8 0 2 . 1 X  p ri or to a n y  n etwork 
c on n ec ti v i ty  b ec om i n g  a v a i la b le.  P oli c es  a re th en  a c q ui red a s  well a s  a n y  a p p li c a b le 
s es s i on  key s  or c i p h er s ui tes …
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T r u s tS ec
A n  A rch it ect u ra l  A p p ro a ch

C T S ND ACC T S ND AC
T ru s ted  N etw o rk  I nf ra s tru c tu reT ru s ted  N etw o rk  I nf ra s tru c tu re

•• M u t u a l  D e v i c e  A u t h e n t i c a t i o nM u t u a l  D e v i c e  A u t h e n t i c a t i o n
•• P o l i c y  A c q u i s i t i o n  b y  d e v i c e  p a i r sP o l i c y  A c q u i s i t i o n  b y  d e v i c e  p a i r s
•• E n v i r o n m e n t a l  V a r i a b l e sE n v i r o n m e n t a l  V a r i a b l e s

Radius

O ngo i ng K ey  R ef r es h  ( 8 0 2 . 1 X )

4-W ay  Ex ch ang e  ( SA P)

EAP-F AS T  i n  8 0 2 . 1 X

E A P -F A S T  T u nne l  E s t ab l i s hm e nt
EAP-F AS T  i n  R AD I U S *

P o l i cy  A cq u i s i t i o n
P o l i cy  acq u i s i t i o n ( R A D I U S )

D e v i ce  A u t he nt i cat i o n
O ne  T i m e  P ro v i s i o ni ng

E A P -F A S T  T u nne l  T e ar D o w n

S ec u r i t y  A s s o c i a t i o n ( S A )  
E s t a b l i s h ed

• E n c r y p t / d e c r y p t  o n  i n g r e s s / e g r e s s
• S e c u r e  D a t a  C o m m u n i c a t i o n s  &  S G T  T r a n s p o r t
• A S I C -b a s e d  1 0 0 0 M b p s  &  1 0 G b E
• B u i l t  i n t o  t h e  p o r t  A S I C s  o n  L 2  s w i t c h  p o r t s

D a ta  P a th P ro c es s i ng

L 2 T ru s tS ec  P ro v i s i o ni ngL 2 T ru s tS ec  P ro v i s i o ni ng
S e cu ri t y  A s s o ci at i o n P ro t o co l  ( S A P )S e cu ri t y  A s s o ci at i o n P ro t o co l  ( S A P )

44--w ay  h and s h ak ew ay  h and s h ak e
� N e g o t i a t e  C i p h e r  S u i t e
� E x c h a n g e  S C I ,  O f f s e t  f o r  d a t a  t r a f f i c
� D e r i v e  S e s s i o n  K e y s  t o  e n c r y p t  t h e  d a t a  t r a f f i c
� ‘R e a d y  t o  R e c e i v e ’ &  p e r i o d i c  r e k e y

S up p l ic an t A ut h e n t ic at o r
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I n th e C lear C iph er D ata I n th e C lear C iph er D ata

L ink L a y er Encry ption
An Architectural Approach

T r u stS ec  / 8 0 2. 1
AE Enc r y pted

T r u stS ec  / 8 0 2. 1
AE Enc r y pted

T r u stS ec  / 8 0 2. 1
AE Enc r y pted

� Hop-b y -Hop pa c k e t  c on f i d e n t i a l i t y  a n d  i n t e g r i t y  v i a  I E E E  8 0 2 . 1 A E
� P a c k e t s a r e  e n c r y pt e d  on  e g r e ss,  P a c k e t s a r e  d e c r y pt e d  on  i n g r e ss
� P a c k e t s a r e  i n  t h e  c l e a r  i n  t h e  d e v i c e  a l l ow i n g  t h e  n e t w or k  t o c on t i n u e  
t o pe r f or m  a l l  t h e  pa c k e t  i n spe c t i on  f e a t u r e s c u r r e n t l y  u se d

� C a n  b e  i n c r e m e n t a l l y  d e pl oy e d  d e pe n d i n g  on  l i n k  v u l n e r a b i l i t y

D ec r y pt O n
I ng r ess I nter f ac e

Enc r y pt on 
Eg r essEnc r y pt O n

Eg r ess 

P ac k ets  in th e C lear I ns id e th e S y s tem

D ec r y pt O n
I ng r ess



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 54

T ru s tS ec  S W  O nl y  ( S G T / I P  R elay  only )
T ru s tS ec  H W  C a p a b l e ( S G T  T ag g ing ,  F w d and F ilter ing )

S X P  F l o w
Leg end

P ar t n er

E m pl o y ee

S u b co n t r act o r

E m pl o y ee

U s er I PS G T

2 1 27. x . x . 8

5 1 27. x . x . 1 5

7 1 27. x . x . 1 2

C a m p u s D a ta  C enter

D i s tA c c es s A c c es sD i s t

Cam pu s
Cor e T r u s t S e c

SiSi

SiSi

21 27. x . x . 8
S G TI P

51 27. x . x . 1 5
21 27. x . x . 8

S G TI P

71 27. x . x . 1 2
51 27. x . x . 1 5
21 27. x . x . 8

S G TI P

51 27. x . x . 1 7
71 27. x . x . 1 2
51 27. x . x . 1 5
21 27. x . x . 8

S G TI P

5 1 27. x . x . 1 7

SiSi

SiSi

F I B / T C A M

Nex us  7 0 0 0  ( P E P )

Nex us  7 0 0 0  ( P E P )
C a ta ly s t 6 5 0 0

C a ta ly s t 6 5 0 0

S ecurity  G roup Ta g  Ex cha ng e P rotocol  ( S X P )
M ig ra t io n  f o r A ccess-L a y er
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2

CTS SW Only (SGT/IP Relay only)
CTS H W Ca p a b le  (SGT Tag g i ng ,  F w d  &  F i lt er i ng )

U s er IPSGT
P ar t n er 12 7 . x . x . 82

21 27 . x. x. 8
SG TI P

2
Std. L2 Frame C T S T ag g ed L2 FrameUntagged Transport

L eg end

S ecurity  G roup Ta g  Ex cha ng e P rotocol  ( S X P )
M ig ra t io n  f o r A ccess-L a y er

U s er I PS G T

2 1 27. x . x . 8

D i s tA c c es s A c c es sD i s t

SiSi
SiSi

Nex us  7 0 0 0  ( P E P )C a ta ly s t 6 5 0 0

Cam pu s
Cor e 
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C isco TrustS ec S um m a ry
� Identity = Who are you?
� N A C  = A re you heal thy?
� C T S  = What c an you do on this  trus ted and s ec ure netw ork  ?
� N ex t g eneration arc hitec tural  f ram ew ork  f or identity,  p ol ic y and s ec urity in D C  and C am p us
� Innov ation &  T ec hnol og y L eaders hip

IEE
8 0 2 . 1 x

M A C
A u t h e n t i c a t i o n

W e b
A u t h e n t i c a t i o n

IEE
8 0 2 . 1 x

M A C
A u t h e n t i c a t i o n

W e b
A u t h e n t i c a t i o n
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S um m a ry

“N o t h i n g  i s  a s  d a n g e r o u s  i n  a r c h i t e c t u r e  a s  d e a l i n g  
w i t h  s e p a r a t e d  p r o b l e m s .  I f  w e  s p l i t  l i f e  i n t o  
s e p a r a t e d  p r o b l e m s  w e  s p l i t  t h e  p o s s i b i l i t i e s  t o  
m a k e  g o o d  b u i l d i n g  a r t ”
- Alvar Aalt o  1 8 9 8 -1 9 7 6
F i n n i s h  M o d e rn i s t  Arc h i t e c t / D e s i g n e r
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I A F  - C ap G e m i ni

Abstraction Levels Abstraction Levels Abstraction Levels 

Asp ect Areas Asp ect Areas Asp ect Areas 

Network

S erv i c es

A p p l i c a ti on s

S um m a ry
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S um m a ry

� � �
� �

� �
� �

� �
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� 	
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Operational
M anag eab ility

I nteg rated
S ec u rity

� �
�

� �
�

� �
�  
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� �

"

#%$'&)(+* $+,.-

/- *10 # # $
0 - &0

C a m pu s C om m u n i c a t i on  F a b r i c :  h t t p: / / w w w . c i sc o. c om / g o/ c c f
C i sc o T r u st S e c :  h t t p: / / w w w . c i sc o. c om / g o/ sw i t c h se c u r i t y
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Thank You !
Please Complete Your 

E v aluati on  F orm
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