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An Architectural Approach to the Data Centre



Agenda

e Industry Trends

- Data Centre Transformation
- Consolidation
* Virtualisation
* Automation

- Data Center Assurance / Cisco Validated Designs



Enterprise Architectures And The Network
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More than Just Connectivity

ENTERPRISE ARCHITECTURE:
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More than Just Connectivity

Aspect Areas
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More than Just Connectivity

Applications

ENTERPRISE ARCHITECTURE:
A FRAMEWORK
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An Architectural Framework
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The Network as The Platform for ...
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Places In The Network
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Data Centers are Under
Increasing Pressure

New Business
Pressures

Operational
Limitations




Data Center and Network Evolution

Data Center 1.0 Data Center 2.0 Data Center 3.0

Client-Server and Service Oriented and

— Distributed Computing Web 2.0 Based
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Application) Architecture: Evolution



Data Center and Network Evolution

Data Center 1.0 Data Center 2.0 Data Center 3.0

Client-Server and Service Oriented and
Distributed Computing Web 2.0 Based

Mainframe
'l | ot
b - Orchestration
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LAN Switching
IP Routing

CENTRALISED DECENTRALISED VIRTUALISED

IT Relev

Application Architecture Evolution



Server and Storage Growth
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L. Server class| 2000 2010 CAGR
2 4 Volume 4,927,000 | 15,434,000 12%
g Mid-range | 663,000 = 326,000 %
2 High-end 23000 | 15000 4%
Total 5,613,000 | 15,775,000 1%
0

Source: IDC (2007h)
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U.S. total installed external enterprise HDD base (millions)

Source: Osterberg (2007)

Storage

Source: US EPA Report to Congress on Server and Data Center Energy Efficiency
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Generation and Consumption
“Coal Fired Packets”
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Estimate*
4% and
growing

Source: EPRI/Ecos Consulting & EIA Commercial Electricity Consumption Data



2008, 50% of today’s data centers will have
insufficient power and cooling capacity to
meet the demands of high-density
equipment

Through 2009, energy costs will emerge as
the second-highest operating cost (behind
labor) in 70% of DC facilities WW

2011, power demand for high-density
equipment will level off or decline

2011, in-rack and in-row cooling will be the
predominant cooling strategy for high-
density equipment

2011, in chassis cooling technologies will be
adopted in 15% of the servers

Source: Gartner; Meeting the DC power and cooling challenge

Power and Cooling Projections §

d
]

Yae
ik

AL gy i e
| (LEMT T

1
7 1
Ty

L |
,_j__:_:“ L |

=

|

-l

o |

1

-2

"-‘

ﬁ

=

Ry

-

-

-

-

-y

|




DC Power Consumption Breakdown

Lighting
3%

Conversion
Loss
10%

ICT Infra
37%

Cooling <€
50%

¢ Each watt consumed by IT infrastructure
carries a “burden factor” of 1.8 to 2.5 for
power consumption associated with cooling,
conversion/distribution and lighting

Server Storage Network Sources: EYP Mission Critical Facilities, Cisco IT, Network World,
Customer Interviews, APC



DC - Improving IT Responsiveness

Adapting to Chowsgimes) Busineammise qui

No Data Center Static Service
Virtualization  Virtualization Orchestration Service

Orchestration



Data Centre Transformation



DC 3.0 and Business Imperatives

Improved user experience
qgrows trust/confidence

V The Human V Greater visibility=
Network @ Work '

Faster

deployments= security and
agility and compliance
effectiveness

o

- " g

i 4
. V | Broken down
Collaboration silos open up

resulting fro_m new ways to
transformation work

heightens
productivity

Enhanced IT
management enables
org’l innovation



Services Oriented Data Center

Service Orchestration

Client Security ﬁ%el%m LAN Servers SAN Storage



Next Steps in Data Center
Transformation

Consolidate {

Teams, IT Assets, and Facilities
Assign Data Center Architecture Leads .
Build Integrated Critical Teams :
Integrate Transport Operations
Centralize Branch Servers

Virtualize

SLB and FW Network Services

IT Assets — Servers, Storage, Networks,
Services = Data Centers

Automate
Service Provisioning

Deployments and Changes
Sustainable Processes




Consolidation



Data Center Consolidation
Reducing operational costs & improving manageability

Reduce:
» Operational costs
 Number server farms
* App deployment time

Increase
« Uptime
* Flexibility
« Manageability

Standardize:
* Physical Requirements
» Operational best practices
« Server platform

Network Implications:

» Higher Server Farm Density
 Higher Traffic Loads

* Network-based Services
 Larger & Flatter Networks

» At Least N+1 Redundancy

Facilities Implications
» Higher Power & Cooling
* Increased Square Footage

Establish:
 Future DC Architecture
* Initial phase network design
» Technology Adoption Strategy
» Migration Strategy



Data Center 3.0 Consolidation Enablers
and Attributes

Service ‘

Service Virtualization
Agile Application Delivery
Adaptlve Orchestration+
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Data Centre Network Evolution
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Cisco Data Center Unified Fabric
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Seamless service interworking over a common
unified fabric




Cisco Data Center Unified Fabric
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Unified I/O
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..while simplifying topologies, improving
performance, and eliminating spanning-tree...



Cisco Data Center Unified Fabric
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..and encrypting every packet on the wire with
TrustSec roles-based security...



Server Consolidation

Reducing capital costs & improving application availability

Reduce:
Number of OSs
Server Ildle time
Costs per RU

Increase
Application Performance

Application Uptime
Server Density
/0, MEM, CPU capacity per RU

Standardize:
SW architecture
NG HW platforms (bound to tiers)

I/O (capacity, cabling)

Establish:
Server architecture direction

Facilities support strategy

-——f

Network Implications:
Higher uplink capacity
Increase throughput per server
Larger & Flatter Networks
At Least N+1 Redundancy
Availability beyond a single DC

Facilities Implications
Higher Power & Cooling
Increased Square Footage
Closer integration with DC Arch

Requirements:
Scalability of DC architecture
Initial phase network design
Technology Adoption Strategy
Migration Strategy



Vision: I/O Consolidation in the Data Centre

I/O Consolidation simplifies platform architectures and reduces
overall platform costs

Server Approach
Server (CPU)

Network Approach

Server (CPU)

Multiple 1/0

i

Multiple Fabrics

Single I/O

i |

Unified Fabric

Today, three network interface cards: ~ Tomorrow, with Ethernet:

Ethernet for Data : :
Fibre Channel (FC) for Storage A single network interface

IB / Myrinet / Ethernet for Cluster ;:rz?f:liccarrymg all three kinds of

http://www.ieee802.org/3/ar/public/0503/wadekar 1 0503.pdf - Manoj Wadekar (Intel)




802.1Qau - Virtually Partitioned Traffic
= What is it —

_-- Virtual Separation

Basic building block for I/O o oe)

consolidation is virtual lane TN e N o 0E)

or virtual link (VL) s ) = mm Zm

differentiates

Enhanced user priority S san B2

Reuses the same 3 bits, () . {ME’}W Need “Type' to maitan
. . y|rtua| _sep_aranonl

user priority, from 802.1q tag ~{pr. DE i difrontited

= Enhancements are —

Additional QoS parameter per VL, drop characteristic — normal
drop OR no drop in the presence of congestion

New scheduling mechanism to support traffic isolation and
scheduling of the three different classes on the same link

= “Priority Group” maintains relative priority among various
flows within a traffic type, rate controller per virtual link



What is FCoE?

= An Ethernet transport for Fibre Channel

Ethernet with Pause provides a service comparable to Fibre
Channel with credits

= FCoE appears as Fibre Channel to user

Same operational model

= Standards activity development

10GbE
Ethernet Pipe

Guaranteed FC
Bandwidth
(user selectable)

This information was shared at the ANSI T11 meeting in San Diego, CA, 2007-04-04



FCoE 1/0 Consolidation Benefit: Management
Consistency

Typical SAN FC Edge FC Core

Storage Admin FC
Accessing Host & FC Switches FC Initiator

FC Initiator Tk ﬁ |

FCoE SAN FC Core
Storage Admin FCoE Edge

Accessing Host & FC Switches ‘

SAN '

SAN '

Storage Administrator view is no different with FCoE at the Edge
(FCoE HBA's display FC initiators)



Fibre Channel over Ethernet (FCoE)

No Drop/Lossless Transport X X

Bandwidth Control X

Storage Management X

10Gb Performance

Interoperability

Economics of Solution

X X X X
X X X X X X

Adapter Multipathing

This information was shared at the ANSI T11 meeting in San Diego, CA, 2007-04-04



Technologﬂ

Cable

Distance

Power
(each side)

10GE (802.3an) - Media Technologies

Transceiver
Latency (link)

SFP+ CU
Copper

SFP+ USR
ultra short
reach

SFP+ SR
short reach

SFP+ LRM
long reach mm

10GBASE-T

26-28G
Twin ax

MM OM2
MM OM3

MM 62.5mm
MM 50mm

MM 62.5mm

Cat6
Cat6a/7
Cat6al/7

10m

10m
100m

82m
300m

ow
normalized

1w

~0.25us

~0.1us

~0.1us




Unified Fabric Evolution — DC Today

DC Core » — Gigabit Ethernet

10 Gigabit Ethernet

e AGH Fibre:Channel

IP+MPLS WAN
Agg Router

Catalyst 6500 | Catalyst 6500 MDS 9500

10GbE VSS Agg 228) Storage Cor
DC Services

wt= ap
— [

L

“Catalyst 6500 Catalyst 49xx Catalyst 6500 Catalyst 49xx CBS 3100 MDS 9500
End-of-Row Rack Blade End-of-Row Rack MDS 9124e Storage
Blade

1GbE Server Access 1GbE and 4Gb FC Server Access Storage



Unified Fabric Evolution — First Step ?

; . Gigabit Ethernet
Nexus 7000 : ' @ 10 Gigabit Ethernet
} 10GDbE Core _ ] Bl 4Gb Fibre Channel
mi IP+MPLS WAN I 1 0GE FCoE
Agg Router

Nexus 7000 SAN A/B

— z i
Catalyst 6500 f 10GbE Agg MDS 9500 é
:

10GbE VSS Agg \ : Catalyst 6500 | Storage Ce
DC Services 2 DC Service

E=
=
=

Catalyst 6500 Catalyst 49xx CBS 3100 CBS 3100
End-of-Row Rack Blade Nexus 7000 Nexus 5000 \hq 99240 Storage
End-of-Row Rack Blade




10GBaseT Standard Status (802.3an)

Sponsor Ballot
Draft 3.1 @ 90% approval
95 comments to be approved

Interim Meetings

Standard Ratified First Compliant Silicon

= 10 Gigabit Server Connections will be primarily driven
by IP/Ethernet and Storage Consolidation

= 10Gb TODAY over a Copper Cable has some challenges —
Latency — Could be as high as 2.5usec per PHY
Cable Plant — Requires Cat6A Cabling Specifications
Distance — 100m (standard) or 30m with lower power spec (non-standard)
Power — 10-12w initial per PHY, dropping to 5-8w over a 12-18m period
Timing — End of 2007 is optimistic for 1st generation products

= 10Gb / Fiber with XFP and future SFP+ Optics will approach
today’s GbE/SFP Prices
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Virtualisation in the Data Center

Servers: the capability of decoupling CPU, Mem and I/O functions from
physical devices that provide them to increase their effective utilization,
to enhance the flexibility in how they are utilized and to allow the
dynamic management of logical instances

Storage: the capability of abstracting the physical location of data

storage by presenting logical storage to the user for thus achieving
location independence

Network-based Services: the capability of manipulating service
instances independent from the service device thus providing flexibility
in their usage

Network Infrastructure: the capability of partitioning groups of
networked resources providing logical isolation and common policy

Common Benefits
e Increase resource usability — Lower CAPEX
 Loosely couple re-usable functions - Flexibility

e Dynamic allocation of virtual instances - Automation
e Centralized policy Management — Lower TCO
e Distributed Capabilities — Broad use of functions




e
Data Center End-to-End Virtualization

Segmentation and security Network

Virtualization Virtualized

Services

Higher resource flexibility

Improved capacity utilisation

Server

Consolidation of physical servers T T

Virtual Machine mobility

Rapid application deployment with VMs

Segmentation and security Storage ._msmrage
Virtualization S i } Fabric

Improved data mgmt. & compliance

Physical
Volumes

Non-disruptive provisioning & migration




Data Center Virtualization Via the Network

Service Orchestration

e8| ]

£ . 4
FC

= £

===

End-to-End Service Provisioni__ng

)\
\ N\
e o e
e e e

Client Security D el.l\i'\)/gry LAN Servers SAN Storage



Virtualized Secure Application Switching
Cisco ACE and FWSM virtualized

Online Bank

Application
(SSL offloading Microsoft
required) Outlook

e — ] ,//)] H
e —, , Cisco ACE
o QS —— = & —‘_(t 2 &

e _'I?Cisco FWSM

Virtual Machmes Vlrtual Machines

Bank Micro Bank Micro
Apps Oracle soft Apps Oracle soft

S
8]
NS
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DC Orchestration

CSI2
Graphical user interface SOAP/XML API

@ VFrame appliances

VFrame Data Center

(Primary)

Active synchronization

Auto Discovery Automated Failover Templates

VFrame Data Center - E—
g (Secondary) « .
ts |
‘@




Slide 45

CSI2 Geta Carlson  7/6/2007

Define SOAP in the script.
Cisco Systems, Inc., 2007-07-08



Design to Operate Workflow for SODC

Logical, Structured for Ease of Use

Firewall

Switch port VIPs, LB
epio config policies

: VLANS,
Service DHCP, trunks,
Network SVis

Image mgmt,
Remote boot,
VM mappings

Zones,
VSANS,
LUNSs,
NFS
volumes

) Operate ¢» 1ated failover I Policy-based resource optimization

Policies 'ment integration thru API ‘.Service maintenance




Cisco VFrame Data Center:
Network-Driven Service Orchestration

Coordinated provisioning and reuse of
physical and virtualized

compute, storage, and network resources

= Operational cost —

savings VFrame Data Center

= Faster and simpler
service
orchestration

= Robust
virtualization
scale-out

Sto;'a;;e Pool



Adopting VFrame DC Today

Addressing Today’s Challenges while Building SODC Foundation
1. Categorize physical resources into service views
2. Ensure design consistency with standardized infrastructure templates

3. Automate physical provisioning for server virtualization environments

\
|
|
|
|
|

iAppIication
'Degradation
or Failure

'Rapidly
 configure
new
application
environment

VFr_amg _DC

. : Application
Storage Service View Service 1




Cisco VFrame Data Center Helps Build the Foundation
of a Service-Oriented Data Centre (SODC)

Business Service _—
Management Monitoring = Orchestrate across

il oM Patol, CA Uniente infrastructure resources
= Platform for service
abstraction
» |Integrate with other
v management systems
Cisco VFrame Data Center
. Network-Driven Service Orchestration

A

- = = ¥
Virtualization Element Managers sSoDC
Managers Cisco Fabric Manager, VMS,
VMware VirtualCenter CiscoWorks, ANM Control

Management and Monitoring

V Server Pool Network Igool Storage Pool

Data Center Networked Infrastructure




Data Centre Assurance Program (DCAP)



DCAP - What s it?

= DCAP is a CVD Tier Il testing initiative

= Safe Harbor Solution Testing focused on assuring the
interoperability, functionality and stability of Data Center products

= Uses the Safe Harbor testing methodology

= Extends the hardening process of Safe Harbor to the Data Center

= Based on ESE designs (enhanced with customer feedback)

= Safe Harbor or vendor Certified code is used when applicable

* Field involvement includes multiple financial customers to ensure
relevancy, consistency and stability in their environments

http://Iwww.cisco.com/en/US/solutions/ns340/ns414/ns742/ns741/networking
_solutions_products_genericcontent0900aecd80601e22.html#datacenter



Cisco Validated Design Program
CVD | - Validated Designs

BENEFITS:

Cisco E:T"I:T

Validated -« Share proven network designs

Design
» Accelerate deployment of new

| technologies
Tier 1

validated * Improve network stability

; Architectural Best Practices |
| Proof of Concept Testing |
|' New Solutions, |
~ Technologies, Upgrades =

Feedback
from multiple sources
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Cisco Validated Design Program

CVD Il - Certified Designs

Certified Design BENEFITS:

Cisco
Validated
Design

| : J

cvwol LI cvpi
__ Validated J L Certified

Architectural and Customer =
| Relevant level Testing |
| Certification Quality Criteria met |

| Ongoing, Regression Testing |

| Test Roadmaps for |
new technologies
'Incorporate Feedback to Address =

Mainstream Requirements

Includes the Benefits of CVD Tier
1 — Validated Designs

Moves design out of early adopter
realm into mainstream
deployment

Provides higher degree of
confidence in the system design
integrity

Ongoing testing of new software
images as related to certified
designs

Provides a robust basis for
customer and CA Service
customized designs

Provides customers with detailed
test documentation



Data Center Assurance

Welcome to the Cisco Data Center
Networking best practices interactive tool.

Overview

Cisco Data Center Networking
dasign best practices, Based
on extensive reso arch, besting
and customar ongagomants kre
provicled to help accelerate and
lawar tha east ol Besigring and
deploying Cisco data center
networking technoiogios.

Learn Mone 3

cHerd

ation im an intuitis

Reference Designs

For customears al the planning
and design stages of 3 data
conter propect, Cisco reledence
designs descnba the
considerations associated with
designing and deployng
spacific scdutions and offer
systam level guidance, based
on tosting, and custome:
enga-gements

AtioNE BESO0C
ol hedpful Tor

Data Center
Assurance Program
For customans at the design and
implemantation stages of a diata

contar nabaorking propect tha
data conier agsurance program
provides validated
configurationg, sl Pegultls amd
software vergions that can be
used a5 a basefing

LearnMore __iD

www.cisco.com/go/dcap




Summary



Summary

« Cisco Validated Designs to assist with DC Architecture and
Design needs and help reduce deployment costs

» IT Services will continue to centralise into the Data Centre

* Along with Business pressures, will force a transformation of
the Data Centre

« The Network is the Platform for Transforming Data Center

LAS VEGAS - (In a town where gambling is the primary industry),

Booth “agreed that it's not a good idea to bet against Ethernet. “
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