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An Architectural 
Ap p ro ach to  S ecure 
M o b ility

Cisco Technology Solutions 2008
P eter  Thom a s
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Secure Mobility
�An Architectural Approach 
� C as e S tud ies
� W ireles s  S ecurity   - w hat are others  
d oing ?  W here are w e g oing ?

� 8 0 2 . 1 1 n – w hat is  it,  and  how  d oes  it 
b enef it y ou?
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Mobility - B u s in e s s  R e le v a n c e

Customers:
D ua l -M od e P h on es 
(Cel l ul a r/ W i -F i )

Devices

U n i f i ed  A rc h i tec ture
W L A N

W eb  S erv i c es
(e. g .  X M L ,  S O A P ,  etc . )

I T  

Wi-F i:
A better B2C 
m ed i u m  th a n  T V ,  
p ri n t,  m ed i a ,  a n d  
o n l i n e

� 1 . 2  b il l io n  Wi-F i c l ie n t s 
w il l  sh ip  b y  2 0 1 0  

w o r l d w id eI D C ,  D e c  2 0 0 7
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Custom er  
N ea r b y Stor e

G r e e t C u s tom e r s  
a s  T h e y W a lk  by S tor e  P r e m is e s

Custom er
a w a y f r om  Stor e

M ob ile P er sona l 
A ssista nt L a uncher

XYZ

XYZ
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A Better Shopping Experience:

Store
N a v i g a tor

Sm a rt
A d s

C u s tom er
Serv i c e

I n -S tore
Con c i erg e

Dear Holly
S k i rt  S p ec i al
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H e lp  C u s tom e r s  F in d  I te m s  Mor e  E a s ily

S h o p p i n g  L i s t
( i t e m  l o o k u p )

S t o r e
N a v i g a t o r

A i s l e  3
S e c t i o n  A

Concierge reduces lost sales
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An 
Architectural 
Ap p ro ach
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E n te r p r is e  A r c h ite c tu r e s  A n d  T h e  N e tw or kE n te r p r is e  A r c h ite c tu r e s  A n d  T h e  N e tw or k

I A F  - C a p G e m i n i
Abstraction Levels Abstraction Levels Abstraction Levels 

Asp ect Areas Asp ect Areas Asp ect Areas 
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I A F  - C a p G e m i n i

Abstraction Levels Abstraction Levels Abstraction Levels 

Asp ect Areas Asp ect Areas Asp ect Areas 

Mor e  th a n  J u s t C on n e c tiv ityMor e  th a n  J u s t C on n e c tiv ity

N etw ork

S erv ices

A p p lications
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I d en ti ty  Serv i c es

C om p u te Serv i c es

U n i f i ed  C om m u n i c a ti on s  
Serv i c es

S erv ices

N etw ork

I n f ra s tru c tu re V i rtu a l i z a ti on

F ou n d a ti on  Serv i c es

M ob i l i ty  Serv i c es

Sec u ri ty  Serv i c es

A p p l i c a ti on  O p ti m i s a ti on

A p p lication

Management Services

T h e  N e tw or k  a s  T h e  P la tf or m  f or  …

F ou n d a ti on  Serv i c es

Sec u ri ty  Serv i c es U n i f i ed  C om m u n i c a ti on s
Serv i c es

802.11a/b/g/n

Q o S  ( 802.11e )
B /W  C o nt r ac t s

C al l  A d m i s s i o n 
C o nt r o l  ( T S P E C )

S e c u r e
C o m m u ni c at i o n

( A E S )

G u e s t  A c c e s s
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W h a t h a p p e n s  w ith ou t N / W  A r c h ite c tu r e
O r n o t u n d ers ta n d i n g  bu s i n es s  req u i rem en ts ?
R o u ter bro u g h t o n  p ri c e,  i s o l a ted  req u i rem en ts
G o t Co n n ec ti v i ty …. .  Bu t w h a t a bo u t?

R o u t e r
Q O S

A c c e l e r a t io n
S e c u r it y

Wh o  in t e g r a t e s a n d  su p p o r t s t h is?  I n  sh o r t  a n d  l o n g  t e r m
S L A  M o n it o r in g
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A r c h ite c tu r a l C on s id e r a tion s
� L o o k in g  a  R o l e  o f  w ir e l e ss n e t w o r k ,  w h a t  b u sin e ss 
n e e d s c a n  b e  su p p o r t e d ?  

� B u il d  a  p l a t f o r m  n o t  a  t e c h n o l o g y
� H o w  d o  t h e  p l a t f o r m  in t e r a c t  w it h  o t h e r  I T  c o m p o n e n t s.  
A  u p p e r  l e v e l  a p p l ic a t io n ,  a  p r o v id e r  ( l o c a t io n ),  a n d  a  
u se r  ( a u t h e n t ic a t io n ).

� R e p e a t a b l e  so l u t io n s/ se r v ic e s ( t e m p l a t e s),  l e a d s t o  
q u a l it y  a n d  sim p l if ie s d e sig n s.  B r a n c h ,  H Q ,  Wa r e h o u se .

� A b il it y  t o  d e a l  w it h  c h a n g in g  d e m a n d s – l o n g  t e r m  
in v e st m e n t  p r o t e c t io n
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Looking a Role of wireless network, what 
b u siness need s c an b e su p p orted ?
� N o  l o n g e r  a p p l ic a t io n  sp e c if ic .  

I d ea s  c a n  be l ef t f i el d ,  W i rel es s  D i g i ta l  S i g n s  – W G B/ i n d o o r 
M es h .

� C o v e r a g e  a r e a s – in d o o r s a n d  o u t d o o r s
� B e  a w a r e  o f  w h a t  y o u r  c l ie n t s a r e  b e in g  so l d .  

D ec o u p l e Cl i en t D ev i c es  f ro m  I n f ra s tru c tu re
S et s ta n d a rd s  s u c h  a s  CCX  c o m p l i a n c e to  red u c e i n teg ra ti o n  
ri s k s .
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C is c o C lie n t E x te n s ion s  ( C C X )  r e le a s e s  1 -5

2000 2001 2002 2003 2004    2005      2006    2007

L E A P ,  W P A ,
802.1x  &  V L A N s  p e r  A P
T K I P ,  W I F I

C al l  ad m i s s i o n c o nt r o l ,  U P S D ,
V o i c e  m e t r i c s ,  M B S S I D s ,  
L o c at i o n,  L i nk  t e s t s ,  N A C

v 1 :  S e c u r e  
C o n n e c t i v i t y

v 2:  S c a l i n g

v 5 :  M a n a g e m e n t  a n d  
W i r e l e s s  I P S

v 4 :   V o i c e  o v e r  W L A N

v 3 :  P e r f o r m a n c e  &  
S e c u r i t y

M anage m e nt  F r am e
P r o t e c t i o n,  P i l o t  T o ne ,
C l i e nt  r e p o r t i ng

W M E ,  P r o x y  A R P ,  E A P -
F A S T ,  &  W P A 2,  
S i ngl e  S i gn-O n

A P  as s i s t e d  r o am ,  C C K M ,
R ad i o  m e as u r e m e nt s ,  
T r ans m i t  p o w e r  c o nt r o l
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Looking a Role of wireless network, what 
b u siness need s c an b e su p p orted ?
� Co n s i d er n ew  d em a n d s  s u c h  a s  s ec u ri ty  a n d  en v i ro n m en t 
m o n i to ri n g .  Ba n d w i d th  - 8 0 2. 1 1 n ,  h i g h  p erf o rm a n c e c o n tro l l ers  i n  th e 
6 5 0 0

� V i rtu a l i s e/ S eg m en t.   H o s p i ta l  n o t o n l y  s erv i c i n g  O p era ti n g  T h ea tres  
bu t a l s o  V M O s .  I n h eren t i n  Ci s c o  U n i f i ed  W i rel es s ,  n o  ex tern a l  
v i rtu a l i s a ti o n  req u i red .

� L o c a ti o n  s erv i c es
� L i v e bro a d c a s ts  to  th e E n terp ri s e - M u l ti c a s t s u p p o rt
� S ec u ri ty  – d o  w e s ec u re ev ery th i n g ?
� S erv i c e a v a i l a bi l i ty ,  c o n f i g u ra ti o n ,  m o n i to ri n g ,  s u p p o rt – A c a p a bl e 
m a n a g em en t p l a tf o rm

� H i g h  Av a i l a bi l i ty  – N ex t S es s i o n
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P r oof  P oin ts  - Mu ltic a s t

O ne  m u l t i c as t  p ac k e t  i n L W A P P
M u l t i c as t  G r o u p

O ne  L W A P P  E nc ap s u l at e d   m u l t i c as t
p ac k e t  o u t

N e t w o r k  r e p l i c at e s
p ac k e t  as  ne e d e d

� I mp rov ed  mul ti c a st p erf orma n c e ov er w i rel ess n etw ork s
� M ul ti c a st p a c k et rep l i c a ti on  oc c urs on l y  a t p oi n ts i n  th e n etw ork  w h ere i t i s req ui red ,  

sa v i n g  w i red  n etw ork  b a n d w i d th
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Mu ltic a s t 4 .2
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U n if ie d  W ir e d  a n d  W ir e le s s  G u e s t A c c e s s

C a m p u s 
C o r eL W A P P  L W A P P  

W i SM W L A N  C on trol l er

G u est E m p G u est E m p

SiSi

SiSi SiSi

W i r e l e s s
V L A N s

W i r e l e s s  C l i e n t

W i r e d  C l i e n t
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U n if ie d  W ir e d  a n d  W ir e le s s  G u e s t A c c e s s

Guest Em p

W i r el ess
V L A N s

Ca m p us Co r e

LWAPP LWAPP

I n t e r n e t

SiSi

SiSiEm p SiSi

A n c h o r  
Co n tr o l l er

Guest Em p

Em p

WLC
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L obby A m ba s s a d or  C on tr ols 5 .0



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 2 2

F rom  the large to the sm all the 8 8 0  I S R

� N ew  W A N / L A N  T ech n o l o g ies:
V DS L 2 ,  3 G  W ir el ess,  8 0 2 . 1 1 n  W L A N

� W ir el ess L A N :
A u t o n o m o u s a n d  L W A P P  m o d es
I n d ep en d en t  A P  S W  u p g r a d e

� S ecu r it y :
V P N ,  F W ,  I P S ,  U R L  F il t er in g
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I n te g r a te d  S n if f e r  S u p p or t
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W h a t’s  W C S ?
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C lie n t T r ou ble s h ootin g  T ool
� CCX  v 5  c l i en ts  c a n  req u es t 
d i a g n o s ti c  c h a n n el  a s s o c i a ti o n

� G en era te a  c o n s o l i d a ted  
s u m m a ry  o f  tro u bl es h o o ti n g  tes ts  
o n  d i a g n o s ti c  c h a n n el

� As s i s t n etw o rk  a d m i n i s tra to rs  to  
d i a g n o s e a n d  s u g g es t f i x es  to  
c o m m o n  c l i en t p ro bl em s

� D ebu g  l a y er 1  to  l a y er 3  c l i en t 
p ro bl em s  u s i n g  a  s tep  by  s tep  
m eth o d

� Abi l i ty  to  d i g  i n to  d eta i l s  a n d  l o g s  
a s  n eed ed

5 .0
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C lie n t T r ou ble s h ootin g

S t at u s  o f  t h e  c l i e nt  as  i t  
m o v e s  t h r o u gh  v ar i o u s  
s t age s  be f o r e  r e ac h i ng 

“S u c c e s s f u l  
A s s o c i at i o n”. F ai l u r e s  
ar e  p r e s e nt e d  w i t h  

s u gge s t i v e  ac t i o ns  ( o n 
t h e  r i gh t )

5 .0
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P la c e s  I n  T h e  N e tw or k  – R e d u c in g  th e  R is k

C O R E

B r a n c h

D a t a  C e n t r e
T e l e w o r k e r

H Q  /  D a t a  C e n t r e

L a b

C a m p u s

C i s c o  
V a l i d a t e d
D e s i g n s
( C V D ) WAN/Branch

Archi t e ct u re
D at a C e nt re
Archi t e ct u re

C am p u s
Archi t e ct u re

S e cu re  M o b i l i t y
Archi t e ct u re U ni f i e d  

C o m m u ni cat i o ns
T e l e p re s e nce  
Archi t e ct u re

…

Endpoints
Unified 
I P  

P h o ne 
7 9 8 5

C is c o  
Unified 
I P  

P h o nes

W irel
es s  
I P  

P h o n
es

I P  
C o m m u ni
c a t o r

Unified 
P ers o na l  
C o m m u ni
c a t o r

M o b i l
e

P h o n
es

A ppl ic a tions
C is c o  
Unit y  
M es s
a g in g

Unified 
V ideo  

A d v a nt a g e
I P  

C o m m u ni
c a t o r

Unified 
P ers o na l  
C o m m u ni
c a t o r

M o b i l e 
C o m m u n
ic a t o r

�� �� �� � � � � ��� � 	
 �� �


� � � � �� � � �� � Unified 
C u s t o m er
C o nt a c t

�
�

�
�

�
�

�
�

C o m m u ni
c a t io ns   
M a n a g er 
E x p res s

C o m m u ni
c a t io ns
M a n a g er

C is c o  
Unified
P res enc e

C o m m u ni
c a t io ns   
M a n a g er 
B u s  

E dit i o n

S m a rt  
B u s ines s
C o m m u n
ic a t io ns  
S y s

Unified 
C u s t o m e

r
C o nt a c t
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Mobility R e la te d  S R N D / C V D s
� M o b il e  C a r e  I m a t is S o l u t io n  D e sig n  G u id e  
� P C I  f o r  R e t a il  2 . 0  D e sig n  G u id e  
� V o ic e  o v e r  Wir e l e ss L A N  4 . 1  D e sig n  G u id e  
� S e c u r e  Wir e l e ss D e sig n  G u id e  1 . 0
� E n t e r p r ise  M o b il it y  D e sig n  G u id e  4 . 1
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Case Studies 
an d 
A p p l ic atio n s



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 30

Ma n u f a c tu r in g  P la n t

� L a r g e  g a n t r y  l o a d in g  st o c k  n e e d  n e t w o r k  c o n n e c t iv it y  -
w ir e l e ss b r id g in g .

� Wir e l e ss h a s t o  b e  r e l ia b l e
� I n  a  c h a l l e n g in g  R F  e n v ir o n m e n t
� A n d  a  c h a l l e n g in g  p h y sic a l  e n v ir o n m e n t …
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O ther A p p lic ations of a wireless infrastru c tu re
� P o w e r  S t a t io n  – Wa n t e d  V id e o  a n y w h e r e  o n  sit e .  
� P o w e r  S t a t io n  a n d  R e f in e r y  - S o l a r  P o w e r e d  B r id g e s o n  
B a r g e s o n  D a m s.

� M in in g  –U sin g  so l a r  p o w e r e d  M e sh  A P s o n  t r a il e r s.  
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O th e r  A p p lic a tion s
� R e m e m b e r  M in o r it y  R e p o r t ?
� I n t e r a c t iv e  S ig n a g e
� Wh a t  m a k e s u p  t h a t  so l u t io n
� A p p l ic a t io n s – sa f e t y  c o m p l ia n c e
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W ir e le s s  L oc a tion
� P e r v a siv e  t r a c k in g  o f  p e o p l e  a n d  o b j e c t
� R e a l -t im e  a n d  h ist o r ic a l  t r a c k in g
� R F  C h o k e p o in t  c a n  g iv e  r e a l -t im e  a n d  p r e c ise  l o c a t io n  
u p d a t e s

� C C X  T a g s – N e w  f a m il y  o f  C C X  d e v ic e s
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Browser Based 
R em ot e C on sol e f or 
C i sc o W C S

C i sc o W i rel ess 
L oc at i on  A p p l i an c e

S O A P  X M L

� � �
�

C h ok ep oi n t  1 2 5  k H z  

C i sc o W i rel ess 
C on t rol  S y st em  
( W C S )

C i sc o A i ron et  
A c c ess P oi n t

1. D e v i c e  w i t h  a  W i -F i  t a g  m o v e s  i n t o  
a  z o n e  w i t h  a  c h o k e p o i n t . 

2 . T h e  c h o k e p o i n t  “t r i g g e r s ” t h e  W i -
F i  t a g  u s i n g  12 5 K h z  r a d i o .

3 . W i -F i  t a g  s e n d s  c h o k e p o i n t  
i n f o r m a t i o n  t o  t h e  a c c e s s  p o i n t  
u s i n g  i t s  8 0 2 .11 W i -F i  r a d i o . 

4 . A c c e s s  p o i n t  s e n d s  i n f o r m a t i o n  o n  
t o  t h e  c o n t r o l l e r  w h i c h  
c o n s o l i d a t e s  t h e  i n f o r m a t i o n  a n d  
a s y n c h r o n o u s l y  s e n d s  i t  o n  t o  
l o c a t i o n  a p p l i a n c e .

5 . L o c a t i o n  a p p l i a n c e  s e n d s  
c h o k e p o i n t ’s  l o c a t i o n  a n d  a n y  
o t h e r  i n f o r m a t i o n  t o  C i s c o  W C S  o r  
a  t h i r d  p a r t y  s o l u t i o n .

C h ok ep oi n t  1 2 5  k H z  

C h ok e p oin t A r c h ite c tu r e

C i sc o W i rel ess 
L A N  C on t rol l er
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S a f e ty - I s  you r  c e r tif ic a tion  c u r r e n t?
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G e o L oc a tion – “F ind  the E x p ert”

J o e

T i m Ia n
A lGa teGa te

7 07 0

C l o s e s t

Airport example:
� Ac c es s  a p p l i c a ti o n  v i a  X M L  p h o n e 
s erv i c e o n  d es k to p  I P  p h o n e

� E n ter “ta rg et l o c a ti o n ” ( o r l et 
n etw o rk  d eri v e i t) —e. g . ,  “g a te 7 0 ”

� D i s p l a y  m a p  o f  “ex p erts ” ( c a rry i n g  
8 0 2. 1 1  w i rel es s  p h o n es )

� Al l o w  u s er to  s el ec t o n e f ro m  th e 
m a p  o r c l i c k  “Cl o s es t”

� E x ten d  c a l l  to  th a t ex p ert’s  
w i rel es s  p h o n e
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W ir el ess an d 
Sec ur ity
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W ir e le s s  S e c u r ity
� S n a p sh o t  o f  w h a t  c u st o m e r s a r e  u sin g  a r o u n d  A u st r a l ia
� I n  a d d it io n  t o  C isc o  S R N D s a n d  C V D s…
� N I S T  S p e c ia l  P u b l ic a t io n  8 0 0 -9 7 .  E st a b l ish in g  Wir e l e ss 
R o b u st  S e c u r it y  N e t w o r k s.  A  G u id e  t o  I E E E  8 0 2 . 1 1 i.  
U se f u l  c h e c k l ist s.
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C is c o – E A P -F A S T
� I n it ia l l y  d e p l o y e d  w it h  L E A P ,  p r o g r e ssiv e  m ig r a t io n  t o  
E A P -F A S T .   S u p p o r t in g  I P  H a n d se t s.  

� U sin g  S u p p l ic a n t  
� S u p p o r t s S in g l e  S ig n -O n
� S u p p o r t s b o t h  Win d o w s a n d  M a c in t o sh  o p e r a t in g  
sy st e m s

� P r o v id e s A u t h e n t ic a t io n  a n d  P r iv a c y
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U n iv e r s ity – O p e n  S S I D
� N e e d e d  su p p o r t  st u d e n t s a n d  st a f f
� D id  n o t  w a n t  t o  d e a l  w it h  O S  S u p p l ic a n t  issu e s o r  c o st s
� M o d if ie d  D N S  t o  se n d  a  a l l  r e q u e st s t o  w e b  se r v e r  
w h ic h  h o st e d  in st r u c t io n s a n d  V P N  C l ie n t  ( C isc o ’s 
I P S e c  c l ie n t )

� P r o v id e s A u t h e n t ic a t io n  a n d  P r iv a c y
� A l so  su p p o r t in g  8 0 2 . 1 X  t h r o u g h  U n iv e r sit y  r o a m in g  
a g r e e m e n t s ( E d u r o a m )
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L a r g e  E n te r p r is e  - G u e s t
� L ig h t e st  t o u c h  o n  P C s – v isit o r s m a y  n o t  h a v e  r ig h t s
� C o m p r o m ise  – p r o v id e  A u t h e n t ic a t io n  b u t  n o t  
c o n f id e n t ia l it y .   S o m e  e n t e r p r ise s u sin g  p r e -sh a r e d  
k e y s t o  p r o v id e  p r iv a c y .

� U sin g  L o b b y  A m b a ssa d o r  c a p a b il it ie s – a b il it y  f o r  
d e sig n a t e d  t e a m  t o  c r e a t e d  t im e -b o m b e d  a c c o u n t s 
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L a r g e  E n te r p r is e  E A P -T L S
� D e p l o y e d  a s p a r t  o f  A D
� Wa s c o n sid e r in g  u sin g  t w o -f a c t o r  a u t h  b u t  w a n t e d  
b e t t e r  u se r  e x p e r ie n c e

� A r e  a u t h e n t ic a t in g  M a c h in e  n o t  u se r  – t h e r e f o r e  sm a l l  
r isk  o f  so m e o n e  c o m p r o m isin g  a c c o u n t s o n  P C

� M o st  C o m m o n l y  D e p l o y e d  f r o m  t h e  st r a w  p o o l
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P e r v a s iv e  S e c u r ity a n d  Mobility

W CS

CS -M A R S

A S A  5 5 0 0  w /  
IPS  M o d ul e

I n t e r n e t

Ca m p us

Guest A n c h o r  
Co n tr o l l er

N A C 
A p p l i a n c e

N A C 
M a n a g er

G u e s tSSC

W PA 28 0 2 . 1 X M F P

CS A  
S er v er

Ci sc o  
S ec ur i ty  
A g en t

Tr
us

te
d

Un
tru

st
ed

W
ire

le
ss

W
ire

d
Pu

bl
ic • H o s t  i n t r u s i o n  p r e v e n t i o n

• E n d p o i n t  m a l w a r e  m i t i g a t i o n

E n d p o in t  P r o t ect io n

• D e v i c e  p o s t u r e  a s s e s s m e n t  
• D y n a m i c ,  r o l e -b a s e d  n e t w o r k  a c c e s s  
a n d  m a n a g e d  c o n n e c t i v i t y

• W L A N  t h r e a t  m i t i g a t i o n  w i t h  I P S / I D S

T r a f f ic a n d  A ccess C o n t r o l

• S t r o n g  u s e r  a u t h e n t i c a t i o n
• S t r o n g  t r a n s p o r t  e n c r y p t i o n
• R F  M o n i t o r i n g
• S e c u r e  G u e s t  A c c e s s

W L A N  S ecu r it y  F u n d a m en t a l s
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C S A  P r ote c ts  th e  W ir e le s s  L a p top
� C S A  e n f o r c e s S S I D  u se

I f  l a p to p  s ees  Co m p a n y  A 
S S I D s ,  i t m u s t a s s o c i a te 
w i th  th em
L a p to p  h a s  to  u s e 
c o rp o ra te en c ry p ti o n  
m a n d a tes  ( E AP -F a s t,  etc )

� C S A  b l o c k s w ir e l e ss – t o  
– w ir e d  b r id g in g

I f  eth ern et i s  a c ti v e,  W L AN  
i s  d i s a bl ed

� L o c a t io n  A w a r e  P o l ic ie s

C ompan y  A

C ompan y  B

Laptop 
s e e s  
poor  
s i g n al  
f r om  
C om pan y  
A  A c c e s s  
P oi n t

Laptop 
as s oc i ate s  
w i th  
C om pan y  
A  A c c e s s  
P oi n t 
an y w ay
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A S A  T LS  P rox y  - E nc ry p ted  V oic e F irewall S olu tion
Solving the Firewall & Encryption Integration Problem

S R T P  med ia

T L S  
s ig n alin g

A n y  C i s c o v oi c e / v i d e o c om m u n i c ati on s  e n c r y pte d  w i th  S R T P / T LS  c an
n ow  b e  i n s pe c te d  b y  C i s c o A S A  5 5 0 0  A d apti v e  S e c u r i ty  A ppl i an c e s :

• M ai n tai n s  i n te g r i ty  an d  c on f i d e n ti al i ty of  c al l  w h i l e  e n f or c i n g  
s e c u r i ty  pol i c y  th r ou g h  ad v an c e d  S I P / S C C P  f i r e w al l  s e r v i c e s

• T LS  s i g n al i n g  i s  te r m i n ate d  an d  i n s pe c te d ,  th e n  r e -e n c r y pte d  f or  
c on n e c ti on  to d e s ti n ati on  ( l e v e r ag i n g  i n te g r ate d  h ar d w ar e  
e n c r y pti on  s e r v i c e s  f or  s c al ab l e  pe r f or m an c e )

• D y n am i c  por t i s  ope n e d  f or  S R T P  e n c r y pte d  m e d i a s tr e am ,  an d  
au tom ati c al l y  c l os e d  w h e n  c al l  e n d s

E n c r y p t e d  
E n d p o i n t E n c r y p t e d  

E n d p o i n t
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W L C  a n d  I P S  I n te g r a tion

W L C

A P

C o r e

I P S

M a l i c i o u s  W L A N
C l i e n t  T r a f f i c

1) M a l i c i o u s  c l i e n t  t r a f f i c  
d e t e c t e d  b y  C i s c o  I P S

3 ) U p d a t e d  s h u n  l i s t  
r e c e i v e d  b y  W L C  
w i t h  n e w l y  b l o c k e d  
I P  a d d r e s s

5 ) W L C  d i s c o n n e c t s  t h e  
W L A N  c l i e n t  &  b l o c k s  
r e -c o n n e c t i o n  a t t e m p t s  

4 ) W L C  c h e c k s  i f  b l o c k e d  I P  
a d d r e s s  m a t c h e s  a n  
a s s o c i a t e d  W L A N  c l i e n t
I f  y e s ,  W L C  c r e a t e s  a  
c l i e n t  e x c l u s i o n

X

2 ) H o s t  b l o c k  i n i t i a t e d  
o n  C i s c o  I P S  
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C isc o T ru stS ec  ( T ru sted  S ec u rity )

I n t eg r it y  &  
C o n f id en t ia l it yR o l e A w a r e 

N et w o r k

C o n ver g ed  
P o l icy  

F r a m ew o r k
S ecu r e C a m p u s 
A ccess C o n t r o l

C o n v e r g e d  P o l i c y  D e f i n i t i o n  f o r  
D i f f e r e n t  A c c e s s  T y p e s  P o l i c y  

E n f o r c e d  T h r o u g h o u t  t h e  N e t w o r k
S e a m l e s s  

A u t h e n t i c a t i o n  f o r  
V a r i o u s  A c c e s s  T y p e s

P r e v e n t  D a t a  S n i f f i n g  a n d  
T a m p e r i n g  w i t h  L i n e -r a t e  
H o p -b y -h o p  E n c r y p t i o n

T r a n s f o r m i n g  F r o m  
T o p o l o g y -a w a r e  t o  R o l e -
a w a r e  A c c e s s  C o n t r o l

IEE
8 0 2 0 1 x

M A C
A u t h e n t i c a t i o n

W e b
A u t h e n t i c a t i o n

C i s c o
T r u s t S e c
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P olic y  E nforc em ent T hrou ghou t the N etwork:
R ole B as ed  A cces s  C ontrol Set-u p

1 . A uth en ti c a ti o n  R eq uest

6 . L i n k s Up

4 . Gr o up  M em b er sh i p  D y n a m i c a l l y  A ssi g n ed

Employee

P a r t n er

G u es t
C i s c o  A C S E x t e r n a l

D i r e c t o r y  S e r v e r

G e n e r a l

2 . R a d i us a n d  A D  A uth c / A uth z

5 . S GA CL  D y n a m i c a l l y  A p p l i ed

C R ME C

P
I
U

G

S G A C L

P r o c e s s
A u t h o r i z a t i o n

R u l e s

I n t e r n e t

Verify Identity 
C redentia l s  a nd 
O b ta in A dditio na l  

A ttrib u tes

Le g e n d

Link/Port Status Se c urity  G roup  C l assif ic ations
U n a u t h e n t i c a t e d

F a i l e d  A u t h e n t i c a t i o n

A u t h e n t i c a t e d

S h u t d o w n
E g r e s s  F i l t e r i n g

I n g r e s s  T a g g i n g
E E m p l o y e e  G r o u p C C o n f i d e n t i a l  G r o u p

P P a r t n e r  G r o u p U U n r e s t r i c t e d  G r o u p

G G u e s t  G r o u p I I n t e r n e t  G r o u p
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G e n e r a l

C R ME C

P
I
U

G

P olic y  E nforc em ent T hrou ghou t the N etwork:
R ole B as ed  A cces s  C ontrol D eployment

Source Groups

S G A CL
M a t r i x

D e s t i n a t i o n  G r o u p s

E
C U

P

G

I

I n t e r n e t

Employee

P a r t n er

G u es t

Le g e n d

Link/Port Status Se c urity  G roup  C l assif ic ations
U n a u t h e n t i c a t e d

F a i l e d  A u t h e n t i c a t i o n

A u t h e n t i c a t e d

S h u t d o w n
E g r e s s  F i l t e r i n g

I n g r e s s  T a g g i n g
E E m p l o y e e  G r o u p C C o n f i d e n t i a l  G r o u p

P P a r t n e r  G r o u p U U n r e s t r i c t e d  G r o u p

G G u e s t  G r o u p I I n t e r n e t  G r o u p

���
��

�

A c c es s
D en i ed
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C onv erged  P olic y  F ram ework:

C a ta l ys t S w itc h

C a ta l ys t S w itc h

A iro net W L A N  
A c c es s  P o ints

B e n e f it : S in g l e  I n t e r f a c e
f o r  A d m issio n ,  P r o f il in g ,  R o l e  D e f in it io n s

C o ntra c to r

S u b -C o ntra c to r

G u es t

E m p l o yee

U nk no w n

C a ta l ys t S w itc h

A A A  - VP N

A A A  - W L A N

A A A  - L A N

L A N
C a ta l ys t 6 5 0 0  W iS M

A S A
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8 0 2 . 1 1 n
A n  I n tr o duc tio n



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 59

I E E E  a n d  th e  W i-F i A llia n c e

W h il e ch a n g es t o  t h e st a n d a r d  a r e u n l ik el y  t o  r eq u ir e 
a n y  h a r d w a r e m o d if ica t io n s t o  t h e ex ist in g  C isco  A P ,  t h e 
p l a t f o r m  i s  m od u l ar t o  en su r e in vest m en t  p r o t ect io n

D ra ft 2 . 0  
S p ec .  
m o v ed to  
L etter B a l l o t

L etter 
B a l l o t 
P a s s es

W F A  
B eg ins  
D ra ft 2 . 0  
Inter-o p

D ra ft 2 . 0  
P ro du c ts  
A v a il a b l e in
th e M a rk et

IE E E
8 0 2 . 1 1 n
S ta nda rd
R a tified

R a tified 8 0 2 . 1 1 n 
P ro du c ts  A v a il a b l e 
( A s s u m es  N o  M a j o r 
C h a ng es  in S ta nda rd)

3  yea rs  into  a  4  Y ea r 
L a p to p  R efres h  C yc l e
( 7 5 %  o f U s ers  H a v e 
8 0 2 . 1 1 n)

J a n  ’0 7 M a r  ’0 7 J u n  ’0 7 O c t  ’0 7 A u g  ’0 9J u l y  ’0 9 O c t  ’1 0

I n d u s try
S ta n d a rdI E E E

S pec i f i c a t i on s
8 0 2 1 1 i
8 0 2 1 1 e
8 0 2 1 1 n  d r a f t  2 . 0

Wi-F i
A l l ia n c e

C er t i f i c a t i on s
W P A 2
W M M
8 0 2 1 1 n
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8 0 2 . 1 1 n  P r od u c t I n te r op e r a bility
� T h e  f ir st  Wi-F i c e r t if ie d  8 0 2 . 1 1 n  d r a f t  2 . 0  
A c c e ss P o in t

� S e l e c t e d  f o r  t h e  Wi-F i in t e r o p e r a b il it y  t e st b e d
Al l  c erti f i ed  p ro d u c ts  tes ted  a g a i n s t th e AP 1 25 0
T h e o n l y  AP  v en d o r s el ec ted  f o r th e tes t bed
T h e rem a i n d er a re s i l i c o n  m a n u f a c tu rers

� C isc o  a n d  I n t e l  p e r f o r m in g  j o in t  in t e r o p e r a b il it y  t e st in g
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I n tr od u c in g  th e  1 2 50  A c c e s s  P oin t
� F ir st  E n t e r p r ise  8 0 2 . 1 1 n  A P

M o d u l a r
U p g ra d ea bl e

� H a r d w a r e  M I M O  su p p o r t
S p a ti a l  M u l ti p l ex i n g

Two spatial streams 
M R C
T x BF
2 T ra n s m i tters
3  R ec ei v ers

� 1 0 / 1 0 0 / 1 0 0 0  E t h e r n e t
� O v e r  3 0 , 0 0 0  u n it s sh ip p e d ,  
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N e w  A n te n n a s  f or  A ir on e t 1 2 50  S e r ie s
� O m n i d i rec ti o n a l

S in g l e en cl o su r e w it h  3  a n t en n a  
el em en t s

2 . 4  G H z  3 d B i  ( A I R -A N T 2 4 3 0 V -R )
5  G H z  4  d B i  ( A I R -A N T 5 1 4 0 V -R )

� D i p o l es
N ew  d ip o l e w it h o u t  h in g e ( g r a y )

2 . 4  G H z  2 . 2  d B i  ( A I R -A N T 2 4 2 2 D G -R )
5  G H z  3 . 5  d B i  ( A I R -A N T 5 1 3 5 D G -R )

A l so  su p p o r t s ex ist in g  d ip o l es w it h  
h in g e ( b l a ck  &  w h it e)

B l u e d o t  in d ica t es 5  G H z
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M I M O 4 0 M h z  
Ch a n n el s

P a c k et 
Ag g reg a ti o n

Ba c k w a rd  
Co m p a ti bi l i ty

T e c h n ic a l E le m e n ts  of  8 0 2 . 1 1 n
M I M O 4 0 M h z  C h a n n e l s P a c k e t  

A g g r e g a t i o n
B a c k w a r d  

C o m p a t i b i l i t y
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P e r f o r m a n c e

A s p e c ts  of  8 0 2 . 1 1 n

Bea m  F o rm i n g S p a ti a l  M u l ti p l ex i n gM a x i m a l  R a ti o  Co m bi n i n g

M I M O  ( M u l ti p l e I n p u t,  M u l ti p l e O u tp u t)
M I M O 4 0 M h z  C h a n n e l s P a c k e t  

A g g r e g a t i o n
B a c k w a r d  

C o m p a t i b i l i t y

P er f or med  b y 
T r a n s mi t t er  
( T a lk  B et t er )

En s u r es  S i g n a l 
R ec ei v ed  i n  
P h a s e

I n c r ea s es  
R ec ei v e 
S en s i t i v i t y

M I M O  A P

HALLWAY

W i t h o u t  B e a m  F o r m i n g Transmissions Arrive out of PhaseW i t h  B e a m  F o r m i n g Transmissions Arrive in Phase,  I nc reasing  S ig nal  S treng th
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A s p e c ts  of  8 0 2 . 1 1 n

Bea m  F o rm i n g S p a ti a l  M u l ti p l ex i n gM a x i m a l  R a ti o  Co m bi n i n g

M I M O  ( M u l ti p l e I n p u t,  M u l ti p l e O u tp u t)
4 0 M h z  C h a n n e l s P a c k e t  

A g g r e g a t i o n
B a c k w a r d  

C o m p a t i b i l i t y

P er f or med  b y 
R ec ei v er  
( H ea r  B et t er )

C omb i n es  
M u lt i ple R ec ei v ed  
S i g n a ls

I n c r ea s es  
R ec ei v e 
S en s i t i v i t y

W or k s  w i t h  
n on -M I M O  a n d  
M I M O  C li en t s

P e r f o r m a n c e

M ul tip l e S ig nal s S ent;  
O ne S ig nal  C hosen

W i t h o u t  M R C
M ul tip l e S ig nal s S ent and  C omb ined  
at the R ec eiver I nc reasing F id el ity

W i t h  M R C

M I M O  A P
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A s p e c ts  of  8 0 2 . 1 1 n

Bea m  F o rm i n g S p a ti a l  M u l ti p l ex i n gM a x i m a l  R a ti o  Co m bi n i n g

M I M O  ( M u l ti p l e I n p u t,  M u l ti p l e O u tp u t)
4 0 M h z  C h a n n e l s P a c k e t  

A g g r e g a t i o n
B a c k w a r d  

C o m p a t i b i l i t y

T r a n s mi t t er  a n d  
R ec ei v er  
P a r t i c i pa t e

C on c u r r en t  
T r a n s mi s s i on  on  
S a me C h a n n el

I n c r ea s es  
B a n d w i d t h

R eq u i r es  M I M O  
C li en t

P e r f o r m a n c e

s t r e a m  1

s t r e a m  2

I n f o r m a t io n  I s S p l it  a n d  T r a n sm it t ed  o n  M u l t ip l e S t r ea m s

M I M O  A P
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2 0 -M H z

2 0 -M H z
4 0 -M H zG a ined S p a c e

M I M O  ( M u l ti p l e I n p u t,  M u l ti p l e O u tp u t)4 0 M h z  Ch a n n el s

A s p e c ts  of  8 0 2 . 1 1 n
M I M O 4 0 M h z  C h a n n e l s P a c k e t  

A g g r e g a t i o n
B a c k w a r d  

C o m p a t i b i l i t y

M o v i n g  f ro m  2 to  4  L a n es

4 0 -M H z  =  2  a g g r eg a t ed  2 0 -M H z  ch a n n el s—t a k es a d va n t a g e o f  t h e 
r eser ved  ch a n n el  sp a ce t h r o u g h  b o n d in g  t o  g a in  m o r e t h a n  d o u b l e t h e 
d a t a  r a t e o f  2  2 0 -M H z  ch a n n el s
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4 0 M h z  Ch a n n el s

A s p e c ts  of  8 0 2 . 1 1 n
P a c k et Ag g reg a ti o n

4 0 M h z  C h a n n e l s P a c k e t  
A g g r e g a t i o nM I M O B a c k w a r d  

C o m p a t i b i l i t y

Ca rp o o l i n g  I s  M o re E f f i c i en t T h a n  D ri v i n g  Al o n e
W i t h o u t  P a c k e t  A g g r e g a t i o n

D a t a  
U n i t

P a c k e t
8 0 2 . 1 1 n  
O v e r h e a d

D a t a  
U n i t

P a c k e t
8 0 2 . 1 1 n  
O v e r h e a d

D a t a  
U n i t

P a c k e t
8 0 2 . 1 1 n  
O v e r h e a d

W i t h  P a c k e t  A g g r e g a t i o n

D a t a  U n i t
P a c k e t

8 0 2 . 1 1 n  
O v e r h e a d P a c k e tP a c k e t

M S D U  ( h / w ) v  M P D U  ( s/ w )
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8 0 2 . 1 1 n
I t’s  A bou t a  W h ole  L ot Mor e  T h a n  S p e e d

T h ro u g h p u t R el i a bi l i ty P red i c ta bi l i ty

8 0 2 . 1 1 a / g  w ith  A P 1 2 4 0
8 0 2 . 1 1 a / g  w ith  A P 1 2 5 0
8 0 2 . 1 1 n w ith  A P 1 2 5 0

I D E A L6 09 21 3 0

2 x

P r e d i c t a b i l i t y  o f  T h r o u g h p u t
S ta nda rd D ev ia tio n o f P a c k et R etries  

22.5

8 8 .5

1 4 6 .8 3

0
2 0

4 0
6 0

8 0
1 00
1 2 0

1 4 0

8 02 . 1 1 a / g 8 02 . 1 1 n ,  2 0
M H z

8 02 . 1 1 n ,  4 0
M H z  

M b p s  T h r o u g h p u t

152

20 1

3 0 6

0 1 00 2 00 3 00

1 1 a / g  – A P 1 2 4 0

1 1 a / g  – A P 1 2 5 0

1 1 n  – A P 1 2 5 0

A v e r a g e  P a c k e t  R e t r i e s

2 x

E n h a n c ed  f i l e tra n s f er 
a n d  d o w n l o a d  s p eed s  

f o r l a rg e f i l es  
L o w er l a ten c y  f o r 
m o bi l e u n i f i ed  
c o m m u n i c a ti o n s  

M o re c o n s i s ten t 
c o v era g e a n d  

th ro u g h p u t f o r m o bi l e 
a p p l i c a ti o n s

> 5 x

5 x  m o re th ro u g h p u t 2x  m o re rel i a bl e 2x  m o re p red i c ta bl e
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8 0 2 . 1 1 n
Design and 
Dep l o y m ent
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S ite  S u r v e y P r e p a r e s  f or  8 0 2 . 1 1 n
� Recommended to optimize 
1 1 n depl oy ment

� S u r v ey  r ev ea l s  ef f ects  of  
b u il ding  ch a r a cter is tics  on th e 
w ir el es s  s pectr u m

� M ea s u r e RF  v a r ia tions  du e to 
h u ma n a ctiv ity  a nd time of  da y

� S u r v ey  w ith  cl ient ty pes  th a t 
y ou  pl a n to impl ement ( 1 1 n,  
1 1 a b g ,  V oI P ,  l oca tion ta g s )

� S pectr u m intel l ig ence 
to detect inter f er ence

M e t a l  W a l l

E l e v a t o r

G l a s s

F u r n i t u r e
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A c c e s s  P oin t P la c e m e n t

A B G
A B G

A B G
A B G

ABG Access Point Placement
1  p er  5 , 0 0 0  sq  f eet  f o r  d a t a  o n l y
1  p er  3 , 0 0 0  sq  f eet  f o r  vo ice,  l o ca t io n

S ev er a l S u ppor t ed  
A pps

E m a i l
W e b

R ad io R esou r ce M anag ement
A d a p t ive ch a n n el  /  p o w er  co ver a g e
O p er a t io n a l  sim p l icit y
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A c c e s s  P oin t P la c e m e n t

I mp r ov ed  cov er ag e at
h ig h er  d ata r ates

1  f or  1  r ep lacement
1 2 5 0  r eu ses ex ist in g  
C isco  A P  b r a ck et  d r il l  h o l es

S u ppor t ed  A pps
M o r e A p p l ica t io n s S u p p o r t ed  

a t  A n y  G iven  L o ca t io n

E m a i l
W e b
V o i c e
V i d e o

B a c k u p
E R P

A B G
A B G

A B G
A B G
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Effective Frequency Use—5 G H z  a nd  2 . 4 G H z
C reate a 5 G H z  S trategy
� 5 G H z  R e c o m m e n d e d  f o r  8 0 2 . 1 1 n

M o re a v a i l a bl e s p ec tru m —g rea ter n u m ber o f  c h a n n el s
Ben ef i ts  f ro m  4 0 M H z  c h a n n el s ,  a l th o u g h  20 M H z  s ti l l  w o rk s  w el l
M a n y  1 1 n  d ev i c es  o n l y  s u p p o rt 4 0 M H z  i n  5 G H z ,  a l th o u g h  Ci s c o  
s u p p o rts  4 0 M H z  i n  bo th  2. 4 G H z  a n d  5 G H z

� 2 . 4 G H z  st il l  b e n e f it s f r o m  M I M O  a n d  p a c k e t  
a g g r e g a t io n

I d ea l  f o r l eg a c y  a p p s  ( h a n d h el d s ,  s c a n n ers ,  m ed .  a p p l i c a ti o n s )

1

6 11

2

1 3 5 7 9 11

4 6 8 10

5 G H z  4 0 M H z  C h a n n e l s2 . 4 G H z  2 0 M H z  C h a n n e l s
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� C o -e x ist e n c e  o f  A B G / N  A P s
� B e n e f it s o f  1 1 n  a c c r u e  t o  A B G  c l ie n t s

M I M O  ben ef i ts  ABG  c l i en ts  o n  th e AP  rec ei v e s i d e f ro m  M R C

B a c k w a r d  C om p a tibility &  C o-E x is te n c e

1 1 n1 1 g

1 1 g 1 1 n

3 0 0  M b

5 4  M b
4 8  M b
3 6  M b
2 8  M b

W L A N  C o n t r o l l e r

B a c k w a r d s  C ompa t i b i li t yC o-Ex i s t en c e a t  C on t r oller  L ev el

1 1 n1 1 g

1 1 g 1 1 n

3 0 0  M b5 4  M b

W L A N  C o n t r o l l e r

R o a m
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D u k e  U n iv e r s ity – 8 0 2 . 1 1 n  E x p e r ie n c e s

� I n cr ea se in  w ir el ess co n n ect ivit y
� Decr ea se in  w ir ed  u se

P u b li c  w i r ed  por t s  ( li b r a r y)  
c omplet ely u n u s ed

� I n cr ea sed  n eed  f o r  m o b il it y
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C u r r e n t in f r a s tr u c tu r e
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8 0 2 . 1 1 n  P ilot E x p e r ie n c e s

� 4 0 % +  c o n n e c t in g  w it h  8 0 2 . 1 1 n
M a c Bo o k
D el l ,  L en o v o ,  o th ers

� 1 2 9 M b p s+  p e a k  t h r o u g h p u t  ( 1 1 n  c l ie n t s)
� 8 0 2 . 1 1 g  c l ie n t :  2 x  f a st e r  o n  1 1 n  A P  c o m p a r e d  t o  1 1 g  
A P

E s p ec i a l l y  p ro n o u n c ed  a t g rea ter d i s ta n c es
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8 0 2 . 1 1 n
M igr at io n 
C o nsider at io ns
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8 0 2 . 1 1  C oe x is te n c e
� L e g a c y

F ra m es  i n  8 0 2. 1 1 a / g / b f o rm a t  
Ba c k w a rd s  c o m p a ti bi l i ty
20  M H z  c h a n n el  s u p p o rt o n l y

� M ix e d
S u p p o rts  8 0 2. 1 1 n  H T -m o d e a n d  l eg a c y  c l i en ts  
L eg a c y  p rea m bl e f o l l o w ed  by  o p ti o n  o f  H T  o r l eg a c y  f o rm a t
20  a n d  4 0  M H z  c h a n n el  s u p p o rt

� G r e e n f ie l d
S u p p o rts  o n l y  8 0 2. 1 1 n  H T -m o d e c l i en ts  – P erh a p s  d i f f eren t c h a n n el s
L eg a c y  p rea m bl e en a bl es  8 0 2. 1 1  d ev i c es  to  d etec t
20  a n d  4 0  M H z  c h a n n el  s u p p o rt
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P ow e r  O p tion s  f or  8 0 2 . 1 1 n
Power Options

Power M y th  – B ewa re F a l se C l a im s!

� C i s c o En h a n c ed  P oE
F u l l  p o w e r  f o r  d u a l  r a d i o s  f r o m  a  s i n g l e  s w i t c h  p o r t
T o d a y  o n  C a t a l y s t  3 7 5 0 -E ,  3 5 6 0 -E ,  4 5 0 0  &  6 5 0 0

� P ow er  i n j ec t or ;  A C  pow er
� S t a n d a r d  8 0 2 . 3 a f

H a n g  a r o u n d  f o r  t h e  p r o d u c t  u p d a t e !

� 8 0 2. 3 a f  c a n n o t f u l l y  p o w er a v a i l a bl e 1 1 n  
s i l i c o n

� Al tern a ti v e s o l u ti o n s  f a l l  s h o rt:
U p  t o  6 0 %  r ed u ct io n  in  co ver a g e a r ea  
R ed u ct io n  in  t h r o u g h p u t  ( d isa b l e 
t r a n sm it t er s,  r ed u ce C P U  cl o ck  r a t e,  et c. )
A  l o ss o f  ser vices ( e. g .  secu r it y )
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W r ap p in g  it up
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A n  A r c h ite c tu r a l A p p r oa c h  - I n  S u m m a r y
� B e  r e a d y  t o  e x p l o r e  b u sin e ss r e q u ir e m e n t s,  
c o m m u n ic a t e  c a p a b il it ie s t o  y o u r  c l ie n t s.

� C isc o  P I N ’s,  C V D ’s r e d u c e  c o m p l e x it y  b y  p r o v id in g  
t e st e d  t e m p l a t e s t h a t  a r e  r ig h t  siz e d .

� Wir e l e ss S e c u r it y  n e e d s t o  b e  p e r v a siv e  f r o m  t h e  c l ie n t  
t o  t h e  in f r a st r u c t u r e .

� 8 0 2 . 1 1 n  it ’s n o t  j u st  a b o u t  sp e e d .
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