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Technical Note

Using OSPF Stub Router
Advertisement Feature

Overview

It can be desirable to have a router in a network that is not a transit router. A “transit router”
forwards traffic that is not destined for networks directly connected to the router. A router that
only forwards packets destined to its directly connected links is known as a “stub router™. In
OSPF networks, a router could become a stub router by advertising large metrics for its
connected links, so that the cost of a path through this router becomes larger than that of an
alternative path. It does not matter what specific metrics are advertised in a stub network that
is connected to the router, because data must reach the network via the stub router itself.

Figure 1
OSPF Networks
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R1 uses R3 as next-hop to reach subnet A because of the OSPF cost (Figure 1). If R3 cannot
act as a transit router, R3 can advertise a large metric for its connected links (except subnet B,
a stub network). As a result, R1 will use R2 as next-hop to reach subnet A. R1 will still use R3
to reach subnet B, regardless of the metric associated with the link.

OSPF Stub Router Advertisement allows a router to advertise infinity metric (OxFFFF) for its
connected links in Router-LSAs, and advertise normal interface cost if the link is a stub
network. The feature also provides three options for administrators to determine when to
advertise such infinity metric:

1. Always send route-LSAs with infinity metric after enabling this feature

2. Send route-LSAs with infinity metric after reboot for a specified time

3. Send route-LSAs with infinity metric after reboot until BGP is converged (or maximum
timer is expired)
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Benefit

* Graceful removal of an OSPF router from networks (i.e. to upgrade software or to perform maintenance) and
reduction in packet drop

* Reduce black-hole packet dropping when interacting with BGP

The rest of this paper discusses scenarios for using this feature to achieve such benefits.

Command Syntax

Here is the command syntax for the three options of this feature. They are configured under “router ospf <pid>".

1. To always originate router-LSAs with infinity metric after configuration

router(config-router)#max-metric router-Isa

2. To send router-LSAs with infinity metric after reboot in a specified time

router(config-router)#max-metric router-Isa on-startup <announce-time>

3. To send router-LSAs after reboot until BGP is converged (or maximum timer is expired — 600sec)
router(config-router)#max-metric router-Isa on-startup wait-for-bgp

Usage Examples

Gracefully Remove OSPF Router from Networks and Reduce Number of Transit Packets Dropped

When an OSPF router is removed from networks and its neighbors cannot detect the physical interface is down (i.e.,
switch between the removed router and its neighbors), the neighbors will need to wait until the hold-timer expires
to remove the adjacency and re-converge. This may cause packets to be dropped.

Consider the following example, which includes a switch between R1 and R3:

Figure 2
OSPF Network Example
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Suppose that R3 must be removed from the network for maintenance. If it is removed simply by powering down, the
OSPF process of R1 will not detect that R3 is unavailable until the holdtimer is expired. Within that period, R1 will
continue forwarding packets destined to subnet A to the link that is connected to the switch. The switch will drop
the packets. To reduce the number of packets dropped, R1 can use the path via R2, prior to removing R3 from the
networks.
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The following steps are necessary to using this feature of OSPF Stub Router Advertisement.

To gracefully remove R3, perform the following procedures:
1. Configure “max-metric router-Isa” under “router ospf <pid>"" on R3
— This step causes the router to generate new LSAs with infinity metric for the R1 to R3, and R3 to R4 links.
Upon receiving the LSAs, R1 will perform SPF and use the R1-R2-R4 path for packets destined to subnet A.
2. Make sure R1 uses the R1-R2-R4 path for the transit traffic —i.e. using “show ip route” on R3. (in this example
the transit traffic is the packets destined to subnet A.)
— Step 2 occurs only for the purpose of confirmation.
3. Shut down R3 and remove it from the network

— No packets that are destined to subnet A will then be dropped, since R3 is no longer forwarding transit traffic.
R3 can now be gracefully removed from the networks.

Avoid Routing Black-hole by Waiting for BGP to Converge

Rebooting Internet backbone routers can lead to a loss of Internet connectivity. The IGP may converge quickly after
a router reboots, and other routers may try to forward traffic through the just rebooted router.

This router may still be building its BGP routing tables, and may not have fully converged yet. While this happens,
it may drop many packets for destinations it has not learned via BGP yet. It would be far more beneficial for stability
and availability if a router could build its BGP routing table while it is not yet fully participating in packet
forwarding.

With this feature and its “wait-for-bgp” option, the router advertises its locally generated router LSAs with infinity
metric until BGP is converged or after a default maximum timeout (600 sec) is expired. This action will allow the
router to converge without attracting transit traffic if there are better alternate paths around this router (Figure 3).

OSPF
Cost 1

In Figure 2, the R1, R2, R3, and R4 within AS1 are running full-meshed iBGP. A loopback interface on each of these
routers is used as the BGP peering address, and the loopback interfaces are in OSPF domain. Therefore, if the
R1-R3-R4 path is unavailable, the BGP session between R1 and R4 can still use R1-R2-R4 path, so the BGP session
is assumed to be intact.

Figure 3
BGP and OSPF Networks
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R4 has an eBGP session with a router in AS2, and it receives BGP routes from AS2. The “next-hop self”” is configured
for all iBGP neighbors on R4. All four of the routers have the BGP routes in the routing table. In a typical ISP
environment, the following is recommended for all routers in the transit path that run BGP: no redistribution from
BGP to IGP and the enabling of “no sync”.

In normal operation, to reach the BGP routes in AS2, R1 performs a recursive lookup for the next-hop address of
the BGP routes, which is the loopback interface of R4. As a result, R1 uses R1-R3-R4 path for routing packets
destined to the BGP routes (R1-R3-R4 path cost 2 < R1-R2-R4 path cost 20).

If R3 were rebooted, then R1 would lose the OSPF adjacency to R3. To reach the next-hop address of the BGP routes,
R1 would take the R1-R2-R4 path. Thus, the packets destined to the BGP routes are continuously forwarded to its
destinations.

The OSPF and iBGP within AS1 try to converge after R3 boots. OSPF typically converges faster than BGP, so assume
that occurs in this example. R1 would have the loopback interface of R4 in its routing table via R3 as result of SPF
calculation.

Recall that the loopback interface is the next-hop address of the BGP routes (next-hop self). Consequently, R1 would
use R1-R3-R4 path to reach the BGP routes. Since the iBGP is not converged yet, the R3 does not have the BGP
routes in its routing table. When it receives the packets coming from R1 destined to the BGP routes, it will drop the
packets until the BGP is converged (see figure below). This is sometimes referred to as routing black hole.

Figure 4
Routing Black-Hold Example
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Drop

To avoid a routing black hold, the OSPF stub router advertisement feature can be used with “wait-for-bgp” option.

R3(config-router)# max-metric router-Isa on-startup wait-for-bgp
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With this command, R3 advertises infinity metric for transit links in its router-LSA, which causes R1 to continue
using the R1-R2-R4 path. After BGP is converged on R3, the OSPF process of R3 will receive notification that causes
it to stop advertising route-LSAs with infinity metric and generate new LSAs with regular interface cost for the
associated links. R1 will then receive the new LSA and start using R1-R3-R4 path for the packets destined to the
eBGP routes as result of SPF calculation. This avoids the routing black hole that would otherwise occur as shown.

Other Situations to Use This Feature

« To avoid forwarding transit traffic to a router that is in a critical condition (i.e. a router has very high CPU load
or does not have enough memory to store all LSAs or build the routing table)

* Graceful introduction of a router to the network (i.e. a test router in lab is going to connect to a production
network, so it must “fit”” properly before starting to forward transit traffic to it).

Recommendation

Assume there is redundant path in OSPF networks.

* When a router is running OSPF and BGP together and OSPF is used to resolve the next-hop address of the BGP
learned routes, configure “max-metric router-Isa on-startup wait-for-bgp™

« When removing an OSPF router from networks, to avoid packet drop configure “max-metric router-Isa” first,
then confirm the alternative path is used, finally remove the OSPF router.

Software

« Cisco 10S Software Release 12.0.15S or later
« Cisco 10S Software Release 12.0.16ST or later
e Currently scheduled for Release 12.1(8)E

* Currently scheduled for Release 12.2(3)T

Reference
= CSCdp82156
e RFC 3137—OSPF Stub Router Advertisement

Appendix—Example of Show Output
1. Output of “show ip ospf”

Note: The highlighted information above varies with configuration. See tablel below for details.

* Routing Process “ospf 1998” with ID 14.18.134.155

« Supports only single TOS(TOSO0) routes

* Supports opaque LSA

« Itis an area border and autonomous system boundary router

* Redistributing External Routes from,

e static, includes subnets in redistribution

« Originating router-LSAs with maximum metric, Time remaining: 00:01:18
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« Condition: on startup while BGP is converging, State: active
e SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
e Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
* Number of external LSA 7. Checksum Sum 0x47261
* Number of opaque AS LSA 0. Checksum Sum 0x0
* Number of DCbitless external and opaque AS LSA 0
* Number of DoNotAge external and opaque AS LSA 0
« Number of areas in this router is 2. 1 normal 0 stub 1 nssa
= External flood list length O

Area BACKBONE(0)

— Number of interfaces in this area is 1

— Area has no authentication

— SPF algorithm executed 3 times

— Arearanges are

— Number of LSA 8. Checksum Sum 0x474AE

— Number of opaque link LSA 0. Checksum Sum 0x0

Table 1
Status Command Output

Active max-metric router-Isa Originating router-LSAs with maximum metric
Condition: always, State: active

max-metric router-Isa on-startup <time> Originating router-LSAs with maximum metric,
Time remaining: 00:01:51
Condition: on startup for 300 seconds, State: active

max-metric router-Isa on-startup wait-for-bgp  Originating router-LSAs with maximum metric, Time
remaining: 00:01:18
Condition: on startup while BGP is converging,
State: active

Inactive  max-metric router-Isa on-startup <time> Originating router-LSAs with maximum metric
Condition: on startup for 300 seconds, State: inactive

max-metric router-Isa on-startup wait-for-bgp  Originating router-LSAs with maximum metric

Condition: on startup while BGP is converging,
State: inactive
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2. Output of “show ip ospf database router” command: (Link Data) Router Interface address: 192.1.1.14
Exception Flag: Announcing maximum link costs Number of TOS metrics: 0

TOS 0 Metrics: 65535 (metric used for local

LS age: 68 )
calculation: 10)

Options: (No TOS-capability, DC) . .
) Link connected to: a Transit Network

LS Type: Router Links

Link State ID: 14.18.134.155

Advertising Router: 14.18.134.155

LS Seq Number: 80000002

Checksum: 0x175D

Length: 60

(Link ID) Designated Router address: 10.1.145.11
(Link Data) Router Interface address: 10.1.145.14
Number of TOS metrics: 0

TOS 0 Metrics: 65535 (metric used for local
calculation: 10)

Area Border Router Link connected to: a Stub Network

AS Boundary Router
Number of Links: 3

(Link ID) Network/subnet number: 9.11.12.0
(Link Data) Network Mask: 255.255.255.0
Number of TOS metrics: 0

TOS 0 Metrics: 1

Link connected to: a Transit Network

(Link ID) Designated Router address: 192.1.1.11
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