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Cisco AutoSecure

Overview

In today’s complex network environment,
networking devices offer a robust set of
configuration options to meet the requirements
of different businesses. Choosing the
appropriate configuration parameters for a
network is a multifaceted process: setting the
proper parameters, creating the appropriate
filters, and enabling and disabling an
assortment of services in order to secure the
networking environment and device.

Security configuration necessitates a detailed
understanding of the security implications of
each set parameter. An error or omission in
configuring these parameters has the
potential to jeopardize network security, as it
could create a security hole, which can be
exploited, compromising the availability,
integrity, and privacy of the information
connected to or through the network.

Remote workers, partners, and customers
depend on networks for access to vital
information, outside of traditional corporate
boundaries. By incorporating a "'one touch"
device lockdown process, Cisco AutoSecure
enables rapid implementation of security
policies and procedures to ensure secure
networking services. This new Cisco 105®
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Software feature simplifies the security
process, thus lowering barriers to the
deployment of critical security functionality.

Feature Description

Cisco AutoSecure is a new Cisco 10S Security
Command Line Interface (CLI) command.
Customers can deploy one of its two modes,
depending on their individual needs:

« Interactive mode: prompts the user with
options to enable and disable services and
other security features

* Non-interactive mode: automatically
executes the Cisco AutoSecure command
with the recommended Cisco default
settings

Software Availability

Cisco AutoSecure is available in Cisco 10S

Software Major Release 12.3 and subsequent
12.3 T releases for the Cisco 800, 1700, 2600,
3600, 3700, 7200, and 7500 Series Routers.

For additional information about Release 12.3,
please visit: http:/Aww.cisco.com/go/release123/

Technical Specification

Cisco AutoSecure performs the following

functions:t

1. Disables the following Global Services
— Finger
- PAD
— Small Servers

- Bootp

1. Prior to deploying Cisco AutoSecure, please check your
network management application requirements. Some
applications require services that may be disabled by Cisco
AutoSecure.


http://www.cisco.com/go/release123/

— HTTP service — Login and password

— Identification Service — Transport input & output
- CDP — Exec-timeout
- NTP — Local AAA
— Source Routing — SSH timeout and ssh authentication-retries to minimum
2. Enables the following Global Services number
— Password-encryption service — Enable only SSH and SCP for access and file transfer to/from
the router

— Tuning of scheduler interval/allocation
— Disables SNMP If not being used

6. Secures the Forwarding Plane

— Enables Cisco Express Forwarding (CEF) or distributed CEF
on the router, when available

— TCP synwait-time
— TCP-keepalives-in and tcp-kepalives-out
— SPD configuration

— No ip unreachables for null 0
— Anti-spoofing

— Blocks all IANA reserved IP address blocks

— Blocks private address blocks if customer desires

3. Disables the following services per interface
- ICMP

— Proxy-Arp

. — Installs a default route to NULL O, if a default route is not
— Directed Broadcast

. . being used
— Disables MOP service

— Configures TCP intercept for connection-timeout, if TCP

— Disables icmp unreachables . . . -
P intercept feature is available and the user is interested

— Disables icmp mask reply messages. . . ) . .
P Py g — Starts interactive configuration for CBAC on interfaces

4.  Provides logging for security facing the Internet, when using a Cisco 10S Firewall image,

— Enables sequence numbers & timestamp — Enables NetFlow on software forwarding platforms

— Provides a console log

— Sets log buffered size Additional Information
— Provides an interactive dialogue to configure the logging Cisco 10S Security:
server ip address. http://www.cisco.com/warp/public/732/Tech/security/
5. Secures access to the router Cisco 10S Software Release 12.3:
— Checks for a banner and provides facility to add text to http://www.cisco.com/go/release123/

automatically configure: . . .
y 9 Cisco Feature Navigator: http://www.cisco.com/go/fn/
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