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Abstract
The newfound importance and popularity of remote
networks pose issues for network managers who
administer and impose security policies governing logins
from remote sites. Current remote access security solutions
were designed for single-user, modem dial-up connections
and do not ensure the integrity of data transmissions from
remote networks that have multiple users and devices.
However, Cisco Systems continues to build on its existing
Cisco Internetwork Operating System (Cisco IOS™)
security architecture by providing software that allows
remote network access only from authenticated remote
users.

The Shared Resource
Challenge
Not long ago, accessing a computer meant sharing time on
a mainframe computer. The mainframe architecture
provided system managers with extensive control over the
computing environment and afforded a centralized security
policy. The transformation from the mainframe model of
architecture into a distributed client/server architecture was

prompted by several developments. The most important of
these developments were the Internet and the Transmission
Control Protocol/Internet Protocol (TCP/IP), which made
distributed computing possible over local and wide-area
networks. The ease of use and popularity of the Internet has
increased since the introduction of Web browsers.
However, network managers must find ways to protect their
computers from unauthorized access over insecure Internet
links.

Today's distributed computing has also extended to a
mobile world, where workers want access to the corporate
site from ever-changing locations. Branch offices with
wide-area network (WAN) connectivity also want to
provide access and authorization privileges that are unique
to each end user. The home office today is changing as
well, from a single-user using a dial-up connection such as
a modem line or Integrated Services Digital Network
(ISDN) service, to a multiple-device telecommuting
environment. Many small offices /home offices (SOHO)
have local area networks (LANs), and their users want to
connect all their resources to a central site. At the corporate
site, the network manager must find a way to protect the
main corporate computer from unauthorized access (see
Figure 1).

Figure 1. Evolving Small Office/Home Office (SOHO) Computing Environments
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The shift from the centralized mainframe environment to
the distributed client/server environment has forced
network managers to move from a central security policy to
one that allows for access from remote locations. While
remote logging provides flexibility for users, it also poses
security problems for the corporate or campus network
manager. However, because Lock and Key is implemented
on a core router at a central site, it returns centralized
control to the network manager.

Current Security Solutions
Today’s most common security solution is to use static
access control lists—lists manually created by the network
manager that define who can access the network—to
authenticate and authorize remote users. In today’s world,
network activity provides the opportunity for break-ins by
network hackers. An added vulnerability is that static
access lists containing a wide range of network addresses
can be stolen by the hacker. Current security solutions
exist, but many have drawbacks including the following:

• Firewalls or bastion hosts functioning as gatekeepers at
the periphery of a network. This additional equipment
is expensive.

• Authentication by means of static access lists. Standard
access lists are stored in nonvolatile random-access
memory (NVRAM), restrict who can access the system,
and provide no challenge mechanism beyond a network
address.

• Software solutions that require client software and
applications to be modified to support them.

• Application software-based security policies, such as
using a specific network application to make
connections and send electronic mail and files. There is
no methodology to force users to choose a particular
application for transmitting sensitive information.

Where multiple systems and applications are in use,
security policies based on application layer security are
often difficult to enforce. An overlapping security solution
approach is prudent; any single security solution is more
vulnerable. What is needed is the Lock and Key security
software features that Cisco IOS software provides.

Lock and Key—A Dynamic
Solution
The Cisco IOS security architecture is based on multiple,
overlapping solutions to maintain an organization’s
security integrity and to provide modular, scalable security.
As new technologies become available, the Cisco IOS
security architecture is flexible enough to incorporate
them.

As part of the Cisco commitment to network security
solutions, the Cisco IOS software builds on its security
architecture by providing Lock and Key, a solution, that as
its name implies, couples access control lists with a
challenge/response mechanism that truly challenges users
requesting access to a corporate or campus network. Once
correct responses are given to the login sequence, which
can include a token card identification number, a driver’s
license number, a maiden name, or other security prompt,
Lock and Key allows the remote user access, much as a
security guard, viewing a user through a security camera,
can open a locked door, permitting access to a building to
authorized users and deny it to unauthorized persons.

Figure 2. Lock and Key Supports Any IP-Capable Transmission Mechanism from the Remote Site
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Lock and Key Features
Lock and Key offers these features:

• When coupled with TACACS+, allows per-user
authorization and authentication in an IP-based, shared
media environment at the network layer. Coupling Lock
and Key with both TACACS+ and the Challenge
Handshake Authentication Protocol (CHAP) on a PPP
link provides overlapping security at both the network
layer and data link layer.

• Maintains authentication information at a central
network access server using technologies such as
TACACS, XTACACS, TACACS+, Radius, and
Kerberos.

• Provides application independence—Lock and Key
does not require modification to user applications.

• Authenticates a user beyond just an IP network address
and supports password token cards and other challenge
mechanisms for gaining entry to the network.

• Provides a mechanism that requires remote
reauthorization during periods of inactivity.

The remote site of today can use many different types of
connecting topologies (see Figure 2). Currently, Lock and
Key uses the TCP/IP Telnet facility and works well with
current WAN technologies. In Figure 2, a user at a remote
site can use WAN technology such as Asynchronous
Transfer Mode (ATM), dial-on-demand routing (DDR),
Frame Relay, ISDN, Point-to-Point Protocol (PPP), or
X.25 to connect to the corporate office. The concepts
behind the Lock and Key security software make it an ideal
solution for securing the campus computer network from
the proliferation of Internet users and the corporate
network from the proliferation of remote network users.

Because Lock and Key can work with many types of
network media, it fits easily into an existing network; you
will not need to redesign your network to enable Lock and
Key.

How Lock and Key Works
While other authentication solutions were designed for
single-user, asynchronous, dial-up services, the trend now
is to allow per-user authentication and authorization in
shared-media environments, such as a LAN, without
requiring special client software. Lock and Key can
provide security for a single user, multiple users, and
multiple devices in local and remote networks. It does this
by using a new type of access list definition.

Access lists are typically created and maintained by
manually defining the lists and then distributing them to all
other routers in the network. In networks with large

numbers of hosts, this task can be time consuming. These
static access lists also consume NVRAM. But most
importantly, static access lists do not provide for any
challenge mechanisms beyond a network address and
password.

Lock and Key uses dynamic access lists that eliminate the
need for creating long lists of vulnerable static address
information. The network manager creates a template that
acts as a placeholder for access definition variables.

The network manager can also control which hosts on a
network have access. Timers can be set to automatically
delete the access list entry after a certain time, or the
network manager can manually clear an entry.

Lock and Key Takes Advantage of the
TACACS+ Server
Lock and Key is server independent; however, it is ideally
designed for the TACACS+ server. TACACS+ has three
components to provide authentication, authorization, and
accounting services—protocol support within access
servers and routers, protocol specification, and a
centralized security database.

Authentication provides the logic for challenging a user
login string beyond the standard name and password
prompt. Additional query information is defined by the
network manager and can be easily and routinely changed
to prevent the possibility of a security breach. TACACS+
supports multiple challenge and response strings. For
example, TACACS+ can prompt for the user’s mother’s
maiden name or driver license number.

The Lock and Key security mechanism grants system
access on a per-user, specific source-destination host basis.
This security mechanism is activated only after the user has
been authenticated. TACACS+ provides the authentication
mechanism. Theautocommand access-enable command
can also trigger a temporary access list stored on the
TACACS+ server after the user has successfully
authenticated (see Figure 3).

Authorization provides the network manager with control
over which parts of a network a user is allowed to use.
Per-user access control lists provide the network manager
with the ability to support most security policies.
Accounting tracks user activity. Reports can be structured
to provide user identities.

With TACACS+, all authentication, accounting, and data
authorization data is encrypted between the router and the
TACACS+ management server. Each TACACS+ service
can be tied to its own database or can use other services
available on that server or network. The overall design goal
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of TACACS+ is to define a standard method for managing
dissimilar Network Access Servers (NAS) from a single set
of management services such as a database.

Lock and Key Provides Audit Trails and
Statistics
Lock and Key supports Access Control List (ACL)
reporting solutions, one of which is ACL accounting.
Whenever Lock and Key detects that a packet is testing the
logic of an access list—perhaps a hacker is trying to violate
an access list and exploit the IP addresses it contains—it
generates statistical information. This information includes
the source and destination of the packet and router response
such as blocking or denying the packet. The statistics are
kept internal to the router. The Cisco IOS software contains
a MIB variable in the accounting portion of the software so
that the Simple Network Management Protocol (SNMP)
can be used to extract IP access control accounting
information and recall violation information.

Lock and Key also supports ACL system logging. Unlike
ACL accounting, which keeps internal statistics and
reports, statistics and an activity report are transmitted
externally to a central site for analysis when a packet tests
the logic of an access list by way of the router syslogging
facility.

The Cisco IOS Software Supports
Multiple Protocol Stacks
Another current trend for LAN users is to run multiple
protocol stacks such as Novell IPX and AppleTalk over
Internet Protocol (IP) networks. Although Lock and Key
currently supports only IP, with Cisco’s Generic Routing
Encapsulation (GRE) facility, users can encapsulate most
any network protocol into IP. This feature allows users
running a network operating system, such as Novell IPX, to
be authenticated using their IP addresses and then use that
connection to transmit IPX-format data encapsulated in IP
format.

Flexible Authentication
Lock and Key has a flexible authentication policy that
allows just one, a few, or all systems in a network to be
authenticated, thereby allowing a one-time challenge of all
systems in a network. The user sets the policy for this
feature. Some examples to illustrate this concept follow.

At a branch office of a bank, where only the branch
manager is allowed network access, the network manager
can define the authentication and authorization policy to
accept only that user on the network. In a remote office
with a LAN, however, there might be multiple users and
devices that need access to the network. The Lock and Key
authentication policy can be structured to allow multiple
users, as well as multiple devices, to access the network by
completing a one-time challenge sequence.

Figure 3. The Lock and Key Login Sequence Goes Beyond Prompting for the Standard Name and Password
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Lock and Key Is Easy to Use
Using Lock and Key to log in to a system is easy. In Figure
3, a worker at a remote site uses a router to connect to the
corporate network. When logging in from the networked
PC attached to the router, Lock and Key challenges the user
for some preconfigured test, such as name and password or
token card identification number. When the user responds,
login information is first checked against that defined by
the system manager. Finally, a connection is made that
allows data to be securely transmitted between the remote
network and the corporate site.

Here is how the session would look at the users' terminal:

mysys1% telnet corporate

Trying 127.16.24.1 ...

Connected to corporate.company.com

Escape character is '^]'.

User Access Verification

Name: user

Password:Connection closed by foreign host.

After correct responses are given to the authentication
sequence, Lock and Key creates the temporary access list
entry with access definitions only for the port currently in
use.

The temporary entry is removed after a specified idle-
timeout or absolute timeout period configured by the
system manager, or the system manager can explicitly
remove them.

The new Lock and Key access lists can be configured to
authenticate a single user or multiple users and devices on
a remote LAN, depending on the template defined by the
system manager.

Lock and Key Locks Out
Network Hackers
Lock and Key locks out network hackers and effectively
plugs possible holes that would allow intruders into the
corporate network by locking out all incoming traffic until
the user login information has been authenticated at the
corporate site, and only permitting access for a specific
port.

Spoofing is the primary method that hackers use to break
into network systems. Figure 4 shows how a potential
hacker trying to gain access would have to dial in to the
same port after the connection went down and spoof the
same host and network address. The temporary access lists
and time limits set for user access significantly reduce
hackers' opportunities for doing this. The hacker’s window
of opportunity can be even further reduced by
incorporating CHAP at the data link. This imposes that a
hacker would have to break through CHAP in addition to
performing IP address spoofing.

Figure 4. Hackers Are Thwarted When Trying to Break into a Network That Uses the Lock and Key Access Control.
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A newaccess-listcommand option specifies the Lock and
Key access list entry. This prevents the network manager
from having to create hundreds of access list definitions
that may not be used, and it reduces NVRAM memory
requirements. A new command,autocommand
access-enable, triggers the temporary access list only after
the user has correctly answered the authentication
challenge.

The Cisco IOS Security
Solutions Lead the Way
Cisco Systems leads the way in providing security
solutions for today’s remote LANs. The Cisco IOS with
Lock and Key security software feature provides key
capabilities for securing remote networks—dynamic
access lists and a robust server that provides query logic
and monitoring functions. Best of all, Lock and Key fits
easily into existing networks without additional equipment
or cumbersome topology reconfiguration.
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