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This Applied Mitigation Bulletin is a companion document to the PSIRT Security Advisory Denial of
Service Vulnerabilities in Content Switching Module and provides identification and mitigation
techniques that administrators can deploy on Cisco network devices.

Vulnerability Characteristics

There are multiple vulnerabilities in the Cisco Content Switching Module (CSM) and Cisco Content
Switching Module with SSL (CSM-S). These vulnerabilities are summarized in the following
subsections:
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TCP Packet Processing DoS: This vulnerability can be exploited remotely without authentication and
without user interaction. Successful exploitation of this vulnerability may cause the affected device to
crash. Repeated attempts to exploit this vulnerability could result in a sustained denial of service (DOS)
condition. The attack vector for exploitation is through packets that use TCP. This vulnerability has been
assigned CVE name CVE-2007-4788.

Service Termination: This vulnerability can be exploited remotely without authentication and without
user interaction. Successful exploitation of this vulnerability may cause the affected device to crash.
Repeated attempts to exploit this vulnerability could result in a sustained DoS condition. The attack
vector for exploitation is through packets that use TCP. This vulnerability is susceptible to exploitation
through spoofed attacks. This vulnerability has been assigned CVE name CVE-2007-4789.

Information about vulnerable, unaffected, and fixed software is available in the PSIRT Security
Advisory, which is available at the following link: http://www.cisco.com/warp/public/707/cisco-sa-
20070905-csm.shtml.

Mitigation Technique Overview

Cisco devices provide several countermeasures for the TCP packet processing DOS and service
termination vulnerabilities. Administrators are advised to consider many of these protection methods to
be general security best practices for infrastructure devices and the traffic that transits the network.

Cisco IOS Software can provide effective means of exploit prevention using Unicast Reverse Path
Forwarding (Unicast RPF). This protection mechanism filters and drops, as well as verifies the source IP
address of, packets that are attempting to exploit the service termination vulnerability described in this
document. The proper deployment and configuration of Unicast RPF provides the most effective means
of protection against attacks that use packets with spoofed source IP addresses. Unicast RPF should be
deployed as close to all traffic sources as possible.

Effective means of exploit prevention can also be provided by the Cisco ASA 5500 Series Adaptive
Security Appliance, the Cisco PIX 500 Series Security Appliance, and the Firewall Services Module
(FWSM) for Cisco Catalyst 6500 Series switches and Cisco 7600 Series routers using the following:

e Application Layer Protocol Inspection
e Unicast RPF
¢ Spoofing protection and embryonic connection limiting using TCP Intercept

These protection mechanisms filter and drop, as well as verify the source IP address of, packets that are
attempting to exploit the vulnerabilities described in this document.

The proper deployment and configuration of Unicast RPF provides the most effective means of
protection against attacks that use packets with spoofed source IP addresses. Unicast RPF should be

deployed as close to all traffic sources as possible.

Effective use of Cisco Intrusion Prevention System (IPS) event actions provides visibility into and
protection against attacks that attempt to exploit these vulnerabilities.

Cisco IOS Software, Cisco ASA, Cisco PIX security appliances, and FWSM firewalls can provide
visibility through syslog messages and the counter values displayed in the output from show commands.
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The Cisco Security Monitoring, Analysis, and Response System (Cisco Security MARS) appliance can
also provide visibility through queries and event reporting.

Risk Management

Organizations should follow their standard risk evaluation and mitigation processes to determine the
potential impact of this vulnerability. Triage refers to sorting projects and prioritizing efforts that are
most likely to be successful. Cisco has provided documents that can help organizations develop a risk-
based triage capability for their information security teams. Risk Triage for Security Vulnerability
Announcements and Risk Triage and Prototyping in Information Security Engagements can help
organizations develop repeatable security evaluation and response processes.

Device-Specific Mitigation and Identification

A Caution: The effectiveness of any mitigation technique is dependent on specific customer
situations such as product mix, network topology, traffic behavior, and organizational mission. As with
any configuration change, evaluate the impact of this configuration prior to applying the change.

Specific information about mitigation and identification is available for these devices:

e Cisco IOS Routers and Switches

o Cisco ASA, PIX, and FWSM Firewalls

e Cisco Intrusion Prevention System

e Cisco Security Monitoring., Analysis. and Response System

Cisco I10S Routers and Switches

Mitigation: Spoofing Protection Using Unicast Reverse Path Forwarding

The service termination vulnerability described in this document can be exploited by spoofed IP packets.
Administrators can deploy and configure Unicast Reverse Path Forwarding (Unicast RPF) as a
protection mechanism against spoofing. The proper deployment and configuration of Unicast RPF can
provide protection mechanisms against spoofing related to the service termination vulnerability.

Unicast RPF is configured at the interface level and can detect and drop packets that lack a verifiable
source IP address. Administrators should not rely on Unicast RPF to provide 100 percent spoofing
protection because spoofed packets may enter the network through a Unicast RPF-enabled interface if an
appropriate return route to the source IP address exists. Administrators should take care to ensure that
the appropriate Unicast RPF mode (loose or strict) is configured during the deployment of this feature
because it can drop legitimate traffic that is transiting the network. In an enterprise environment, Unicast
RPF might be enabled at the Internet edge and the internal access layer on the user-supporting Layer 3
interfaces.

Additional information is available in the Unicast Reverse Path Forwarding L.oose Mode Feature Guide.
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For additional information about the configuration and use of Unicast RPF, reference the Understanding
Unicast Reverse Path Forwarding Applied Intelligence white paper.

Identification: Spoofing Protection Using Unicast Reverse Path Forwarding

With Unicast RPF properly deployed and configured throughout the network infrastructure,
administrators can use the show ip interface, show cef drop, show cef interface 1ype slot/port
internal, and show ip traffic commands to identify the number of packets that Unicast RPF has
dropped.

NOTE: The show command | begin regexp and show command | include regexp command modifiers
are used in the following examples to minimize the amount of output that administrators need to parse to
view the desired information. Additional information about command modifiers is available in the show
command sections of the Cisco IOS Configuration Fundamentals Command Reference.

NOTE: show cef interface #ype slot/port internal is a hidden command that must be fully entered at the
command-line interface. Command completion is not available for it.

router#show ip interface GigabitEthernet 0/0 | begin verify
-— CLI Output Truncated -
IP verify source reachable-via RX, allow default, allow self-ping
18 verification drops
0 suppressed verification drops

router#

routerfshow cef drop
CEF Drop Statistics

Slot Encap fail Unresolved Unsupported No_route No adj ChkSum Err
RP 277 0 0 18 0 0

IPv6 CEF Drop Statistics

Slot Encap fail Unresolved Unsupported No route No adj

RP 0 0 0 3 0
router#

router#show cef interface GigabitEthernet 0/0 internal | include drop

-— CLI Output Truncated -

ip verify: via=rx (allow default), acl=0, drop=18, sdrop=0, allow self-ping
router#

router#show ip traffic
IP statistics:

Rcvd: 68051015 total, 2397325 local destination

43999 format errors, 0 checksum errors, 33 bad hop count

2 unknown protocol, 929 not a gateway

21 security failures, 190123 bad options, 542768 with options
Opts: 352227 end, 452 nop, 36 basic security, 1 loose source route

http://kbase/paws/servlet/ViewPSIR TFile/98624/cisco-amb-20070905-csm.xml?convertPa... 1/18/2008



Cisco Applied Mitigation Bulletin: Identifying and Mitigating Exploitation of the Denial ... Page 5 of 18

45 timestamp, 59 extended security, 41 record route
53 stream ID, 3 strict source route, 40 alert, 45 cipso, 0 ump
361634 other

Frags: 0 reassembled, 10008 timeouts, 56866 couldn't reassemble
0 fragmented, 0 fragments, 0O couldn't fragment

Bcast: 64666 received, 0 sent

Mcast: 1589885 received, 2405454 sent

Sent: 3001564 generated, 65359134 forwarded

Drop: 4256 encapsulation failed, 0 unresolved, 0 no adjacency
18 no route, 18 unicast RPF, 0 forced drop
0 options denied

Drop: O packets with source IP address zero

Drop: O packets with internal loop back IP address

- CLI Output Truncated -

router#

In the preceding examples, Unicast RPF has dropped 18 IP packets received globally on all interfaces
with Unicast RPF configured because of the inability to verify the source address of the IP packets
within the Cisco Express Forwarding Forwarding Information Base.

Cisco ASA, PIX, and FWSM Firewalls

Mitigation: Application Layer Inspection

The ASA and PIX HTTP application inspection feature will prevent exploitation of the TCP packet
processing DoS vulnerability. The CSM and CSM-S modules define virtual servers (vserver) as the

entities that are subject to load balancing. The virtual servers are the entities that can be exploited by the
vulnerabilities described in this document.

In the following example, 192.168.1.170, 192.168.130.68, and 192.168.150.70 are the IP addresses of
the virtual servers configured in the affected CSM or CSM-S. The first two virtual servers provide
HTTP and HTTPS services. The last virtual server permits access to an FTP server farm.

!

!--- Create an access 1list that will be used to identify traffic
!--- to the CSM virtual servers that will be protected.

|

access-list CSM-VServer-Web extended permit tcp any host 192.168.1.170 eqg www
access-list CSM-VServer-Web extended permit tcp any host 192.168.130.68 eq http
|

access-1list CSM-VServer-FTP extended permit tcp any host 192.168.150.70 eqg ftp
|

!--- Create a class map for each type of traffic that will be inspected.

|

class-map CSM-Web

match access-list CSM-VServer-Web
class-map CSM-FTP

match access-list CSM-VServer-FTP
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!--- Apply appropriate inspection to the traffic classes.

|
policy-map global policy
class CSM-Web
inspect http
class CSM-FTP
inspect ftp

service-policy global policy global
Mitigation: Spoofing Protection Using Unicast Reverse Path Forwarding

The service termination vulnerability described in this document may be exploited by spoofed IP
packets. Administrators can deploy and configure Unicast RPF as a protection mechanism against
spoofing.

Unicast RPF is configured at the interface level and can detect and drop packets that lack a verifiable
source I[P address. Administrators should not rely on Unicast RPF to provide 100 percent spoofing
protection because spoofed packets may enter the network through a Unicast RPF-enabled interface if an
appropriate return route to the source IP address exists. In an enterprise environment, Unicast RPF might
be enabled at the Internet edge and at the internal access layer on the user-supporting Layer 3 interfaces.

For additional information about the configuration and use of Unicast RPF, reference the Cisco Security
Appliance Command Reference for ip verify reverse-path and the Understanding Unicast Reverse Path
Forwarding Applied Intelligence white paper.

Mitigation: Spoofing Protection and Embryonic Connection Limiting with TCP Intercept

The service termination vulnerability can be exploited through packets with spoofed source IP
addresses. The CSM Service Termination feature is designed to protect against DoS attacks. Similar
functionality can be obtained using the ASA TCP Intercept feature. Both features use SYN cookies to
minimize the memory and CPU load to protect against a high rate of spoofed connection attempts.

When SYN cookies are used, the firewall or load-balancing device responds to incoming connection
requests (SYNs) with a specially crafted TCP SYN ACK packet. This TCP SYN ACK packet has a
cookie integrated into the TCP header sequence number field. The cookie encodes the minimal aspects
of the initial connection request and the firewall or load-balancing device does not keep any state of the
initial TCP SYN packet. This function is particularly important because it prevents state from being
created on the firewall when it is under a spoofing attack.

If the crafted SYN ACK reaches a valid remote device, the remote device will ACK the SYN ACK as
the final step of the three-way handshake used by TCP. When the firewall or load-balancing device
receives the TCP ACK packet, it looks for the cookie in the TCP header sequence number. If the cookie
is valid, the firewall has validated the connection and will then proceed to create the TCP back-end
connection to the destination host using the TCP MSS value obtained from the cookie.

Note that SYN cookies are used in the ASA, PIX, and FWSM when there is at least one other

connection already established in the network address translation (NAT) mapping or associated class
map.
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There are two considerations when using SYN cookies:

e The SYN cookie encodes a set of predefined TCP MSS values.
e The SYN cookie prevents the use of any TCP option other than TCP MSS.

The ASA TCP Intercept feature provides a more granular level of protection against spoofed IP packets
than that of Unicast RPF. This form of protection can be configured through the use of static NAT or
static identity NAT for ASA, PIX, and FWSM firewalls. In addition, the ASA firewall may be
configured through the use of the Modular Policy Framework (MPF). These three forms of spoofing
protection and embryonic connection limiting using the TCP Intercept feature are detailed in this
section:

e Static NAT
e Static identity NAT
e Modular Policy Framework

Static NAT

Static NAT creates a static IP-to-IP NAT mapping. Static NAT configuration capabilities allow
administrators to set embryonic connection limits and also to limit the maximum number of connections.
In the following example, an embryonic connection limit of / will be set. This limit will force all but the
first concurrent TCP connection to be validated using SYN cookies. Note that setting the embryonic
limit to zero disables the TCP Intercept feature.

The following command will statically map the inside IP address 192.168.1.170 to the outside IP
address 192.0.2.10 and will create an embryonic connection limit of /. The static command is available
on ASA, PIX, and FWSM firewalls.

static (inside,outside) 192.0.2.10 192.168.1.170 tcp 0 1

Static Identity NAT

Static identity NAT creates a static IP-to-IP mapping without performing IP address translation. The
benefit of using static identity NAT is the ability to set embryonic connection limits and also to limit the
maximum number of connections as if static IP address translations were taking place. In the following
example, an embryonic connection limit of / will be set, which will in effect force all TCP connections
to be validated using SYN cookies after the embryonic connection threshold is reached.

The following command will statically map the entire 192.168.150.0/24 subnet to itself and will create
an embryonic connection limit of /. The static command is available on ASA, PIX, and FWSM
firewalls.

static (inside,outside) 192.168.150.0 192.168.150.0 netmask 255.255.255.0 tcp O

Modular Policy Framework
Administrators can also implement TCP Intercept using the Modular Policy Framework (MPF).

Although MPF is available on the FWSM, the configuration of TCP Intercept using MPF and the set
connection command is possible only on the ASA and PIX firewalls.
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TCP Intercept using MPF is available on the ASA firewall using the set connection command. In the
following example, an embryonic connection limit of / will be set. The following commands will create
an embryonic connection limit of / for the web servers with the IP addresses 192.168.1.170 and
192.168.130.68 and for the FTP server at the IP address 192.168.150.70.

!--- Create an access list that will be used to identify traffic
!-—- to the CSM virtual servers that will be protected.

access-list CSM-VServer-Web extended permit tcp any host 192.168.1.170 eg www
access-1list CSM-VServer-Web extended permit tcp any host 192.168.130.68 eg http

access-1list CSM-VServer-FTP extended permit tcp any host 192.168.150.70 eqg ftp
I

!--- Create a class map for each type of traffic that will be inspected.

|

class-map CSM-Web

match access-list CSM-VServer-Web
class-map CSM-FTP

match access-list CSM-VServer-FTP
|

!--- Apply appropriate inspection to the traffic classes.

|
policy-map global policy
class CSM-Web
set connection embryonic-conn-max 1
class CSM-FTP

set connection embryonic-conn-max 1
I

service-policy global policy global

Note that both inspection and setting of a maximum embryonic connection can be used in the same
service policy to minimize the risk of exploitation of the TCP packet processing DoS and service
termination vulnerabilities. The complete configuration follows:

!--- Create an access list that will be used to identify traffic
!-——- to the CSM virtual servers that will be protected.

access-list CSM-VServer-Web extended permit tcp any host 192.168.1.170 eg www

access-1list CSM-VServer-Web extended permit tcp any host 192.168.130.68 eg http
I

access-list CSM-VServer-FTP extended permit tcp any host 192.168.150.70 eqg ftp
|

!-—- Create a class map for each type of traffic that will be inspected.

class-map CSM-Web
match access-list CSM-VServer-Web
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class-map CSM-FTP
match access-list CSM-VServer-FTP

!-—- Apply appropiate inspection to the traffic classes.

I
policy-map global policy
class CSM-Web
inspect http
set connection embryonic-conn-max 1
class CSM-FTP
inspect ftp

set connection embryonic-conn-max 1
|

service-policy global policy global

Identification: Spoofing Protection Using Unicast Reverse Path Forwarding

Firewall syslog message /06021 will be generated for packets denied by Unicast RPF. Additional
information about this syslog message is available in Cisco Security Appliance System [Log Message -
106021.

Information about configuring syslog for the Cisco ASA 5500 Series Adaptive Security Appliance or

the Cisco PIX 500 Series Security Appliance is available in Configuring Logging on the Cisco Security
Appliance. Information about configuring syslog on the FWSM for Cisco Catalyst 6500 Series switches
and Cisco 7600 Series routers is available in Configuring Monitoring and Logging on the Cisco FWSM.

In the following example, the show logging | grep regex command extracts syslog messages from the
logging buffer on the firewall. These messages provide additional information about denied packets that
could indicate attempts to exploit the service termination vulnerability described in this document. It is
possible to use different regular expressions with the grep keyword to search for specific data in the
logged messages.

Additional information about regular expression syntax is available in Using the Command Line
Interface.

firewall#show logging | grep 106021

Feb 21 2007 00:15:13: %ASA-1-106021: Deny UDP reverse path check from 192.168.0
Feb 21 2007 00:15:13: %ASA-1-106021: Deny UDP reverse path check from 192.168.0
Feb 21 2007 00:15:13: %ASA-1-106021: Deny TCP reverse path check from 192.168.0
firewall#

The show asp drop command can also identify the number of packets that Unicast RPF has dropped, as
shown in the following example:

firewall#show asp drop

Frame drop:

Reverse-path verify failed 11
Flow is denied by configured rule 855
Expired flow 1
Interface is down 2
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Flow drop:

firewall#

In the preceding example, Unicast RPF has dropped 11 IP packets received on interfaces with Unicast
RPF configured. For additional information about the configuration and use of Unicast RPF, reference
the Cisco Security Appliance Command Reference for show asp drop.

Cisco Intrusion Prevention System
Mitigation: Cisco IPS Signature Event Actions

Administrators can use the Cisco Intrusion Prevention System (IPS) appliances and services modules to
provide threat detection and help prevent attempts to exploit the vulnerabilities described in this
document. These vulnerabilities may be detected by the following signatures:

e Signature 1300/0 - TCP Segment Overwrite (S212)
e Signature 6009/0 - SYN Flood DOS (S214)

Signature 1300/0 - TCP Segment Overwrite (S212)

Starting with signature update S212 for sensors running Cisco IPS version 6.x or 5.x, the TCP packet
processing DoS vulnerability described in this document can be detected by signature 1300/0 (Signature
Name: TCP Segment Overwrite). Signature 1300/0 is enabled by default, triggers a High severity event,
has a signature fidelity rating (SFR) of 100, and is configured with default event actions of Deny
Connection Inline and Produce Alert. Signature 1300/0 fires when one or more TCP segments in the
same stream overwrite data from one or more segments located earlier in the stream. Firing of this
signature may indicate a potential exploit of the TCP packet processing DoS vulnerability described in
this document.

Signature 6009/0 - SYN Flood DOS (S214)

Starting with signature update S214 for sensors running Cisco IPS version 6.x or 5.x, the service
termination vulnerability described in this document can be detected by signature 6009/0 (Signature
Name: SYN Flood DOS). Signature 6009/0 is not enabled by default, triggers a Medium severity event,
has an SFR of 85, and is configured with a default event action of Produce Alert. Signature 6009/0 fires
when a flood of TCP SYN packets at a rate of 100 per second or greater is detected. Firing of this
signature may indicate a potential exploit of the service termination vulnerability described in this
document.

Administrators can configure Cisco IPS sensors to perform an event action when an attack is detected.
The configured event action performs preventive or deterrent controls to help protect against an attack
that is attempting to exploit the vulnerabilities described in this document.

Cisco IPS sensors are most effective when deployed in inline protection mode combined with the use of
an event action. Automatic Threat Prevention for Cisco IPS 6.x sensors deployed in inline protection
mode provides threat prevention against an attack that is attempting to exploit these vulnerabilities.
Threat prevention is achieved through a default override that performs an event action of Deny
Connection Inline and Produce Alert for triggered signatures with a riskRatingValue greater than 90.
Additional information about the risk rating and the calculation of its value is available in Cisco IPS
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Risk Rating Explained.

Identification: IPS Signature Events

Signature 1300/0 - TCP Segment Overwrite

sensor6# show event alarm
evIdsAlert: eventId=1184072489279353349 severity=high vendor=Cisco
originator:
hostId: sensor6x
appName: sensorApp
applInstancelId: 395
time: 2007/08/28 11:12:58 2007/08/28 06:12:58 CDT
signature: description=TCP Segment Overwrite id=1300 version=S212
subsigId: 0

sigDetails: TCP segment overwrites payload data in previous 256 bytes

marsCategory: Penetrate/Evasion/TCPIP
interfaceGroup: vsO
vlan: O
participants:
attacker:
addr: locality=0UT 192.168.208.170
port: 27328

target:
addr: locality=0UT 192.168.1.170
port: 80
os: idSource=learned relevance=relevant type=linux
actions:

denyPacketRequestedNotPerformed: true
denyFlowRequestedNotPerformed: true

riskRatingValue: attackRelevanceRating=relevant targetValueRating=medium 100

threatRatingValue: 100
interface: ge0 0
protocol: tcp

Signature 6009/0 - SYN Flood DOS

evIidsAlert: eventId=1184072489279352876 severity=medium vendor=Cisco
originator:
hostId: sensor6x
appName: sensorApp
appInstanceId: 395
time: 2007/08/28 10:33:26 2007/08/28 05:33:26 CDT
signature: description=SYN Flood DOS id=6009 version=S214
subsigId: 0
sigDetails: SYN Flood DOS

marsCategory: DoS/Host
marsCategory: DoS/Network/TCP
interfaceGroup: vs3
vlan: O
participants:
attacker:
addr: locality=0UT 192.168.208.219
port: 44717

target:
addr: locality=0UT 192.168.150.70
port: 21
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os: idSource=learned relevance=relevant type=windows-nt-2k-xp

triggerPacket:
000000 00 18 73 17 9F E8 00 18 74 B5 A4 1A 08 00 45 CO ..s..... to.o.o.. E.
000010 00 2C 00 00 OO0 00 FE 06 D3 98 CO A8 DO DB CO A8 ., it iiiieennnnn
000020 96 46 AE AD 00 15 00 1E 34 2B 00 00 00 00 60 02 .F...... 4+....°
000030 10 20 CO 23 00 00 02 04 02 18 00 0O oo

riskRatingValue: attackRelevanceRating=relevant targetValueRating=medium 73
threatRatingValue: 73

interface: ge0 3

protocol: tcp

Cisco Security Monitoring, Analysis, and Response System

Identification: Cisco Security Monitoring, Analysis, and Response System Query Type and
Keyword

The Cisco Security Monitoring, Analysis, and Response System (Cisco Security MARS) appliance can
query on events for the denial of service vulnerabilities in the Cisco CSM and CSM-S modules using a
query type and keywords. Using a keyword of NR-1300/0 for IPS signature 1300/0, which may detect
the TCP packet processing DoS vulnerability; a keyword of NR-6009/0 for IPS signature 6009/0, which
may detect the service termination vulnerability; and a query type of All Matching Event Raw
Messages on the Cisco Security MARS appliance will provide a report that lists the events created by
IPS Signatures 1300/0 or 6009/0.

1300/0 - TCP Segment Overwrite
Cisco Security MARS will create an incident if signature TCP Segment Overwrite is triggered. This
event could indicate attempts by an attacker to exploit the TCP packet processing DoS vulnerability.

Signature 1300/0 triggers events for the Cisco Security MARS event type TCP Segment Overwrite.

The following screen shot shows the incident created by Cisco Security MARS.
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Cisco Security MARS will create an incident if signature SYN Flood DOS is triggered. This occurs
when 100 or more TCP SYN packets per second are detected between the same source IP address and
victim destination TCP port. Signature 6009/0 triggers events for the Cisco Security MARS event type
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Half-open SYN Attack / SYN Flood Denial of Service.

The following screen shot shows the incident created by Cisco Security MARS.
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The following screen shot shows the values used to query for events created by IPS signature 1300/0
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(Signature Name: TCP Segment Overwrite) or signature 6009/0 (Signature Name: SYN Flood DOS).
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The following screen shot shows the query results for NR-1300/0 or NR-6009/0 created by the Cisco
Security MARS appliance using a query type and keyword regex query.
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OR FITNESS FOR A PARTICULAR USE. YOUR USE OF THE INFORMATION ON THE
DOCUMENT OR MATERIALS LINKED FROM THE DOCUMENT IS AT YOUR OWN RISK.
CISCO RESERVES THE RIGHT TO CHANGE OR UPDATE THIS DOCUMENT AT ANY TIME.
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Cisco Security Procedures

Complete information on reporting security vulnerabilities in Cisco products, obtaining assistance with
security incidents, and registering to receive security information from Cisco, is available on Cisco's
worldwide website at

http://www.cisco.com/en/US/products/products_security vulnerability policy.html. This includes
instructions for press inquiries regarding Cisco security notices. All Cisco security advisories are
available at http://www.cisco.com/go/psirt.
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