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Cisco Response 

This Applied Mitigation Bulletin is a companion document to the PSIRT Security Advisory Cisco IOS Next Hop 
Resolution Protocol Vulnerability and provides identification and mitigation techniques that administrators can deploy on 
Cisco network devices.

Vulnerability Characteristics 

There is a vulnerability in Cisco IOS when processing a specially crafted Next Hop Resolution Protocol (NHRP, RFC 

2332 ) packet. This vulnerability can be exploited remotely without authentication and without end-user interaction. 
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