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Introduction

This document provides instructions on how to configure the Wireless LAN Controller Module (WLCM) installed in your Cisco 2800 and
3800 Integrated Services Router.

This document shows how to configure the WLCM solution with these subnets:

VLAN IP Address
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Wireless LAPs 192.168.14.0
WLAN Controller Management 192.168.15.0
Wireless Default 192.168.16.0
Wireless Guest 192.168.17.0

If you want to set up a WLCM at more than one site, the Wireless LAN Controller Module IP Addressing Plan provides additional subnets
that you can use for up to 30 sites. To set up an additional site, replace the VLAN subnets used in this document with the appropriate
subnets for your site.

Back to Top

Requirements

To configure the Cisco WLCM, you need these items:

. A straight-through Ethernet cable. For more information about cables, refer to Cable Descriptions.

. Completed worksheets from the Site Survey:

o LAN Addressing Worksheet

o ISR Router Worksheet

In addition, you must have completed the steps in the Complete Initial Setup for the Cisco Wireless LAN Controller Module document.

Back to Top

Configure the Controller

Follow these steps to configure the Cisco WLCM:

Connect to the Device Manager

Follow these steps to connect to the Cisco WLAN Controller web user interface:

1. Connect a straight-through Ethernet cable from a PC to the Management port listed in field S5 of the ISR Router Worksheet.
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2. Configure your PC with these values:
o IP Address: 192.168.14.100
o Subnet Mask: 255.255.255.0
o Default Gateway: 192.168.14.1

For detailed instructions on how to configure an IP address on your PC, refer to Configure an IP Address on Your PC.

3. In aweb browser, open https://192.168.15.24.

A Cisco Systems Login - Microsoft Internet Explorer

Fle Edt View Favorlbes Tools Help

GBack = - (J 2] 4| Qsearch [ifFavorites FFveda
Address |&] hitps://192.166.15.24 N

4. Click Yes to accept the security certificate from the WLCM.

BT
Information you exchange with thiz site cannol be viewed of

! changed by others. However thee is a prablem with the sie’s
secunty certiicate.

& The secuity certficate was izsued by a company you hawve
not chiosen to frust. View the certificate to determine whether
you wank to trust the cedifying authority,

a The secunty certificate dabe s wabd,

a The secuity certficate has a valid name matching the name
of the page you are tiying to view.

Do you want bo proceed?

Note: If you would like to permanently install the certificate in order to skip this step in the future, see Install the Certificate.

5. Click Login.
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Cisco SYSTEMS

Wireless

LAN Controller

6. In the Enter Network Password dialog box, enter the username admin and the password that you entered in fields W24 of the
ISR Router Worksheet.

Enter Metwork Password I _ﬂﬂ

L? Flease lype your et name and passwaed
Sier 192.168.15.24
Realm Cizco Contraller

Uszer Mame |adrn'r|

KEXEAE

Password

[ Save this passveord in pour password list

ok | Cancel
WS

7. The WLCM Monitor screen displays.
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Switch Settings
Follow these steps to configure the switch settings on the Wireless Controller:

1. Click Controller.

inen Svarems

MONITOR  WLANs  CONTR I':"I.:LEF

2. Follow these steps to set the WLCM in master controller mode:

a. Click Master Controller Mode.
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Controller

General

Inventory

Interfaces

Internal DHCP Server

Mobility Management
Mabilrty Growps
Makulrty Statisthes

Ports

Master Controller Mpde
Metwork Time Prut{ﬁnl
QoS5 Profiles

b. Check Master Controller Mode and click Apply.

Master Controller Configuration

Master Controller Mode W
This switch is currently NOT configured as Master switch for APs

3. Follow these steps to configure a time server:

a. Click Network Time Protocol.

Controller

General

Inwentory

Interfaces

Internal DHCP Server

Mobility Management
Mobality Groups
Maobality Stabatics

Ports

Master Controller Mode

Nietwork Time Protod ﬂh
Qo5 Profiles

b. Click New.
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MTP Servers Apply | ... |

NTP Poling [rterval seoonds IBHIJIZI

server Index server Address

c. On the NTP Servers > New screen, enter these values:
« Server Index (Priority): 1

« Server IP Address: Enter the router IP address that you entered in field L6A of the LAN Addressing

Worksheet.
Click Apply.
STIP Serwers o My o« Back I HApply I
Farvar Indax IE

{Priority}

Server IPAddress 192.168.10.1

Configure Interfaces

Follow these steps to configure VLAN interfaces on the WLCM:

1. Click Controller.

Concn Sratemy

MONITOR  WLANs  CONTR "ZH_L ER  WIRELESS SECURITY

2. Click Interfaces.
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Controller

General

Inwentory

Interface

Internal CP Server

Mobility Management
Mability Growps
Mobility Statistics

Ports

Master Controller Mode
Metwork Time Protocol
QoS5 Profiles

3. Follow these steps to create a VLAN interface for wireless users on the default network:

a. Click New.
MOMNITOR WILARNS ER WIRELESS SECLURITY ME sEMENT COMMANDS
Interfaces Hew... !
Interface Hame WLAN Identifier 1P Address Interface Type

b. Enter these values to create the Guest VLAN interface:
« Interface Name: Vlan26
« VLAN ID: 26

Click Apply.

MONITOR  WiLad CONTROLLER 'WIRELESS SECURITY ! COMMANDE

Interfaces = MNew < Back Apply I |

Interface Name I'n'l-bﬂzﬁ

VLAN Id 3

c. On the Interfaces > Edit screen, make these changes to the default values:
= Interface Address:
« IP Address: 192.168.16.254
= Netmask: 255.255.255.0

« Gateway: 192.168.16.1
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« DHCP Information:
« Primary DHCP Server: 192.168.16.1

Click Apply.

MENSGEMEMNT COMMANDS

Inteérfaces > Edit < pack | Apply ,J

General Information

Interface Mame Vian2d

interface Address

WLAN Tdentifier 28
[P Address 192.168.16.254
Netmaik 155.295.295.0
Galwmay 192.188.18.1
Physical Information
Part Nuimber 1
DHCP Information
Primary DHMCP Server 192.168.16.1

Secondary DHCP Server 0.0.0.0

Acoess Contral List

ACL Name none =
Note: Changing the Inkterface paramsters causes the WLAN: to be
termporanly dsabled and thus may result = loss of connectty for

ieme chants

4. Follow these steps to create a VLAN interface for wireless users on the guest network:
a. Click New.
b. Enter these values to create the Guest VLAN interface:
= Interface Name: Vlan27
« VLAN ID: 27
Click Apply.
c. Click Interfaces > Edit.
d. On the Interfaces > Edit screen, make these changes to the default values:
« Interface Address:

= IP Address: 192.168.17.254
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= Netmask: 255.255.255.0
« Gateway: 192.168.17.1
= DHCP Information:
« Primary DHCP Server: 192.168.17.1
Click Apply.

WLAN Settings
Follow these steps to configure Wireless LAN interfaces (WLANs) on the WLCM:

1. Click WLANS.

MOMNITOR  WLANS CONTRCOLLER  WIRELESS

2. Click New.
WILAMS
WLAN ID WLAM 55ID Admin Status Security Palicies
i smb Enabled B2 1%

= WLAN IDs 9-16 will not be pushed to 1130,1200 and 1240 AP models.

3. Enter these values to create a WLAN for guest users:
o WLANID: 3
o WLAN SSID: wlan3
Click Apply.

WLAMNS = MNew

WLAN ID |3 vl

SECLURITY

Edt EBemowve Mability Anchors

< Back I

WLAN SSID [wlan3

4. On the WLANSs > Edit screen, make these changes to the default values:
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o General Policies:
« Admin Status: Enabled
« DHCP Server: Check Override and enter 192.168.17.1.
« DHCP Addr. Assignment: Required
« Interface Name: Vlan 27

o Security Policies:
« Layer 2 Security: None
« Layer 3 Security: None

Note: Instructions to apply security policies are provided later in this document.

Click Apply.

WLANS > Echit < Back M_[i

WLAN 1D 3
WLAN S51D wland
General Policies Security Policies
Radw Palicy all =
Layer I Sacirdty MHane -
Adrren Status P Enabied
™ MALC Filtering

Sesson Temeout (secs) [1800

Quakty of Service (Qo5) | Siver (best aMort) = Layer 3 Seourity Wone »

Wik Palicy Dusabled = ™ web Policy =
1920 Phone Suppart T Client CAC Limit [~ AP CAC Lt
Broadcast SSID FF Enabled
* wab Pohgy cannat Bbe pped in ComBineson wah | PEsg
Allows AAL Override I Enabled and LITP
External Pelicy Validation [ Enabied *= when client exclusion i ensbled, & temeout value of
Ii — " e i it u i tr & gwarrde
Client Exchusion W Enabiled =* Il ;:1:|;r: .._’-:d:d -|l :.-I.:: regqure Sdsmistratiy wAET ta
Tameout Valoe (secs)
DHCP Sarver F overnde | [CTETTEER

DHCP Server [P Addr
DHCP Addr. Agsigament P Beguesd

Tnkerface Mame viani? -I
Radius Servars

Authanlicatioh Srvars AgZoihtang Servers

Sarver 1 fabhon » none =
Server 2 nong = neng =
Server 3 afs = Aane =
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Enable Telnet/SSH
The controller can be configured to accept telnet and SSH connections through the controller web-interface. Follow these steps to enable
Telnet and SSH:

1. Click Management.

2. Click Telnet-SSH.

MManagement

Summary

SNMP
Genearal
SHMP V3 Users
Communities
Trap Receivers
Trap Controls
Trap Logs

HTTP

Telnet . SSH
Seriulﬁﬂ

Local Management
Users

User Sessions

3. Inthe Telnet-SSH screen, make these changes to the defaults:
o For the Allow New Telnet Sessions, select Yes from the drop-down menu.
o For the Allow New SSH Sessions, select Yes from the drop-down menu.

o Click Apply.
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MOMTT e I HELE
SanageEment Telnet-55H Conflguration m
Summary Tednet Login Thmeout {minutes) =

ERL
) Masirmam Surmbier of Telnst Sessbons 'E

Allow Mow Talnast Bossiens [ves =

Allow Now S8 Bozxiong
HTTP

Telnet-55H
Serial Part

Lacal Management
Users

Lrer Sessinny

[F

Mgmt Via Wireless
Tech Seppart

Wireless Security

Two security options are available for the WLCM:

. External RADIUS Server: The wireless network uses an external RADIUS server to authenticate users. This option provides
greater security and requires that you provide an external RADIUS server.

Note: Cisco provides the parameters required to set up the RADIUS server, but does not provide full instructions for any
particular RADIUS implementation.

. WPA2 Pre-Shared Key: A pre-shared password or passphrase is used to provide access to the wireless network. This option is
less secure and requires that you create a strong password for the wireless network.

To configure wireless security to use a pre-shared key, proceed to Configure Wireless Security for a Pre-Shared Key. To configure wireless
security to use an external RADIUS server, proceed to Configure Wireless Security for an External RADIUS Server.

Configure WLAN Security for a Pre-Shared Key

Follow these steps to configure wireless security to use a WPA2 Pre-Shared Key:

1. Click WLANS.

Cizen Svavems

MONITOR WLANs CONTROLLER WIRELESS SECURITY

2. Follow these steps to configure security on the default WLAN:

a. Click Edit next to the WLAN SSID for the default network that you entered in field W26 of the ISR Router Worksheet.
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MOMTTOR WLANET CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMAMNDS HELP
WL AN HEw... |
WLAN Admin

. WLAN SSID Shatus Security Policies

1 smb Enabled Bozax *J.:I Eemgve _”l i
1 whnd Enabled Edt Bemgwe Skl
* WLAM [Ds 9-16 will not b pushad to 1130,1200 and 1240 AP mods

b. On the WLANSs > Edit screen, make these changes to the default values:

a. Security Policies:
« Layer 2 Security: Choose WPA2.
« Layer 3 Security: None.

b. WPA2 Parameters:
« WPA2 Compatibility Mode: Check WPA2 Compatibility Mode.
= Allow WPA2 TKIP Clients: Check Allow WPA2 TKIP Clients.
« Pre-Shared Key: Check Pre-Shared Key.

« Check Please set the WPA2 Pre-Shared Key of length between 8 and 63 characters and enter
the Pre-Shared Key that you entered in field W27 of the ISR Router Worksheet.

Click Apply.
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WLANS > Edit <k | _‘ﬁLd

WLAN T 1
WLAN 5810 smb
Genoral Policles Security Policles
Badin Podsy &1 'I
Layer I Saunty WRAZ -
Sarun Stabus F Erisbled
[T MAC Flterng
Seimea Tamsout (o) 1800
Quality of Servace (Qe3) [Tbver (bast offerty =] Layer 3 Sapumity T |
WMH Palicy Cripbibed = ™ web Policy *
TR0 FRgne Suppon T Chaet CAC Lt [~ AF CAC Lowit
Broadeit S50 & Ensbled
= vl Pol - B o withs [
Allgw A&d Crverride I Enabled ..hlrl --_" ooz by v .
Exteamal Pebey Vabduton [T Bnabled = wihan chet® avchaion o enabded, & fmadut valun of
ZEFD -r il Fegmre StareFirative Feernide o
Chent Exclusion F Ensbied ** [50 e

Tirmseaut W ahes [§ad8)

BHCP Sarver & Svernda 152.060.06.1

DRCF Servar [P Addr
DHCF &ddr. Assignment [ Reguered

Ervtarf wow M arms wlandé ®

Radius Sarvers

Inthanication Servers Asteariting Servan
Serverl [Fane =] [ nona =]
Sarver [rane =] [rena =]
Sarver 1 [ ranse Z] [ nona 5]

WPA? Parametars
WPA Compatibdity Made | Bnabls
Allow WPAT TEIP Cheets [ Bnable
Bra-Ehared Key P Ensbiss [WPAZ peasphrace hea bean et

7 please do1 the WAL Fre-Shared sy of length betmesn 8 a5 £ chirachen

3. Follow these steps to configure security on the Guest WLAN:
a. Click Edit next to wlan3.
b. On the WLANSs > Edit screen, make these changes to the default values:
a. Security Policies:
« Layer 2 Security: Choose WPA?2.
« Layer 3 Security: None.
b. WPA2 Parameters:
« WPA2 Compatibility Mode: Check WPA2 Compatibility Mode.

« Allow WPA2 TKIP Clients: Check Allow WPA2 TKIP Clients.
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« Pre-Shared Key: Check Pre-Shared Key.

« Check Please set the WPA2 Pre-Shared Key of length between 8 and 63 characters and enter
the Pre-Shared Key that you entered in field W27 of the ISR Router Worksheet.

Click Apply.

4. Click Save Configuration to save your configuration. Click OK to confirm.

"

MOMNITOR  WLANS CONTROLLER  WIRELESS  SECLIRITY  MAMAGEMENT COMMANDS  HELP

5. Proceed to the Next Step.

Configure Wireless Security for an External RADIUS Server

Follow these steps to configure wireless security with an external RADIUS server:

1. Follow these steps to configure the WLCM to use the RADIUS server:

a. Click Security.

Cigco Svavems

MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MA)

b. Click Radius Authentication.
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Security

ARR
General
RADIUS Authenticat
RADIUS #Accounting %
Local Met Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies

Access Control Lists
Metwork Access Control
Weh Auth Certificate

Wireless Protection
Policies
Trusted AP Policies
Rogue Policies
Standard Signatures
Custom Signatures
Client Exclusion Policies

AP authentication

c. Click New.
MOMNITOR  § 4 CONTRC d ELESS SECURITY MANAGEMENT  COMMANDS HELP
RADIUS Authentication Servers apply | mew.. ,J
L 1
Call Station 1D Typoe | 1P Address |

Cache credentlals locally For use with one time passwords only T
Nelwork User ™SManagement Server Indexs Server Address Port  Admin Status
d. On the RADIUS Authentication Servers > New screen, make these changes to the default values:

« Server IP Address: Enter the IP address of the RADIUS server that you entered in the field W22 of the
Wireless Worksheet.

« Shared Secret: Enter the shared secret key that you entered in field W18 of the Wireless Worksheet.

« Confirm Shared Secret: Re-enter the shared secret key that you entered in field W18 of the Wireless
Worksheet.

« Network User: Enable

Click Apply.
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RADIUS Authentication Servers > New < pack | apply |
Sorver Index

(Priority) =

Server IPAddress II.'W-IH-H-!

Shared Secret Formaat Ihﬁct] -I

Shared Secrat Iiliii-lll-ii

Confirm Shared

I!I-!!l-!l!r!lr

Bocral
Port Number |1alz
Server Status Itﬂablud "'I

Support for RFC 3576 IErmbled 'I
Retransmit Timeouwt |2 seconds
Network User F Enable

Manageinent ™ Enable

2. Follow these steps to configure WLAN security for the RADIUS server:

a. Click WLANSs.

Cisco Svavemy

VIRELESS  SECURITY

b. Follow these steps to configure WLAN security for users on the default network:

a. Click Edit next to the WLAN SSID for the default network that you entered in field W26 of the ISR Router
Worksheet.

WILAM Adrmin

1 WLAN SSID Status Security Policies
1 smb Enabled #02.1x

3 wiand Enabled

* WLAN ID4 9-16 will not Be pushed to 1130,1200 and 1240 AP models
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b. On the WLANSs > Edit screen, make these changes to the default values:
a. Security Policies:
« Layer 2 Security: Choose WPA2.
« Layer 3 Security: None.
b. RADIUS servers:

« Server 1: Choose the RADIUS server IP Address that you entered in field W22 of the ISR
Router Worksheet.

Click Apply.

WLANS > Edit —=hack | _‘ﬁLd

WLAN D 1
WLAMN S50 smb
Genoral Polickes Gecurity Policies
Badin Poboy al "'l
Layer I Semuniy WRAZ ®
Aadryun Stabug  Enabled
T MAC Flsreagy
Sainien Temmout (secs)  [1800
Qualty of Serets (5] | Blver (eeat sfMart) 'II Layer 3 Sepunty gl -I
MM Pty Chigbled = I web Policy *
TAZ0 e Tupport ™ Chant CAC LimA [~ AP CAC Lk
Broadoait SEID & Enstded
b Pol . s & i [PEeC
allgw A&d Orvermide ™ Enabled .-h|r| --." Jooi ! N N
Extermal Poboy Valdation [ Snabled ** e chiert aucheian o snabled, § brmecut valus of
Chent Buclusion P Ensbled ** o0 e s e
Tirsaut ks (Bedi)
DHCP Sarver & Overmda 152 168.168.1

GCF Lorver [P Bddr
DHCF &ddr. Assignment  F Regured

L [Fnze =]

Radius Sarvers

Eutharscation Servers Atceating Serven
Sarver 1 [P-1%2.188.14.5, Port1012 =] [nane =]
Server I |rana = [reena =]
Sarver 1 [rane 2] [nane =]

WPALY Parometars

WRA Comnpatbiity Mode | Bnable
Allaw WPAL Te [P Charis  F Dhatls
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c. Follow these steps to configure WLAN security for Guest users:

a. Click Edit next to wlan3.

b. On the WLANSs > Edit screen, make these changes to the default values:
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a. Security Policies:
« Layer 2 Security: Choose WPAZ2.
« Layer 3 Security: None.
b. RADIUS servers:

« Server 1: Choose the RADIUS server IP Address that you entered in field W22 of the ISR
Router Worksheet.

Click Apply.

d. Click Save Configuration to save your configuration. Click OK to confirm.

"

MOMNITOR  WLANs CONTROLLER  WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP

Back to Top

Next Step

You have completed this procedure.

If you set up wireless security for a pre-shared key, proceed to Add a Lightweight Access Point to Your Wireless Network.

If you set up wireless security for an external RADIUS server, proceed to Set Up a RADIUS Server for the Wireless LAN Controller Module.

To make further changes to the wireless network, refer to the Wireless Support Page.

To configure other devices in your network, refer to the Configuration Overview Page.

Back to Top

Troubleshoot the Procedure

This section provides information about common problems that you may encounter. If this information does not solve your problem, contact
the SMB Technical Assistance Center (SMB TAC) for assistance.

Problem Cause(s) and Suggested Solution(s)
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. Ensure that you type https before the WLCM IP address in your browser.

. Ensure that your PC is connected to the management port that you
configured in Configure Your Router for the Wireless LAN Controller

You are not able to connect to
the WLCM. Module.

. For further assistance, contact the SMB Technical Assistance Center

(SMB TAC).

Install the Certificate
If you want to install a certificate from the WLCM on your PC, follow these steps:

1. Click View Certificate.

Security Alert . P

Information you exchange with this site cannol be viewed or
changed by others. Howewver thee is a prablem with the sie’s
gecunty certiicate.

N The secuity certificate was isued by a comparny you have
not chosen to st View the certificate to detemine whether
you want fo trust the ceifying authority,

a The secunty certificate date s wabd,

The zecuity certficate has a valid name matching the name
of the page you are biying o wview.

Do you want to proceed?

2. On the Certificate screen, click Install Certificate.
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Certificate .ﬂﬂ
General | Details | Certiication Path |

% Certificate Information

This CaA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo:  corpmis.ogn.hatech, com
Issued by: HCL Technologies CORPMIS CaA

Yalid from 3{26/2006 bto 3/25/2008

m Issuer Statement I
|

3. On the Certificate Import Wizard screen, click Next.
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Certificate Inmport Wizard # x|

Welcome to the Certificate Import

I Wizard
This wizard helps you copy certificates, certificate brust

lists, and certificate revacation lists from wour disk bo &
certificabe shore,

& certificate, whidh is issued by a certification authority, is
a confirmation of your identity and contains information
used bo protect data or to establish secure netwoark.
connections, A& certificate store is the system area where
certificabes are kept,

To conkinwe, dick Next,

Cancel

4. On the Certificate Store screen, choose Place all certificates in the following store and click Browse.

Certificate Inmport Wizard = x|

Certificate Store
Certificate stores are syshem areas where certificabes are kept,

Windows can automatically select a certificabe store, or you can spedify a kacation For
(™ Automatically select the certFicate store based on the byps of certificate
{* Place all certificates in the following store
Certificate store:

< Back Mext = Cancel

5. On the Select Certificate Store screen, click Trusted Root Certificate Authorities and click OK.
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Select Certificate Store

6. The Certificate Store screen displays Trusted Root Certificate Authorities. Click Next.

Certificate Inport Wizard

7. Click Finish.
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Certificate Inmport Wizard # x|

Completing the Certificate Tmport

Wizard

You have successfully complebed the Certificabe Import
wizard,

You have specified the Following settings:

Certificate Store Sslected by User  Trusbed Root Cartiics
Canbent Certificate
‘ o

Cancel |

8. The browser displays a security warning. Click OK.

9. The browser displays an alert that indicates that the certificate import was successful. Click OK.

Back to Top

Related Information

. Site Survey
. Complete Initial Setup for the Cisco Wireless LAN Controller Module

. Cable Descriptions

. Add a Lightweight Access Point to Your Wireless Network

. Wireless LAN Controller Module IP Addressing Plan

. Set Up a RADIUS Server for the Wireless LAN Controller Module
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