Network Overview

[ A1]Site Number [ ] (1-30)  Site Name |

[ A?|site IP addressing  192.168.[ |0

VLANs Network Management  192.168. .0
Secure Server 192.168. .0
Guest 192.168. .0

DHCP |:|Cisco |:| Non-Cisco

DNS |:| Internal |:| External

[ A6]WAN Connection [ |ISDN T1/E1
DSL Ethernet

Router type |:|Non-ISR Dlntegrated Services Router



Location
Site 1
Site 2
Site 3
Site 4
Site 5
Site 6
Site 7
Site 8
Site 9
Site 10
Site 11
Site 12
Site 13
Site 14
Site 15
Site 16
Site 17
Site 18
Site 19
Site 20
Site 21
Site 22
Site 23
Site 24
Site 25
Site 26
Site 27
Site 28
Site 29
Site 30

Site IP Addressing Plan

Default
VLAN 20
192.168.10.0
192.168.18.0
192.168.26.0
192.168.34.0
192.168.42.0
192.168.50.0
192.168.58.0
192.168.66.0
192.168.74.0
192.168.82.0
192.168.90.0
192.168.98.0
192.168.106.0
192.168.114.0
192.168.122.0
192.168.130.0
192.168.138.0
192.168.146.0
192.168.154.0
192.168.162.0
192.168.170.0
192.168.178.0
192.168.186.0
192.168.194.0
192.168.202.0
192.168.210.0
192.168.218.0
192.168.226.0
192.168.234.0
192.168.242.0

Management
VLAN 21
192.168.11.0
192.168.19.0
192.168.27.0
192.168.35.0
192.168.43.0
192.168.51.0
192.168.59.0
192.168.67.0
192.168.75.0
192.168.83.0
192.168.91.0
192.168.99.0
192.168.107.0
192.168.115.0
192.168.123.0
192.168.131.0
192.168.139.0
192.168.147.0
192.168.155.0
192.168.163.0
192.168.171.0
192.168.179.0
192.168.187.0
192.168.195.0
192.168.203.0
192.168.211.0
192.168.219.0
192.168.227.0
192.168.235.0
192.168.243.0

Secure Server
VLAN 22
192.168.12.0
192.168.20.0
192.168.28.0
192.168.36.0
192.168.44.0
192.168.52.0
192.168.60.0
192.168.68.0
192.168.76.0
192.168.84.0
192.168.92.0
192.168.100.0
192.168.108.0
192.168.116.0
192.168.124.0
192.168.132.0
192.168.140.0
192.168.148.0
192.168.156.0
192.168.164.0
192.168.172.0
192.168.180.0
192.168.188.0
192.168.196.0
192.168.204.0
192.168.212.0
192.168.220.0
192.168.228.0
192.168.236.0
192.168.244.0

Guest
VLAN 23
192.168.13.0
192.168.21.0
192.168.29.0
192.168.37.0
192.168.45.0
192.168.53.0
192.168.61.0
192.168.69.0
192.168.77.0
192.168.85.0
192.168.93.0
192.168.101.0
192.168.109.0
192.168.117.0
192.168.125.0
192.168.133.0
192.168.141.0
192.168.149.0
192.168.157.0
192.168.165.0
192.168.173.0
192.168.181.0
192.168.189.0
192.168.197.0
192.168.205.0
192.168.213.0
192.168.221.0
192.168.229.0
192.168.237.0
192.168.245.0



LAN Addressing Worksheet

L1A

L2A

L3A

L4

L5

L6A

L7A

L8

L9

L10

L11

L12

L13

L14

L15

Subnet
Subnet Mask
DHCP Server

DNS Server #1
DNS Server #2

Router IP Address
VLAN Number

Root-Switch IP Address
Switch #2 IP Address
Switch #3 IP Address
Switch #4 IP Address
Switch #5 IP Address
Reserved
Reserved
Wireless Access Point
Security Appliance- External
Security Appliance- Internal

Static IP Assignments

L16

L17

L18

L19

L20

L21

L22

L23

L24

L25

L26

L27

L28

L29

L30

L31

L32

L33

L34

192 w8 [ ]. o
255 255 . 255 . 0
192 168 .| [

L | L
192 168 2
192 168 3
192 168 4
192 168 5
192 168 6
192 168 7
192 168 8

| 192 - 168 I. ] 9
192 168 11
192 168 12
192 168 13
192 168 14
192 168 15
192 168 16
192 168 17
192 168 18
192 168 19
192 168 20
192 168 21
192 168 22
192 168 23
192 168 24
192 168 25
192 168 26
192 168 27
192 168 28
192 168 29
192 168 30




L40A

L41A

L50A

L51A

VPN User Start Range
VPN User End Range

DHCP Start Range
DHCP End Range

192
192

192
192

168
168

168
168

31
49

50
250



Router Worksheet

Connection Type T1/E1 ADSL |:| Ethernet
ISDN-BRI G.SHDSL

B10 Administrative Account admin

B11| Administrative Password

B12 Enable Password

B13 Hours from GMT

B14 Time Zone

B15 Summer Time Zone

B16 Cisco DHCP Server? | |Yes | |No

Hardware

B30 Router Model

B31 Router Serial Number

B32 Router IOS Version

B33 Router DRAM Memory

B34 Router Flash Memory

Router Interfaces *See Site Survey Instructions for directions to complete this section.*
LAN Interfaces FastEthernet
FastEthernet
GigabitEthernet
GigabitEthernet
Switch Port Interfaces FastEthernet -
FastEthernet -
Internet Interfaces ATM
BRI
Ethernet
Serial
VLAN Interfaces VLAN




Integrated Services Router Worksheet

B30 Router Model

B31 Router Serial Number

B32 Router 10S Version

B33 | Router DRAM Memory

B34 | Router Flash Memory

B9 Connection Type T1/E1 ADSL J Ethernet
ISDN-BRI G.SHDSL
B10 Administrative Account admin

B11 Administrative Password

B12 Enable Password

B13 Hours from GMT

B14 Time Zone

B15 Summer Time Zone

B16| Cisco DHCP Server? [Yes [No

W10| Router IP Address

W13| DNS Server

Integrated Access Point

W14 | Wireless Network Name

W15| RADIUS Key

W34 | Network Default
W36| Wireless Security 802.1x / LEAP
Router Interfaces *See Site Survey Instructions for directions to complete this section.*
B35 LAN Interfaces FastEthernet GigabitEthernet
FastEthernet GigabitEthernet
B36 Switch Port Interfaces FastEthernet - [
FastEthernet -
B37 Internet Interfaces ATM
BRI
Ethernet
Serial
B38 VLAN Interfaces VLAN
B39 Wireless LAN Controller WLAN Controller




W16
W17
W18
W19
W20
W21
W22
W24
W26
W27
W28
W30
W31

Wireless LAN Controller Module

Controller Name
Controller Model
Serial Number

Management IP Address
WLCM Manager IP Address

Default Gateway

RADIUS Server IP Address

Admin Password

Wireless Network Name(s)

WPA Pre-Shared Key
RADIUS Key
Network

Wireless Security
Lightweight APs
AP Name

Location

AP Name

Location

AP Name

Location

AP Name

Location

Wireless Users
Create Date

192 . 168 . . 24
192 .168. .25
192 . 168 . .
192 .168.
Default
WPA2
Model
Serial Number
Model
Serial Number
Model
Serial Number
Model
Serial Number
Username Full Name Extension/Phone

Ethernet Jack
Switch Port
Ethernet Jack
Switch Port
Ethernet Jack
Switch Port
Ethernet Jack
Switch Port

Notes

[W33]|




S5

S6

S7

S8

S9

S10

S11

S12

S13

S14

S15

S16

S17

S18

S19

S20

S21

S22

523

S24

525

S26

S27

S28

S29

S30

S31

S32

Switch Port Assignments
Port

Network
Default

Wall Jack

User
Management port

Notes
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S33

S34

S35

S36

S37

S38

S39

S40

S41

S42

543

S44

545

S46

S47

S48

S49

S50

S51

S52

Switch Port Assignments

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48




Internet Worksheet - Ethernet

B1 Internet Service Provider
B2 Help Desk Phone
B3 ISP Circuit ID
B4 Sales Contact
B5 | Local Phone Carrier (LEC)
B6 Circuit ID
B7 Circuit Demarc [MPOE | [Office [Other |
B8 LEC Support Number (ISDN and DSL only)
ISP Address Assignments
B40 Address Range - |
B41 Subnet Mask
B43| Router IP Address Method Static Dynamic
B45 IP Assignment Protocol DHCP PPP (dynamic IP addressing only)
B46 Router IP Address (static IP addressing only)
B47 ISP Router IP Address
B48 Domain Name
B50 DNS Server 1
B51 DNS Server 2
B52 Local Router Name
Ethernet
B60 Encapsulation :|Ethernet |:|PPP over Ethernet
B62 Authentication Type None PPP PAP |_|PPP CHAP
B63 Remote Host Name
B64 Shared Secret
VPN Information
R21 VPN Group Name
R22 VPN Group Password
R32 Security Method  3DES

R33

Remote VPN Address




Remote VPN Users

Create Date

Username

Full Name

Phone

Notes

[ R40




Internet Worksheet - T1/E1

B1 Internet Service Provider
B2 Help Desk Phone
B3 ISP Circuit ID
B4 Sales Contact
B5 | Local Phone Carrier (LEC)
B6 Circuit ID
B7 Circuit Demarc [MPOE | [Office [Other [
B8 LEC Support Number (ISDN and DSL only)
ISP Address Assignments
B40 Address Range - | |
B41 Subnet Mask
B43| Router IP Address Method Static Dynamic
B45 IP Assignment Protocol DHCP PPP (dynamic IP addressing only)
B46 Router IP Address (static IP addressing only)
B47 ISP Router IP Address
B48 Domain Name
B50 DNS Server 1
B51 DNS Server 2
B52 Local Router Name
T1/E1 Circuit
A20 Encoding [ _|B8zS [ ]AMmI [ |HDB3
A21 Framing | |ESF | [SF | |CRC4 |:|No CRC4
A22 Encapsulation | |HDLC | |PPP FrameRelay
A23 Channel Assignments 1 9 17 25
2 10 18 26
3 11 19 27
4 12 20 28
5 13 21 29
6 14 22 30
7 15 23 31
8 16 24 32
A24 Frame Relay DLCI
A25 Authentication Type [None | |PPPPAP [ |PPP CHAP
A26 Remote Host Name
A27 Shared Secret
VPN Information
R21 VPN Group Name
R22 VPN Group Password
R32 Security Method 3DES

R33

Remote VPN Address




Remote VPN Users

Create Date

Username

Full Name

Phone

Notes

[ R40




Internet Worksheet - DSL

B1 Internet Service Provider
B2 Help Desk Phone
B3 ISP Circuit ID
B4 Sales Contact
B5 | Local Phone Carrier (LEC)
B6 Circuit ID
B7 Circuit Demarc [MPOE | |Office [Other
B8 LEC Support Number (ISDN and DSL only)
ISP Address Assignments
B40 Address Range - |
B41 Subnet Mask
B43| Router IP Address Method Static Dynamic
B45 IP Assignment Protocol DHCP PPP (dynamic only)
B46 Router IP Address (static IP addressing only)
B47 ISP Router IP Address
B48 Domain Name
B50 DNS Server 1
B51 DNS Server 2
B52 Local Router Name
ADSL / G.SHDSL
A50 Circuit Speed Downlink Uplink|
A51 Encapsulation [ |RFC1483| _ [PPP over ATM [ ___|PPP over Ethernet
A52 ATM ILMI  VPI VCI
A53 ATMVC  VPI VCI
A54 Authentication Type [ [None [ |PPP PAP [ |PPP CHAP
A55 Remote Host Name
A56 Shared Secret
VPN Information
R21 VPN Group Name
R22 VPN Group Password
R32 Security Method 3DES

R33

Remote VPN Address




Remote VPN Users

Create Date

Username

Full Name

Phone

Notes

[ R40




Internet Worksheet - ISDN

B1 Internet Service Provider

B2 Help Desk Phone

B3 ISP Circuit ID

B4 Sales Contact

B5 | Local Phone Carrier (LEC)

B6 Circuit ID

B7 Circuit Demarc [MPOE | |Office [Other |

B8 LEC Support Number (ISDN and DSL only)

ISP Address Assignments

B40 Address Range - |

B41 Subnet Mask

B43| Router IP Address Method Static Dynamic

B45 IP Assignment Protocol DHCP PPP (dynamic IP addressing only)

B46 Router IP Address (static IP addressing only)

B47 ISP Router IP Address

B48 Domain Name

B50 DNS Server 1

B51 DNS Server 2

B52 Local Router Name

ISDN-BRI

A30 ISP Switch Type 5ESS DMS100 : National ISDN 1
NET3 AU TS013 | [DE 1TR6
NWNET3| |[FRVN2 | |FRVN3
NZ NET3 NTT

A31 Phone Number 1

A32 Phone Number 2

A33 SPID1

A34 SPID2

A35| ISP ISDN Access Number

A36 Call Data Rate | |56k | |64k | |128k

A37 Authentication Type None Caller ID PPP PAP —|PPP CHAP

A38 Remote Host Name

A39 Shared Secret

VPN Information

R21 VPN Group Name

R22 VPN Group Password

R32 Security Method  3DES
R33 Remote VPN Address |




Remote VPN Users

Create Date

Username

Full Name

Phone

Notes

[ R40




Switch Port Assignments

S1

S2

S3

S4

S5

S6

S7

S8

S9

S10

S11

S12

S13

S14

S15

S16

S17

S18

S19

S20

S21

S22

523

S24

525

S26

S27

S28

529

Port

—_

© 0o NO O b WDN

Switch Name Switch 1 (Root switch)

Switch Model
Description
Location
Admin Password
Network
Default
Trunk/Default
Default
Default
Default
Trunk/Default
Trunk/Default
Trunk/Default
Trunk/Default
Trunk/Default

Switch Serial Number |

Enable Password|

Wall Jack

User

Notes

Management port

Router

Reserved

PIX External (optional)

PIX Internal (optional)

Wireless Access Point/Wireless Controller

Switch SW2

Switch SW3

Switch SW4

Switch SW5




Switch Port Assignments

Switch Name Switch 1 (Root switch)

Port User Group Wall Jack User Notes
S30 25
S31 26
S32 27
S33 28
S34 29
S35 30
S36 31
S37 32
S38 33
S39 34
S40 35
S41 36
S42 37
S43 38
S44 39
S45 40
S46 41
S47 42
S48 43
S49 44
S50 45
S51 46
S52 47
S53 48




Switch Port Assignments

S60 Switch Name (Non-Root Switch)
S61 Switch Model Switch Serial Number |
S62 Description
S63 Location
S64 Admin Password Enable Password|
Port User Group Wall Jack User Notes

S65] 1 Trunk [ ]Root switch |
Root switch port number [ 2 (Switch 2) [ 3 (Switch 3) [ 4 (Switch 4) [ 5 (Switch 5)

S66

O©OOoO~NO O WN




Switch Port Assignments
Switch Name |:|(Non—Root Switch)

Port User Group Wall Jack User Notes

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48




Security Appliance Worksheet

R1 Device Name
R2 Device Model
R3 Location
R5 Serial Number
R7 External Interface Ethernet 0/0 (ASA only)
R8 Internal Interface Ethernet 0/1 (ASA only)
R9 Management Address 192 . 168 . 251 (ASA only)
R10 External IP Address
R12 Internal IP Address
R13 PAT IP Address
R14 Default Gateway
R16 DNS Server
R19| Administrative Password
R20 Enable Password
R21 VPN Group Name
R22 VPN Group Password
R30 Untrusted Port ISP
R31 Switch Port
R32 Security Method  3DES

Remote VPN Sites
R33 Remote VPN Address

Remote VPN Users
Create Date | Username| Full Name Home/Cell Phone Notes

[R40




Wireless Worksheet

W1

W2

W3

W4

W5

W6

W7

W8

W9

W10

W11

W12

W13

W14

W15

Standalone AP
Access Point Name
Model
Location
Serial Number

Access Point IP Address
Default Gateway

DNS Server Address
Admin Password
Enable Password
Wireless Network Name
RADIUS Key

Ethernet Jack

Switch Port

Network

Wireless Security

Wireless Users

Create Date Username

192 . 168 . .

192 . 168 . o1

192 . 168 . 1
Default

802.1x / LEAP

Full Name Phone

Notes

W33




Management VLAN Addressing Worksheet

Management VLAN

L1B Subnet 192 . 168 . . 0
L2B Subnet Mask 255 . 255 | 255 [.[ 255
L3B DHCP Server 192 . 168

L4 Internal DNS Server #1

L5 Internal DNS Server #2 . . .

L6B Router IP Address 192 . 168 . . 1
L7B VLAN Number | 21 |

Static IP Assignments

L8 192 . 168 2
L9 192 . 168 3
L10 192 . 168 4
L11 192 . 168 5
L12 192 . 168 6
L13 192 . 168 7
L14 192 . 168 8
L15 192 . 168 9
L16 192 . 168 10
L17 192 . 168 11
L18 192 . 168 12
L19 192 . 168 13
L20 192 . 168 14
L21 192 . 168 15
L22 192 . 168 16
L23 192 . 168 17
L24 192 . 168 18
L25 192 . 168 19
L26 192 . 168 20
L27 192 . 168 21
L28 192 . 168 22
L29 192 . 168 23
L30 192 . 168 24
L31 192 . 168 25
L32 192 . 168 26
L33 192 . 168 27
L34 192 . 168 28
L35 192 . 168 29
L50B DHCP Start Range 192 . 168 . .50
L51B DHCP End Range 192 . 168 . . 250




Secure Server VLAN Addressing Worksheet

Secure Server VLAN

L1C Subnet 192 . 168 . . 0
L2C Subnet Mask 255 . 255 || 255 |.| 255
L3C DHCP Server 192 . 168

L4 Internal DNS Server #1

L5 Internal DNS Server #2 . . .

L6C Router IP Address 192 . 168 . . 1
L7C VLAN Number | 22 |

Static IP Assignments

L8 192 . 168 2
L9 192 . 168 3
L10 192 . 168 4
L11 192 . 168 5
L12 192 . 168 6
L13 192 . 168 7
L14 192 . 168 8
L15 192 . 168 9
L16 192 . 168 10
L17 192 . 168 11
L18 192 . 168 12
L19 192 . 168 13
L20 192 . 168 14
L21 192 . 168 15
L22 192 . 168 16
L23 192 . 168 17
L24 192 . 168 18
L25 192 . 168 19
L26 192 . 168 20
L27 192 . 168 21
L28 192 . 168 22
L29 192 . 168 23
L30 192 . 168 24
L31 192 . 168 25
L32 192 . 168 26
L33 192 . 168 27
L34 192 . 168 28
L35 192 . 168 29
L50C DHCP Start Range 192 . 168 . .50
L51C DHCP End Range 192 . 168 . . 250




Guest VLAN Addressing Worksheet

Guest VLAN

L1D Subnet 192 168 .0
L2D Subnet Mask 255 255 255 |.| 255 |
L3D DHCP Server 192 168 1
L4 Internal DNS Server #1

L5 Internal DNS Server #2

L6D Router IP Address 192 168 . 1
L7D VLAN Number | 23 |

Static IP Assignments

L8 192 168 2
L9 192 168 3
L10 192 168 4
L11 192 168 5
L12 192 168 6
L13 192 168 7
L14 192 168 8
L15 192 168 9
L16 192 168 10
L17 192 168 11
L18 192 168 12
L19 192 168 13
L20 192 168 14
L21 192 168 15
L22 192 168 16
L23 192 168 17
L24 192 168 18
L25 192 168 19
L26 192 168 20
L27 192 168 21
L28 192 168 22
L29 192 168 23
L30 192 168 24
L31 192 168 25
L32 192 168 26
L33 192 168 27
L34 192 168 28
L35 192 168 29
L50D DHCP Start Range 192 168 50
L51D DHCP End Range 192 168 250




Internet Services

Internal Email Server IP Address

Internal Web Server IP Address

Microsoft PPTP VPN Server IP Address

192 .

192 .

192 .

168 |

168 |

168 |






