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Introduction

This document explains how to update and manage your router configuration with Cisco Security Device Manager
(SDM).
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Cisco SMB Support Assistant
Note: If you need to configure your router for the first time, refer to Configure Your Router with Security Device
Manager.

Back to Top

Requirements

To perform the steps described in this document, you need to have these items:

. A crossover Ethernet cable

. A console cable
. A PC with a Pentium Il or higher processor
. Windows 2000 or XP
Note: Windows 2000 Advanced Server is not supported.
. One of these web browsers:
o Netscape version 7.1 or later.
o Internet Explorer version 5.5 or later.

Note: If you are using the Java plugin, you need to use SUN Java Runtime Environment (JRE)
version 1.4.2_05. For information about how to update your version of JRE, refer to Sun

Microsystems el .

. Completed worksheets as instructed in the Site Survey, which includes the LAN Addressing worksheet.

Back to Top

Launch SDM

To start SDM, follow these steps:
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Cisco SMB Support Assistant
Open a web browser and type http://router IP address in the Address field. The router's IP address is the IP
address that you entered in the LAN Addressing Worksheet (L6A).

Note: For further information about how to launch SDM, refer to Configure Your Router with Security Device
Manager.

Back to Top

Configure the Ethernet Interface

To configure the Ethernet interface on the router, follow these steps:

1. Click Interfaces and Connections.

B¢ Cisco Router and Security Device Manager (SDM}): 192.168.10.1
File Edit Wiews Tools Help

| % - @ ladl
@ Hame Configure 1 Maonitar Refresh & ave

=. Interfaces and Connections

Create Connection | Edit Interface/Connection |

— Create Mew Connection
Select a'wiaN connection and click Create New Connection
% Ethermet LAN

™ Ethemmet [PPPoE or Unencapsulated Fouting]

| nformatiarn
Configure Ethernet LAM interface for plain rauting

2. Click the Edit Interface/Connection tab.
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B Cisco Router and Security Device Manager (SDM): 192.168.10.1
File Edit  Wiew Tools Help

Firetall and ACL

URN

Lo

=. Interfaces and Connections

| w| & @
Configure % koritar Fiafresh i

Create Connection Edit Interface/Connection &

Interface List

Interface IFP Type
Ethernetl hao ip addre Ethernet
Ethernet? no ip address Ethernet
FastEthernetd 192168101 1011 00Ethernet

3. Double-click the FastEthernet interface to edit the settings. Use this table to determine the correct
Ethernet interface to open for your router.

Router Model First Ethernet Interface
SOHO Ethernet0
800 Series Ethernet0
1760 FastEthernet0/0
1700 Series FastEthernetO
1800 FastEthernet0/0
2600 Series FastEthernet0/0
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2800 FastEthernet0/0

4. Enter the IP address and subnet mask for your router (from fields L6A and L1A on the LAN Addressing
Worksheet). You can make other configuration changes in the Feature Edit window, if necessary.

e Feature Edit Dialog - FastEthernetin

1010101
255 255,255 248

5. Click OK to confirm the changes.

6. Click File > Write to Startup Config to save your new configuration.
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Back to Top

Configure the Router Default Gateway

To change the default gateway on your router, follow these steps:

1. Click Routing.

— Static Routing

Add...
Destination Metwark,
Firetall and ACL Prefix Prefix Mask
._I ) E
II.-.II FI r_l
)
=) d
Security Audit . .
= — Dwnamic Routing
4 e
Routing
outing R ltern Marme ltern Walue
RIP Nisahlad

2. Click Add.

3. Check the Make this as the default route check box.
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Add IP Static Route x|

[rastination Nebwork

Prafix I

Prefis Mask: |
[ Make thiz 2 te dafault pouts

Forsarding] Mext Hop |

& Intface: | Etheinetd =l

© IP Addess: 1

Dptional
Diistance metic for this route |1

[~ Pemnarer route

DK Cancel Help

4. Choose the IP Address option and enter the IP address of your ISP default gateway (field B47).
5. Click OK to confirm the route.

6. Click File > Write to Startup Config to save your new configuration.

Back to Top

Save Your Configuration

Follow these steps to save your router configuration:

Save Running Configuration to Startup Configuration
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If you make changes to your router configuration, you need to save the running configuration to the startup
configuration. It is important to save your configuration to ensure that your router uses the new configuration when
the router boots.

To save the running configuration to the startup configuration, click File > Write to Startup Config.

B¢ Cisco Router and Security Device Manager (SDM): 192.168.10.1

&0 Edit Wiewy Tools Help
ot | @
enier ‘ Fefrezh Save

and Connections

Save Running Config ta PC..,

Exit

Create Connection | Edit Interface/Connection

Create Mew Connection
Select 3 WAMN connection and click Create Mew Connection
% Ethernet LAN
" Ethernet IPPPoE or Unencansulated Routinal

Firetall mnd ACL

Note: You can also use the Save icon to save your configuration.

Save the Running Configuration to Your PC

If you want to make a backup copy of the running configuration on your router, you can save a copy of the
configuration file to your PC.

To save a copy of your current router configuration to your PC, click File > Save Running Config to PC.
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B Cisco Router and Security Device Manager (SDM): 192.168.10.1

File Edit SR s =
- (< 2 lud
st ‘ Refrezh 5 ave

& Running Config ko
and Connections

Wnts to Skartup Config.. .
Resek ta Fackory defaulk

Exxit

Create Connection | Edit Interface/Connection

Create Mew Connection
Select 2 WAM connection and click Create Mew Connection
&+ Ethernet LAN
" Ethernet IPPPoE or Unencaosulated Routingl

Firetall and ACL

Note: You can also use the Save icon to save your configuration.

Back to Top

Reset the Router to the Default Configuration

If you want to remove a previous configuration and reconfigure your router, you can reset your router to a default
configuration. To reset your router to a default configuration, follow these steps:

Note: This procedure will delete your current configuration and replace it with a factory default configuration.

1. Click Additional Tasks.
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Secunby Rudt

b

Faaitireg

Inkruesion Pravantion

-

Cigalhy of Ser i

e

RAddtional Tasks 4
i}

Create New Cormection |

2. Click Reset to Factory Default.

B Cisco Router and Security Device Manager (SDM}): 192.168.10.1
File Edit  Wiew Tools Help

. _ e ¥ =
@ Haome Configure koritar Refrash Sl
% Additional Tasks

- 75 Router Properties .
-8 Router Acoess Hesa_attlng ta factary default
configuration changes mac
DHCF wizard again, ahd configure
= DHS
e B3 ACL Editor
Sp———— ﬂ Inzpection Rule Editor .
B8 a &
ﬁ Local Pools
h |

Reset to factory default

PR

3. Under Step 1, enter the location on your computer where you want to store the current router
configuration.

4. Click Reset Router.

5. Change your PC's IP address to 10.0.0.2 with a subnet mask of 255.255.255.248. For further
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information about how to configure an IP address on your PC, refer to Configure an IP Address on

Your PC.
6. Open a web browser and type http://10.10.10.1 in the Address field.

7. Log into SDM with the username "cisco" and password "cisco".

Back to Top

Update Router Properties

Follow these steps to update the router properties:

Set Router Host Name

The host name is the unique name for your router. To set the router's host name, follow these steps:
1. Click Additional Tasks.

":f:ﬂllﬂu Fichl
.
Facatirsg
I"f
1'.
A
HAT
G
Enbiuson Presention

U

Cngality of Sevice

Rdditional Tasks 4

2. Double-click Router Properties, and then double-click HostName.
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B Cisco Router and Security Device Manager (SDM): 192.168.10.1

File Edit  Wiew Tools Help

@ Home: Configure boritor ‘ He?esh g ?

S ave Help

a1 Additional Tasks

E2 e | R outer Properties
-8 Router Access

~f@ DHCF ltern Marme
~f8 DNS

B1-{_1 ACL Editor a5

Device Properties

ﬂl e Ed Comain Hame
Firewal and ACL L8 ;;TC“D” ule Editor Banner
i g Lacal Poolz
o E% - Reset to factory default Enahle Secret Password

URN

3. Update the host name and click OK.

Note: You can also update the domain and router banner from this screen.

4. Click File > Write to Startup Config to save your new configuration.

Set Domain Name

The domain name specifies the domain name of your organization. To set the a domain name, follow these steps:

1. Click Additional Tasks.
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Secunby Rudt

b

Faaitireg

Inkruesion Pravantion

-

Cigalhy of Ser i

E‘E’ Create New Cormection |

RAddtional Tasks 4
L

2. Double-click Router Properties, and then click Domain Name .

B Cisco Router and Security Device Manager (SDM}): 192.168.10.1

File Edit  Wiew Tools Help

. g _ o = 2
@ Haome Configure koritar Refrash Sl el
% Additional Tasks

B R outer Properties
E-_& Router Access

Device Properties

E[faces -
SIS g:gp ltern Marme
) HaostHame
EEI--%?M:L Ed_.th e TEE—r—
Firetuall and ACL B '&r:f.zectu:un ule Editor Banner
% g Local Paols
¥ e Reset to factory default Enahle Secret Pagsswaord

PR

3. Enter the domain name for your organization. If your organization does not have a domain name, you
can leave this field blank.

4. Click File > Write to Startup Config to save your new configuration.
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Set Router Banner

The router text banner displays a message to all users that log into the router. Cisco recommends a text banner
with a message to indicate that unauthorized access is prohibited. To set a router banner, follow these steps:

1. Click Additional Tasks.

Secunby Ruct

.
Facatirsg
I
2

HHT

L

Enbiuson Presention

WP -

Cngality of Sevice

i

Rddtional Tasks 4
Ll

Create New Connection |

2. Double-click Router Properties, and then click Banner.

Eg Cisco Router and Security Deyvice Manager {SDM): 192.168.10.1

File Edit  Wiew Tools Help

. % - e 2 lud ?
@ Hare Configure konitor Frefresh & ave Help

1 Additional Tasks

e 1K outer Properties Device Properties

B-L_& Router Access
g:gp lterm Mame
) HaostHame

EEI--%;’-‘«EL Ed_.mrH - Domain Name

Firewal and ACL oL ;;TC“D” ule Editor Banner
i g Local Pools
¥ e Reset to Factory default Enable Secret Pagsword
VPN
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3. Enter the banner text that you want the router to display.

4. Click File > Write to Startup Config to save your new configuration.

Set Time Server

A time server ensures that your router has the correct time. To configure a time server, follow these steps:

1. Click Additional Tasks.

Sacunt i Ukt
.
Facatirsg
r.
oor
!
HAT
G
Enbiuson Presention

Cngality of Sevice

Rdditionsl Tasks 4

2. Double-click Router Properties, and then click NTP/SNTP.
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B Cisco Router and Security Device Manager (SDM): 192.168.10.1

File Edit  Wiew Tools Help

| % - e 2 ud ?
@ T Configure bonitar Frafresh S ave Hel

‘s Additional Tasks

ER HDUtET Froperties Add NTP Server Properties
) D ate Time

Server IP Address Interface
----- {2 Logging

----- ﬁ‘SNMP
-8 Router Access
DHCP

4 o DMS
"*‘E - ACL Editor

LPH ﬂ Inzpection Rule Editar

Firetall and ACL

3. Click Add.

4. Choose SNTP Server IP Address and enter 192.43.244.18.

Add NTP Server Details P x|

Erer the MTP Server Addiess and Souce Inbaifaca

[NTP Serves IP Acdiess = | [ Prele:

“NTP Souce Irtedace : | =]

0k I I:mull Hebl

Note: You can also choose SNTP Server Hostname and enter time.nist.gov. Your router must have
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an active Internet connection to use a host name.

5. Click OK.

6. Click File > Write to Startup Config to save your new configuration.

Back to Top

Update Router Access

Follow these steps to update access to the router:

Set the Enable Secret Password

The enable secret password allows you to control who can modify the configuration on your router. Cisco strongly
recommends that you set an enable secret password. For recommendations on how to implement strong
passwords, refer to Password Security.

Note: Be sure that you document your password for future reference.

To set an enable secret password, follow these steps:
1. Click Additional Tasks.

Secunby Ruct

"

Faoating

Inkrusion Preveantion

L 3

Cigalhy of Ser wie

B

Rdditional Tasks 4

Create New Cornection |

2. Double-click Router Properties.
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B¢ Cisco Router and Security Device Manager (SDM}): 192.168.10.1

File Edit Wiews Tools Help

@ Home Configure bortor ‘ Fle?esh g ?

Sawve Help

a Additional Tasks

R IR outer Properties Device Properties

EEI"@ Router Access
g:gp lterm Mame
' HostMame

ET%T“ELEEI,MH oEd Dornain Marme

Firetuall and ACL B EEE':“DH ule Eaitor Banner
i g Local Poals
¥ e Reset to Factory default Enable Secret Pagsword
II.-.II FI r‘I

3. Click Enable Secret Password.
4. Enter the new password and click OK.

5. Click File > Write to Startup Config to save your new configuration.

Create or Modify a User Account

You can create user accounts with different privilege levels to manage the router. Use one of these privilege levels:

. Privilege level 1: Non-privileged access. Level 1 users can view information about the router but
cannot modify the router configuration.

. Privilege level 15: Privileged access. Level 15 users can modify the router configuration.

To create or modify a user account, follow these steps:

1. Click Configure and choose Additional Tasks.
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Create New Cormection |

2. Double-click Router Access, and then click User Account/View.

B Cisco Router and Security Device Manager (SDM}): 192.168.10.1
File Edit  Wiew Tools Help

| ﬁ - e 2 )
Canfigure Marutor Refrash S
@ Additional Tasks

[H-#59 Fouter Properties Router Access

E[aCes ;
Anne

You can contral access ta
'ou can alzo configure mai
the hozts that can be uzed

Firetall and ACL

2 ~fi DMNS
- '- g & ACL E ditor User Accounts Config
VPN ﬂ Inspection Rule Editor _
T Confiqure user accounts to

3. Click Add to add a new user. To edit or remove a user, select the user and click Remove or Delete.

4. Click File > Write to Startup Config to save your new configuration.

Set VTY Password
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Virtual Terminal (VTY) settings allow external access to the router with Telnet and Secure Shell (SSH). To set a
VTY password, follow these steps:

1. Click Configure and choose Additional Tasks.

Secunby Ruct

"

Faoating

Inkruesion Pravantion

L 3

Cigalhy of Ser wie

B

Rdditional Tasks

2. Double-click Router Access, and then click VTY.

B Cisco Router and Security Device Manager (SDM}): 192.168.10.1
File Edit Wiews Tools Help

| ﬁ - (e 2 o
Caonfigure Marutor Refrash el
@ Additional Tasks

[H-#59 Fouter Properties Router Access
=8 Router &ccess
!ﬁ Ulsir Acount e T'ou can cantral access o
______ a7 ‘'ou can also configure mal
;E';- the hosts that can be uzed
----- *g Management ficcess
. o _.'_E] SSH
Firewsall and ACL o
el {8 DHCP
ﬁ! ~f8 DNS
= - ACL Editor Uszer Accounts Configi
VPN ﬂ Inspection Rule Editor _
M T e Confiqure wser accounts o
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3. Click Edit to modify the VTY settings.

4. Check the input and output properties that you want to enable.

Edit ¥TY Lines £ X|

Lire Range

Lines 5 I fis

Time out: 10 minutes
Imput Protocol Dutpast Protocol

F Teket [~ 55H ™ Telet [~ S5H

Access Fue

Outbound |

5. Click OK to complete the changes.

6. Click File > Write to Startup Config to save your new configuration.

Prepare for SSH access

SSH provides a secure connection to the device. To enable SSH access follow these steps

1. Click Configure > Additional Tasks.

http://www.cisco.com/public/technotes/'smbsa/en/us/internet/modify_sdm.html (21 of 25)9/18/2008 12:54:37 PM



Cisco SMB Support Assistant

Secunt Yy Fschi

Faaitireg

[nbiuson Pieserbon
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i

RAddtional Tasks 4

Create New Cormection |

2. Click Router Access > SSH.

B Cisco Rouler and Securily Device Manager (SO ):

File Edit Wiew Toolz Help

L .ﬂ.ddlllﬂ-ﬂﬂ.lTJSK.ﬁ . .

(-9 Raoutar E‘rnp-arhai
| 3 Router Access
—g User AccountsiView
W

. a Management Accass
| L

{8 secure Dhwice Provisioning
{00 DHCP
| DME

— i Dymamiec DNGS Mithids
:;'.1 | ACL Editar

i—{f8' Port fo Application Mappings
B0 URL Fittering

i~ Zone Pairs

I Zones

| [IRE-EREY

il Local Pools

4% Rouber Frovisioning

(i BOZ.1x

|¢ carL

-1 Configuration Managerment

AU L P

[nildusanf Présertiar

3. Click Generate RSA Key
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B Clsco Router and Security Device Manager (SDe 192, |6, 10,1

File Edl View Tools Help
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4. Enter the key modulus size eg. 512, 1024 etc (more is better), and click OK.

|
Key modulus size (bits): |1l:|24

oK |\J Cancel | Help |

5. Enter SSH username and password and click OK.
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Fnter SSH Credentials x|

Flease type vour S5H user name and password.

Llsamane: | cizcn
Fassword: l"'"""""""""
0K [:Rl Cancel I Help

6. Click File > Write to Startup Config to save your new configuration.

Back to Top

Next Step

You have now modified your router configuration.

To make further changes to your router, refer to the Router Support Page.

To configure other devices in your network, refer to the Configuration Overview Page.

Back to Top

Troubleshoot the Procedure

This section provides information about common problems that you may encounter. If this information does not
solve your problem, contact the SMB Technical Assistance Center (SMB TAC) for assistance.

Problem Cause(s) and Suggested Solution(s)
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. SDM may not be installed on your router. Refer to
Download and Install Security Device Manager for

further assistance.

| do not see a login prompt.

. Your Ethernet interface may be down. Refer to
Troubleshoot Ethernet Connectivity for assistance.

| cannot log in with the If you are unable to log in, you need to create a privileged
default username and username and password for your router. Refer to Download and
password. Install Security Device Manager for further assistance.

Back to Top

Related Information

. Troubleshoot Ethernet Connectivity

. Download and Install Security Device Manager

. Configure Your Router with Security Device Manager
. Cable Descriptions

. Configure an IP Address on Your PC

. Create a HyperTerminal Connection
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