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I nt r odu c t i on
T h is doc um ent a nsw ers som e of th e frequently a sked questions ( FAQ)  for C isc o R outers.
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R e q u i r e m e nt s
T h ere a re no p rerequisites for th is doc um ent.

B a c k to T op

Fr e q u e nt ly  A s k e d Q u e s t i ons  ( FA Q )
W h at  ar e  t h e  di f f e r e nt  t y p e s  of  p as s wor ds  av ai lab le  and h ow t o c onf i g u r e  t h e m  on C i s c o r ou t e r s ?
T h ese a re th e different typ es of p a ssw ords:

T elnet ( V T Y  L ine)
C onsole L ine
Aux ilia ry L ine
E na b le
E na b le S ec ret
L oc a l U ser S p ec ific  For c onfig uring  th ese p a ssw ords,  refer to C onfig ure D ifferent T yp es of P a ssw ords on th e
C isc o R outer.

H ow c an I  r e s e t  t h e  p as s wor ds  on a C i s c o r ou t e r ?
For resetting  th e p a ssw ords on a  C isc o router,  refer to M a nua lly R eset th e P a ssw ord on a  C isc o R outer.
H ow c an I  u s e  S e c u r i t y  De v i c e  M anag e r  wi t h  m y  C i s c o r ou t e r s ?
T o dow nloa d a nd insta ll S ec urity D ev ic e M a na g er ( S D M ) ,  refer to D ow nloa d a nd I nsta ll S ec urity D ev ic e M a na g er. T o
use S D M  for c onfig uring  C isc o router,  refer to C onfig ure Y our R outer w ith  S ec urity D ev ic e M a na g er.
C an I  m anag e  t h e  E t h e r S wi t c h  s e r v i c e  m odu le s  u s i ng  t h e  C i s c o R ou t e r  and S e c u r i t y  De v i c e  M anag e r  ( S DM ) ?
S D M  v ersion 2 .2  sup p orts routers w ith  th e E th erS w itc h  serv ic e m odules insta lled. S D M  a llow s th e a dm inistra tor to
c onfig ure th e interna l G ig a b it E th ernet interfa c e for th e m odule,  a nd la unc h  th e S w itc h  D ev ic e M a na g er to c onfig ure th e
m odule itself.
W h at  W A N  op t i m i z at i on s olu t i ons  do C i s c o r ou t e r s  of f e r ?
W AN  op tim iz a tion is th e a b ility to im p rov e th e p erform a nc e of b usiness a p p lic a tions ov er W AN s,  a nd inc ludes
m onitoring  a nd dia g nostic s,  tra ffic  m a na g em ent,  c om p ression,  a nd c a c h ing . C isc o h a s th e b roa dest ra ng e of
tec h nolog ies a nd p roduc ts to a ddress b oth  g eneric  a nd a p p lic a tion- sp ec ific  W AN  op tim iz a tion c h a lleng es.
T h e C isc o W AN  op tim iz a tion solutions offer th e industry' s m ost integ ra ted,  yet flex ib le a nd c ost- effec tiv e b a ndw idth
m a na g em ent solutions. An integ ra ted serv ic es solution in th e b ra nc h  router is th e log ic a l p oint of c onsolida tion for W AN

S e r v i c e  R e q u e s t s

  O p en a  serv ic e request 
  U p da te a  serv ic e request 

Fe e db ac k

P l e a s e  r a t e  t h i s  s i t e :
 + +   +   + / -   -   - -

S u g g e s t i o n s  f o r  i m p r o v e m e n t :

I f  C i s c o  m a y  c o n t a c t  y o u  f o r  m o r e  d e t a i l s
o r  f o r  f u t u r e  f e e d b a c k  o p p o r t u n i t i e s ,
p l e a s e  e n t e r  y o u r  c o n t a c t  i n f o r m a t i o n :

F u l l  N a m e :
E m a i l :
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op tim iz a tion tec h nolog ies,  suc h  a s c om p ression,  c a c h ing ,  w ide- a rea  a p p lic a tion serv ic es,  qua lity of serv ic e ( QoS ) ,  a nd
a c c ess c ontrol,  b ec a use it sits a t th e W AN / L AN  interfa c e w h ere b ottlenec ks c a n effic iently b e m itig a ted a nd c ritic a l
netw ork serv ic es ( v oic e ov er I P  [ V oI P ] ,  sec urity,  QoS ,  a nd M ultip rotoc ol L a b el S w itc h ing  [ M P L S ] )  need to b e dep loyed.
C isc o L a yer 2  integ ra ted c om p ression,  c om b ined w ith  a  c ontent eng ine ob j ec t,  a nd sequenc e c a c h ing  m odule,  p rov ide
W AN  b a ndw idth  m a na g em ent th a t im p rov es a p p lic a tion resp onse tim e on c ong ested links b y reduc ing  th e a m ount of
da ta  sent a c ross th e W AN . L a yer 2  c om p ression p rov ides m a ny b enefits ov er sta nda lone c om p ression a p p lia nc es b y
p rov iding  a  tig h tly integ ra ted solution th a t interop era tes w ith  c ritic a l C isc o I O S  S oftw a re fea tures a nd serv ic es suc h  a s
QoS ,  p olic y- b a sed routing  ( P B R ) ,  netw ork- b a sed a p p lic a tion rec og nition ( N B AR ) ,  N etw ork Address T ra nsla tion ( N AT ) ,
a nd a c c ess c ontrol lists ( AC L s) .
C isc o W AN  op tim iz a tion solutions a re a v a ila b le in C isc o 2 8 0 0  series a nd C isc o 3 8 0 0  series routers.
W h at  ar e  all t h e  C om m u ni c at i on s e r v i c e s  av ai lab le  on C i s c o 2 8 0 0  s e r i e s  and 3 8 0 0  S e r i e s  R ou t e r s ?
T h is ta b le sum m a riz es th e p rim a ry W ireless serv ic es sup p orted on th e integ ra ted serv ic es routers.

Fea tures C isc o 3 8 0 0  series C isc o 2 8 0 0  series C isc o 1 8 4 1

W L AN  C onnec tiv ity ( I nteg ra ted Ac c ess P oint) Y es Y es Y es

P ub lic  W L AN  H otsp ot Y es Y es Y es

W ireless I nfra struc ture S erv ic es Y es Y es ( ex c ep t 2 8 0 1 ) N o

W ireless L AN  C ontroller Func tiona lity Y es Y es ( ex c ep t 2 8 0 1 ) N o

P oE Y es Y es N o

V oic e W L AN  &  W ired I P  T elep h ony Y es Y es N o

L a nd M ob ile R a dio ( L M R )  ov er I P Y es Y es N o

W h at  ar e  all t h e  I P C om m u ni c at i on s e r v i c e s  av ai lab le  on C i s c o 2 8 0 0  s e r i e s  and 3 8 0 0  s e r i e s  r ou t e r s ?
T h is list sum m a riz es th e p rim a ry I P  C om m unic a tion serv ic es a v a ila b le in C isc o 2 8 0 0  series a nd 3 8 0 0  series routers:

C isc o C a llM a na g er v oic e g a tew a y
C isc o C a llM a na g er E x p ress,  C isc o U nity E x p ress,  C isc o S R S T
C isc o C a llM a na g er Ad H oc  C onferenc ing  a nd T ra nsc oding
D ig ita l T 1 ,  E 1 ,  B R I  a nd a na log  FX S ,  FX O ,  E & M ,  C AM A,  D I D  telep h ony interfa c es
M G C P ,  H .3 2 3 ,  S I P  c a ll c ontrol p rotoc ols
V oic e,  V ideo,  V P N  ( V 3 P N )

W h at  ar e  all t h e  S e c u r i t y  s e r v i c e s  av ai lab le  i n C i s c o I nt e g r at e d S e r v i c e  R ou t e r s ?
T h is list sum m a riz es th e p rim a ry S ec urity serv ic es a v a ila b le in C isc o 8 0 0  series,  1 8 0 0  series,  2 8 0 0  series a nd 3 8 0 0
series routers:
C isc o V P N

G roup  E nc ryp ted T ra nsp ort V P N
D yna m ic  M ultip oint V P N
E a sy V P N  R em ote &  S erv er
M P L S  V P N
M ulti- V R F a nd M P L S  S ec urity C ontex ts
S ec ure P rov isioning  &  D ig ita l C ertific a tes
V oic e &  V ideo E na b led V P N  ( V 3 P N )
V irtua l T unnel I nterfa c e
S S L  V P N

C isc o I O S  Firew a ll
Ap p lic a tion Firew a ll
T ra nsp a rent Firew a ll
V R F- Aw a re Firew a ll
Firew a ll for sec ure U nified c om m unic a tions

C isc o I O S  I ntrusion P rev ention S ystem  ( I P S )
I nline I P S
T ra nsp a rent I P S
Flex ib le P a c ket M a tc h ing

C isc o N etw ork Founda tion P rotec tion ( N FP )
AutoS ec ure
C ontrol P la ne P olic ing
C P U  /  M em ory T h resh olding
N etw ork B a sed Ap p lic a tion R ec og nition ( N B AR )
N etFlow
R ole b a sed C L I  a c c ess
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S S H  v 2
S N M P  v 3

C isc o N etw ork Adm ission C ontrol ( N AC )
Addition S ec urity Fea tures

Auth entic a tion,  Auth oriz a tion &  Ac c ounting  ( AAA)
C isc o I O S  C ertific a te S erv er &  C lient
S ta nda rd 8 0 2 .1 x  sup p ort w ith  integ ra ted sw itc h ing
C isc o I O S  C ontent Filtering

S ec ure M a na g em ent
C isc o C onfig ura tion P rofessiona l
E nterp rise S ec urity M a na g em ent

C isc o S ec urity M a na g er
C isc o S ec urity M onitoring ,  Ana lysis,  a nd R esp onse S ystem  ( C S - M AR S )
C isc o I P  S olution C enter ( I S C )

W h at  i s  C i s c o C onf i g u r at i on Pr of e s s i onal ( C C P) ?
C isc o C onfig ura tion P rofessiona l is a  v a lua b le,  p roduc tiv ity- enh a nc ing  tool for netw ork a dm inistra tor,  a nd c h a nnel
p a rtners dep loying  routers in m edium - siz ed b usinesses a nd enterp rise b ra nc h  offic es. C isc o C onfig ura tion P rofessiona l
a llow s th em  to im p lem ent router,  unified c om m unic a tions,  sec urity,  a nd w ireless netw ork c onfig ura tions w ith  reduc ed
c ost a nd inc rea sed c onfidenc e a nd ea se. Furth er,  C isc o C onfig ura tion P rofessiona l c onfig ura tions h a v e b een a p p rov ed
b y th e C isc o T ec h nic a l Assista nc e C enter ( T AC ) . C isc o C onfig ura tion P rofessiona l a lso h elp s c ustom ers a v oid p otentia l
netw ork issues b y p roa c tiv ely m onitoring  router p erform a nc e sta tistic s,  system  log s,  a nd sec urity log s in rea l tim e.
R educ e T ota l C ost of O w nersh ip  B y relying  on b est- p ra c tic e c onfig ura tions a p p rov ed b y th e C isc o T ec h nic a l Assista nc e
C enter ( T AC ) ,  c ustom ers c a n:

L ow er th e tota l c ost of ow nersh ip  of C isc o routers1 .
R educ e h um a n errors2 .
S im p lify initia l setup  in v oic e dep loym ents3 .
H elp  ensure p rop er linka g e b etw een users,  dia ling  p la ns,  a nd v oic em a il setting s.
C isc o C onfig ura tion P rofessiona l offers sm a rt w iz a rds a nd a dv a nc ed c onfig ura tion sup p ort for C isc o L AN  a nd
W AN  interfa c es,  N etw ork Address T ra nsla tion ( N AT ) ,  sta teful a nd a p p lic a tion firew a ll p olic y,  I P S ,  I P sec  V P N ,
QoS ,  a nd N AC  p olic y fea tures.
C isc o C onfig ura tion P rofessiona l a ssum es a  g enera l understa nding  of netw orking  tec h nolog ies a nd term s b ut
a ssists indiv idua ls unfa m ilia r w ith  th e C isc o C L I .
For m ore inform a tion a b out th e C isc o C onfig ura tion P rofessiona l,  v isit h ttp : / / w w w .c isc o.c om / g o/ c c p .

4 .

W h at  i s  C i s c o I O S  C ont e nt  Fi lt e r i ng ?
U nrestric ted I nternet use ex p oses org a niz a tions to needless risks suc h  a s ina p p rop ria te use of c om p a ny resourc es,
leg a l lia b ility,  a nd p roduc tiv ity losses. As internet th rea ts g et m ore c om p lex ,  solutions th a t not only im p rov e em p loyee
p roduc tiv ity b ut a lso p rev ent m a lw a re a nd m a lic ious tra ffic ,  b ec om e inc rea sing ly essentia l. P a rt of th e C isc o I O S
I nteg ra ted T h rea t C ontrol fra m ew ork,  th is solution.
C isc o I O S  C ontent Filtering  h elp s your org a niz a tion p rotec t itself from  know n a nd new  I nternet th rea ts,  im p rov e
em p loyee p roduc tiv ity,  a nd enforc e b usiness p olic ies for reg ula tory c om p lia nc e.
P a rt of th e C isc o I O S  I nteg ra ted T h rea t C ontrol fra m ew ork,  th is solution:

M onitors a nd reg ula tes a ll I nternet a c tiv ities b y b loc king  or restric ting  a c c ess to c erta in W eb sites
P rov ides p rotec tion from  m a lic ious sites th a t a re know n to g iv e out m a lw a re,  a dw a re,  sp yw a re,  a nd p h ish ing
I s sim p le a nd ea sy to dep loy,  h elp ing  your org a niz a tion b etter m a na g e netw ork resourc es

For m ore inform a tion on C isc o I O S  C ontent Filtering ,  refer to C isc o I O S  C ontent Filtering .
W h at  i s  C i s c o I O S  I nt r u s i on Pr e v e nt i on S y s t e m  ( I PS ) ?
C isc o I O S  I ntrusion P rev ention S ystem  ( I P S )  is a n inline,  deep - p a c ket insp ec tion fea ture th a t effec tiv ely m itig a tes a
w ide ra ng e of netw ork a tta c ks. A c om p onent of th e C isc o I O S  I nteg ra ted T h rea t C ontrol fra m ew ork a nd c om p lem ented
b y C isc o I O S  Flex ib le P a c ket M a tc h ing  fea ture,  C isc o I O S  I P S  p rov ides your netw ork w ith  th e intellig enc e to a c c ura tely
identify,  c la ssify,  a nd stop  or b loc k m a lic ious tra ffic  in rea l tim e.
B enefits:

I nc rea sed netw ork a v a ila b ility —  P rov ides netw ork w ide,  distrib uted p rotec tion from  m a ny a tta c ks,  ex p loits,
w orm s,  a nd v iruses

1 .

Fa ster rem edia tion —  P inp oints th e sourc e of netw ork a tta c ks fa ster a nd ta kes c orrec tiv e a c tions c losest to th e
a tta c k

2 .

D ep loym ent flex ib ility —  O ffers inline insp ec tion of tra ffic  th roug h  a ny c om b ina tion of th e router' s L AN  a nd W AN
interfa c es w ith  field- c ustom iz a b le w orm  a nd a tta c k sig na ture sets a nd ev ent a c tions th a t a dj ust a utom a tic a lly
b a sed on risk lev el

3 .

C om p reh ensiv e th rea t p rotec tion —  W orks w ith  C isc o I O S  Firew a ll,  c ontrol- p la ne p olic ing ,  a nd oth er C isc o I O S
S oftw a re sec urity fea tures.

4 .

For m ore inform a tion on C isc o I O S  I ntrusion P rev ention S ystem ,  refer to C isc o I O S  I ntrusion P rev ention S ystem .
For c onfig uring  C isc o I P S  on your routers,  refer to,  C onfig ure I O S  I P S  on Y our R outer using  S D M
W h at  i s  C i s c o I O S  S S L  V PN  and wh at  do I  ne e d t o e nab le  C i s c o I O S  S S L  V PN  on m y  C i s c o r ou t e r ?
S ec ure S oc kets L a yer ( S S L ) - b a sed V P N  is a n em erg ing  tec h nolog y th a t p rov ides rem ote- a c c ess c onnec tiv ity from
a lm ost a ny I nternet- ena b led loc a tion using  a  W eb  b row ser a nd its na tiv e S S L  enc ryp tion. S S L  V P N  p rov ides th e
flex ib ility to sup p ort sec ure a c c ess for a ll users,  reg a rdless of th e endp oint h ost from  w h ic h  th ey a re esta b lish ing  th e
c onnec tion. C isc o I O S  S S L  V P N  does not require a  V P N  c lient to b e p reinsta lled on th e endp oint h ost.
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T h e C isc o I O S  S S L  V P N  c om p reh ensiv e fea ture set is a v a ila b le w ith  th e Adv a nc ed S ec urity a nd h ig h er im a g es sta rting
w ith  C isc o I O S  S oftw a re R elea se 1 2 .4 ( 6 ) T  ( B a se I P  im a g e doesn' t inc lude th is func tiona lity) . All C isc o I O S  S S L  V P N
fea tures a re inc luded in a  sing le,  c ost- effec tiv e lic ense th a t w ould b e p urc h a sed sep a ra tely.
For c onfig uring  C isc o I O S  S S L  V P N  on your router,  refer to,
C onfig ure C lientless S S L  V P N  ( W eb V P N )  on a  C isc o R outer w ith  S ec urity D ev ic e M a na g er
C onfig ure T h in- C lient S S L  V P N  ( W eb V P N )  on a  C isc o R outer w ith  S ec urity D ev ic e M a na g er
H ow doe s  t h e  li c e ns i ng  wor k  f or  C i s c o I O S  S S L  V PN ?
T h e C isc o I O S  S S L  V P N  lic enses a re c ost- effec tiv e p a p er lic enses. T h ere' s no softw a re key to ena b le th e fea ture
h enc e,  th ere is no sup p ort issue w ith  using  C isc o I O S  S S L  V P N  onc e you h a v e th e Adv a nc ed S ec urity or h ig h er C isc o
I O S  im a g e loa ded on th e R outer. Y ou c a n p urc h a se th e Fea ture lic ense a s a  sp a re in p a c ks of 1 0 ,  2 5  a nd 1 0 0
sim ulta neous users direc tly from  C isc o.c om  c onfig ura tion tool.
C an I  i m p le m e nt  b ot h  I P S e c u r i t y  ( I Ps e c )  and S S L  V PN  i n m y  ne t wor k ?
I n m a ny c a ses,  I P sec  a nd S S L  V P N  a re c om p lem enta ry,  b ec a use th ey solv e different p rob lem s. T h is c om p lem enta ry
a p p roa c h  a llow s a  sing le dev ic e to a ddress a ll rem ote- a c c ess user requirem ents. S S L  a llow s you to sec ure c lients
indep endently,  b ut rem ote sites w ith  m ultip le P C s c a n use C isc o E a sy V P N  tec h nolog y,  ta king  a dv a nta g e of I P sec .
W h at  p lat f or m s  doe s  C i s c o I O S  S S L  V PN  s u p p or t ?
T h e C isc o I O S  S S L  V P N  is sup p orted on th e C isc o 1 8 0 0 ,  2 8 0 0 ,  a nd 3 8 0 0  routers running  Adv a nc ed sec urity im a g es of
C isc o I O S  S oftw a re R elea se 1 2 .4 ( 6 ) T .

B a c k to T op

R e lat e d I nf or m at i on
R outer S up p ort P a g e
S ite S urv ey
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