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TROUBLESHOOTING 
MDS9000 FIBRE CHANNEL 
STORAGE AREA NETWORK  
SESSION OPT-3051
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Troubleshooting MDS9000 Fibre Channel 
Storage Area Networks: Session Objectives

• Introduce the network engineer to the base skills in 
understanding the interworkings of a Fibre Channel 
storage network 

• Learn how to use the Cisco storage switches as a 
diagnostic tool to troubleshoot the Fibre Channel 
network and attached devices 

• Learn to shorten the time to resolution of most any 
problem where a Cisco FC switch is installed
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OPT-3051 Agenda

• Introduction to Essential MDS Tools 

• MDS Line Card Troubleshooting 

• Device Connection and Fabric Services 

• Switch-to-Switch Network Troubleshooting

• Zoning Troubles

• General Switch Maintenance 
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OPT-3051 Reference Network

• All outputs and references for this session will be 
taken from the same working network built for this 
networks session; complete network configurations 
are part of your handouts, make sure you also 
have them 

• Network is as true to a production SAN as possible

• Complete network configurations and topology 
maps are included in the handouts

• Use session materials as a workbook for 
troubleshooting your network
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Topology
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Topology as Seen by Fabric Manager
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CISCO FIBRE CHANNEL 
SWITCH TOOLS
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MDS Switch Troubleshooting Levels

• Command line debugs
Used by network Level 2–3 engineers

• Analyzers and SPAN
Used by Level-3 engineers

• Fabric manager and device manager
Used by network operators and Level 1 engineers

• General statistics gathering from show commands 
and GUI managers

Network admins and operators Level 1 engineering
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Debug 101: Capture Methods

• Direct to screen
Using Windows hyper term or any console/telnet/ssh utility 

• To a log file
Direct output to file within MDS

• From command line or from within configuration
From CLI you can be from admin prompt or dropped into 
configuration mode to run debugs
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Debugs to Direct Telnet Window

• Use a telnet or console 
application that will capture the 
expected output to buffer or file

• Undebug all or no debug 
of specific debug command is 
required to turn trace off  

• The debugs are not persistent 
across reboots

• Most debugs are very readable 
and sensible to understand, 
some not 

101010

Example of Fibre Channel 
Name Server Registrations 
for VSAN 1
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Running Debugs from within Config

Place the Word <do> in Front of Each Command 
that Is a Nonconfiguration Command
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Debug Captures to a File

Musky-9506# debug fcns events register vsan 1

Musky-9506 # debug logfile mike ?
size  Set logfile size
<cr>  Carriage Return

Musky-9506 # debug logfile mike
Musky-9506 # sh debug
Show Debug all (Output forwarded to file mike size - 4194304)

Name Server:
Register Events debugging is on for vsan: 1

Musky-9506 #
Musky-9506 # undebug all

Debug Is Enabled at CLI; It Can Be Started 
Before or After Logfile Is Started

Enter debug logfile Command and Set File 
Size if Required 4-Meg Default 
and Will Wrap

At This Point Debug Output Is Directed to 
the File and Can Be Verified Via SH Debug

File Is Created in a Hidden Directory 
Called log

To Display Captured Output to Screen:

show debug logfile mike
Use Undebug Command to Turn 
Debugging Off
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Musky-9506 # copy log:mike ?
bootflash:      Select destination filesystem
ftp:                 Select destination filesystem
nvram:          Select destination filesystem
running-config  Copy from source to running 
scp:               Select destination filesystem
sftp:               Select destination filesystem
slot0:              Select destination filesystem
startup-config  Copy from source to startup
system:         Select destination filesystem
tftp:               Select destination filesystem
volatile:         Select destination filesystem

Saving Debug Captured off MDS

Lots of Choices for Copy

Example Uses TFTP 

Capture File Remains on MDS 
Until Cleared or Another 
Logfile Is Created

Musky-9506# copy log:mike tftp:

Enter hostname for the tftp server: 10.91.51.200

Enter destination filename: mike

Trying to connect to tftp server......

-

TFTP put operation was successful

Musky-9506 # clear debug-logfile mike

One Logfile per MDS

To Return Debug Output 
Back to Screen Type 
<Terminal monitor> at CLI
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Gathering Traces for Analysis

• All non-disruptive to switch operations and 
traffic on the SAN

• Using built-in FC Analyzer 

• Using Ethereal on PC

• Using the MDS port analyzer adapter

• Using SPAN

• Using an external FC Analyzer
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Ethereal: Protocol Analyzer

• iSCSI, FCIP, SCSI, and Fibre Channel Protocols 
supported in Ethereal version 0.9.9 and higher; 
use latest Ethereal, currently 0.10.5

• Analyzer can be run in two modes depending on 
what traffic you are troubleshooting 

FC Analyzer is operating in SAN/OS on the supervisor 
card with output sent direct to telnet/console screen in 
local mode, or to Ethereal running on a PC on the 
management IP Network in remote mode

• These two modes are used to capture data going 
to and from the fabric services
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MDS FCAnalyzer (SAN/OS Imbedded)

• Output is displayed to the console in readable 
sniffer-like format

• Is only used to monitor Fibre Channel traffic 
to and from supervisor on the MDS9000

Traffic-like fabric logins, FSPF routing, switch-to-switch 
control traffic 

• Output can go direct to your console screen or 
to a workstation running a color Ethereal program

• Note: SPAN is used for FC port to FC port 
monitoring
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FC Analyzer Detail Trace

• Command entered at the MDS CLI (while in 
config mode) to start the FC Analyzer trace; here 
we show how to filter for VSAN 1 traffic only

MDS-9509(config)# FCanalyzer local display-filter (mdshdr.vsan==0x01)

• Other MDS built-in filters for the imbedded 
Ethereal program are found in the MDS9000 
configuration guide

• FC Analyzer is turned off with “control C” after 
output has been displayed to your screen
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FC Analyzer Local: Detailed Output 

Action: Enable Interface FC 2/1 on Switch Moose (See Topology)
Moose-9216(config)# fcanalyzer local display-filter mdshdr.vsan==01
Date/

Timestamp, 
Packet

Number
Ethernet

Header

MDS 
Special 
Header 

The 
Remaining 

Info Is Fiber 
Channel
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FC Analyzer Local: Brief Output

• Line-by-line trace

• Cannot be expanded, use 
non brief to capture details

Previous Slide 
Had Breakdown 

of This Frame

191919

Action: Enable Interface FC 2/1 on Switch Moose
Moose-9216(config)# fcanalyzer local brief display-filter mdshdr.vsan==01
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MDS FC Analyzer Remote with Ethereal

• For capture of internal MDS9000
switch traffic, FC traffic to 
and from supervisor not 
FC port-to-FC port traffic

• Make sure MDS can ping workstation
At DOS Prompt:
ethereal -i rpcap://10.91.51.207/eth2
Or at Ethereal Interface Drop-Down:
rpcap://10.91.51.207/eth2

Workstation Running Ethereal
IP Address 10.91.51.204

Management 10/100 Port on 
MDS Address 10.91.51.207

IPS-TEST(config)# fcanalyzer remote 
10.91.51.204 
IPS-TEST# sh fcanalyzer 
ActiveClient = 10.91.51.204, DEFAULT
IPS-TEST#clear fcanalyzer turns off analyzer

MDS Configuration

MDS Switch Moose (See Topology)

See Next 
Slide for 

Detail Look

SCSI
HBAHBA
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Filters Can Be Applied Before or After 
Capture (Only Looking at FCID 65.05.00)

RPCAP Builds Tunnel 
Between This PC and 

Port Eth2 on MDS
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Use of SPAN Feature

• Used for FC port to FC port analyzing

• Same type of tool as used on Cisco Catalyst®

products

• Ingress and egress ports are sent to an FC-port 
setup as a SPAN Destination (SD-port type)

• No limits to where the ports are located on the 
MDS switch

• Used to output to third-party test equipment or to 
Cisco Port Analyzer Adapter
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Setting Up SPAN 1-2-3

One FC Interface Configured as 
SPAN Destination (SD)
This Example Uses FC 1/12

SPAN Drop Down Selected

Destination SD Port Selected
Source of Data Selected;
Save and Close, SPAN Has Started
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SPAN Configuration with 
Single FC Port Analyzer Tool

SPAN Destination
Port (SD) FC 1/12

FC 2/1

FC AnalyzerFC Analyzer
TX TXRX RX

Dropped
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MDS 9000 Port Analyzer Adapter

• MDS Port Analyzer Adapter is a 
protocol converter

Converts FC frames into Ethernet frames
FC-specific information is carried in 
encapsulation header

Enables use of Ethernet protocol analyzers to decode 
FC protocols

• Cisco has released decodes for all FC protocols, 
the encapsulation header and SCSI decoder to 
public domain 

Part of the popular Ethereal protocol analyzer
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Port Analyzer Connection Using Port 
Analyzer with Ethereal 

• For capture of device port-to-device port Fibre Channel traffic 
to an IP-attached workstation running Ethereal

Configure Port Analyzer Adapter (dip-switch settings, mostly plug and play)
Configure SPAN port on MDS9000
Set Ethereal to capture on local Ethernet interface

Cisco Port
Analyzer Adaptor

Workstation L2 Network

SD Port FC 1/11
Switch Musky

FCFC

SCSI
HBAHBA
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Fibre Channel Capture without Port 
Analyzer with Third-Party Analyzer 

• For capture of device port-to-device port Fibre Channel traffic, 
to a Fibre Channel-attached tester

TX

TX

RX

RX

FC 2/1

FC 5/1

FC 1/4

FC 2/13 Dropped Dropped

22--Port FC AnalyzerPort FC Analyzer
TX TXRX RX

MDS9000#config t

span session 10

destination interface fc1/4

source interface fc 2/1 tx

MDS9000#config t

span session 11

destination interface fc2/13

source interface fc5/1 rx

FCFC

SCSI
HBAHBA
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Remote SPAN (RSPAN)
(Added in Release 1.2)

• Nondisruptively monitor FC ports at a remotely 
located switch using a SD (SPAN Destination) port 

• RSPAN traffic is tunneled through network using 
FC tunnels 

• RSPAN traffic is compatible with off-the-shelf 
FC Analyzers and MDS9000 port adapters 

• RSPAN and local SPAN sessions can share the 
same SD port at the destination switch 
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RSPAN Requirements

• All switches must be running MDS code 1.2 or later

• No cable should be attached to the SFP in the ST 
(SPAN Tunnel) port

• Make sure FC tunnel is UP before starting frame 
collection 

• FC Analyzer can be a PAA and PC running Ethereal, 
or a Finisar-like analyzer 
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MDS FC Network

Understanding the RSPAN Setup

FC Analyzer

SPAN
Source Port

Source SwitchDestination Switch

RSPAN Tunnel Through
an FC-Tunnel Created
Across the TE EISLs

FC Tunnel

FC Exchange

ST ST 
PortPort

SD SD 
PortPort
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RSPAN Setup in Lab

PAA

PC w/ Ethereal

TE Port ISL

Status Displays

FC 1/7

Musky Moose

Show Interface VSAN 1 to View Show Interface VSAN 1 to View 
the IP Interfaces of Tunnel Endsthe IP Interfaces of Tunnel Ends

SCSI
HBAHBA
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MDS9000 Fabric Manager 
and Device Manager

• That’s right, were talking GUI stuff here

• Fabric manager and device manager are full of 
great serviceability tools for supporting the 
SAN network

• Best of both worlds, using JAVA-based manager 
along with CLI to troubleshoot

• Ability to run the graphic manager on any laptop 
from remote office location anywhere on IP network 
or from with the data center 
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Fabric Manager Tools

Or Just Click 
on Device in 
Map

Using the FM Tool 
Provides Drop 
Downs that Allow 
Easy Selection of 
Device Addresses

*
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Show Tech Support

Output Will Take Snap of 
Network Map (.jpg) and a 
Show-Tech Off All MDS 
Switches You Select, Zips It 
and Uploads to Directory of 
Your Choice

Show Tech-Support Is a Complete Script Run 
Against the Switch to Gather Outputs, the FM 
Output Is <sh tech-support details>
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Device Manager Tools
Port Health Monitoring

From Device Manager 
Select Summary Tab

Or Click on Log 
and View the 
Output in Text 
Format

Monitor for Errors and Monitor for Errors and 
Live PerformanceLive Performance
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Device Manager Tools
Port Health Monitoring

Right Click on FC Port You Are 
Troubleshooting; In This Example 
Interface FC 1/14

Monitor for Frame Errors, Discards, 
Link Errors, and Protocol Errors

Or, Highlight Any Fields and 
Graph the Output Real-Time
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Other GUI Tools

Trace Route Tool

FSPF Statistics 

Online Help

Real-Time ISL Traffic Monitor

Switch Health Check Tool
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FM/DM Troubleshooting Information Tools
Physical View TAB 

from Fabric Manager
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Section Notes

• Learn the navigation of the Cisco SAN/OS CLI 
for use in troubleshooting, gathering debugs, 
and shows

• Using built in FC Analyzer or external FC equipment 
like a Finisar

• Learn to use SPAN, local and remote; engineer for 
the configuration of a SD port as part of the overall 
SAN design

• Learn to use GUI configuration tools and use 
FM/DM along with CLI to make job easier and faster

URL to User Guide for Filter Examples for Ethereal: http://www.cisco.com/en/US/products/
hw/ps4159/ps4358/products_configuration_guide_chapter09186a00801dd8e1.html

MDS LINE CARD 
TROUBLESHOOTING
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Section Agenda

• Fibre Channel Layer Review

• Determining Low-Level Interface Physical Issues

• Switch FC Line Card Troubleshooting

• Using Loopbacks

424242© 2004 Cisco Systems, Inc. All rights reserved.
OPT-3051
9770_05_2004_c1

Fibre Channel Layers
Review

• FC-0—defines the physical interface characteristics
Signaling rates, cables, connectors, distance capabilities, etc.

• FC-1—defines how characters are encoded/
decoded for transmission

Transmission characters are 
given desirable characters

• FC-2—defines how 
information is transported

Frames, sequences, exchanges, 
login sessions

• FC-3—place holder for 
future functions

• FC-4—defines how different 
protocols are mapped to use 
Fibre Channel

SCSI, IP, Virtual Interface 
Architecture, others

FC-PH

FC-0

FC-1

FC-2

FC-3

FC-4s

Common ServicesCommon Services

Signaling Protocol

Transmission CodeTransmission Code

Physical InterfacePhysical Interface

ATMIPSCSI

Structure Is Divided into Five Levels of Functionality
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Fibre Channel Transmission Words: FC-1

• Ordered sets are transmitted continuously to 
indicate that specific conditions within the link 
are encountered

• Transmitted while the condition exist

• Four primitive sequences which can determine 
where problem exist

Not Operational Sequence (NOS)

Offline Sequence (OLS)
Link Reset Sequence (LR)

Link Reset Response Sequence (LRR)
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Link Initialization Flow
Fibre Channel Layer 1 Protocol (FC-1) 

These Are All Special-Ordered Sets 
of 8B/10B Coding:

Link Failure Condition
ACAC ACAC

LF
LF

LR
OL

LR

AC

AC

NOS

OLS

LR

Idle

LRR

Idle

Port A Port B

NOS = Not Operational Sequence 

OLS = Offline Sequence

LR = Link Reset

LRR =Link Reset Response

AC = Active State

LR = Link Recovery State

LF = Link Failure State

OL = Offline State
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Monitor Link Init State 
(Flow from Bottom to Top)

LINK: 052 022180c5      LR_RECEIVE(03)  =>ACTIVE(01)
LINK: 051 022180c3      OLS_TRANSMIT(07)        =>LR_RECEIVE(03)
LINK: 050 022180c1      SENTINAL(00)    =>OLS_TRANSMIT(07)
LOOP: 049 022180c1 HW_ALPAS(0d) MASTER_LISA_WAIT(1f)=>  OLD_PORT(3f)
LOOP: 048 022180c1 HW_ALPAS(0d) MASTER_LISA(1e)=>       MASTER_LISA_WAIT(1f)
LOOP: 047 022180c1 HW_ALPAS(0d) MASTER_LIHA_WAIT(1d)=>  MASTER_LISA(1e)
LOOP: 046 022180c1 HW_ALPAS(0d) MASTER_LIHA(1c)=>       MASTER_LIHA_WAIT(1d)
LOOP: 045 022180c1 HW_ALPAS(0d) MASTER_LIPA_WAIT(1b)=>  MASTER_LIHA(1c)
LOOP: 044 022180c1 HW_ALPAS(0d) MASTER_LIPA(1a)=>       MASTER_LIPA_WAIT(1b)
LOOP: 043 022180c1 HW_ALPAS(0d) MASTER_LIFA_WAIT(19)=>  MASTER_LIPA(1a)
LOOP: 042 022180c1 HW_ALPAS(0d) MASTER_LIFA(18)=>       MASTER_LIFA_WAIT(19)
LOOP: 041 022180c1 HW_X_ARB(0c) MASTER_START(17)=>      MASTER_LIFA(18)
LOOP: 040 022180c1 HW_LISM0(0a) OPEN_INIT_SELECT_MASTER(06)=>   MASTER_START(17)
LOOP: 039 022180bf HW_R_LIP(09) OPEN_INIT_START(05)=>   OPEN_INIT_SELECT_MASTER(06)
LOOP: 038 022180bf HW_X_LIP(08) NORMAL_INITIALIZE(04)=> OPEN_INIT_START(05)
LOOP: 037 022180bf HW_R_LIP(09) LPSM_STARTED(01)=>      NORMAL_INITIALIZE(04)
LOOP: 036 022180b0 HW_OLDP(07)  LPSM_DISABLED(00)=>     LPSM_STARTED(01)
LINK: 035 022170e8      ACTIVE(01)      =>SENTINAL(00)

Attached to Mod 1 FC Port 1/2

Interface Shut/
No Shut via 

Configuration

Port Tries 
Loop First 

When Port Is 
Set to Auto

F-Port 
Point 

to Point 
Negotiated

module-1# show hardware internal fc-mac port 2 stateinfo

464646© 2004 Cisco Systems, Inc. All rights reserved.
OPT-3051
9770_05_2004_c1

Fibre Channel Port Issues

• In order for a F_Port 
to come up on a 
MDS switch

1) The switch port must 
first acquire bit and word 
synchronization
with the N_Port
2) N_Port must issue 
a FLOGI to the MDS 

FCOT = Fibre Channel Optical Transport

Primitive Sequences 
Counters Can Determine 

Layer 1–2 Problems

Tip: 
Clear Counters and Monitor to 
Verify Active Issues, Use Device 
Manager Monitor Tool to Monitor 
Live; Set and Activate Threshold 
Manager to Alert You; Moose-
9216# Clear Count Int FC2/1
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Line Card Basics

• Show module will display 
slot locations and type 
of card

• General information in 
interface and statistics 
can be gathered from 
switch main-level prompt

• More detailed gathering 
of ASIC counters may be 
required to troubleshoot 
difficult issues

Attach to Module with “Attach” 
Command, All Modules Can Be 
Attached to Including Standby 
Supervisor and IPS Blade
Exit to Detach
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• Attach to line card: mds9216# attach module 1
show process exceptionlog
show hardware internal debug-info interface fc <module>/<port>

• Show information from command line
show interface transceiver details
show tech-support interface fc 1/1 vsan 1

Line Card Hardware Troubleshooting

Module 1—16-Port FC Line Card

Module 3—IPS-8 Card

Supervisor Modules Slots 5–6

Module 4—32-Port FC Line Card

Tip:
To Allow Capture of 
Long Outputs Without 
Pausing the Scroll Type 
at Command Line
<term length 0>

Other Useful 
Commands from 
within the 
Configuration Prompt:

poweroff module X

no poweroff module x

Gathering Detail Information from a Line Card
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Line Card Troubleshooting

Status
1. Power denied
2. Power down 
3. Power up
4. Testing 
5. Failure 
6. Initialization
7. OK

Mod  Ports  Module-Type                     Model              Status
------- ------- -------------------------- ----------------------------- ------------
1    16     1/2 Gbps FC Module              DS-X9016           ok

Tip:
From Config Prompt, Modules
Can Be Powered Up and Off
Poweroff Module 2
No Poweroff Module 2
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CLI Commands:
• Musky-9506# system health external-loopback interface 

FC 1/13 force 
External loopback test on interface fc1/13 was successful 

• Musky-9506# system health external-loopback interface FC 1/13
This will shut the requested interfaces Do you want to continue 
(y/n)? External loopback test on interface fc1/13 was successful 

• Musky-9506# system health internal-loopback interface FC 1/13 
Internal loopback test on interface fc1/13 was successful; round 
trip time taken is 114 useconds

Line Card Debugging: Loopback

Loopback Plug Installed in FC 1/13

Results from External Loop

Interface Counters Cleared
Show Interface Displays that Data Did Come and Go from 
FC Interface Along with Primitive Signals
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Section Notes

• Understand the physical layer operation

• Use basic interface statistics to determine direction 
of errors and type

• Use CLI from the administration prompt, attach 
to module if required to drill down to suspected 
hardware issues

• Use device manager tools to have help-desk people 
gather general health of the physical layer

DEVICE CONNECTION AND 
FABRIC SERVICES 
TROUBLESHOOTING

525252© 2004 Cisco Systems, Inc. All rights reserved.
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Section Agenda

• Fabric Login (FLOGI)

• Address Assignment

• MDS Login to Attaching Devices

• FCPING and FCTRACE

• Debug

• FCANALYZER Examples
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Host Port Fabric Login

Fabric F_Port
Login Server

X’FF FF FE’

64-Bit Node WWN
64-Bit Port WWN

FLOGI

Accept

Registration 
Information

PLOGI

Accept

Registration
for State 
Changes

SCR Fabric ControllerFabric Controller
XX’’FF FF FDFF FF FD’’Accept

Name Server Query

Accept

Address 
Discovery for 
SCSI Storage 

Devices

Host System 
N_Node

By Registering for State-Change Notifications the Port or Domain Controller Can 
Then Notify the Connected Ports with RSCNs when a Port Changes; State-Change 
Notifications Will Stay Within the Zone 

Distributed 
Name Server 
Database;
One for 
Each VSAN

Name Server
X’FF FF FC’

Name Server
X’FF FF FC’

24-Bit Port ID

Reference 
Network

92169216 9509

92169216
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9506

92169216

Host

24-Bit Address Assignment 

Host Connected to 
Port 2/1 on Switch

VSAN Domain 
ID = 0x65

FLOGI

Accept

24 Bit Port ID Assigned 
Is x’650500 Host Connected 

to Port 1/6 on 
Switch

VSAN Domain 
ID = 0x68

Storage 
Array

Accept

FLOGI

24 Bit Port ID Assigned 
Is x’680100

VSAN 1

92169216
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FSPF
Routing
FSPF

Routing

Host HBA to Storage Port
X’650500

Host on Port 
2/1 of Switch

X’680100
Storage on Port 

1/6 of Switch

DBName Server 
Query

Get FC-4 Devices
X’680100

D_ID x’680100 
S_ID x’650500

Accept
D_ID x’650500
S_ID x’680100

D_ID x’650500 
S_ID x’680100

SCSI Inquiry 
Report LUNS

Presents LUNs to Host

PLOGI

PRLI

Accept

Domain 0x65

Reference 
Network

92169216 9506

92169216

Domain 0x68
Name ServerName Server
XX’’FF FF FCFF FF FC’’
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• Not all devices support the PLOGI from the MDS 
• Some may respond with a reject (LS_RJT)

• MDS uses the FCID of the local name server to PLOGI and then PRLI 
into the attaching device; it uses the ACC to determine if the device 
is a TARGET or an INITIATOR, or in some cases BOTH 

MDS Login to Devices

MDS
Switch
Musky

MDS
Switch
Musky

PLOGI

ACC

PRLI

ACC X’680100
Storage on 
Port 1/6 of 
Switch

D_ID x’680100
S_ID x’FFFC68

D_ID x’680100
S_ID x’FFFC68

D_ID x’FFFC68
S_ID x’680100

D_ID x’FFFC68
S_ID x’680100
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Using FCPing and FCtrace

• Need FCID or pwwn 
of remote device 

• Ping uses PRLI 
(Extended Link Service) 

• Checks connectivity and 
latency on devices attached 
to MDS switches directly or 
across TE ports

• FCtrace command is 
two path descriptors that 
identify the path taken on 
a hop-by-hop basis

Moose-9216# fcping fcid 0x680100 vsan 1

28 bytes from  0x680100  time = 3944 usec

28 bytes from  0x680100  time = 403 usec

28 bytes from  0x680100  time = 555 usec

28 bytes from  0x680100  time = 322 usec

28 bytes from  0x680100  time = 358 usec

5 frames sent, 5 frames received, 0 timeouts

Round-trip min/avg/max = 322/1116/3944 usec

Moose-9216#

Moose-9216# fctrace fcid 0x680100 vsan 1

Route present for :  0x680100

20:00:00:0d:65:b4:2a:00(0xfffc65)

20:00:00:0d:ec:00:ea:40(0xfffc68)

20:00:00:0d:ec:00:ea:40(0xfffc68)

Moose-9216# show zoneset active vsan 1

zoneset name ZoneSet1 vsan 1
zone name LOON_HBA vsan 1
* fcid 0x680100 [pwwn 20:05:00:a0:b8:0c:64:51]
* fcid 0x650500 [pwwn 10:00:00:e0:69:f0:41:56]
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Musky-9506# sh flogi data vsan 1

---------------------------------------------------------------------------

INTERFACE  VSAN    FCID            PORT NAME               NODE NAME

---------------------------------------------------------------------------

fc1/6      1     0x680100  20:05:00:a0:b8:0c:64:51  20:04:00:a0:b8:0c:64:50

sup-fc0    1     0x680001  10:00:00:0d:ec:00:ea:45  20:00:00:0d:ec:00:ea:40

iscsi3/5   1     0x680009  21:09:00:0d:ec:00:ea:42  21:0a:00:0d:ec:00:ea:42

Moose-9216# fcping fcid 0x680100 vsan 1

28 bytes from  0x680100  time = 371 usec

28 bytes from  0x680100  time = 356 usec

28 bytes from  0x680100  time = 380 usec

28 bytes from  0x680100  time = 591 usec

28 bytes from  0x680100  time = 486 usec

5 frames sent, 5 frames received, 0 timeouts

Round-trip min/avg/max = 356/436/591 usec

Moose-9216#

FCping Usage: Verifying Ping

Musky-9506# sh int fc 1/6
fc1/6 is up

Port description is IDM FastT
Hardware is Fibre Channel, FCOT is short wave laser
Port WWN is 20:06:00:0d:ec:00:ea:40
Admin port mode is auto, trunk mode is on
Port mode is F, FCID is 0x680100
Port vsan is 1
Speed is 1 Gbps
Transmit B2B Credit is 4
Receive B2B Credit is 16
Receive data field Size is 2112
Beacon is turned off
5 minutes input rate 311889960 bits/sec, 0 bytes/sec, 0 frames/sec
5 minutes output rate 555024 bits/sec, 0 bytes/sec, 0 frames/sec

5 frames input, 140 bytes
0 discards, 0 errors
0 CRC,  0 unknown class
0 too long, 0 too short

5 frames output, 140 bytes
0 discards, 0 errors

0 input OLS, 0 LRR, 0 NOS, 0 loop inits
0 output OLS, 0 LRR, 0 NOS, 0 loop inits
16 receive B2B credit remaining
4 transmit B2B credit remaining
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Debugging Host Login Issues

1. Show interface FC 2/1
2. Show port internal info int FC 2/1
3. debug port event int FC 2/1
4. Show FLOGI database VSAN 1

Commands to Run on MDS Moose

Int FC 2/1 Int FC 1/6

MuskyMoose

FC

SCSI
HBAHBA
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show interface fc 2/1

Moose-9216# show interface fc 2/1
fc2/1 is up

Hardware is Fibre Channel, FCOT is short wave laser
Port WWN is 20:41:00:0d:65:b4:2a:00
Admin port mode is F
Port mode is F, FCID is 0x650500
Port vsan is 1
Speed is 1 Gbps
Transmit B2B Credit is 2
Receive B2B Credit is 12
Receive data field Size is 2112
Beacon is turned off
5 minutes input rate 0 bits/sec, 0 bytes/sec, 0 frames/sec
5 minutes output rate 0 bits/sec, 0 bytes/sec, 0 frames/sec
30 frames input, 2128 bytes
0 discards, 0 errors
0 CRC,  0 unknown class
0 too long, 0 too short

34 frames output, 3272 bytes
0 discards, 0 errors

4 input OLS, 4 LRR, 6001 NOS, 0 loop inits
6007 output OLS, 6003 LRR, 2 NOS, 0 loop inits
12 receive B2B credit remaining
2 transmit B2B credit remaining

FCID Assigned 
to the HBA

Is the Port UP and Is the
Correct Mode Displayed?
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show port internal info int fc 2/1

Moose-9216#  sh port internal info interface fc 2/1

fc2/1 - if_index: 0x01080000, phy_port_index: 0x20
Admin Config - state(up), mode(F), speed(auto), trunk(on)

beacon(off), snmp trap(on), tem(false)
rx bb_credit(default), rx bb_credit multiplier(default)
rx bb_credit performance buffers(default)
rxbufsize(2112), encap(default), user_cfg_flag(0x1)
description()

Operational Info - state(up), mode(F), speed(1 Gbps), trunk(off)
state reason(None)
phy port enable (1), phy layer (FC), port_rate_mode(OSM)
participating(1), port_vsan(1), fcid(0x650500), bb_scn(0)
rx bb_credit(12), rx bb_credit multiplier(400)
rx bb_credit performance buffers(0), tx bb_credit(2)
not first time port bringup is 1
current state [PI_FSM_ST_F_PORT_UP]
port_init_eval_flag(0x00003001), cfg wait for none
Mts node id 0x202
Lock Info: resource [fc2/1]

type[0] p_gwrap[(nil)]
FREE @ 11012 usecs after Sun May  2 09:18:38 2004

type[1] p_gwrap[(nil)]
FREE @ 3314 usecs after Sun May  2 09:18:35 2004

type[2] p_gwrap[(nil)]
FREE @ 62317 usecs after Mon Apr 26 15:33:52 2004

0x10001200
Timer active for PI_FSM_EV_PORT_VSAN_CHG_TIMER_EXPIRED
cnt_link_failure(16), cnt_link_success(28), cnt_port_up(16)
cnt_cfg_wait_timeout(0), cnt_port_cfg_failure(0), cnt_init_retry(0)
nos link failures (0), debounce window (300 ms), elp wait tout (550 ms)

link fail reason (0x0)

Link Speed

FCID Assigned

Current State
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show port internal info inter fc 2/1 (Cont.)
Port Capabilities -

Modes: E,TE,F,FL,TL,SD,ST
Min Speed: 1000
Max Speed: 2000
Max Sourcable Pkt Size: 2112
Max Tx Bytes: 2112
Max Rx Bytes: 2112
Max Tx Buffer Credit: 255
Rx Buffer Credit: Min(12), Max(12), Default(12)
Rx Buffer Credit(ISL): Min(12), Max(12), Default(12)
Rx Buffer Credit Multiplier: Min(400), Max(3133), Default(400)
Rx Buffer Credit Multiplier(ISL): Min(400), Max(3133), Default(3133)
Rx Buffer Credit performance buffers: Min(1), Max(0), Default(0)
Rx Buffer Credit performance buffers(ISL):  Min(1), Max(0), Default(0)
Rx Buffer Credit change not allowed
Rx Buffer Credit performance buffer change not allowed
Port rate mode change not allowed
BB_SCN processing not supported
Max BB_SCN 0
Max Private Devices: 63
Hw Capabilities: 0xb
Connector Type: 0x0

FCOT info - flags 0x1
Min Speed: 1000
Max Speed: 2000
Module Type: 8
Connector Type: 7
Gigabit Eth Compliance Codes: 0
FC Transmitter Type: Shortwave Laser(3)
Vendor Name: CISCO-AGILENT
Vendor ID: 0:48:255
Vendor Part Num: QFBR-5784L
Vendor Revision Level:

Trunk Info -
trunk vsans (allowed active) (1,4,20,50,67,100)

Pacer: stat up, mode unknown
RNID info not found.

From FCOT EEPROM

What This Port 
Is Capable of, Not 
How It Is Currently 
Operating
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Debugging Name Server Issues

If a host is not receiving a proper response, or if not 
able to discover a target, enable the following debug 
and shut/no shut the host interface 

1. debug fcns events (this will give the request and 
response from the fabric name server)

2. Check if the host and the disk are in the same zone 
(show zoneset active vsan x); look for the * next to each 
device FCID; missing * means device is not in the fabric 

3. Check if the host and the disk are in the same VSAN 
(use fcping or fctrace, show VSAN membership)
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FCANALYZER Run on MDS with HBA

Moose-9216(config)# fcanalyzer local brief display-filter mdshdr.vsan-==0x1
Warning:  Couldn't obtain netmask info (eth2: no IPv4 address assigned).
Capturing on eth2

  9.988278     00.00.00 -> ff.ff.fe     0x9b 0xffff FC ELS FLOGI
 10.016042     ff.ff.fe -> 65.05.00     0x9b 0xcdc2 FC ELS ACC (FLOGI)
 10.016598     ff.fc.65 -> 65.05.00     0xcdc4 0xffff FC ELS PLOGI
 10.031302     65.05.00 -> ff.ff.fc     0x9c 0xffff FC ELS PLOGI
 10.031502     ff.ff.fc -> 65.05.00     0x9c 0xcdc9 FC ELS ACC (PLOGI)
 10.031307     65.05.00 -> ff.fc.65     0xcdc4 0x9d FC ELS LS_RJT (PLOGI)
 10.031735     65.05.00 -> ff.ff.fc     0xa0 0xffff dNS GID_FT
 10.035248     ff.ff.fc -> 65.05.00     0xa0 0xcdca dNS ACC (GID_FT)
 10.035544     65.05.00 -> ff.ff.fc     0xa1 0xffff FC ELS LOGO
 10.036667     ff.ff.fc -> 65.05.00     0xa1 0xcdcb FC ELS ACC (LOGO)
 10.036862     65.05.00 -> ff.ff.fd     0xa2 0xffff FC ELS SCR
 10.037116     ff.ff.fd -> 65.05.00     0xa2 0xcdcc FC ELS ACC (SCR)
 11.310204     ff.fc.65 -> 65.05.00     0xcdce 0xffff FC ELS PLOGI
 11.310350     65.05.00 -> ff.fc.65     0xcdce 0xa9 FC ELS LS_RJT (PLOGI)

OX_ID correlates 
Command and
Response

You May Omit the Word ‘Brief’ to Obtain a ‘Detailed’ View of Each Frame
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FCANALYZER Run on MDS with Storage

Musky-9506(config)# fcanalyzer local brief display-filter mdshdr.vsan==0x01
Warning:  Couldn't obtain netmask info (eth2: no IPv4 address assigned).
Capturing on eth2

4.292015     00.00.00 -> ff.ff.fe 0x355 0xffff FC ELS FLOGI
4.311688     ff.ff.fe -> 68.01.00     0x355 0xb606 FC ELS ACC (FLOGI)
4.312309     ff.fc.68 -> 68.01.00     0xb608 0xffff FC ELS PLOGI
4.313079     68.01.00 -> ff.ff.fc 0x31d 0xffff FC ELS PLOGI
4.313221     68.01.00 -> ff.fc.68     0xb608 0xffff FC ELS ACC (PLOGI)
4.313275     ff.fc.68 -> 68.01.00     0xb607 0xffff FC ELS PRLI
4.313372     68.01.00 -> ff.fc.68     0xb607 0xffff FC ELS ACC (PRLI)
4.313609     ff.fc.68 -> 68.01.00     0xb60c 0xffff FC ELS PRLO
4.314140     ff.ff.fc -> 68.01.00     0x31d 0xb60a FC ELS ACC (PLOGI)
4.314400     68.01.00 -> ff.fc.68     0xb60c 0xffff FC ELS ACC (PRLO)
4.314547     68.01.00 -> ff.ff.fc 0x321 0xffff dNS RFT_ID
4.314899     ff.ff.fc -> 68.01.00     0x321 0xb60e dNS ACC (RFT_ID)
4.316056     ff.fc.68 -> 68.01.00     0xb610 0xffff FC ELS LOGO
4.316895     68.01.00 -> ff.fc.68     0xb610 0xffff FC ELS ACC (LOGO)

Musky-9506(config)#
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FCANALYZER Detailed
Frame 59 (84 bytes on wire, 84 bytes captured)

Arrival Time: May  2, 2004 09:18:38.619000000
Time delta from previous packet: 0.000636000 seconds
Time since reference or first frame: 6.208743000 seconds
Frame Number: 59
Packet Length: 84 bytes
Capture Length: 84 bytes

Fibre Channel
Exchange First In: 58
Time from Exchange First: 0.000636000 seconds
R_CTL: 0x3(Device_Data/Solicited Control)
Dest Addr: 65.05.00
CS_CTL: 0x00
Src Addr: ff.ff.fc
Type: FC_CT (0x20)
F_CTL: 0x980000  Exchange Responder, Seq Initiator, Exchg Last, Seq Last, CS_CTL, Last Data Frame - No Info, ABTS - Abort/MS,

1... .... .... .... .... .... = ExgRpd: Exchange Responder
.0.. .... .... .... .... .... = SeqRec: Seq Initiator
..0. .... .... .... .... .... = ExgFst: NOT exchg first
...1 .... .... .... .... .... = ExgLst: Exchg Last
.... 1... .... .... .... .... = SeqLst: Seq Last
.... ..0. .... .... .... .... = Pri: CS_CTL
.... ...0 .... .... .... .... = TSI: NOT transfer seq initiative
.... .... 00.. .... .... .... = LDF: Last Data Frame - No Info (0x000000)
.... .... ..00 .... .... .... = A01: no ack required (0x000000)
.... .... .... ..0. .... .... = RetSeq: NOT retransmitted sequence
.... .... .... .... ..00 .... = AA: ABTS - Cont (0x000000)
.... .... .... .... .... 0... = RelOff: rel offset NOT set

SEQ_ID: 0x01
DF_CTL: 0x00
SEQ_CNT: 0
OX_ID: 0x00a0
RX_ID: 0xd0a5
Parameter: 0x00000000

FC_CT
Revision: 1
IN_ID: 00.00.00
GS Type: Directory Service (0xfc)
GS Subtype: 0x02
Server: dNS (0x01)
Options: 0x00

dNS
Opcode: MSG_ACC (0x8002)
Maximum/Residual Size: 0
Port Identifier: 65.00.00
Port Identifier: 68.01.00

This Is the Answer to the GID_FT;  
Here We See the FCID of the Storage
Port Presented to the HBA; This
Is How the HBA ‘Discovers’ Storage

The FCIDs in the Response areThe FCIDs in the Response are
Limited by Zoning; Only Devices In Limited by Zoning; Only Devices In 
the Zone with the HBA Are Returned the Zone with the HBA Are Returned 
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Host Can Not See Storage Troubleshooting

• Is host logged into the fabric?

• Is storage port logged into the fabric?

• Do both devices show up in the name server?

• Are both devices in the same zone?

• Is the zone with both devices in the active zoneset?
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Host Can Not See Storage (Cont.)

On Moose:

Show interface 2/1
Show flogi data vsan 1
Show fcns database vsan 1
Show zoneset active

On Musky:

Show interface 1/6
Show flogi data vsan 1
Show fcns database vsan 1
Show zoneset active

Other actions:

FcAnalyzer on Moose and Musky
SPAN or RSPAN for RX and TX on interfaces 2/1 and 1/6

Int fc 2/1 Int fc 1/6

MuskyMoose

FC

SCSI
HBAHBA
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Host Can Not See Storage (Cont.)

Moose-9216# show interface fc 2/1
fc2/1 is up

Hardware is Fibre Channel, FCOT is short wave laser
Port WWN is 20:41:00:0d:65:b4:2a:00
Admin port mode is F
Port mode is F, FCID is 0x650500

Moose-9216# show flogi data vsan 1
---------------------------------------------------------------------------
INTERFACE  VSAN    FCID            PORT NAME               NODE NAME
---------------------------------------------------------------------------

fc2/1      1     0x650500  10:00:00:e0:69:f0:41:56  10:00:00:e0:69:f0:41:56

Moose-9216# show fcns data vsan 1

VSAN 1:
--------------------------------------------------------------------------
FCID        TYPE  PWWN                    (VENDOR)        FC4-TYPE:FEATURE
--------------------------------------------------------------------------
0x680100    N     20:05:00:a0:b8:0c:64:51 (SymBios)       scsi-fcp:target
0x650500    N     10:00:00:e0:69:f0:41:56 (JNI)

Moose-9216# show zoneset active vsan 1
zoneset name ZoneSet1 vsan 1
zone name LOON_HBA vsan 1
* fcid 0x680100 [pwwn 20:05:00:a0:b8:0c:64:51 lun 0004]
* fcid 0x650500 [pwwn 10:00:00:e0:69:f0:41:56]

This Is as Good This Is as Good 
as It Gets from as It Gets from 
the MDS Displaysthe MDS Displays
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Host Can Not See Storage

• Frames from HBA to storage port require an 
analyzer of some sort; DS-PAA or inline FC trace 
tool along with SPAN

• If everything looks good from fabric, then suspect 
LUN masking, or storage-array security software 

• Did it ever work? Did something like the storage 
port FCID change? This would impact AIX or 
HP_UX operating systems 

Tip: Allow Access for the VHBA of MDS to Query LUNs on the Array
Controllers; this Gives the Network Troubleshooter One More Tool to Verify 
Access of the LUN by the Host; <show scsi-target internal lun>
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Section Notes

• Understand the roles of the FC devices as they 
relate to the switch services

• FCIDs are important, remember the FCID is also 
used to route frame through the network

• Many outputs from the fabric manager can help 
keep track of FCID to WWN mapping

• Always check zoning
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SWITCH-TO-SWITCH NETWORK 
TROUBLESHOOTING
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Inter-Switch Link Troubleshooting

• Understanding the Inter-Switch Link (ISL) 
connection

• Troubleshooting domain issues

• Viewing and debugging Eports

• Using the tools
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Troubleshooting ISLs
Show FC Domain Domain-List

FCIP TE PortChannel
TE 
PortChannel

Eport ISLs

FCIP

FOX-9216

Gopher-
SN5428-2

Mole-SN548-2

Moose-
9216

Musky-
9506

New Switch

95099509
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TE EISL 
FCAnalyzer Trace Taken from Switch Musky

Domain ID Assign by Existing 
Principal Switch

Request Domain ID from 
New Switch

Exchange Fabric Parameters

Exchange Link Parameters

Exchange Switch Capabilities

Zone Merge Request

New 
Switch

9509950995069506

Existing
Switch

*
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E_Port, TE_Port Connection Problems

1. Trunk E-Port configuration mismatch
Fabric parameters and timers mismatch switch

2. Zoning parameters mismatch per VSAN 
or switch

3. VSAN configuration mismatch (MDS9000)

4. Domain IDs must not conflict on either 
VSAN or switch
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E_Port, TE_Port Troubleshooting

1. Isolation due to ELP (Exchange Link Parameters) failure
ED_TOV timer 

RA_TOV timer 

Frame size 

FS_TOV timer

2. Isolation due to zone merge failure
Same name used to describe two different types or content mismatch in 
the merging switches  

If the same zones on two different switches contain different members    

3. Isolation due to port VSAN mismatch 
E_ports not in same VSAN (when not doing trunking)

MDS9000# sh vsan membership 
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E_Port Troubleshooting
Domain Assignment Failure

• Each VSAN or FC switch has its own domain ID, what 
happens when they are the same?

E_Port becomes isolated because of the domain ID’s overlap on 
the two switches

New switch being added to the network will be assigned an ID if 
not managed with one 

• If both switches are in production network, there are two 
ways to resolve the issue but both are disruptive to the 
FC network

A Cisco MDS9000 can be configured to force a RCF (Reconfigure 
Fabric); this will force a reselection of domain IDs and resolve
the issue

Take the switch offline and manually configure domain ID and re-
enable switch

808080© 2004 Cisco Systems, Inc. All rights reserved.
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TE EISL Interface

Working and VSAN Operational Not Working and VSAN Isolated

FCDOMAIN-2-EPORT_ISOLATED: %$VSAN 2%$
Isolation of interface fc4/13
(Reason: Other Side Eport Indicates Isolation) 

FCDOMAIN-2-EPORT_ISOLATED: 
Isolation of interface fc2/1
(Reason: Domain ID Assignment Failure)—VSAN 2 

*
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Incorrect Domain ID
FCAnalyzer Trace

Same Domain 
ID as Existing 
Switch

New 
Switch

95099509
95069506

Existing
Switch
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E_Port Domain Issues

2004 May  4 12:40:14 Musky-9506 %FCDOMAIN-2-EPORT_ISOLATED: %$VSAN 2%$ Isolation of 
interface fc4/13 (reason: other side Eport indicates isolation)

2004 May  4 12:40:14 Musky-9506 %ZONE-2-ZS_MERGE_FAILED: Zone merge failure, isolating 
interface fc4/13 (VSAN 2)

May  4 20:14:04 Bear-9509 %FCDOMAIN-2-EPORT_ISOLATED: Isolation of interface fc2/1 (reason: 
domain ID assigment failure) - VSAN 2.

May  4 20:14:04 Bear-9509 %PORT-5-IF_DOWN_DOMAIN_OVERLAP_ISOLATION: Interface fc2/1 is 
down (Isolation due to domain overlap)

Log from Musky

Log from Bear

BearMusky
9509950995069506
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Device Registration: RSCN
View of Registered State Change Notification 
Going Across ISL with FCAnalyzer

Show rscn scr-table Tells Us Who Is Causing 
Notifications
Show rscn Stats Give You Overall View of All 
Device-State Change Information from that VSAN
Tip: Used SH FLOGI Database to See Which FC Port
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ACK1 Frames Are Not Shown Here  

Activate Zoneset Flow

Zoneset Distribution 
Would Go to Every 
Domain Within the VSAN 

ACC

ACA - Acquire Change Auth

Lock the Fabric

ACC
SFC – Stage Fabric ConfMove the Zone Data 

to the Switches

ACC

UFC – Update Fabric Conf
Trigger Switches to 

Activate the New Zoneset

ACC
RCA – Release Change Auth

Unlock the Fabric

Bear
Musky

Zoneset 
9509950995069506
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Activate Zoneset FC Analyzer

Domain EF
Domain 32

BearMusky

Zoneset 

FCAnalyzer Trace Switch Musky

FCAnalyzer Trace for New Switch Bear

9509950995069506
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Trunking

• Note trunking configuration on the MDS ISL ports 
is different then the Catalyst switches, no desired option 

• One side ON and other side AUTO has been used most 
with MDS TE ports

• Check log for any message indications of trunk issue
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Section Notes

• Do not over look physical-layer issues when 
troubleshooting ISL problems

• Many displays available in fabric manager and 
device manager to monitor ISL issues

• Preplan domain ID assignments, knowing that each 
VSAN in each MDS requires a unique ID across that 
SAN; know that domain manager can distribute 
domain IDs but many users select to manually 
assign the domain ID

• Understand the FC-SW-2 or FC-SW-3 standard. 
ftp://ftp.t11.org/t11/pub/fc/sw-2/01-365v0.pdf

ZONING TROUBLESHOOTING
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Section Agenda

• Internal Workings of Zones on the MDS Switch

• Proper Zone Uses

• Shows and Displays off GUI and CLI

• Debugging Zone Issues

909090© 2004 Cisco Systems, Inc. All rights reserved.
OPT-3051
9770_05_2004_c1

Zoning Examples

• In a soft zone, we rely on the 
Host in Zone-1 to be a good 
neighbor, and not address 
frames to FC_IDs outside of 
it’s zone 

• In a hard zone, we do not rely on 
the host in Zone 1 to be a good 
neighbor; even if it is a bad neighbor 
and directs frames to FC_IDs outside 
of it’s zone, they will blocked 

Hard Zone

MDS Does Hard 
Zoning by Default

X

Array Array

Zone
1

Zone
2

Host Host

Brocade 
3800 MDS9509 

FC FC

Soft Zone

Array Array

Zone
1

Zone
2

Host Host

Brocade 
3800 MDS9509 

FCFC
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Improper Zone Configuration
Many Tools to Help

Musky-9506 %ZONE-2-ZS_CHANGE_SFC_FAILED: SFC failed on VSAN 4 : domain 0x1 
returns INVALID_DATA 
Musky-9506 %ZONE-2-ZS_CHANGE_ACTIVATION_FAILED: Activation failed on VSAN 4
Musky-9506 %ZONE-2-ZS_CHANGE_ACTIVATION_FAILED_RESN_DOM: Activation failed 
on VSAN 4: reason: Invalid data domain 1

Message on Fabric Manager
FCAnalyzer Remote

Invalid Data Issue 
Returns from Switch 
in the Accept Frame

Domain 0x01 
to Domain 

0x2d Where 
the Zoning Is 
Taking Place 

in VSAN 4

Log Messages
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Zone Debug from CLI 

Debug Shows Example of 
Issue When Trying to 
Activate a Zoneset Which 
Has Zoning Information 
not Compatible with 
Domain 1; in This Case We 
Were Doing LUN Zoning 

debug zone change 
errors   Change Protocol Errors
events   Change Protocol Events
packets  Change Protocol Packets
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Viewing Default Zone Status

show zone status vsan 1

Musky-9506# show zone status vsan 1

VSAN: 1 default-zone: deny distribute: active only Interop: 100

Full Zoning Database :

Zonesets:1  Zones:5 Aliases: 0

Active Zoning Database :

Name: ZoneSet1  Zonesets:1  Zones:4

Status: Activation completed at 22:47:52 Apr 28 2004

This Switch Has the Default Set to 
Deny and Device in this VSAN 

Allowed to See Each Other

Full = Distribute All Zones to All Switches with 
this VSAN Number; Active Only Setting Only 

Updates Active Zonesets to Switches

VSAN Is in Standards 
SW-2 Mode

List of All Active Zonesets 
and Count of Active Zones 

Will List Here  

You Can Have Multiple 
Zonesets Configured but 

Only One Active
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Useful show Commands

MDS_Switch # show zone vsan X

MDS_Switch # show zoneset vsan X

MDS_Switch # show zone statistics 

Use the show zone statistics command to display the number 
of control frames exchanged in the VSAN

MDS_Switch #show zone internal vsan X

Verify the Zoning Information 
with the Following Commands 

X = VSAN Number
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Zone Philosophy’s 101 

VSAN 50

Switch Moose Zone 
Information Is Empty 

Because All Zoning Was 
Done on Musky and 

Distribute All Is not Set

Zoning Controlled 
and Configured 
from Switch Musky

95069506
92169216
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Saving Off Zone Config Just in Case

• When you go to activate a zoneset you are 
prompt to continue, at this point you can also 
save all CLI zone information for all the VSANs 
to the FM server in the form of a txt file 

• This can be used to recover zone information
that may have been removed by mistake on
ant MDS switch in your network

Tip:
Text in Information Can Be Easily 
Cut and Paste Direct into CLI of 
MDS Configuration
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Using Fabric Manager to Monitor Zones

1. Clicking zoneset 
highlights zone
on map

2. Zone status, statistics, 
and general health of 
the zoneset with included 
zones can be monitored
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Merge Analysis and Recovery Tools
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Section Notes

• Preplan zone configuration
• Keep documented backups of zone members and 

zones within zonesets
• Keep a perspective of where active zoning resides 

in your network
• Come up with a policy to use for zoning, keeping 

complete zone distributed everywhere or just active 
zoning on all the switches 

• Using both CLI and fabric manager to help keep 
understanding of zone distribution straight within 
the VSANs and why problems exist with zone 
merging 

GENERAL SWITCH 
MAINTENANCE
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Section Agenda

• Understanding Core Dumps

• Understanding Logging

• Upgrading Recommendations

• Gathering Information for TAC
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Setting Up Core Dumps

• Core dumps are available in situations where 
unknown problems exist; dumps are set to TFTP 
server or to a flash card in slot0: of local switch

• Core dumps would be under the instruction of 
service and would require decoding by Cisco 
TAC engineers

• Best practice is to set up cores to go directed 
to TFTP server then core dumps can be directly 
emailed to Cisco
system cores tftp://10.91.51.200/mfrase_cores

FOX-9216# show system cores 

Cores are transferred to tftp://10.91.51.200/mfrase_cores

Directory 
Must Exist on 
TFTP Server
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Show system reset-reason

What Happened?

To Get Overall History of 
When and Why Expected 
and Unexpected Reloads 
Occurred
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Understanding Logging

• Use device manager to setup and view logs
• Use fabric manager logging tab to also view 

log information
• Learn to use threshold manager to alert you 

of event statistic counters

Musky-9506# show logging ?

console  Show console logging configuration

info     Show logging configuration

last     Show last few lines of logfile

level    Show facility logging configuration

logfile  Show contents of logfile

module   Show module logging configuration

monitor  Show monitor logging configuration

nvram    Show NVRAM log

server   Show server logging configuration

<cr>     Carriage Return

Musky-9506#  show logging server 

Logging server:                 enabled

{10.91.51.204}

server severity:        critical

server facility:        user
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Upgrading Recommendations

• Availability of FTP or TFTP server at install is important, put in 
place as part of the switch install

• Use of the software upgrade wizard tool in fabric manager is 
recommended but can be done many other ways

• Install all will run complete script and test image along with 
compatibility with hardware

Helpful commands for install:
show install all impact system bootflash:m9500-sf1ek9-mz.1.3.4a.bin

Check that new image is healthy and what impact new load will have 
on hardware with regards to compatibility 

Image version checker available in device manager to view meta information 
of images in the directories of MDS file system
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Gathering Information for TAC

• Show tech-support detail at time of problem is 
most important

• Show Log
• Show log nvram
• Show system internal log install (for code upgrade)
• Access to network via TAC can narrow time to 

resolution
• Show ? (see anything that is related to your problem)
• Read release notes available with all code levels you 

are running, available on CCO
• Traces are ideal
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Complete Your Online Session Evaluation!

WHAT: Complete an online session evaluation 
and your name will be entered into a 
daily drawing 

WHY: Win fabulous prizes! Give us your feedback! 

WHERE: Go to the Internet stations located 
throughout the Convention Center 

HOW: Winners will be posted on the onsite
Networkers Website; four winners per day 
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