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Troubleshooting MDS9000 Fibre Channel

Storage Area Networks: Session Ob'|ectives

 Introduce the network engineer to the base skills in
understanding the interworkings of a Fibre Channel
storage network

* Learn how to use the Cisco storage switches as a
diagnostic tool to troubleshoot the Fibre Channel
network and attached devices

* Learn to shorten the time to resolution of most any
problem where a Cisco FC switch is installed
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OPT-3051 Agenda
ﬂ

Introduction to Essential MDS Tools
MDS Line Card Troubleshooting

* Device Connection and Fabric Services

Switch-to-Switch Network Troubleshooting
* Zoning Troubles

* General Switch Maintenance

OPT-3051
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OPT-3051 Reference Network
ﬂ

« All outputs and references for this session will be
taken from the same working network built for this
networks session; complete network configurations
are part of your handouts, make sure you also
have them

* Network is as true to a production SAN as possible

* Complete network configurations and topology
maps are included in the handouts

» Use session materials as a workbook for
troubleshooting your network

OPT-3051
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Topology as Seen by Fabric Manager
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CISCO FIBRE CHANNEL

SWITCH TOOLS

OPT-3051
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MDS Switch Troubleshooting Levels
ﬂ

« Command line debugs
Used by network Level 2-3 engineers
* Analyzers and SPAN
Used by Level-3 engineers
» Fabric manager and device manager

Used by network operators and Level 1 engineers

* General statistics gathering from show commands
and GUI managers

Network admins and operators Level 1 engineering

OPT-3051
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» Direct to screen

* To alog file

OPT-3051
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Debug 101: Capture Methods
ﬂ

Using Windows hyper term or any console/telnet/ssh utility

Direct output to file within MDS

* From command line or from within configuration

From CLI you can be from admin prompt or dropped into
configuration mode to run debugs

Example of Fibre Channel
Name Server Registrations
for VSAN 1

» Use atelnet or console
application that will capture the
expected output to buffer or file

e Undebug all or no debug
of specific debug command is
required to turn trace off

* The debugs are not persistent
across reboots

* Most debugs are very readable
and sensible to understand,
some not

OPT-3051
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Debugs to Direct Telnet Window
ﬂ

Musky-9506# debug fons events register vsan 1
fens: vean 1: Deleted entry for port-ie 0x650000

fens: vaan 1: Crested entry for portid OXE50000 |

fens: vean 1: Gat Enfry for port-iel 0x650000

fens: vaan 1: Registered port-name 20:04:00:a018 06451 for port-ie 1650000

fens: vean 1: Registered node-name 20:04:00 a0 b3:Dc:B4:50 for port-id 0x650000

fens: vsan 1: Gt Entry for port-id 0x650000

fens: vsan 1: Registered pork-name 20:04:00:a0th Dc: 6451 for port-ed 3650000

fens: vaan 1: Registerel notle-name 20:04:00a0bE:0c:64:50 for port-id 1x6S0000

fens: vean 1: Registered cos 8 for port-ie 0650000

fens: vsan 1: Registered nacle-ipacidr for node-name 20:04:00:a0} b8 0c: 54: 50, port-id (xB50000
fens: vsan 1: Registered ipa for node-name 20:04:00altb:Dc:64:50, port-id (X650000

fens: vean 1: Registered fod-types for port-id 0x850000

fens: vsan 1: Null symbolic node name; symholic node name for port-id Dx650000 already deregistered
fens: vsan 1: Registered port-type 1 for port-id 0xB50000

fens: vean 1: Registered port-ipacdr for port-id 0x650000

fens: vsan 1: Registered hard-ader 00 for port-id 0x650000

fens: vaan 1: Registered fod-features for 104 _type 5 for port-id Dx6S0000

fens: vean 1: Sending RECH, affected port-id 0x550000

fens: vaan 1: Received reqister fd afir recuiest; port-d Dx650000, objects registered 4040
fens: vean 1: Registered fod-types for port-id 0x850000

fens: vaan 1: Registered fod-estures for 104_type 5 for portid Dz650000

fens: vean 1: Gat Entry for port-id 0x650000

fens: vaan 1: Registered port-name 20:04:00:a018 06451 for port-ie 1650000

fens: vean 1: Registered node-name 20:04:00:alth:Dc:64:50 for port-id 0x650000

fens: vaan 1: Got Entry for port-d 0x650000

fens: vsan 1: Registered pork-name 20:04:00:a0th Dc: 6451 for port-ed 3650000

fens: vaan 1: Registerel notle-name 20:04:00a0bE:0c:64:50 for port-id 1x6S0000

fens: vean 1: Registered cos 8 for port-ie 0650000

fens: vsan 1: Registered nacle-ipacidr for node-name 20:04:00:a0} b8 0c: 54: 50, port-id (xB50000
fens: vsan 1: Registered ipa for node-name 20:04:00altb:Dc:64:50, port-id (X650000

fens: vean 1: Registered fod-types for port-id 0x850000

fens: vsan 1: Null symbolic node name; symholic node name for port-id Dx650000 already deregistered
fens: vsan 1: Registered port-type 1 for port-id 0xB50000

fens: vean 1: Registered port-ipaddr for port-id 0x850000

fens: vsan 1: Registered hard-ader 00 for port-id 0x650000

fens: vaan 1: Registered fod-features for 104 _type 5 for port-id Dx6S0000

fens: vean 1: Sencing RECH; affected port-id 0x550000

undiebug &l

Musky-3506#
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Running Debugs from within Config

Place the Word <do> in Front of Each Command
that Is a Nonconfiguration Command

Musky-9506%# config terminal
Enter configuration commands, one per line. End with CHTL/Z.

Musky-9506(config)# do debug fcns events register vsan 1
Musky-9506 (config)# do show debug
Show Debug all

Name Server:
Register Events debugging is on for vsan: 1
Musky-9506 (config)#

OPT-3051
9770_05_2004_c1 2004 Cisco Systems, Inc. Al rights reserved 1

Debug Captures to a File
ﬂ

Musky-9506# debug fcns events register vsan 1 *——————_ Debug Is Enabled at CLI; It Can Be Started

Before or After Logfile Is Started
Musky-9506 # debug logfile mike ?\

size Set logfile size Enter debug logfile Command and Set File
<cr> Carriage Return Size if Required 4-Meg Default
and Will Wrap

Musky-9506 # debug logfile mike
Musky-9506 # sh debug — At This Point Debug Output Is Directed to
the File and Can Be Verified Via SH Debug

Show Debug all (Output forwarded to file mike size - 4194304)

File Is Created in a Hidden Directory
Called log

Name Server:
Register Events debugging is on for vsan: 1
Musky-9506 #

Musky-9506 # undebug all
\'o Display Captured Output to Screen:
show debug logfile mike

Use Undebug Command to Turn
Debugging Off

OPT-3051
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OPT-3051

Musky-9506 # copy log:mike ?

bootflash:  Select destination filesystem \
ftp: Select destination filesystem
nvram: Select destination filesystem
running-config Copy from source to running
scp: Select destination filesystem

sftp: Select destination filesystem >
slotO: Select destination filesystem
startup-config Copy from source to startup
system: Select destination filesystem

tftp: Select destination filesystem

volatile: Select destination filesystem )

Musky-9506# copy log:mike tftp:
Enter hostname for the tftp server: 10.91.51.200
Enter destination filename: mike

Trying to connect to tftp server......

TFTP put operation was successful

Musky-9506 # clear debug-logfile mike

9770_05_2004_c1 © 2004 Cisco Systems, Inc. All rights reserved

Saving Debug Captured off MDS

Lots of Choices for Copy

Example Uses TFTP

Capture File Remains on MDS

Until Cleared or Another
Logfile Is Created

One Logfile per MDS

To Return Debug Output
Back to Screen Type
<Terminal monitor> at CLI

OPT-3051

traffic on the SAN

Using built-in FC Analyzer

Using Ethereal on PC

Gathering Traces for Analysis
ﬂ

* All non-disruptive to switch operations and

Using the MDS port analyzer adapter

Using SPAN

Using an external FC Analyzer

9770_05_2004_c1 2004 Cisco Systems, Inc. Al ights reservec
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Ethereal: Protocol Analyzer
ﬂ

* iSCSI, FCIP, SCSI, and Fibre Channel Protocols
supported in Ethereal version 0.9.9 and higher;
use latest Ethereal, currently 0.10.5

* Analyzer can be run in two modes depending on
what traffic you are troubleshooting

FC Analyzer is operating in SAN/OS on the supervisor
card with output sent direct to telnet/console screen in
local mode, or to Ethereal running on a PC on the
management IP Network in remote mode

* These two modes are used to capture data going
to and from the fabric services

OPT-3051
9770_05_2004_c1 2004 Cisco Systems, Inc. Al rights reserved 15

MDS FCAnalyzer (SAN/OS Imbedded:

* Output is displayed to the console in readable
sniffer-like format

¢ Is only used to monitor Fibre Channel traffic
to and from supervisor on the MDS9000

Traffic-like fabric logins, FSPF routing, switch-to-switch
control traffic

* Output can go direct to your console screen or
to a workstation running a color Ethereal program

* Note: SPAN is used for FC port to FC port
monitoring

OPT-3051
9770_05_2004_c1
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configuration guide
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FC Analyzer Detail Trace
ﬂ

* Command entered at the MDS CLI (while in
config mode) to start the FC Analyzer trace; here
we show how to filter for VSAN 1 traffic only

MDS-9509(config)# FCanalyzer local display-filter (mdshdr.vsan==0x01)

* Other MDS built-in filters for the imbedded
Ethereal program are found in the MDS9000

* FC Analyzer is turned off with “control C” after
output has been displayed to your screen

FC Analyzer Local: Detailed Outﬁut

Moose-9216(config)# fcanalyzer local display-filter mdshdr.vsan==01

DF_CTL: 0%00
SEQ_CHT:0

OX_ID: 0x009b

RX_ID: OxffiT
Parameter: 1200000000

FCELS

Cmd Code: FLOGI (0x04)
Common Svc Parameters
B2B Credit: 2
Common Sec Parameters: 0x0 (Hormal B2B Credit Momt, Payload Len=116 bytes)
0000 .... = BB_SC Humber: 0
-... 1000 0000 0000 = Receive Size: 2048
Max Concurrent Seq: 0
Relative Offset By Info Cat: 0
E_D_TOV:0
H_Port Port_ame: 10:00:00:20:69:10:1:56 (0D:e0:69)
FabricMode Hame: 10:00:00:20:69:0:41:56 (00:20:69)
Class 1 Suc Parameters
Service Options: 0x0(Class Hot Supported)
Class 2 Suc Parameters
Service Options: 0x0(Class Hot Supported)
Class 3 Suc Parameters
Service Options: 08800(Seq Delivery Requested)
Initiator Control: 0x0(Seq Delivery Requested)
Recipient Control: 0x0(Seq Delivery Requested)
Class Recy Size: 0
Total Concurrent Seq: 0
End2End Credit: 0
Open Seq Per Exchg: 0
Class 4 Suc Parameters
Service Options: 0x0(Class Hot Supported)
‘Vendor Version: 00000000000000000000000000000000

Action: Enable Interface FC 2/1 on Switch Moose (See Topology)
Dat: e/ Frame 12 {176 bytes on wire, 176 bytes captured)
. Arrival Time: Apr 29, 2004 15:15:15.771686000
Timestam P, Time delta from previous packet: 0.610080000 seconds
PaC ket Time since reference or first frame: 4.211122000 seconds
Frame Humber: 12
Packet Length: 176 bytes
N u m b er Capture Length: 176 bytes
Eth e r n et Ethernet Il, Src: 00:00:00:00:00:00, DI‘: 00:00:00:00:00:00
Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Header Type: Unknown (0x0000)
MDS Header (SOFI3/EQFt)
MDS Header
MDS ...0 0000 1001 0010 = Packet Len: 146
v 0011 1111 11.. = Dst Index: 000
H 0010 0000 = Src Index: 0x0020
SpeCIaI )0 0000 0001 = VSAHN: 1
MDS Trailer
H ead er EOF: EOFt (1}
CRC: 0x¢1703da1
Fibre Channel
Exchange Last In: 0
R_CTL: 0x22(Extended Link Services/Request)
Dest Addr: ff.ff.fe
CS_CTL: 0x00
Src Addr: 00.00.00
Type: Ext Link Suc (0x01)
Th e Tl ¥290000 Exchange Originator, Seq Initiator, Exchg First, Seq Last,
e , Transfer Seq Initiative, Last Data Frame - Ho Info, ABTS - AbortMS,
Remalmng Rpd: Exchange Originator
i qRec: Seq Initiator
Info Is Fiber e
Channel Lst: HOT exchg last
Lst: Seq Last
_CTL
ansfer Seq Initiative
: Last Data Frame - Ho Info (0x000000)
1: no ack required (0x000000)
Seq: HOT retransmitted sequence
i: ABTS - Cont (0x000000)
RelOff: rel offset HOT set
OPT-3051
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FC Analyzer Local: Brief Output

Action: Enable Interface FC 2/1 on Switch Moose
Moose-9216(config)# fcanalyzer local brief display-filter mdshdr.vsan==01

.601720 _00.00.00 > fi.ff.fe 0x9b Oxffff FCELS FLOGI

7.620451  ff.fffe -» 65.05.00 0x9b 0x7080 FC ELS ACC (FLOGI)
. . 7.621043] fi.fc.65 > 65.05.00 0x7082 Oxfiff FC ELS PLOGI
Previous Slide 7.621471  ff.fc.65 > ffc.68  0x7083 0xffff SW_ILS SW RSCN

7.621517  f.fc.65 -> fife.75  Dx70B4 DXFH SW_ILS SW_RSCN
Had B r?akdown 7.621760  f.fc.68 > ff.fc.65  0x7083 Dxalbh FC Link CHl, ACK1
of This Frame 7.621904  fifc.68 > fifc.65 0x7083 Dxalbh SW_ILS SW_ACC (SW_RSCN)

7621930  f.fc65 > fi.fc.68  Dx7083 0xa06h FC Link Ctl, ACK1
7622051 ffc75 > fifc.65  0x7084 0xdhde FC Link Cd, ACK1
. . 7622199  fifc75 > fifc.65  Dx7084 0xdhde SW_ILS SW_ACC (SW_RSCH)
 Line-by-line trace 7622276 fi.fc65 > fi.fc.75  Dx7084 0xdbdc FC Link Ct, ACK1
7622494  f.fc68 > fifc.65  Oxabc OxHF dNS GE_ID
7622549  ffc65 > fifc68  Oxalbc 0x7085 FC Link Cil, ACK1

» Cannot be expan ded, use 7.622649  fifc65 > fi.ic68  DxaDic Dx7085 dNS ACC (GE_ID)
; ; 7622788  fifc75 > fifc.65  Oxdbdd Oxf dNS GE_ID
non brief to capture details 7622821 fifc.65 > fifc.75  Oxdbdd 0x7086 FC Link Ctl, ACK1

7.622875  ff.fc.65 -> fi.fc.75  0x4bdd 0x7086 dNS ACC (GE_ID)

7.622935 ff.fc.68 -» flfc.65 Oxal6c 0x7085 FC Link Ctl, ACK1

7.623230 ff.fc.75 > fifc.65  Oxdbdd 0x7086 FC Link Ctl, ACK1

7.635670  65.05.00 > fi.ff.fc  0x9c 0xffff FCELS PLOGI

7.635851 ff.fffc -> 65.05.00 0x9¢c0x7087 FC ELS ACC (PLOGI)

7.635809  65.05.00 > fifc65 0x7082 0x9d FCELS LS_RJT (PLOGI)

7.636104  65.05.00 > fi.fffc  0xal Oxffff dNS GID_FT

7.636745 fi.ff.fc ->65.05.00 0xal 0x7088 dNS ACC (GID_FT)

7.636985  65.05.00 > fi.ff.fc  0xal 0xffff FC ELS LOGO

7.638067  ff.ff.fc->65.05.00 0xal0x7089 FC ELS ACC (LOGO)

7.638303  65.05.00 > fiff.fd Oxa2 Oxffif FCELS SCR

7.638551  ff.ff.fd > 65.05.00 DxaZ 0x708a FC ELS ACC (SCR)

7.642987  65.05.00 -» 65.00.00 0xa? Dxffff FCP SCSI: Report LUNs

7.643197  65.05.00 > 65.00.00 0xa? Oxfiff FCP SCSI: Report LUNs
OPT-3051 7.643718  65.05.00 -> 68.01.00  0xaB 0xfiff FCP SCSI: Report LUNs
9770_05_2004_c1 200: ed 7.643858  65.05.00 > 68.01.00 0xaB Oxfiff FCP SCSI: Report LUNs 19
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MDS FC Analyzer Remote with Ethereal

MDS Configuration

IPS-TEST(config)# fcanalyzer remote
10.91.51.204

IPS-TEST# sh fcanalyzer

ActiveClient = 10.91.51.204, DEFAULT
IPS-TEST#clear fcanalyzer turns off analyzer

» For capture of internal MDS9000
switch traffic, FC traffic to
and from supervisor not
FC port-to-FC port traffic

* Make sure MDS can ping workstation

At DOS Prompt:
ethereal -i rpcap://10.91.51.207/eth2

Or at Ethereal Interface Drop-Down:
rpcap://10.91.51.207/eth2

MDS Switch Moose (See Topology)

9770_05_2004_c1 20
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y See Next
HEA : _ Slide for
— Detail Look——
Management 10/100 Port on : =
MDS Address 10.91.51.207 —
 A— / _ -
Igmk\
=/
Workstation Running Ethereal
opraet IP Address 10.91.51.204
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P
File Edit ‘“iew Capture Analyze Help Capture
Interface:  [rpcap:4/10 91 &1.207/eth2 _1]

&) [E x (@] S @] [50] s=]m|HE <] B

Destination

Link-layer hgdfier type: |
_iLimit eagfl packet to [5a = bytes

= Captyf packets in promiscuous mode

Protocal

.237175

68 18.237455  fF.TC.65 65105, FC ELS  PLOGI
65 18.237472  FF.Fc.85 8505, FC ELs  PLO
88 18.252660 £F.FF.fc 6505, FC ELS  AcC (PLOGI) re file(s)
89 1s.252674  fF.TF.fc 65.05. FC ELS  AcC (PLOGI)
93 18.253572  FF.FF.fc 65.05. dris ACC CGID_FT)
04 181253585  £F.FF.fc 65.05. dns ACC (GID_FT) piy
o7 18254857 £F.ff.fc 65.05. FC ELS  AcCC C(LoGO) AR Bl Sl (6 F
o8 1s.254871  £F.FF.fc 6505, FC ELS  acc (LoGo) [
101 18255337  FF.FF.Fd 6505, FC ELs  Acc (ScR) L e pEd el | Zzecond (]
Display options
.~ — £
T MD= Header (SOF13/E0F) / _1 Update list of packets in real time
BiMbs Heager i Automatic serolling in live capture
o 0000 1001 packet Len: 146 s
0000 oolo DSt Index: 0x000b . Capture limits
.00 1111 Src Index: 0x00FT RPCAP Builds Tunnel S e o | L el
3 0000 0000 0001 = wSAN: 1 .
BMpsS Trailer s Between This PC and _i Stap capture after |1 = Kilobyters) captured
EoF: EoFt (1 =
A
crc: oxefbsadde _I Stop capture after |1 3 second(s)
. Port Eth2 on MDS
Exchange First In: 65 e ol
Time From Exchange First: 0.0l§272000 seconds I~ Enable MAC name resolution

R_CTL: 0x23(Extended Link Services/Replyd
pest Aaddr: 65.05.00
cs_cTL: oxo0
Src addr: FF.FF.fe
Type: Ext Link Swc (0x01)
“CTL: 0xBBO000 Exchange Responder, Seg Initiator, Exchg Last, Seq Last, CS_CTL, oK Cancel
1 L ... ... .. ... - Exorpd: Exchange respander
SegRec: seq Initiator
ExgFst: NOT exchg Tirst
ExgLsT: Exchg Last
t: seq Last

cs_eTl
NOT transfer seq initiative
Last pata Frame — Mo Info (OXODOOQO)
i no ack reguired (OxQ0Q0OGQD
Retseq: WOT retransmitted seguence

A& ABTS — Cont (0Ox000000)
- Reloff: rel offset noT set

_I Enable network name resolution

= Enable transpart name resalution

Filters Can Be Applied Before or After
___— Capture (Only Looking at FCID 65.05.}00) L

—_— ="
00 00 00 2& 00 00 00 Q0 00 00 0a fc Pl [y
92 £f 00 2¢ £f 00 01 f3 35 00 2 23 B85 J
00 00 £f £f fe 01 98 00 00 00 00 00 9B
ba 00 00 00 00 02 00 O 0 06 00 0c 13 0O
40 00 00 27 10 00 cdo 20 41 00 Od 65 b4 3 dd AuaEl £
id == "55.05.00" & A Reset| Apply|[File: <capture> Drops: O
1
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Use of SPAN Feature
ﬂ

Used for FC port to FC port analyzing

« Same type of tool as used on Cisco Catalyst®
products

* Ingress and egress ports are sent to an FC-port
setup as a SPAN Destination (SD-port type)

* No limits to where the ports are located on the
MDS switch

* Used to output to third-party test equipment or to
Cisco Port Analyzer Adapter

OPT-3051
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Setting Up SPAN 1-2-3

One FC Interface Configured as
SPAN Destination (SD)

This Example Uses FC 1/12

SPAN Drop Down Selected

Port Channels..
FCFFLL.. 7 e
FCENE. TCOH B Sty dded Logn e
FE: Enbled A MY | P
Foaa
FC Wirtusl »
FICEN.
Diognostics ¥
e i
ordor »
Salact iy Spaad B
SPAN. N\
@) 10.91.51.207 - SPAN E X i@ 10.91.51.207 - SPAN i x|
2] sqrce| T
FRIES FRAES
Status T —t=—sassiay__[vsanList | or Interface (Direction) List
I |Destirterface Fitter “san List Admin__[Oper | Descrigtion 1 | lfo21 (R, f211 (T
1 ez g active __lactive _iSession is active
\ Edit Interface List | Apnly | Retresh | Close |
ermi | Noo || | [ | e || e | e
1 row(s) \
\ Source of Data Selected;
Destination SD Port Selected Save and Close, SPAN Has Started
OPT-3051
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SPAN Configuration with

Single FC Port Analyzer Tool
ﬂ

Moose-9216%# sh span session 1
Session 1 (active}
Destination is fcl/12
Ho session filters configured
Ingress {(rx) sources are

FC 2/1 fo2/1,
Egress {tx)} sources are
fe2/1,
\
\
Hoose-9216% sh int fc 1/12 \
fel/12 is up H H
Port description is Span for Hoose SPAN DeStlnatlon
Hardware is Fibre Channel. FCOT is short wave laser
Port HHH is 20:0c:00:0d:66:bd:2a:00 \Port (SD) FC 1/12
Admin port mode is 5D
Port mode is SD \
Port wsan is 1 \
Speed is 1 Gbps
Beacon is turned off Dropped

5 minutes input rate 0 bits/sec. 0 bytes/sec. 0 frames/sec \
5 minutes output rate 0 bits/sec. 0 bytes/sec. 0 frames/sec \

815266233 frames input,. 1549572798672 bytes ‘

0 discards. 0 errors
0 CRC. O unknown class
EC Analyzer

0 too long, 0 too short
1619345592 frames output,. 3170703091272 bytes
0 discards. 0 errors
93 input OLS. 32 LRR, 45 HOS5. 34 loop inits
206 output DOLS. 1873 LRR. 49 HOS. 31 loop inits
16 receive B2B credit remaining
0 transmit BZB credit remaining

OPT-3051
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MDS 9000 Port Analyzer Adapter

* MDS Port Analyzer Adapter is a
protocol converter

Converts FC frames into Ethernet frames

FC-specific information is carried in
encapsulation header

Enables use of Ethernet protocol analyzers to decode
FC protocols

» Cisco has released decodes for all FC protocols,

the encapsulation header and SCSI decoder to
public domain

Part of the popular Ethereal protocol analyzer

OPT-3051
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Port Analyzer Connection Using Port
Analyzer with Ethereal

» For capture of device port-to-device port Fibre Channel traffic
to an IP-attached workstation running Ethereal

Configure Port Analyzer Adapter (dip-switch settings, mostly plug and play)
Configure SPAN port on MDS9000
Set Ethereal to capture on local Ethernet interface

SD Port FC 1/11

Switch Musky

Cisco Port
— Analyzer Adaptor
SCsI

g

Workstation L2 Network

OPT-3051
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MDS9000#config t
span session 10

destination interface fc1/4

source interface fc 2/1 tx

OPT-3051

Fibre Channel Capture without Port

Analyzer with Third-Party Analzzer

» For capture of device port-to-device port Fibre Channel traffic,
to a Fibre Channel-attached tester

MDS9000#config t
span session 11
destination interface fc2/13

source interface fc5/1 rx

FC 1/4

9770_05_2004_c1 © 2004 Cisco Systems, Inc. All rights reserved

FC 2/13 Dropped | Dropped

4 4

TX|RX TX|RX
2-Port EC Analyzer

FC tunnels

OPT-3051
9770_05_2004_c1

Remote SPAN (RSPAN)
(Added in Release 1.2)

* Nondisruptively monitor FC ports at a remotely
located switch using a SD (SPAN Destination) port

* RSPAN traffic is tunneled through network using

* RSPAN traffic is compatible with off-the-shelf
FC Analyzers and MDS9000 port adapters

« RSPAN and local SPAN sessions can share the
same SD port at the destination switch

© 2004 Cisco Systems, Inc. All rights reserved. Printed in USA.
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RSPAN Requirements
ﬂ

All switches must be running MDS code 1.2 or later

No cable should be attached to the SFP in the ST
(SPAN Tunnel) port

* Make sure FC tunnel is UP before starting frame
collection

FC Analyzer can be a PAA and PC running Ethereal,
or a Finisar-like analyzer

OPT-3051
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Understanding the RSPAN SetuE

9 FC Exchange 9
= =
, Source Switch

7

£

» 01 H LI B
F d

* 0N u ; = © 1o " u
=] a8 F. F

Source Port

)

( MDS FC Network \)

FC Tunnel

RSPAN Tunnel Through
an FC-Tunnel Created
Across the TE EISLs

OPT-3051
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RSPAN Setup in Lab

PC w/ Ethereal E interface fcl/11 interface fc—tunnel 1 =
— switchport mode SD destination 10.2.3.44
—_— switchport speed 1000 source 10,2.3.4
no shutdown no shutdown SCSI

PAA FCu7/ | EJEVA

/TE Port ISL Moose
- 0

interface fc—tunnel 1
destination 10,2.3 .4 interface fcl/16
source 10,2.3.44 switchport description Span
no shutdown switchport mode ST
rspan—tunnel interface fc—tunnel 1
no shutdown

Show! Interface VSANI 1 to View. ip routing
the IP Interfaces of TUNNEl Ends [y pumms

fc—tunnel enable span session 2
fc—tunnel tunnel-id-map 1 interface fc1/11 destination interface fc—tunnel 1
source interface fcl/7 rx

ip routing
source interface fcl/7 tx

Status Displays

Hoose-9216% show span session 1 Moose-92168% show int fc-tunnel 1
Session 1 {(active? fe—tunnel 1 is up
Destination is fcl/12 Dest  IP Addr: 10.2.3.44 Tunnel ID: 1
Ho session filters configured Source IP Addr: 10.2.3.4 LSP ID: 1
Ingress {rx) sources are Explicit Path Hame:
fc2/1., Outgoing interface: port—channel 2
Egress {tx) sources are Outgoing Label{s} to Insert: 10001:0:1:Ff"h
fc2/1. Record Routes:
10.2.3.44
OPT-3051
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MDS9000 Fabric Manager

and Device Manager
ﬂ

» That’s right, were talking GUI stuff here

» Fabric manager and device manager are full of
great serviceability tools for supporting the
SAN network

* Best of both worlds, using JAVA-based manager
along with CLI to troubleshoot

* Ability to run the graphic manager on any laptop
from remote office location anywhere on IP network
or from with the data center

OPT-3051
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EnE O8 WEE® ¥

Fabric Manager Tools

Switch Heafth...

Ping.”
Traceroute

Fabric Configuration
$ EndtoEnd g Y.

FICON Flowy Load Balance Calculator.

i) ! sbric Manager 1.3(4.2) - Ping

Swilch: mu 216 ¥
ware pe o n 7]
Ercort: o =

Device Manager

= @@FRIES

Sectcras | s | ot | e |

Cormmand Line Interface
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Show Tech Support..
T T ) e o
Ones BT RIEA A D B Gmeo_ DRORDE__ AN |
L - Seo ESLENED o
e T [T T
E e o - T S ] )
o | B Using the FM Tool
5 s Provides Drop
s Downs that Allow
B . Easy Selection of
& i Or Just Click Device Addresses
& on Device in
a Map
g Ermubex HOMCC a0
- o Detocatin
el s '
prira e
P Copy
e et v . Ak
Tencn Finte
e T | ! Prg..
T - iy o=
Stames
OPT-3051

33

Show Tech Support
ﬂ

SSME
T hasiy.0505 p5.cosns (vs) [Success

a0 tese Vind SUCORRY OF Trror
Sewct  [sween  [moos Setus
I 5216 £S5 CR2E

A6 (PE)

Dane 450 sconds

Tk Tmesnt: oo <1.420 seccnns

Fotger [rDocuments wasemngriaze | |

¥ Save s

¥ Compenas all fins na | Settingsestrer Show TrenSupport 7

Show Tech-Support Is a Complete Script Run
Against the Switch to Gather Outputs, the FM
Output Is <sh tech-support details>

\- Show Tech Support

Switch Health
Fabric Configuration...

End to End Connectivity

Ping...

Traceroute.,

FICON Flow Load Balance Calculstor.

Device Manager
Comtmand Ling Inter face

Output Will Take Snap of
Network Map (.jpg) and a
Show-Tech Off All MDS
Switches You Select, Zips It

and Uploads to Directory of
\Zour Choice
[ St e

Ble Actions (ptiors el

Moose-9216# sh tech-support ? E‘j

brief Display the switch summary de R Los e fmir e

details  Gather detailed information for troubleshooting ™ I

interface Gather info related to an interface [ P e

internal  Gather internal info for troubleshooting ) My 08 Tast Document

module Gather info related to a module

vsan Gather info related to an vsan

&> Carriage Return il | b

Shirs okl 2 e, 475648 v

OPT-3051
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Device Manager Tools

Port Health Monitoring
ﬂ

Monitor fer Errors
Live Perfor e

Or Click on Log
and View the
Output in Text
Format

i
i

.l

ainjnaafnnnle s ol

SRRRI

it

Hesange Lim s
Sysiog (e Parsistert)

Sruiog (Pevsistent)...

Arcourtng Lag...

0 Evarts{ ey ncated)

From Device Manager
Select Summary Tab

[ Lot

llmanm &t 2004/04/30-10:18:48 Slup Mpown MFsi _IMinor _|unreachable j

OPT-3051
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Device Manager Tools
Port Health Monitoring
Right Click on FC Port You Are

Troubleshooting; In This Example
Interface FC 1/14 N

Or, Highlight Any Fields and
Graph the Output Real-Time

[ pesie | sy |

AN EIERNET S5 G e rosims [ =]

up Bl povwn BFail _minor _|Unreachabie v |

fe2i3
Configure
Moritor... . .
Ee Monitor for Frame Errors, Discards,
able .
Disable Link Errors, and Protocol Errors
Beacon » i§10.91.51.207 - f1 /14
Fosiosch I Traffic | Erwm:ull Quscamsl Link Errors | Frame Ervuvsl Class 2 Traffic | Class 2 Errars | FICOH |
B E® % B S rerva o =frestraneises ] efysect ovnnsa
[ | CassF
OPT-3051
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Other GUI Tools
ﬂ

Real-Time ISL Traffic Monitor

vafel B0 HS L Raai-Tims Partormance)

Trace Route Tool

e

FProgeess peling B seca

FSPF Statistics

o =S e
S o S
= s it Ehen Mg Gty
Pt LA d =
P Ea s ——
e e SRR
i - )
e — =
OPT-3051
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FM/DM Troubleshooting Information Tools
ﬂ

Physical View TAB
from Fabric Manager
B

Everts »
po— Copy Configuration..
nvertory..

_weriory.. | Bort Charmisi. Save Configuration
FE
Moclules Fg e Flash Files..
Temperature Sensors L.
- FiC Enaled. TP (Metwork Time Protocol)..
Power Supplies... Fom
= = Running Processes
Fan.. FE Virtual.. » =
;7 XN Licenss Manager
em... o
L Festure Cortral...
Showr Tech Suppart...

Show mage Varsion

Show Cares..

Erage Startup Configuration

Reset Switch
@) ervic e Aanager 1.307.2) - 109151207 (Moo aaiy 40
Device Prsicel Wierdsce [C MCON P Securly Advn Lot He
a®Se  NEl RMfs | ¢ \ — Chri+L
Detios | Summary | \ Hardware >
= fuagi i Events 4
Accourting »
Link Inciclents: »
Switch Resident »
SysLog Setup »
L= Lo e Boown BFs (o W:I
OPT-3051
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Section Notes
ﬂ

* Learn the navigation of the Cisco SAN/OS CLI
for use in troubleshooting, gathering debugs,
and shows

* Using built in FC Analyzer or external FC equipment
like a Finisar

* Learn to use SPAN, local and remote; engineer for
the configuration of a SD port as part of the overall
SAN design

* Learn to use GUI configuration tools and use
FM/DM along with CLI to make job easier and faster

URL to User Guide for Filter Examples for Ethereal: http://www.cisco.com/en/US/products/
hw/ps4159/ps4358/products configuration guide chapter09186a00801dd8el.html

OPT-3051
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MDS LINE CARD

TROUBLESHOOTING

OPT-3051
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Section Agenda
ﬂ

Fibre Channel Layer Review
* Determining Low-Level Interface Physical Issues
Switch FC Line Card Troubleshooting

* Using Loopbacks

OPT-3051
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Fibre Channel Layers

Review
ﬂ

Structure Is Divided into Five Levels of Functionality

» FC-0—defines the physical interface characteristics
Signaling rates, cables, connectors, distance capabilities, etc.
¢ FC-1—defines how characters are encoded/
decoded for transmission
Transmission characters are
given desirable characters

* FC-2—defines how FC-4s 4 SCSI P ATM
information is transported

Frames, sequences, exchanges, FC-3 Common SEVIGCES

login sessions . .
« FC-3—place holder for FC-2 Signaling Protocol

future functions
* FC-4—defines how different EC-0 Physical Interface

protocols are mapped to use

Fibre Channel

SCSI, IP, Virtual Interface
Architecture, others

OPT-3051
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Fibre Channel Transmission Words: FC-1
ﬂ

» Ordered sets are transmitted continuously to
indicate that specific conditions within the link
are encountered

* Transmitted while the condition exist

* Four primitive sequences which can determine
where problem exist
Not Operational Sequence (NOS)
Offline Sequence (OLS)
Link Reset Sequence (LR)
Link Reset Response Sequence (LRR)

OPT-3051
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Link Initialization Flow

Fibre Channel Layer 1 Protocol :FC-l:

Port A Port B

Link Failure Condition
o

These Are All Special-Ordered Sets
f of 8B/10B Coding:

) / LF ==—— LF = Link Failure State
LF

NOS = Not Operational Sequence

OoLS v .
oL OLS = Offline Sequence
(R LR ™ oL = offline State
LRR v LR = Link Reset

LR LRR =Link Reset Response

y y \
AC LR = Link Recovery State
N‘ v -~ AC = Active State
AC
OPT-3051
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Monitor Link Init State
(Flow from Bottom to Top)

[uwhogonost]  [Feponse]

module-1# show hardware internal fc-mac port 2 stateinfo
F-Port LINK: 052 022180c5 LR_RECEIVE(03) =>ACTIVE(01)

o ig::: LINK: 051 022180c3 ~ OLS_TRANSMIT(07)  =>LR_RECEIVE(03)
i LINK: 050 022180c1 ~ SENTINAL(00) =>OLS_TRANSMIT(07)
Negotiated

( LOOP: 049 022180c1 HW_ALPAS(0d) MASTER_LISA_WAIT(1f)=> OLD_PORT(3f)
LOOP: 048 022180c1 HW_ALPAS(0d) MASTER_LISA(le)=>  MASTER_LISA_WAIT(1f)
LOOP: 047 022180c1 HW_ALPAS(0d) MASTER_LIHA_WAIT(1d)=> MASTER_LISA(le)
LOOP: 046 022180c1 HW_ALPAS(0d) MASTER_LIHA(lc)=>  MASTER_LIHA_WAIT(1d)
LOOP: 045 022180c1 HW_ALPAS(0d) MASTER_LIPA_WAIT(1b)=> MASTER_LIHA(1c)
Port Tries LOOP: 044 022180c1 HW_ALPAS(0d) MASTER_LIPA(la)=>  MASTER_LIPA_WAIT(1b)
Loop First LOOP: 043 022180c1 HW_ALPAS(0d) MASTER_LIFA_WAIT(19)=> MASTER_LIPA(la)
When Port Is LOOP: 042 022180c1 HW_ALPAS(0d) MASTER_LIFA(18)=>  MASTER_LIFA_WAIT(19)
Set to Auto LOOP: 041 022180c1 HW_X_ARB(Oc) MASTER_START(17)=> MASTER_LIFA(18)
LOOP: 040 022180c1 HW_LISMO(0a) OPEN_INIT_SELECT_MASTER(06)=> MASTER_START(17)
LOOP: 039 022180bf HW_R_LIP(09) OPEN_INIT_START(05)=> OPEN_INIT_SELECT_MASTER(06)
LOOP: 038 022180bf HW_X_LIP(08) NORMAL_INITIALIZE(04)=> OPEN_INIT_START(05)
LOOP: 037 022180bf HW_R_LIP(09) LPSM_STARTED(01)=> NORMAL_INITIALIZE(04)
\_LOOP: 036 02218060 HW_OLDP(07) LPSM_DISABLED(00)=> LPSM_STARTED(01)
LINK: 035 022170e8  ACTIVE(01)  =>SENTINAL(00)

Interface Shut/
No Shut via
Configuration

OPT-3051
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Fibre Channel Port Issues
ﬂ

loose-9216% sh int fc 271

* In order for a F_Port c2/1 is up
Hardware is Fibre Channel. FCOT is short wave laser
to Come_up ona Port HHN is 20:41:00:0d:65:bd4:2a3:00
MDS switch Adwin port mode is F
. Port mode is F. FCID is Ox650500
1) The switch port must Port. vsan is 1
first acquire bit and word Speed is 1 Ebps
synchronization Transait B2B Credit is 2
f Receive BZ2B Credit is 12
with the N_Port Receive data field Size is 2112
2) N_Port must issue gea'_m"tis f_-l"‘":d 0:*‘ 0 bites 0 butess o F ,
minutes input rate its/sec. ytes/sec, rames/sec
aFLOGI to the MDS 5 minutes output rate 0 bits/sec, 0 bytes/sec., 0 frames/sec
o 257 frames input, 17284 bytes
Primitive Sequences 0 discards. 0 errors
Counters Can Determine\ g ERC.I 0 unlanzun c:rllas:
_ oo long. oo shor
Layer 1-2 Problems 280 frames output, 23704 bytes

0 discards. 0 errors
. 26 input OLS. 26 LRR, 35981 HO5, 0 loop inits
Tip: 36016 output OLS, 35993 LRR. 15 NOS. 0 loop inits
Clear Counters and Monitor to 12 receive B2B credit remaining
Verify Active Issues, Use Device 2 transmit B2B credit remaining
Manager Monitor Tool to Monitor K K
Live: Set and Activate Threshold FCOT = Fibre Channel Optical Transport
Manager to Alert You; Moose-
9216# Clear Count Int FC2/1

OPT-3051
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Line Card Basics

* Show module will display
slot locations and type
of card

* General information in
interface and statistics
can be gathered from
switch main-level prompt

* More detailed gathering
of ASIC counters may be
required to troubleshoot
difficult issues

Attach to Module with “Attach”
Command, All Modules Can Be
Attached to Including Standby
Supervisor and IPS Blade

Exit to Detach

OPT-3051
9770_05_2004_c1
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Husky-9506% sh module
Hod Ports Module-Tupe Hodel Status

1 16 1/2 Gbps FC Module DS-H9016 ok

3 8 IP Storage Services Madule DS-K9308-SHIP ok

a3z 1/2 Gbps FC_Module DS-¥3032 ok

5 0 Supervisor/Fabric-1 DS-K9530-SF1-K9  ha-standby

€ 0 Supervisor/Fabric—1 DS-HI530-SF1-K3  active *

Mod Sw He Horld-Hide-Name(s) (HHN}

1 1.3¢4.2) 1.0 20:01:0 140 to 201 100 :ea:40
3 1.304.2) 0.206  20:81:0 c100zea:40
4 1,3(4,2) 1.1 203c1:003 1eci00ieasd0
5 1.3¢4.2) a0 ==

6 1.3(4.2) a.0 —

Mod MAC-Address{es) Serial-Num

1 to JABOZ2405LR

3 to JABOZ0205AS

4 00-0c-30-d9-e4-78 to 00-Oc—30-d9-ed-7c JABOTA606MH

5 00-0c-30-0cd-2e—F4 to 00-0c—30-0d-2e—F8 JABOZ4104MX

6 c-30-0d-31-3¢ to c-30-0d-31-40  JABO7410450

* this termin;
Musky-95061 af
Attaching to
To exit tupe
module-18 7
Exec Commands
clear
debug
delete
dir

terninal
uninstall

al session
ttach module 1

module 1 ...

“exit”, to abort tupe "$.7

Reset functions

Debugging functions

Remove files

Directory Listing for files

Exit from the EXEC

Find a file below the current directory
Enter target device server filename
Create new directory

Hove files

Disable debugging functions

Remove existing directory

Show Tunning system information

Sleep for the specified number of seconds
Display the last part of a file

Telnet to another system

Set terminal line parameters

Uninstall softwareiuninstall isan filesusten

47

show process exceptionlog

Dievice Manager 1.3(4.7) - 110151212 (! =101 x]

Device Prysicsl kiwiece FCOFCON P Secuiy aﬂm Lope Mo
adsq
oestce | sypmmry |

TEE mFE ¢

iup Blcoren BFes uincr | Livsacreise |

OPT-3051
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Line Card Hardware Troubleshooting

Gathering Detail Information from a Line Card
» Attach to line card: mds9216# attach module 1

show hardware internal debug-info interface fc <module>/<port>

» Show information from command line
show interface transceiver details
show tech-support interface fc 1/1 vsan 1

MM | Module 4—32-Port FC Line Card

Supervisor Modules Slots 5-6

Tip:

To Allow Capture of
Long Outputs Without
Pausing the Scroll Type
at Command Line

<term length 0>

Other Useful
Commands from
within the
Configuration Prompt:

poweroff module X

no poweroff module x

48
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Line Card Troubleshooting

Status
Mod Ports Module-Type Model Status 1. Power denied
;L__“IG_-“I/_Z Gbps FC Modul DS-X9016 k 2. Power down
ps odule i o 3. Power up
4. Testing
5. Failure
6. Initialization
7.0K
. Cemmand to Feree baot of medule Group 4 ]
Lime Card Pow . - medde “eredwie wwm - farve dewaled
&.; Dm:" Fawer down | Fawer Up Tosting Failure oy
_ s eetany vy SO
Modele Intersal POST Wattinglor | Card most | After three Group 2 L osbem meduls it g Mtecy sl e mm >
exreeds emiran fulwre, Com | image likely eyeling | amersps 1o shew Fog begfite
Problemlsowe| poworof | Linecard | Fallare dowload | &i | bewlCi (oL S——— Group 3
mitch Hardware or | betweenLC | from SUP | catastrophic | will power ‘e Pl s |
saltware | and Sup andconlig | error dawn Shes ey s idovn mnkals “med - e b boclle
Show Show enviro | Gather Gather Gather Gather [ el e s ke vadipans i SN
commands 1o | pawer woup woupd woupd Group 5 — shew dandrar inteevel i< hawnle cevnt Jog sbew barbmare
rum ommands | commands commands | commands Group & interwal ipe <hawacl stetiics L
o — T T————rr—
IFowitch has | Card Hardware or | Hessat card Fi Power-up
2 power porred sabtware ofcedets | modand
supplies set | down by [ modale force dewn .
e 1o combined | admin hadefrade | TIP:
mode Open From Config Prompt, Modules
Can Be Powered Up and Off
Poweroff Module 2
No Poweroff Module 2
OPT-3051
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Line Card Debugging: Loopback
ﬂ

Interface Counters Cleared

Show Interface Displays that Data Did Come and Go from
FC Interface Along with Primitive Signals

Loopback Plug Installed in FC 1/13

e Prees | dmincn 10 PEON Husky-9506% sh int fc 1/13

real

Interriel Loophack..
External Loophact

|

Results from External Loop
]

r-lu:ml Leipbatk test om inteclacs £el/13 wes  sweesssful,

oo |

OPT-3051

2@ B, porchamen fc1/13 is down (Isolation due to port loopback to same switch?}
ECFFLITL Hardware is Fibre Channel. FCOT is short wave laser
FCEAE Port HHN is 20:0d:00:0d:ec:00:ea:40
PCEnatied Admin port mode is auto. trunk mode is on

Port vsan is 1
Receive data field Size is 2112
Beacon is turned off
5 minutes input rate 8 bits/sec. 1 bytes/sec. 0 frames/sec
5 minutes output rate 8 bits/sec. 1 bytes/sec. 0 frames/sec
13 frames input, 376 bytes
0 discards. 0 errors
0 CRC. 0 unknown class
0 too long. 0 too short
7 frames output, 292 bytes
0 discards. 0 errors
2 input OLS, 1 LRR. 1 HOS. 2 loop inits
3 output OLS- 1 LRR. 1 HOS, 2 loop inits
16 receive B2B credit remaining
2 transmit B2B credit remaining

CLI Commands:

Musky-9506# system health external-loopback interface
FC 1/13 force
External loopback test on interface fc1/13 was successful

Musky-9506# system health external-loopback interface FC 1/13
This will shut the requested interfaces Do you want to continue
(y/n)? External loopback test on interface fc1/13 was successful
Musky-9506# system health internal-loopback interface FC 1/13
Internal loopback test on interface fc1/13 was successful; round
trip time taken is 114 useconds

9770_05_2004_c1
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Section Notes
ﬂ

* Understand the physical layer operation

« Use basic interface statistics to determine direction
of errors and type

* Use CLI from the administration prompt, attach
to module if required to drill down to suspected
hardware issues

* Use device manager tools to have help-desk people
gather general health of the physical layer

OPT-3051
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DEVICE CONNECTION AND
FABRIC SERVICES

TROUBLESHOOTING

OPT-3051
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Section Agenda
ﬂ

Fabric Login (FLOGI)
Address Assignment

MDS Login to Attaching Devices
FCPING and FCTRACE

* Debug

FCANALYZER Examples

OPT-3051
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Host Port Fabric Login

Host System

N_Node
Reference
Network
64-Bit Node WWN FLOGI - I
64-Bit Port WWN Login Server
24-Bit Port ID Aocept XFF FF FE §ﬂ=§
Registration PLOGI » Name Server |
Information ry XFFFFFC "+,
ceept )0 Distributed
Registration SCR _ ” > é& Name Server
for State > Fak)’g,',fFC;F“}:'g!'e' A5 Database;
Changes Accept < (E:)nehfc\J/rSAN
» ac
Address Name Server Query _ Name Server
Discovery for ~  XFFFFFC
SCSI Storage Accept
Devices

By Registering for State-Change Notifications the Port or Domain Controller Can
Then Notify the Connected Ports with RSCNs when a Port Changes; State-Change
Notifications Will Stay Within the Zone

OPT-3051
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24-Bit Address Assignment

24 Bit Port ID Assigned
Is x’650500

N

Host Host Connected to
Port 2/1 on Switch VSAN 1
L |
24 Bit Port ID Assigned
FLOGI Is x’680100
< AN >

Accept \ P FLOGI
NsZl—q Kl -

wx v Accept

9506

Host Connected
to Port 1/6 on

/ Switch

VSAN Domain

ID = 0x65 ID = 0x68

OPT-3051
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VSAN Domain

Storage
Array

Host HBA to Storage Port
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MDS Login to Devices

- Not all devices support the PLOGI from the MDS
* Some may respond with areject (LS_RJT)

D_ID x'680100
S_ID X'FFFC68
PLOGI
ACC  D_IDXFFFC68 | X'680100
, STIDx'680100 | gtorage o
D_ID x'680100
S_ID x'FFFC68 Port 1/6/of
-0x PRL Switch
ACC  D_IDx’FFFC68
S_ID x'680100

* MDS uses the FCID of the local name server to PLOGI and then PRLI
into the attaching device; it uses the ACC to determine if the device
is a TARGET or an INITIATOR, or in some cases BOTH

OPT-3051
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Using FCPing and FCtrace
ﬂ

Moose-9216# show zoneset active vsan 1

* Need FCID or pwwn

zoneset name ZoneSetl vsan 1

of remote device zone name LOON_HBA vsan 1
. * fcid 0x680100 [pwwn 20:05:00:a0:b8:0c:64:51]
* Pi ng uses PRLI *fcid 0x650500 [pwwn 10:00:00:€0:69:f0:41:56]

Moose-9216# fcping fcid 0x680100 vsan 1

(Extended Link Service)
28 bytes from 0x680100 time = 3944 usec

* Checks connectivity and _
. 28 bytes from 0x680100 time = 403 usec
latency on devices attached s uyies o oxssotoo time = sss usec
to MDS switc h es d | reCtIy or 28 bytes from 0x680100 time = 322 usec

across TE p 0 rts 28 bytes from 0x680100 time = 358 usec
5 frames sent, 5 frames received, 0 timeouts
« FCtrace command is Round-trip min/avg/max = 322/1116/3944 usec

Moose-9216#

two path descriptors that
identify the path taken on _
. Moose-9216# fctrace fcid 0x680100 vsan 1
a hop_by_hop basis Route present for : 0x680100
20:00:00:0d:65:b4:2a:00(0xfffc65)
20:00:00:0d:ec:00:ea: 40(0xfffc68)
20:00:00:0d:ec:00:ea:40(0xfffc68)
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FCping Usage: Verifying Ping

Musky-9506# sh flogi data vsan 1
Musky-9506# sh int fc 1/6

fcl/6is up

NODE NAME

Speed is 1 Gbps
Transmit B2B Credit is 4
Receive B2B Credit is 16
Receive data field Size is 2112
Beacon is turned off
5 minutes input rate 311889960 bits/sec, 0 bytes/sec, 0 frames/sec
5 minutes output rate 555024 bits/sec, 0 bytes/sec, 0 frames/sec
5 frames input, 140 bytes
0 discards, 0 errors
0 CRC, 0unknown class
0too long, 0 too short
5 frames output, 140 bytes
0 discards, 0 errors
0input OLS, 0 LRR, 0 NOS, 0 loop inits
0 output OLS, 0 LRR, 0 NOS, 0 loop inits
16 receive B2B credit remaining
4 transmit B2B credit remaining

Moose-9216#

Port description is IDM FastT INTERFACE VSAN FCID PORT NAME

Hardware is Fibre Channel, FCOT is short

Port WWN is 20:06:00:0d:ec:00:ea:40

Admin port mode is auto, trunk mode is on fc1/6 1 | 0x680100|20:05:00:a0:b8:0¢:64:51 20:04:00:a0:b8:0¢:64:50
Port mode is F, FCID is 0x680100

Port vsan is 1 sup-fc0 1  0x680001 “40:00:00:0d:ec:00:ea:45 20:00:00:0d:ec:00:ea:40

iscsi3/5 1 0x680009 21:094Q0:0d:ec:00:ea:42 21:0a:00:0d:ec:00:ea:42

Moose-9216# fcping fcid san 1
28 bytes from 0x680100 time = 371 usec
28 bytes from 0x680100 time = 356 usec
28 bytes from 0x680100 time = 380 usec
28 bytes from 0x680100 time = 591 usec
28 bytes from 0x680100 time = 486 usec
5 frames sent, 5 frames received, 0 timeouts

Round-trip min/avg/max = 356/436/591 usec

Debugging Host Login Issues
Moose i
! NintFcon Int FC 1/6
SCsSI
Commands to Run on MDS Moose

1. Show interface FC 2/1

2. Show port internal info int FC 2/1

3. debug port event int FC 2/1

4. Show FLOGI database VSAN 1

© 2004 Cisco Systems, Inc. All rights reserved. Printed in USA.
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show interface fc 2/1

Moose-9216# show interface fc 2/1

fc2/1 is up
Hardware is Fibre Channel, FCOT is short wave laser
Port WWN is 20:41:00:0d:65:b4:2a:00

Admin port mode is F <

Is the Port UP and Is the

ﬂ

Correct Mode Displayed?

Port mode is F, FCID is 0x650500
Port vsan is 1

Speed is 1 Gbps

Transmit B2B Credit is 2

Receive B2B Credit is 12

Receive data field Size is 2112
Beacon is turned off

30 frames input, 2128 bytes

0 discards, O errors

0 CRC, 0 unknown class

0 too long, 0 too short
34 frames output, 3272 bytes

0 discards, O errors
4 input OLS, 4 LRR, 6001 NOS, 0 loop inits
6007 output OLS, 6003 LRR, 2 NOS, 0 loop inits
12 receive B2B credit remaining
2 transmit B2B credit remaining

OPT-3051
9770_05_2004_c1 © 2004 Cisco Systems, Inc. All rights reserved

5 minutes input rate 0 bits/sec, 0 bytes/sec, 0 frames/sec
5 minutes output rate 0 bits/sec, 0 bytes/sec, 0 frames/sec

FCID Assigned
to the HBA

Moose-9216# sh port internal info interface fc 2/1

fc2/1 - if_index: 0x01080000, phy_port_index: 0x20

Admin Config - state(up), mode(F), speed(auto), trunk(on)
beacon(off), snmp trap(on), tem(false)
rx bb_credit(default), rx bb_credit multiplier(default)
rx bb_credit performance buffers(default)
rxbufsize(2112), encap(default), user_cfg_flag(0x1)
description()

Operational Info - state(up), mode(F), speed(l Gbps), trunk(off)
state reason(None)
phy port enable (1), phy layer (FC), port_rate_mode(OSM)
participating(l), port_vsan(l), fcid(0x650500).ghb_scocl).

show port internal info int fc 2/1

Link Speed

FCID Assigned

rx bb_credit(12), rx bb_credit multiplier(400)
rx bb_credit performance buffers(0), tx bb_credit(2)
not first tim L L

Current State

current state |[P1_FSM_ST _F _PORT_UP
port_init_eval_ N wait for none
Mts node id 0x202
Lock Info: resource [fc2/1]
type[0] p_gwrap[(nil)]
FREE @ 11012 usecs after Sun May 2 09:18:38 2004
type[1] p_gwrap[(nil)]
FREE @ 3314 usecs after Sun May 2 09:18:35 2004
type[2] p_gwrap[(nil)]
FREE @ 62317 usecs after Mon Apr 26 15:33:52 2004
0x10001200
Timer active for PI_FSM_EV_PORT_VSAN_CHG_TIMER_EXPIRED
cnt_link_failure(16), cnt_link_success(28), cnt_port_up(16)

link fail reason (0x0)

OPT-3051
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cnt_cfg_wait_timeout(0), cnt_port_cfg_failure(0), cnt_init_retry(0)
nos link failures (0), debounce window (300 ms), elp wait tout (550 ms)
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show port internal info inter fc 2/1 SCont.g

Port Capabilities -
Modes: E,TE,F,FL,TL,SD,ST
Min Speed: 1000
Max Speed: 2000
Max Sourcable Pkt Size: 2112

Max Tx Bytes: 2112
Max Rx Bytes: 2112
Max Tx Buffer Credit: 255

Rx Buffer Credit: Min(12), Max(12), Default(12) H

Rx Buffer Credit(ISL): Min(12), Max(12), Default(12) What ThIS POI't

Rx Buffer Credit Multiplier: Min(400), Max(3133), Default(400) Is Capable of, Not
Rx Buffer Credit Multiplier(ISL): Min(400), Max(3133), Default(3133) [

Rx Buffer Credit performance buffers: Min(1), Max(0), Default(0) How It Is Curfen“y
Rx Buffer Credit performance buffers(ISL): Min(1), Max(0), Default(0) Operating

Rx Buffer Credit change not allowed
Rx Buffer Credit performance buffer change not allowed
Port rate mode change not allowed
BB_SCN processing not supported
Max BB_SCN O
Max Private Devices: 63
Hw Capabilities: Oxb
Connector Type: 0x0
FCOT info - flags QX1 =
Min Speed: 1000
Max Speed: 2000
Module Type: 8
Connector Type: 7
Gigabit Eth Compliance Codes: O
FC Transmitter Type: Shortwave Laser(3)
Vendor Name: CISCO-AGILENT
Vendor ID: 0:48:255
Vendor Part Num: QFBR-5784L
Vendor Revision Level:
Trunk Info - B ————
trunk vsans (allowed active) (1,4,20,50,67,100)
Pacer: stat up, mode unknown
RNID info not found.

From FCOT EEPROM

OPT-3051
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Debugging Name Server Issues
ﬂ

If a host is not receiving a proper response, or if not
able to discover a target, enable the following debug
and shut/no shut the host interface

1. debug fcns events (this will give the request and
response from the fabric name server)

2. Check if the host and the disk are in the same zone
(show zoneset active vsan x); look for the * next to each
device FCID; missing * means device is not in the fabric

3. Check if the host and the disk are in the same VSAN
(use fcping or fctrace, show VSAN membership)
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9770_05_2004_c1 © 2004 Cisco Systems, Inc. Al rights reserved 64

© 2004 Cisco Systems, Inc. All rights reserved. Printed in USA.
Presentation_ID.scr



FCANALYZER Run on MDS with HBA
(S Ciscocom

Moose-9216(config)# fcanalyzer local brief display-filter mdshdr.vsan-——0x1
Warming: Couldn™t obtain netmask info (eth2: no IPv4 address assigned).
Capturing on eth2

9.988278  00.00.00 > Ff.ff.fe  Oxob OxFFFF FC ELS FLOGI
10.016042  ff.ff.fe -> 65.05.00  Ox9 Oxcdc2 FC ELS ACC (FLOGI)
10.016598  ff.fc.65 -> 65.05.00  [OXCOoA] OXFFFF FC ELS PLOGI
10.031302  65.05.00 -> FF.Ff.fc  [0x9c OXFFFF FC ELS PLOGI

10.031502  FF.fF.fc > 65.05.00  [0x9c Oxodcd FC ELS AC (PLOGI) 10X ID correlates

10.031307  65.05.00 -> ff.fc.65 | 0xad FC ELS LS RIT (PLOGI
10.081735  65.05.00 —> FF.ff.fc 00 GIDFT gg?rgﬁgg and
10.035248  fF.fF.fc > 65.05.00  Oxa Oxcdca d\S ACC (GID_FT) p

10.035544 65.05.00 —> ff_ff.fc Oxal OxFFFF FC ELS LOGO
10.036667 ff.ff.fc -> 65.05.00 Oxal Oxcdcb FC ELS ACC (LOGO)
10.036862 65.05.00 —> FF.ffF.fd Oxa2 OxFFFF FC ELS SCR

10.037116 ff.ff.fd > 65.05.00 Oxa2 Oxcdcc FC ELS ACC (SCR)
11.310204 ff.fc.65 —> 65.05.00 Oxcdce OxFFFF FC ELS PLOGI
11.310350 65.05.00 —> ff_fc.65 Oxcdce Oxa9 FC ELS LS RJIT (PLOGI)

You May Omit the Word ‘Brief’ to Obtain a ‘Detailed’ View of Each Frame
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FCANALYZER Run on MDS with Storage

Musky-9506(config)# fcanalyzer local brief display-filter mdshdr.vsan==0x01
Warning: Couldn"t obtain netmask info (eth2: no IPv4 address assigned).
Capturing on eth2

4.292015 00.00.00 -> ff.ff.fe 0x355 OxFFFF FC ELS FLOGI
4.311688 ff.ff.fe -> 68.01.00 0x355 0xb606 FC ELS ACC (FLOGI)
4.312309 ff.fc.68 -> 68.01.00 0xb608 OxFFff FC ELS PLOGI
4.313079 68.01.00 -> ff.ff_fc 0x31d OxFFFf FC ELS PLOGI
4.313221 68.01.00 -> ff.fc.68 0xb608 OxFFff FC ELS ACC (PLOGI)
4.313275 ff.fc.68 -> 68.01.00 0xb607 OxFFff FC ELS PRLI
4.313372 68.01.00 -> ff.fc.68 0xb607 OxFFFF FC ELS ACC (PRLI)
4.313609 ff.fc.68 -> 68.01.00 0xb60c OxFFff FC ELS PRLO
4.314140 ff.ff_fc -> 68.01.00 0x31d O0xb60a FC ELS ACC (PLOGI)
4.314400 68.01.00 -> ff.fc.68 0xb60c OxFFFf FC ELS ACC (PRLO)
4.314547 68.01.00 -> ff.ff.fc 0x321 OxFFFF dNS RFT_ID
4.314899 ff.ff.fc -> 68.01.00 0x321 0xb60e dNS ACC (RFT_ID)
4.316056 ff.fc.68 -> 68.01.00 0xb610 OxFFFf FC ELS LOGO
4.316895 68.01.00 -> ff.fc.68 0xb610 OxFFFf FC ELS ACC (LOGO)

Musky-9506 (config)#
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FCANALYZER Detailed
——————————————————— L R

Frame 59 (84 bytes on wire, 84 bytes captured)
Arrival Time: May 2, 2004 09:18:38.619000000
Time delta from previous packet: 0.000636000 seconds
Time since reference or first frame: 6.208743000 seconds
Frame Number: 59
Packet Length: 84 bytes
Capture Length: 84 bytes
Fibre Channel
Exchange First In: 58
Time from Exchange First: 0.000636000 seconds
R_CTL: 0x3(Device_Data/Solicited Control)
Dest Addr: 65.05.00
CS_CTL: 0x00
Src Addr: ff.ff.fc
Type: FC_CT (0x20)
F_CTL: 0x980000 Exchange Responder, Seq Initiator, Exchg Last, Seq Last, CS_CTL, Last Data Frame - No Info, ABTS - Abort/MS,
. = ExgRpd: Exchange Responder
SeqRec: Seq Initiator
ExgFst: NOT exchg first

DF: Last Data Fi - No Info (0x000000} 1
4 "(?ick?:quﬁ?(ﬁe(axu"oo"ué’o§ x ) The FCIDs in the Response are

RetSeq: NOT retransmitted sequence Limited by Zoning; Only Devices In
: - Cont (O :
{ ) the Zone with the HBA Are Returned

. = RelOff: rel offset NOT set

SEQ_|
DF_CTL: 0x00
SEQ_CNT: 0
0OX_ID: 0x00a0

RXID: 0xd0a5 This Is the Answer to the GID_FT;
RO T T OH000a0eee Here We See the FCID of the Storage
N, 10 50.00.00 Port Presented to the HBA; This

G2 thyper oy Soriee () Is How the HBA ‘Discovers’ Storage
Server: dNS (0x01)

Options: 0x00

.

Opcode: MSG_ACC (0x8002)
Maximum/Residual Size: 0
Port Identifier: 65.00.00

Port Identifier: 68.01.00
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Host Can Not See Storage Troubleshooting

* Is host logged into the fabric?

* Is storage port logged into the fabric?

* Do both devices show up in the name server?
» Are both devices in the same zone?

* |s the zone with both devices in the active zoneset?

OPT-3051
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Host Can Not See Storage (Cont.:

= Int fc 2/1 Int fc 1/6

SCsi =
On Moose: On Musky:
Show interface 2/1 Show interface 1/6
Show flogi data vsan 1 Show flogi data vsan 1
Show fcns database vsan 1 Show fcns database vsan 1
Show zoneset active Show zoneset active
Other actions:
FcAnalyzer on Moose and Musky
SPAN or RSPAN for RX and TX on interfaces 2/1 and 1/6
OPT-3051
9770_05_2004_cl © 2004 Cisco Systems, Inc. All rights reserved 69

Host Can Not See Storage (Cont.

Moose-9216# show interface fc 2/1

fc2/1 is up
Hardware is Fibre Channel, FCOT is short wave laser "
Port WWN is 20:41:00:0d:65:b4:2a:00 This s asi Good
Admin port mode is F
Port mode is F, FCID is 0x650500 as It Gets from

the MBS Displays

Moose-9216# show flogi data vsan 1

INTERFACE VSAN FCID PORT NAME NODE NAME

fc2/1 1 0x650500 10:00:00:€0:69:f0:41:56 10:00:00:e0:69:10:41:56

Moose-9216# show fcns data vsan 1

VSAN 1:

FCID TYPE PWWN (VENDOR) FC4-TYPE:FEATURE
0x680100 N 20:05:00:a0:b8:0c:64:51 (SymBios) scsi-fcp:target
0x650500 N 10:00:00:e€0:69:F0:41:56 (INI)

Moose-9216# show zoneset active vsan 1

zoneset name ZoneSetl vsan 1
zone name LOON_HBA vsan 1
* fcid 0x680100 [pwwn 20:05:00:a0:b8:0c:64:51 lun 0004]
* fcid 0x650500 [pwwn 10:00:00:e0:69:f0:41:56]
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Host Can Not See Storage
ﬂ

* Frames from HBA to storage port require an
analyzer of some sort; DS-PAA or inline FC trace
tool along with SPAN

* If everything looks good from fabric, then suspect
LUN masking, or storage-array security software

» Did it ever work? Did something like the storage
port FCID change? This would impact AIX or
HP_UX operating systems

Tip: Allow Access for the VHBA of MDS to Query LUNs on the Array
Controllers; this Gives the Network Troubleshooter One More Tool to Verify
Access of the LUN by the Host; <show scsi-target internal lun>
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Section Notes
ﬂ

* Understand the roles of the FC devices as they
relate to the switch services

* FCIDs are important, remember the FCID is also
used to route frame through the network

* Many outputs from the fabric manager can help
keep track of FCID to WWN mapping

* Always check zoning

OPT-3051
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SWITCH-TO-SWITCH NETWORK

TROUBLESHOOTING

OPT-3051
9770_05_2004_c1

Inter-Switch Link Troubleshootin%

» Understanding the Inter-Switch Link (ISL)
connection

* Troubleshooting domain issues
* Viewing and debugging Eports

* Using the tools

OPT-3051
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Troubleshooting ISLs

Show FC Domain Domain-List [ Local wieh I Frocoaswich |
T Swich | veankd = |siaie Domainki | A | e [Pty |
e T ] Fowaze 1 Py ST 0000 be T TR 125 001,00 D D oas z
Domain ID W IMease-216 1 stucie DUES() 2000004 65 14 2w 126 20010008 e 00 paé] 2
s - by 2506 1 st LRI 0381 2331 F
0x68(104)  20:0 1 [Local] [Principal] a5 4 st AR OO 2601 30108 061135 b4 D 3
0x65(101) 1 Iy -150 s prevesy s a1 2 2
0x75(117) bty D508 20 okl [Dokek(189) 2014 41 1 H
wsAn 1 IMeaze-216 20 stuie DESETY A4 D b 23014000205 64281 2
Numbor of domains: 4 i sk fdidy a2 e dt 2
iy a1 50 Py (T 20 B b g 220 52 00 088 ba 2w Fl
Foaze bt stoea nE1GAT) a3 000 b T T 2204300 (e TETZ41 2
oy 5506 67 st QAT I043000Tec 00 ewd] 120 2043 D0 00 mec T7 7241 2
hacese.a216 67 st Tn133) AT AR0R I b a0 1302043 O O 77741 2
Bcosn 4016 100 sinewsraroscipoets SN 054000885 b4 a0 128 20084 0105 b 310 13
FOKSIe 200 stssvaremepots Orflia)  S0ce00obe IEI2a 1282060 0008 T T2 129
Forae M stk DENDE) 000000 be 777241 220000 te ke TTT241 2
e L — Ibbasicr. 8506201 stk DEES(105) 30004 s 0% e ] 1202052 0006 D TETEA 2
Domain 1D WWN

FCIP TE PortChannel

Oxda(218) ¥y 1 [Local] [Principal]

TE
PortChannel

VSAN 20
Number of domains: 2
i

Domain ID =i
0x25(37) 01 [Principal]

[Ixxhd(ﬂ]!l] 00:e2:41 [L'::nccalﬁa FOX-9216
VSAN 50

Number of domains: 2
Domain 1D Wi

New Switch

0xb1(177)

bd:22:01 [Principal]
0x30(48) Moose-
VSAN 67

Number of domains: 3 9216
Domain ID W

0x61097) be:77:72:41 [Principal]
0x49(73)  20:43; 41 [Local]
0x7a(122)  20:43:00; :01

VSAN 201
Number of domains: 2
Domain ID WWWN
0x60(96) 20:c9:00:0b:be:77:72:41 [Principal] / 4
0x69(105) 20:c9:00:0d:ec:00:ea:41 [Local] -
OPT-3051 FCIP Mole-SN548-2
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*
FCAnalyzer Trace Taken from Switch Musky New
[& SRR < loos oradeh FC Link.Co1 Mgk Existing Switch
LFEIRD 3 FELRE Switch
: i S i XI
N FERd 3 bELE Exchange Link Parameters
SRR S R Exchange Switch Capabilities
g Ry —— Exchange Fabric Parameters
O1lc7o554  Frleried o> froeried
Oilcrees  reirrira 3 rroerird | ___—— Domain ID Assign by Existing
ileiser  erire.rd > froerord Principal Switch
681506 WFFL - B
.681531 WFFL - AL
.681947 WFFL - WFEL
682017 SEELFd > FFFF [ — .
“Eas1o0 Fera D fer Request Domain ID from
.683148 WFF =] LFF H
gt SR 3 EEE New Switch
692779 WL - Bk
.699512 WL - Bk
e i T
e qutlslaetui Zone Merge Request
31715185 Frlried o eroeried
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E_Port, TE_Port Connection Problems
ﬂ

1. Trunk E-Port configuration mismatch

Fabric parameters and timers mismatch switch

2. Zoning parameters mismatch per VSAN
or switch

VSAN configuration mismatch (MDS9000)

4. Domain IDs must not conflict on either
VSAN or switch

OPT-3051
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E_Port, TE_Port Troubleshootin%

1. Isolation due to ELP (Exchange Link Parameters) failure
ED_TOV timer
RA_TOV timer
Frame size
FS_TOV timer

2. Isolation due to zone merge failure

Same name used to describe two different types or content mismatch in
the merging switches

If the same zones on two different switches contain different members
3. Isolation due to port VSAN mismatch

E_ports not in same VSAN (when not doing trunking)

MDS9000# sh vsan membership

OPT-3051
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E_Port Troubleshooting

Domain Assignment Failure
ﬂ

* Each VSAN or FC switch has its own domain ID, what
happens when they are the same?

E_Port becomes isolated because of the domain ID’s overlap on
the two switches

New switch being added to the network will be assigned an ID if
not managed with one

If both switches are in production network, there are two
ways to resolve the issue but both are disruptive to the
FC network

A Cisco MDS9000 can be configured to force a RCF (Reconfigure
Fabric); this will force a reselection of domain IDs and resolve
the issue

Take the switch offline and manually configure domain ID and re-
enable switch

OPT-3051
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TE EISL Interface
ﬂ

Working and VSAN Operational Not Working and VSAN Isolated
Husky-9506% sh int fc 4/13 Musky—9506% sh int fc 4/13
fcd/13 is trunking fcd/13 is trunking {(Not all ¥SANs UP on the trunk}
Port description is ISL to Bear Port description is ISL to Bear
Hardware is Fibre Channel. FCOT is short wave laser Hardware is Fibre Channel. FCOT ls short. wave laser
Port HHN is 20:cd:00:0d:ec:00:ea:40 Port HHN is 20:cd:00:0d:ec:00:ea 4
Peer port WHN is 20:41:00:0d:ec:01:40:80 Peer port HHN is 20:41:00:0d:ec:01:40:80
Admin port mode is E. trunk mode is on Admin port mode is E. trunk mode is on
Port mode is TE Port mode is TE
Port vsan is 2 Port vean is 2
Speed is 2 Gbps Speed is 2 Gbps
Transmit B2?B Credit is 12 Transmit B2B Credit lS 12
Receive B2B Credit is 12 Receive BZ2B Credit is
Receive data field Size is 2112 EEDE,\VE data FlEld S)ze is 2112
Trunk vsans (admin allowed and active} (2) Trunk vsans (ad-un alluued and active} (2)
Trunk vsans (up Trunk vsans (up}
Trunk vsans (isolated) () Trunk vsans (lsnlated) (2)
Trunk vsans (lnlt,\.allz,\.ng) Trunk vsans (initializing) )
e, 0 frames/sec § WINOCES IApUT Tate BIT 0 f
95 minutes output Tate 80 hlts/sec, 10 bytes/sec. 0 frames/sec 5 minutes output rate d8 hlts/sec, 5 hutes/sec, 0 frames/sec
8108 frames input. 943116 byt 8227 frames input, 555820 bytes
0 discards. 0 errors 0 rhs-:ards. 0 errors
0 CRC. O unknown class CRC. 0 unknown class
0 too long. 0 too short 0 too long. 0 too short
8092 frames output. 373232 bytes 8211 frames output. 387060 bytes
0 discards. 0 erro 0 discards. 0 errors
40 input OLS. 34 LRR. 18 NOS, 271 loop inits 41 input OLS. 37 LRR. 20 NOS, 271 loop inits
101 output OLS. 15 LRR. 52 NOS, 42 loop inits 109 output OLS, 18 LRR, 53 NOS. 42 loop inits
12 receive BZ2B credit remaining 12 receive B2B credit Temaining
12 transait BZ2B credit remaining 12 transmit BIB credit remaining

FCDOMAIN-2-EPORT_ISOLATED: %$VSAN 2%$ FCDOMAIN-2-EPORT_ISOLATED:

Isolation of interface fc4/13 Isolation of interface fc2/1
(Reason: Other Side Eport Indicates Isolation) (Reason: Domain ID Assignment Failure)}—VSAN 2
OPT-3051
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Incorrect Domain ID

FCAnalyzer Trace

S E
FC Link Ctl, ACK1
SH_ILS SH_ACC {ESC}
FC Link Ctl, ACK1
SH_ILS 0x71
FC Link Ctl, ACK1

Existing New
31,974365 FFLFF £d - FF FF fd Ox1e2d Oxffff ELP i i
31,974454 FFFF.Fd —> £F.FF.Fd Oxle2d nk Ctl, ACK1 SWItCh SWItCh
1,975485 FFLFF £d = FF FF fd Ox1le2d ILS SH_ACC {ELPegy
1,976267 FR.FFFd = £FFF.Fd Oxle2d T Link Ctl, ACK1
31,990308 FF.FF fd —> Ff,fF.Fd Oxle2e SC

WIS

Cad Code: ELP (0x10)

e Class 1 Sve Poramsters: (Class 1 Invalid)

Class 2 Suc Parancters: (Class 2 Valid | Seq Doliveru)
i

rs: (Class 3 Valid | Seq Delivery)
A

1355 2 Frane Size:

0x4528 SH_ILS SH_RJT {0x71} A
0x4528 FC Link CLl, ACKL Same Domain
OxfFFF SH_ILS Ox71 H H
(Closs 1 Trvalids 0x1030 FC Link Ctl, ACKL ID as Existing
(Class 2 Valid | Seq Delivery) Ox1e30 SH_ILS SH_ACC {0x71} SWItCh
(o 3 vatta 1 5o perseeryy[0x1230 FC Link CEL, ACKL TR
v FC Link CiL, Ak £xd Code: DIA_(0:12)
Oxd32a SH_ILS SH.ACC <0712 Suitch Name: :00:0dzec:00zeazdl (00:0dzec)
0x452a FC Link Ctl, ACK1 ,_
OxFFFF SH_ILS ELP SH_ILS
e Cad Code: ROI_(0x13)
EEE nuuninnn meemaunul gt
X JFEPd > PF PP xd52c Oxle ink Ctl, o
300034373 FELFRA > FELPFIRD Ox452 Ox1e33 SHILS SHRIT (ELP) e R R B S R (LB B
32,037692 FFFF £d —> FFFF Fd 0Ox1e32 0x452b SH_ILS SH_ACC {ELP) g *
30037819 FF.FF.Fd —> FELFFLFd Oxd52c Ox1e33 FC Link Ctl, ACKL
32,038028 FFLFF £d - FF FF fd Ox1e32 0x452b FC Link Ctl, ACK1 SH_ILS
301038320  FF.PF.Fd —> FELFF.FD Oxlo3d OxFFFF SH_ILS EFP S B TR ()
DG GO FEUER]  Odboo OWTEE LTS |y Poylgad Lon: 16
! WfF. = Bl e e Oxi _] s M
32039055  FF.FF.Fd —> FF.FF.Fd  Oxdb2e Ox1e35 FC Link Ctl, AL Req Switch Name: 20:02:00:0d:ec:01:40:81 (00:0d:ec)
320039057 FEFFLAd - FELPFLAd OxdSDe Ox1e35 SHILS SH_abc AEFP) Gl B B e
32,039086 FFLFF £d = FF FF fd 0x452e Ox1e35 FC Link Ctl
320039173 FF.PF.Fd -> FELFFLFd Oxlo3d Oxd52d SH_ILS SH_f SH_ILS
32.039348 FFLFF.fd =) FF.FF.Fd Ox1e34 0xd52d FC Link CtJ7 Al EFP (0x11)
42,032438  FF.FFLF - FRFFFD  OxdS2F OxPFFF SH_ILS DIA heuloadjlon N8 .
42032799 FPLPF.P —> FPLFFLFD 0xd52f 0x1e36 FC Link Ctl, ACK1 e e e T e e sl (e
42032944 FELFFLFd =) FFLFF.Fd 0x452f Ox1e36 SH_TLS SH_Agl (IIA) Dommin ID Resoed et 20dzec:00zea 0dzee
42039967 FF.FF.Fd -> FELFF.Fd  Oxd52F 0xle36 FC Link Cufs ACKL o Bomain Th: Oxef
42,033238  FF.PF.Pd > FR.FF.Pd  Ox1e37 OxPPFF SH_ILS RIL V4 Suiteh Namo: )
42,033299 FFFFFd - FF FF Fd 0x1e37 0xd530 FC Link Ctl, ACKY Domain ID Roaoed
42034314 FF.FFLFd > FFLFFLFd  Ox1e37 0x4530 SH.ILS SW_ACC ( Doain ID: Oxe7
42.034559  PF.PF.Pd -> FF.FF.Pd  Ox1e37 0xd4530 FC Link Ci 1 Suitch Name: 20:0230030diec:01:40381 €00:10diec)
42,034604 FF FF.Fd —> £F FF Ffd 0xa4531 OxFFFF SH_ILS EFP
42034853 FF.FF.Fd —> FF.FF.Fd  Ox4B31 Ox1e38 FC Link Ctl, ACK1 SiiE
42.035440  FF.FF.Fd -> FF.FFLFd  OxdB31 Oxlc38 SHILS SH_RJT (EFP) '~ End Code: SH_RIT {0x01}
42,035466 FFFF.Fd > FF FF Fd 0xa4531 0x1e38 FC Link Ctl, ACK1 Reason I:\;de:il_lnahle to Perform {0x09}
- Reason Code Explanantion: E_Port Isolated (0x2f}
OPT-3051 ¥endor Unique Error Code: Ox0d
0_05_2004_c1 200 ems, Inc. Al rights reserved 81

E Port Domain Issues

x Bear

HMusky-9506% sh int fc 4/13
fcd/13 is doun {(Isolation due to domain other side eport isolated)
Port description is ISL to Bear
Hardware is Fibre Channel, FCOT is short wave laser
Port HHN is 20: :0dzec:00:eazd0
Adnin port mode is E. trunk mode is on
Port vsan is 2
Receive data field Size is 2112
Beacon is turned off
5 minutes input rate 120 bits/sec.
5 minutes output rate 120 bits/:
8637 frames input, 593212 byt.
0 discards, 0 errors
0 CRC, 0 unknown class
0 too long, O too short
8620 frames output. 418388 bytes
0 discards. 0 errors
43 input OLS, 44 LRR, 22 NDS, 271 loop inits
125 output OLS. 26 LRR, 53 NOS, 42 loop inits
12 receive B2B credit remaining
12 transmit BZ2B credit remaining

Log from Musky

2004 May 4 12:40:14 Musky-9506 %FCDOMAIN-2-E
interface fc4/13 (reason: other side Eport indicates

15 bytes/sec, 0 frames/sec
'sec. 15 bytes/sec. 0 frames/sec
es

2004 May 4 12:40:14 Musky-9506 %ZONE-2-ZS_ME!
interface fc4/13 (VSAN 2)

Log from Bear

May 4 20:14:04 Bear-9509 %FCDOMAIN-2-EPORT_|
domain ID assigment failure) - VSAN 2.

May 4 20:14:04 Bear-9509 %PORT-5-IF_DOWN_DO

down (Isolation due to domain overlap)
OP’ 51
9770_05_2004_c1

Systems, Inc. All rights reserve

Musky X

Bear-9509% sh int fc 2/1

fc2/1 is down (Isolation due to domain overlap}
Port description is ISL to Musky
Harduare is Fibre Channel, FCOT is short uave laser
Port HHN is 20:41:00:0d:ec:01:40:80
Admin port mode is E. trunk mode is off
Port vsan is
Receive data field

Size is 2112
Beacon is turned off

9 minutes input rate 176 bits/sec, 22 bytes/sec. 0 frames/sec
5 minutes output rate 128 bits/sec, 16 bytes/sec, 0 fr /sec
8623 frames input. 587156 butes
0 discards. 0 errors
0 CRC, 0 unknown class
0 too long. O too short
8622 frames output. 424236 bytes
0 discards. 0 errors
20 input OLS. 22 LRR, 24 NOS. 3 loop inits
72 output OLS, 25 LRR. 11 HOS. 4 loop inits
12 receive B2B credit remaining
12 transmit BZB credit remaining
PORT_ISOLATED: %$VSAN 2%$ Isolation of
isolation)
RGE_FAILED: Zone merge failure, isolating
SOLATED: Isolation of interface fc2/1 (reason:
MAIN_OVERLAP_ISOLATION: Interface fc2/1 is
82
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View of Registered State Change Notification ﬁho'\?/ rscn scr-table Tells Us Who Is Causing
Going Across ISL with FCAnalyzer otifications
10.299610  FF.fc.32 —) FF.fc.ef  Oxifa OxFFFF SHILS SW RSCH Show rscn Stats Give You Overall View of All
101299694  Ff.fc.ef —) FF.Fc.32  Oxifa 0x28d9 FC Link Ctl, ACKL ; :
10299870 FF.fo.of -> FF.Fc.32  OxAfa 0x28d9 SH_ILS SH_ACC {SH_RSCN) Device-State Change Information from that VSAN
103300193 [.fo.32 ) FEifoeh  Oxtia 0<2049 FL Link ol ACkt : i
101300897 Ff.fc.ef -) FF.Fc.32  Ox28da OxFFFF dNS GE I .
O o o A L Tip: Used SH FLOGI Database to See Which FC Port
10301220 0x2bda Oxfe FC Link CEL. ACKL
10301252 0x28db OxFFFF oS G - -
10.301367 0x28da Ox1fc dNS m:l: (EE 1} Husky 9505" sh rscn scr—table vsan 20 I
10301390 0x2Bda Ox1fc FC Link Ctl. ACK1
10301514 0x2Bdb Ox1fd FC Link Ctl. ACKL SCR table for ¥SAH: 20
10301955 0x20db Oxfd ol ACC (GE 1)
10301981 0x28db Oxifd FC Link Ct
10303860 Ont ONFEF F ETS AL (PLOED) FC-1D REGISTERED FOR
10303971 0x2Bdc OxFFFF FC ELS PRLT
101306349 OxzBde OWFTY FC ELS AT (RLD) 0xbd0200 fabric and nport detected rscns
10306651 0x28de OxFFFF FC ELS "
10.307080 0x28de OxPPPF FC ELS m:l: (PRLO) 0xbd0500 fabric detected rscns
10308016 0x28df OxPFFF FC ELS LOGO
10308234 0x28e1 OxFFFF FC ELS PLOGI Total number of entries = 2
10308399 0x28df OxPPFF FC ELS ACC (LOGO)
10.308984 0xded OxPFFE EC ELG ACC (PLOCD) A
19303099 OxBed OxprPE K ELS Husky-95061 [sh rscn statistics vsan 20 |
10.311478 0x28e0 OxFFFF FC ELS acc (PRLI)
10.311576 0x2862 OxFFFF FC ELS P ieti B
10.312060 Onzis ONPFFE FE ELS Aot (PRLD) e
10.312904 0x28e3 OxFFFF FC ELS LOGO
10.313379 0x2e3 OxPFFF FC ELS ACC (L0G0)
10.810715 0x201 OxFFPF SHILS SH. Humber of SCR received =0
10.810807 Ons0d xphed PeLink Co1. AcKL -
10810998 0x201 0x28ed SH_TLS SH_ACC (SH_RSCH)) Husber of SCR ACC sent =0
10811299 0x201 0x28ed FC Link Ctl, ACKL Humber of SCR RJT sent 0
10,811770 0x28e5 OxFFFF dNS GE_ID Humber of RSCH received 0
10.812032 0x2805 0x202 FC Link Cil. ACKL
10.812058 02806 OxPFFF dNS CE_T u""ger °§ Egg: :EE" ived ggs
10,812034 0x28e5 0x202 dNS ACC (I:E ) SIS UL S
10,812080 0x28e5 0x202 FC Link Ctl, ACK1 Humber of RSCH ACC sent 0
e o Hinber of RSCH RIT received = 0
. 2806 Ox
IRISRS  Frifoer 5 fhfos et onzos F Link Cel. Acki HusbergofgrSERERTIg=ont. 0
17.610419  FF.FF.Fd -> FELFF.Pd  Ox20d OxFFFF SH_ILS Humber of SH-RSCH received 3
Tite RSN 5o Soher Al b et NHumber of SH-RSCH sent 107
61078 FEERD ) PR 02l ONITFE S ILS HLO Number of SH-RSCH ACC received = 107
17:611002 ofd -> FFLFFLFd  0x280B Ox208 FC Link Ctl, ACK1 Humbor of SH-RGCH ACE sent 2
Humber of SH-RSCH RJT received 0
Humber of SH-RSCH RJT sent =1
OPT-3051
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Activate Zoneset Flow

Bear

Zoneset Distribution Musky
Would Go to Every 4 -
Domain Within the VSAN zoneset >

ACA - Acquire Change Auth

Lock the Fabric ACC -
Move the Zone Data SFC — Stage Fabric Conf
to the Switches ACC
UFC - Update Fabric Conf
Trigger Switches to oo >
Activate the New Zoneset <
RCA — Release Change Auth
Unlock the Fabric ) ACC o
ACK1 Frames Are Not Shown Here
OPT-3051
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. Bear
FCAnalyzer Trace Switch Musky Musky
5724861  ff.fc.ef =) FF.Fc.32  0xd43b OxFFFF SH_ILS
5795176 Ff.fc,32 - Ff.fc.ef  Oxdd3b Ox1ddd FC Link CEL, ACKL
5725321 ff.fc.32 - Fifo.ef  0xdd3b Oxiddd SHILS 5u [
57958 Ff.fc.ef - FF.Fc,32  Oxdd3b Oxlddd FC Link Ctl. ACKL
5726384  FF.fo,ef - FF.fc,32  Oxdd3c OFFFF su_n Zoneset &
5726790  ff.fc.32 -> Fifo.ef  Oxdd3c 0xdddS FC Link CtL, ACKL
5727080  Ff.fc,32 - Ff.fc.ef  Oxdd3c Ox1dd5 SH_ILS SH_ACC (SFCH .
5727106 ff.fc.ef -> Fifc.32  Oxdd3c 0xdddG FC Link Cil. ACKL Domain EF X
5727370 ff.fo.ef -> Fifc.32  0xdd3d OxFFFF SHILY UFC | Domain 32
5797668 Ff.fc,32 - Ff.fc.ef  Oxdd3d Oxldde FC Link CEL, ACKL
5857274 ff.fc.32 -> Ff.fo.ef  0xdd3d Oxdddé SHILS SHACC (UFCH
5857335  Ff.fc.ef - FF.Fc,32  Oxdd3d Oxldd6 FC Link Ctl. ACKL
5857489 FF.fo,ef - FF.fc,32  Oxdd3e OXFFFF su_n
5.857857  ff.fc.32 -> Ff.fe.ef  Oxdd3e 0xddd7 FC Link CtL, ACKL .
5.85829  ff,fc,32 -) Ff.fo,ef  0xd43e Ox1dd7 SH_ILS SW_ACC (RCA) FCAnaIyzer Trace for New Switch Bear
5858318 ff.fc.ef -> Fifc.32  Oxdd3e 0xddd7 FC Link Ctl, ACKL 0000 TF TeieF o PR 3T 0T XTSI ACh
8.843033  FF.PF.FA > FRFFLFd OxdddB OxFFFF SHLILS HLO 0000008 FFFe3D o> FFofuef  OuddTh Onided FTLL 1 okt
8,843133  FF,FF,Fd -) FF,FF,Fd  Ox1dd8 Oxdd3F FC Link Ctl, ACK1 - qits ey ¥ “ e
g gid gi e 0000293 FF.Fc,82 > FF.fc.af  Oxa43b Ox1d4d SA_ILS SWACC o)
9104087 FF.FF.FA -> FRFF.Fd 0xddd0 OxFFFF SHLILS HLO D000 Lo ) FFear ddb 0elded PO Link Ak
9104492 FF,FF.Fd - FFLFF.Fd Oxddd0 Ox1d49 FC Link Ctl, ACKL . g s
d A gilid = 0.001607  ff.fc.ef -> FF.fc.32  Oxdd3c OxFFFF SH_ILS
0,001652  ff,fc,32 -) fF,fc.ef  Oxdd3c Ox1dd5 FC Link CEL, ACKL
0,00194  #f,fc,32 -> ff.fo.ef  Oxdd3c Ox1dd5 S ILS su ACC (SFC)
0.002194  ff.fo.of - ff.fc.32 Oxdd3c Ox1ddS FC Li (%)
0,002487  £f,Fc.ef > FF.fc,32  Oxdd43d OxPFFF SH_TL!
0.002521  #f.fc.32 - ff.fc.of  0xdd3d Ox1dd6 FC Lin Ack1
0SS HEferds > Hofet G4 Orldde SHLILS SHAEC UFC)
0139532 ff,fc.ef - fF,fc,32  Oxd43d Ox1dd6 FC Link Ctl, ACKL
0132675 ff fo.ef =) ff.fc.32  Oxddde OxFFFF SH_ILS
0.132723  ff.fc.32 - ff.fc.of  Oxdd3e Ox1dd7 FC Lin K
0133227 fF.Fc,82 - Fl.fo.af  Oxd43e Ox1d47 SH_ILS SWACC (RCA)
0.433412  ff.fo.of - ff.fc.32  Oxdd3e Ox1dd7 FC Link Cil, ACKL
3118014 FF.FF.Fd ) FF.FF.FD Ox1d48 OXFFFF SWILS HLO
3118994 fF,FF.fd - FF,FF.Fd  Ox1d48 Oxd43F FC Link Ctl, ACKL
3379252 fF.F.d -0 FELFFLFD 0xdddO OxFFFF SHILS HLO
3,379331  fF.Ff.fd - FF,FF.Fd 0x4440 0x1d49 FC Link Ctl, ACKL
OPT-3051
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Trunking
ﬂ

Note trunking configuration on the MDS ISL ports
is different then the Catalyst switches, no desired option

One side ON and other side AUTO has been used most
with MDS TE ports

Check log for any message indications of trunk issue

Your Trunk Mode Configuration Resulting State and Port Mode

Switch 1 Switch 2 Trunking State Port Mode
on Auto ar an Trunking (EISL) TE port
Off Auta, on, or off Mo trunking {I15L) E port
Auto Auta Mo trunking {ISL). E port

OPT-3051
9770_05_2004_c1
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Section Notes
ﬂ

* Do not over look physical-layer issues when
troubleshooting ISL problems

* Many displays available in fabric manager and
device manager to monitor ISL issues

* Preplan domain ID assignments, knowing that each
VSAN in each MDS requires a unique ID across that
SAN; know that domain manager can distribute
domain IDs but many users select to manually
assign the domain ID

« Understand the FC-SW-2 or FC-SW-3 standard.
ftp://ftp.t1l.org/t11l/pub/fc/sw-2/01-365v0.pdf

OPT-3051
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ZONING TROUBLESHOOTING

OPT-3051

9770_05_2004_c1 88
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Section Agenda
ﬂ

Internal Workings of Zones on the MDS Switch

* Proper Zone Uses
» Shows and Displays off GUI and CLI

* Debugging Zone Issues

OPT-3051
9770_05_2004_c1 © 2004 Cisco Systems, Inc. All rights reserved

89

Zoning Examples

Soft Zone

Hard Zone (&

= = =
[ == i =2 [ o0 § o)
Host Host Host \ Host
Zone Zone Zone Zone
1 x 2 1 x 2
Brocade Brocade

8800 MDs9509 3800  \Dsos09 B

Array MDS Does Hard  Array
Zoning by Default
* In a soft zone, we rely on the * In a hard zone, we do not rely on
Host in Zone-1 to be a good the host in Zone 1 to be a good
neighbor, and not address neighbor; even if it is a bad neighbor
frames to FC_IDs outside of and directs frames to FC_IDs outside
it's zone of it's zone, they will blocked

OPT-3051
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Improper Zone Configuration

Many Tools to Help
ﬂ

FCAnalyzer Remote

Sowrce IDu Protocol  |Info

Message on Fabric Manager

Link ot ackl
i Q

A
ACh

Ach

Link ctl, Ackl

SWACE (ACA) Log Messages

returns INVALID_DATA

L
SW_ACC [ACA)
Link ctl, ackl

Musky-9506 %ZONE-2-ZS_CHANGE_SFC_FAILED: SFC failed on VSAN 4 : domain 0x1

Musky-9506 %ZO_NE-Z-ZS_CHANGE_ACTIVATION_FAILED: Activation failed on VSAN 4
Musky-9506 %ZONE-2-ZS_CHANGE_ACTIVATION_FAILED_RESN_DOM: Activation failed
on VSAN 4: reason: Invalid data domain 1

Domain 0x01

Link ot aAckl

SW_ACC (RCAY
Link ctl, ackl
Link ctl, ackl
13

19

Link ct]l, Ackl
Link ctl, ackl
Link ctl, ackl

bytes on wire, 6B bytes captured) .
: 00:00:00:00:00:00, DST: 00:00:00 to Domain

= Lt

L'f;‘:‘glgqr” B Fibre channal ox2d \N_here

Ly d \ gxenange £irst in: 17 PY— the Zoning Is
Time from Exchange First: 0. :

T Cre R RLETL: Ox3C0evice Datarsol <ited = Taking Place

22)
SW_aCC [SFED 5 00 Exchange mesponder, Seq Tnitiator, Ewchg Last, Seq Last)

in VSAN 4

Invalid Data Issue

RCA on_TD: Owed2d N
f Link crl, ACKL RXIDE Ox7edd Returns from Switch
.fa. SW_ACC [SFC) Parameter: Oxd0000000 H
ff.fe.2d  Ff.fo1f Link ctl, ackl B oW ILs in the Accept Frame
. Fc. 2 TW_ACC (RCA) omd Code: SwW_acc (0x02)
fr.f tink cr1, ackl Zone Command Status: Falled (0w02)
ff.f ff.f Link ct1, ackl Zone Command Reason code! Invalid Dara (Ox09)
£F.E . vendor unfgue: ox0
ff.f ff.f
. ff.re
OPT-3051
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Zone Debug from CLI
ﬂ

debug zone change

errors Change Protocol Errors
events Change Protocol Events
packets Change Protocol Packets

OPT-3051

2004 May 41

9770_05_2004_c1 20

Musky-9506% debug zone change events vsan 4

Musky-9506% 2004 May 4 15:13:26 zone: Revd fabric change event for vsan 4, cmnd =0

2004 May 4 15:13:26 zone: Revd event (REQ_CHANGE) on vsan 4, current state = |dle, next state = Get Auth

2004 May 4 15:13:26 zone: Revd event (RCVYD_ACC) on vsan 4, current state = Get Auth, next state = Get Auth
15:13:

2004 May 4 6 zone: Revd event (RCVD_ACC) on vsan 4, current state = Get Auth, next state = Get Auth
2004 May 41 6 zone: Revd event (RCVD_ACC) on vsan 4, current state = Get Auth, next state = Get Auth
2004 May 41 6 zone: Revd event (ALL_ACC) on vsan 4, current state = Get Auth, next state = GET TZ
2004 May 4 15:13:26 zone: Number of consumers: 1

2004 May 4 15:13:26 zone: Sending req for TZ to SAP: Dx6e
2004 May 4 15:
2004 May 41
2004 May

:26 zone: rr-token: 0x1c53ecd
6 zone: Qutstanding Count: 1

2004 May :26 zone: Revd event (ALL_ACC) on vsan 4, current state = GET TZ, next state = Sent SFC
2004 May 6 Musky-9506 %ZONE-2 ZS_CHANGE_SFC_FAILED: SFC failed on VSAN 4 : domain 0x1 returns INVALID_DATA
2004 May :26 zone: Revd event (RCVD_RJT/FAIL) on vsan 4, current state = Sent SFC, next state = Release Auth

2004 May 4 15:13:26 Musky-9506 %ZONE-2.-ZS_CHANGE_ACTIVATION_FAILED: Activation failed on VSAN 4

2004 May 4 15: : Revd event (RCVD_ACC) on vsan 4, current state = Release Auth, next state = Release Auth
2004 May 41 : Revd event (RCVD_ACC) on vsan 4, current state = Release Auth, next state =

2004 May 41 : Revd event (RCVD_ACC) on vsan 4, current state = Release Auth, next state =

2004 May 41 : Revd event (ALL_ACC) on wsan 4, current state = Release Auth, next state = Idle

2004 May 41 : Change Callback invoked: retval 0x40200008

2004 May 41 : received TCAM prog complete event on vsan =4

stems, Inc. All rights reservec

4 15:13:26 zone: Received response from SAP: 0x6e for rr_token: 0x1c53ecl retval: 0x0
2004 May 4 15:13:26 zone: Revd event (RCVD_ACC) on vsan 4, current state = GET TZ, next state = GET TZ

6 Musky-9506 %ZONE-2-ZS_CHANGE_ACTIVATION_FAILED_RESN_DOM: Activation failed on VSAN 4: reason: Invalid data domain 1
2004 May 4 15:13:26 zone: Revd event (RCVD_ACC) on vsan 4, current state = ldle, next state = Idle |

Debug Shows Example of
Issue When Trying to

Activate a Zoneset Which

Has Zoning Information

not Compatible with

Domain 1; in This Case We ___
Were Doing LUN Zoning

Release Auth
Release Auth

© 2004 Cisco Systems, Inc. All rights reserved. Printed in USA.
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Viewing Default Zone Status

This Switch Has the Default Set to
Deny and Device in this VSAN
Allowed to See Each Other
show zone status vsan 1

VSAN: 1 default-zone: deny distribute: active only Interop: 100
Full Zoning Database :

Zonesets:1 Zones:5 Aliases: 0

Name: 7 1eSetl Zonesets:1 Zones:4

Status: /  ration completed at 22:47:52 AL, 2?8 2004

i List of All Active Zonesets
You Can H Multipl :
Zoz:se?: C:r\:feigulrjeépbit and Count of Active Zones
Only One Active Will List Here
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VSAN Is in Standards
SW-2 Mode
Musky-9506# show zone st~_us vsan 1

Full = Distribute All Zones to All Switches with
this VSAN Number; Active Only Setting Only
. . Updates Active Zonesets to Switches
Active Zonir j Database : e

Useful show Commands

Verify the Zoning Information
with the Following Commands

MDS_Switch # show zone vsan X
MDS_Switch # show zoneset vsan X
MDS_Switch # show zone statistics

Use the show zone statistics command to display the number
of control frames exchanged in the VSAN

MDS_Switch #show zone internal vsan X

X =VSAN Number

OPT-3051
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Zone Philosophy’s 101

Zoning Controlled

and Configured E
. HP_Storage (B0 TenaSets MEAIDG TonsetBadger
from Switch Musky
b o
M S0 DALO00 0 Do
» & o
> I 'mm'? x
/ ==
VSAN 50 : R ]
X i e <
I
X I | Towvier | ow | ome |
[ R — 1
GEHE PP | i) MP_Sterage (80)TenaSets
Bl
Switch Moose Zone —17%
Information Is Empty &
Because All Zoning Was -
Done on Musky and et e = = |
. . I Maogen 18 BT B0 0.0 3t D Dt
Distribute All Is not Set 4 Joues S e T A Py
e | o | i | Do |
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Saving Off Zone Config Just in Case

Zone name DUk vean 1
ioerpwwn 20308:00:0b

* When you go to activate a zoneset you are
prompt to continue, at this point you can also
save all CLI zone information for all the VSANs
to the FM server in the form of a txt file

* This can be used to recover zone information
that may have been removed by mistake on
ant MDS switch in your network

Fabric Manager 1.3

— After

[V Save Rurning to Startup Configurstion

[} ¥ Save Proposed Zone Configuration (u/
File Mame: |Moose-9216_zone_cfytxd J

member pwwn 50:08:05:F3:00:04:96:
zone default-zone permit vsan
Continue Activation Cancel | zone_default-zone permit vsan 100
member Zone2
member r ch
: e e
Ti p: onsor nna Miskyl vsan 4
R
Text in Information Can Be Easily memoer Lo
. ) parjacets
Cut and Paste Direct into CLI of ol ot o zorer vean 0

member Badger

q c zoneset distribute full vsan 4

MDS Conf t zoneset distribute full vsan 50
onftiguration zoneset “activate name zonesetl vsan 1

zoneset  activate name Muskyl vsan 4

zoneset  activate name LSI-Zoneset vsan 20

2oneset activate name MSAL000-Zonset vsan 50
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Using Fabric Manager to Monitor Zones

1. Clicking zoneset
highlights zone
on map

T—— izt ]

2. Zone status, statistics,/'
and general health of
the zoneset with included
zones can be monitored

sEEpapurrnifiNG

s | T
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Merge Analysis and Recovery Tools
ﬂ

i Fabric Manager 1.3(4.2) - Zone

Edit Local Full Zore Database... :
Deactivate Zoneset K ISL failure cause is aiiure
Recover Full Zohe Database... e £ Import Active Zoneset

Wizared " Export Active Zoneset

—
Merge Fail Recavery. = Switch: [Moose-8218 7 |

Merge Analysis... K vean W’
Migr e hon-MDS Diatabass mertace: [
WA 3 (e.g. 161412, channslt, fip11)

QK Clase

Ei|
ek Swach 1; o058 =] amgswacn2 Foroze =]
For Activa Zoneet Merge Problema in VEAN ey [1 a3

=

AN | Active Toneest Mesge Heport Cor Musky-9S06 and FOX-0216
cmeser ZoneSerl merge will succeed j
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Section Notes
ﬂ

* Preplan zone configuration

* Keep documented backups of zone members and
zones within zonesets

* Keep a perspective of where active zoning resides
in your network

* Come up with a policy to use for zoning, keeping
complete zone distributed everywhere or just active
zoning on all the switches

* Using both CLI and fabric manager to help keep
understanding of zone distribution straight within
the VSANs and why problems exist with zone
merging
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GENERAL SWITCH

MAINTENANCE

OPT-3051
9770_05_2004_c1 © 2004 Cisco Systems, Inc. All rights reserved, 100

© 2004 Cisco Systems, Inc. All rights reserved. Printed in USA.

Presentation_ID.scr



Section Agenda

Understanding Core Dumps

Understanding Logging

* Upgrading Recommendations

Gathering Information for TAC

OPT-3051
9770_05_2004_c1 2004 Cisco Systems, Inc. Al rights reserved

ﬂ

101

Setting Up Core Dumps

» Core dumps are available in situations where
unknown problems exist; dumps are set to TFTP
server or to a flash card in slotO: of local switch

* Core dumps would be under the instruction of
service and would require decoding by Cisco
TAC engineers

» Best practice is to set up cores to go directed
to TFTP server then core dumps can be directly

emailed to Cisco Directory
Must Exist on
system cores tftp://10.91.51.200/mfrase_cores TETP Server

FOX-9216# show system cores

Cores are transferred to tftp://10.91.51.200/mfrase_cores
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What Happened?
ﬂ

Show system reset-reason

Musky-9506% show system reset-reason
***** Teset reason for module 6 ——
1) Ho time

Reason: Reset triggered due to Switchover Request by User

Service: SAP(93): Switchover requested b

Yersion: 1.3(3)
2} At 111421 usecs after Mon Apr 26 14:40:52 2004

1 Reason: Reset triggered due to Switchover Request by User

To Get Overall History of Sorvice: SAP(IS): Guitehaver remuectod b
Yersion: 1.3(3)

When and Why EXpeCted 3} At 69278 usecs after Tue Feb 10 17:42:20 2004

Reasoni Reset by installer

Service:
and Unexpected Reloads D ey
4} Ho time
OCCUI’red Reason: Reset Requested by management application
Service:
VYersion: 1.3(4}
————— reset reason for module 5§ ——
1) Ho time
Reason: Reset triggered due to Switchover Request by User
Service: SAP{93): Switchover requested b
VYersion: 1,3{da}
2) Ho time
Reason: Reset by installer
Service:
Version: 1,3(3)
3> Ho time
Reason: Reset triggered due to Switchover Request by User
Service: SAP(93): Switchover requested b
Version: 1,3(4)

4} Ho time
Reason: Reset Requested by management application
Servicel
Version: 1,3(4)
OPT-3051
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Understanding Logging
ﬂ

. . Message.. Chrl+L
+ Use device manager to setup and view logs T hmam D
* Use fabric manager logging tab to also view B »
log information Accounting »

* Learn to use threshold manager to alert you Link Inciclents »
of event statistic counters Switch Resident »
Sy=log Setup »

Musky-9506# show logging ?
console Show console logging configuration
info  Show logging configuration Musky-9506# show logging server
Logging server: enabled
{10.91.51.204}

server severity: critical

last  Show last few lines of logfile

level Show facility logging configuration
logfile Show contents of logfile

module Show module logging configuration server facility: UL
monitor Show monitor logging configuration

nvram Show NVRAM log

server Show server logging configuration

<cr> Carriage Return
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Upgrading Recommendations
ﬂ

» Availability of FTP or TFTP server at install is important, put in
place as part of the switch install

« Use of the software upgrade wizard tool in fabric manager is
recommended but can be done many other ways

« Install all will run complete script and test image along with
compatibility with hardware

Helpful commands for install:
show install all impact system bootflash:m9500-sf1ek9-mz.1.3.4a.bin

Check that new image is healthy and what impact new load will have
on hardware with regards to compatibility

Image version checker available in device manager to view meta information
of images in the directories of MDS file system
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Gathering Information for TAC
ﬂ

* Show tech-support detail at time of problem is
most important

* Show Log
* Show log nvram
* Show system internal log install (for code upgrade)

* Access to network via TAC can narrow time to
resolution

Show ? (see anything that is related to your problem)

Read release notes available with all code levels you
are running, available on CCO

e Traces are ideal
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Complete Your Online Session Evaluation!
ﬂ

WHAT: Complete an online session evaluation
and your name will be entered into a
daily drawing

WHY: Win fabulous prizes! Give us your feedback!

WHERE: Go to the Internet stations located
throughout the Convention Center

HOW:  Winners will be posted on the onsite
Networkers Website; four winners per day
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