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Goal

| CISCE,COm
Successfully Design and Implement Voice
over an IPSec VPN

Components fo VolP over IPSec
* Voice over IP (VoIP)

« Quality of Service (QoS)

e |P Security (IPSec)

Reduces Cost, Increases Productivity, Flexibility and Convenience

WT-216
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QoS Enabling IPSec VPNSs:
What we are going to build

| —— ——— CIBG0, Gom
Enterprise Owned/Managed
Or
Site to Site VPN Service Provider Managed Service

Large/Small Branch

Central Site

SOHO VPN
(Small Office Home Office)

VPN Headend

IPSec
VPN Tunnels

WT-216 Remote Access (SW Client)
5172_05_2002_c1 © 2002, Cisco Systems, Inc. All rights reserved. 6

Copyright © 2002, Cisco Systems, Inc. All rights reserved. Printed in USA.
5172_05_2002_X, VVT-216



Companion Sessions

i CI8c. Com

« SEC-210: Deploying and Managing
Enterprise IPSec VPNs

* VVT-201: Designing Voice/Video Enabled
SOHO IPSec VPN Telecommuter

* NSC-215: Deploying QoS in an Enterprise
Environment

* PS-530: Building End-to-End IP
Telephony Power Session

WT-216
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Deployment Model: Site to Site VolP VPN

CIS00, Lo

Site to Site VPN
| Large/Small Branches

Central Site

Service Provider/
Internet

- -

-
-
-
il

-
.
-
-
-

VPN
Routers
¢ Hub and Spoke Topology
* VoIP supportin IP Sec VPN
10S Routers
QoS capable WAN media (Pt to Pt, Frame Relay, etc.)
Service provider QoS based SLA for drop, delay and jitter, availability
* “Gold Class” voice quality when implemented per design criteria

WT-216
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Planning Considerations

« Additional header and trailer overhead of
IPSec and GRE (Generic Routing
Encapsulation) with voice packets

* Routing protocol and GRE for best
convergence

« Software crypto adds delay and jitter—
Hardware crypto accelerators best
practice

* Voice delay budget increased by crypto
engine processing

WT-216
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« CODEC (Coder-Decoder) G.711
vs. G.729

* QoS re-ordering of IPSec sequenced

packets can lead to packet loss upon
receipt

* Low Latency Queuing (LLQ) for Crypto
Engine may be required for some traffic
profiles

» Service providers as QoS-enabled
transport

WT-216
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WAN Media Considerations

Cigco,com

Voice gyer |P

IPSec/GRE
Erame FEth

Configuration Examples Based on Frame Relay

WT-216
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* Overview

* Planning Considerations
* Design Guidelines

» Case Studies

°* Summary
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Design Guidelines
.................... —

« General Design
Characteristics

* Voice over IP (VoIP)

* Quality of
Service (QoS)

 IP Security (IPSec)

« Service Provider
Considerations

« Solution Test
Validation

WT-216
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General Design Characteristics

» Strong (3DES) encryption—both voice and data
* Voice and data in same IPSec/GRE tunnel
* Hardware encryption modules

AIM-HP,EP,MP,BP SA-VAM/ISA 1751-VPN

Hub and spoke tunnel topology

IPSec/GRE Tunnels (GRE for IP Multicast, routing protocol,
multi-protocol—IPX, AppleTalk)

Routing protocol

* Redundancy and availability—dual head-end

QoS-enabled enterprise/service provider

WT-216
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Design Guidelines

* General Design
Characteristics

* Voice over IP (VoIP)

* Quality of
Service (QoS)

 IP Security (IPSec)

« Service Provider
Considerations

« Solution Test
Validation
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Voice over IP

An Application with Special Requirements

» Packets arrive at a constant rate
« Arrival rate in “per call” increments
* Quality a function of jitter/latency/drops

« Additional call can’t degrade existing calls
(Call Admission Control) CAC

WT-216
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VolIP Design Parameters

* G.729 CODEC (Coder-Decoder) recommended
for <=T1 links

* CAC same as FR implementations

» Link fragmentation and Interleaving for low speed
(< 1024Kbps) links

« Hardware encryption accelerators required for
predictable latency and jitter

* Frame Relay traffic shaping 10ms interval
* No changes required to CallManager or IP Phone

* Compressed RTP (cRTP) not compatible with
encryption

WT-216
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G.711 CODEC with GRE and IPSec

4 Claco.com

G.711
200 Bytes

IP GRE
224 Bytes

IPSec ESP
Tunnel Mode
280 Bytes

ESP
Auth

12

Encrypted

Authenticated
WT-216
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G.729 CODEC with GRE and IPSec

4 Claco.com

G.729
60 Bytes

IP GRE
84 Bytes

IPSec ESP
Tunnel Mode

136 Bytes
ESP [ESP ESP | ESP

[ ) W ———
20 8 \8 20 4 20 2-257, 12

ncrypted

Authenticated
WT-216
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i CI8c. Com

* IP GRE (Generic Routing Encapsulation)
* IPSec Tunnel Mode

« ESP (Encapsulating Security Protocol)
Encryption 3DES (esp-3des)
Authentication SHA-1 (esp-sha-hmac)

* G.729 = 136 bytes @ 50 pps = 54,400 bps

* G.711 = 280 bytes @ 50 pps = 112,000 bps

WT-216
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Delay Budget
i

Cigco,com

Coder . < 30 ms Based on SP’s SLA
sris | Encrypt - ’ e—

<10ms Queuing i Serialj~ -

=10ms § = 64K Zation
, 6ms 64K Network Propa—
3ms (FR'Sw) gation Decrypt "
’ : <10ms | REEjIEEEE
Chariot 50ms
Values

Goal =100-250ms

164 ms as Shown

WT-216
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Spoke to Spoke Delay Budge
i

* Doubles the delay
budget outside coding
and dejitter

* Full mesh issues
similar to existing
Frame Relay
deployments

WT-216
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Decrypt

Ciga0 com
Encrypt
Decrypt

23

Design Guidelines

* General Design
Characteristics

* Voice over IP (VoIP)

e Quality of
Service (QoS)

 IP Security (IPSec)

« Service Provider
Considerations

« Solution Test
Validation

WT-216
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QoS Requirements

Decimal Precel,-Zence
224!
197
184

160

7 Network:Control

Glnternetwork Control

5 Critical
128 A ElashiGvertide
104

3 Flash

CIS00, Lo
= scor0s EF
MK Cisco 10S (== Cisco I0S MLIN
| Platform Service \ PIatform — E
a—‘j,—@ Prowder . —
Campus QoS WAN Edge QoS SP-Based QoS
Multiple Queues on Multiple Q's Multiple Q's
A"_ P(_ms . Low-Latency Queuing Low-Latency Queuing
f;r'"\;g?;Q”e“'"g Link Frag and WRED MDRR
S Interleave CBWFQ
Classification/Trust Bandwidth Bandwidth over
on IP Phone and L L
Access Switch Provisioning and Provisioning
Admission Control
Traffic Shaping
WT-216
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| ™ CISED, COM
!
s class-map natch-all call-setup
7 5 3 2 1 significant match ip precedence_ 3 ) o
pit| C!ass-map match-any mission-critical
match ip precedence 2
IP'Precedence Priority, match i p precedence 6
DSCP. class-map match-all voice
ToS byte match ip precedence 5
!

Class-map

Bi
Name hriziry

11H00000]
11000000]
10111000
10100000
10000000
01101000
01100000

Call-Setup

_“ 2 Immediate Mission-Critical - 01000000

1 Prierity,

O/ROULINE

WT-216
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00100000
Defaulf: 00000000
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Enterprise/SP Edge QoS
i

CIS00, Lo

* Class-Based Weighted Fair Queuing
CBWFQ/LLQ enabled on WAN interface

* Link Fragmentation and Interleaving
(LFI /FRF.12) configured required

* Traffic shaping configured where required

* No support for cRTP for VolP

WT-216
5172_05_2002_cl ©2002, Cisco Systems, Inc. Al rights reserved 27

Bandwidth Allocation

i CI8c. Com

Traffic Categories

class-map match-all call-setup
match ip precedence 3

cl ass-map match-any nission-critical
match ip precedence 2 All' Other Data

match ip precedence 6 40%

class-map match-all voice

match ip precedence 5 — VoIP Bearer
! Mission 33%

. _ Critical
Voice Target . 22%

33% of Link N

Reasonable Number VolP Control
of Calls Given Speeds 5%

in Solution Testbed
i Solution Testbe Includes GRE and IPSec
Headers/Trailers

WT-216
5172_05_2002_c1 2002, Cisco Systems, Inc. Al rights reserved 28

Copyright © 2002, Cisco Systems, Inc. All rights reserved. Printed in USA.

5172_05_2002_X, VVT-216




Branch Router Policy-Map

|

policy-map lig-branch
class call-setup
bandwidth percent 5
class mission-critical
bandwidth percent 22
class voice

priority 168

class class-default

fair-queue

WT-216
5172_05_2002_cl
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Ciga0 com

oIl Mission
VoI B Critical O35S~
168K up 5% Default 40%

Max-Reserved Bandwidth
75%) 0f minCIR

Class—
Default 25%

Traffic Shape CIR/minCIR to 95%
Carrier CIR

Underlying Link
Frame Relay 512 CIR

Bandwidth Allocations by Line Rate

Max Calls
as a % ofi
Line rate

Line Max

Rate Number:

Kbps of G.729
Calls

62! BYL5
43.7
4347

33

29

33

33

WT-216
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Ciga0 com

Max-
Reserved-
Bandwidth

Calll Set- Mission
Kbps; at Up 5% in Critical
56k per kbps 22%in

Call kbps

Priority,

56 NGRE 100
56 26 75!
53 75

106 75!

160 75

75!

75
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Frame Relay Traffic Shaping

* Latency increases
dramatically as offered

Ciga0 com

* Shape to 95%
Carrier CIR

WT-216
5172_05_2002_c1 ©2002, Cisco Systems, Inc. Al rights reserved

Frame Relay CIR

rate approaches 6 |
Carrier’'s Committed 50 1
Information Rate (CIR) ‘3‘3
* IOS FRTS does not N
include CRC FCS 0 S S S S
and flags 119500 120000 120500 121000 121500 122000 122500

31

Branch Frame Relay

Traffic Shaping and LFI Parameters
4 1L

Line Rate TS CIR/ TS be LEl Bytes
Kbps minCIR

64 60800
128 121600
256 243200
286200
729600

200

1459200

WT-216
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1
interface Serial 0/0

bandwi dth 512

no i p address

encapsul ation frame-rel ay

bandwi dth 512

frame-relay interface-d
class ts-branch

Shape to
crypto map GRE
!

95%
CIR

rane-relay cir 486400

WAN Edge QoS Configuration

franme-rel ay traffic-shaping
interface Serial 0/0.100 point-to-point

p address 192.168.1.1 255. 255.

map-cl ass frane-rel ay ts-branch
no frame-relay adaptive-shaping

CIS00, Lo

Frame Relay
Traffic Shaping
required for
FRF.12

Frame Relay
Traffic Shaping

frane-relay bc 4864 e
frame-relay be 0
frame-relay mncir 486400
service-policy output |lg-
frame-rel ay fragnent 640
1

Fragment
Size
10ms

WT-216
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‘\

Interval—10ms

Service Policy
Calculated on
mincir

ranch

33

« Independent of ToS byte copy to
IPSec IP Header

« Maintains pre-encapsulated IP
header for output QoS policy—
port, protocol, src/dst IP
address, etc.

* Required command for HW
accelerators and service—policy
on output interface until
CSCdx08427

« Apply to both crypto map and IP
GRE tunnel- or just crypto map if
no IP GRE tunnel

Unencrypted
o)
\%
/ '
v
*
WT-216
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*
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QoS Pre-Classify

&=

CIS00, Lo

crypto map static-map 10 ipsec-isakmp
gos pre-classify
!

interface Tunnell

ip address 10.62.139.198 255.255.255.252
gos pre-classify

delay 60000

tunnel source 192.168.91.2

tunnel destination 192.168.252.1

crypto map static-map

|

IPSec Router Encrypted

22 2 7 —r
L

Router Can Make QoS Decisions Based
On Encrypted Elements in the Packets

34
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Design Guidelines

* General Design
Characteristics

* Voice over IP (VoIP)

* Quality of
Service (QoS)

* IP Security (IPSec)

« Service Provider
Considerations

« Solution Test
Validation

WT-216
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IKE and IPSec Assumptions

» Strong (3DES) encryption for Internet Key
Exchange (IKE) and IPSec

IP GRE with IPSec Tunnel Mode
Diffie-Hellman Group 2 (1024-bit) for IKE
Secure Hash Algorithm (SHA)-HMAC
Pre-shared keys

Default lifetimes for IKE (24hr) and
IPSec (1hr)

WT-216
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Crypto IKE Configuration Sample
i

.................................................... -
!

crypto isakmp policy 1
encr 3des =
authentication pre-share
group 2

cryptodsakmp key bipysecret address 192.168.252.1
crypto Isakmp key bigsecret address 192.168.251.1
|

Pre-Shared Verify Using: .
Diffie-Hellman Keys show crypto isakmp policy

Group 2
1024-bit

ISAKMP—Internet Security Association

and Key Management Protocol
WT-216
5172_05_2002_cl
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Crypto IPSec Configuration Sample
il

CIS00, Lo
|

crypto ipsec transform-set vpn-test ¢¢;
!

Encryption—Triple DES
crypto map static-map local-address Serial0/0.1 Authentication—SHA
crypto map static-map 10 ipsec-isakmp
set peer 192.168.252.1
set transform-set vpn-test
match address vpn-staticl

qos pre-classify \
crypto map static-map 20 ipsec-isakmp

Access-List Matches
set peer 192.168.251.1 GRE Tunnel End-Points
set transform-set vpn-test
match address vpn-static2 -
qos pre-classify
]

Verify Using:

show crypto map
show crypto ipsec transform-set

WT-216
5172_05_2002_c1

ms, Inc. All rights reserved

38

Copyright © 2002, Cisco Systems, Inc. All rights reserved. Printed in USA.
5172_05_2002_X, VVT-216



Crypto Configurations Sample Branch
Access-List

" CIBG0, Gom
!

interface Serial0/0.1 point-to-point

ip address 192.168.217.2 255.255.255.252

!

ip access-list extended vpn-staticl

permit gre host 192.168.217.2 host 192.168.252.1
ip access-list extended vpn-static2

permit gre host 192.168.217.2 host 192.168.251.1

102,168} 262, 1!

IPSec/GRE PEers Head-End

02, 168} 2117, 2 192. 168. 251. 1

IP Sec/GRE Peers

Branch

WT-216
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Crypto Configuration Sample Branch
GRE Tunnel Interfaces

| ™ CISED, COM
!

interface TunnelO

ip address 10.63.81.194 255.255.255.252

ip summary-address eigrp 1 10.63.81.0 255.255.255.0 5

gos pre-classify

tunnel source 192.168.217.2

tunnel destination 192.168.252.1

crypto map static-map

!

interface Tunnell
ip address 10.63.81.198 255.255.255.252

ip summary-address eigrp 1 10.63.81.0 255.255.255.0 5 Primary
delay 60000
gos pre-classify
tunnel source 192.168.217.2 197, 168, 2524 4
tunnel destination 192.168.251.1
crypto map static-map IPSec/GRE Peers Head-End
92. 158, 217. 2 192. 168. 251. 1 @
Branch IPSec/GRE Peers
Tunnel 1 Delay Is Higher Than Default Backup
WT-216
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Crypto Configuration Sample Branch
EIGRP

i CI8c. Com

|

router eigrp 1
passive-interface Serial0/0.1
passive-interface Ethernet0/1
network 10.0.0.0

no auto-summary

eigrp log-neighbor-changes o0 168 ot

IPSec/GRE PEers Head-End

192.168.251. 1 (e

IP Sec/GRE Peers

Branch

WT-216
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Anti-Replay Window
il

Cigco,com

» Designed to identify packet capture/replay by 3rd
party—Message Integrity

* Sender assigns sequence number per Security
Association (SA) to encrypted packets

* Receiver maintains 64 packet sliding window
« Window marks packets as received or not

* Window moves to right to include higher
sequence numbers

* Packets to the left of the window are dropped

WT-216
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Anti-Replay in Action

Outside
Window
II 64 Packet Sliding Window
1 2 N | 4 |64 06566 |67
Anti-Replay
Drop
Anti-Replay Is Message Integrity

crypto ipsec transform-set NOREPLAY esp-3des
crypto ipsec transform-set REPLAY esp-3des esp-sha-hmac
1

;:rypto map SKOOT 50 IPSec-isakmp
set peer 192.168.3.1
set transform-set REPLAY
match address 101
* Message Integrity provided by ESP
(Encapsulating Security Protocol)

Authentication
* Defined in the IPSec transform—set

* Either by SHA-1 or MD5 HMAC (Keyed-—
Hash Message Authorization Code)

WT-216
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How to Identify Anti-Replay Drops

Look at the esp_seq_fail
pkt_replay_err

vpn18-2600-6#show crypto engine accelerator stat | include esp_seq_fall

counter

Voice packets (prioritized) not dropped, data
(delayed) packets dropped

Data packets transmitted, but dropped by
receiving IPSec peer—wrong size of the link!

Applications without flow control (UDP)
drops persistent

Networks with predominately TCP-based
applications expect drop rate <1%

WT-216
5172_05_2002_c1 2002, Cisco Systems, Inc. Al rights reservec

esp_prot_absent: 0 esp_seq_faili' 1775 esp_spi_failure: 0
vpn3-7200-2#show pas isa interface | Rate Limited
vpn3-7200-2#show pas vam interface Syslog Message on most

platforms
06: 17: 00: %W VPN- 1- HPRXERR: Har dwar e VPNO/ 2: Packet
Encryption/ Decryption error, status=4615
WT-216
5172_05_2002_cl 2002, Cisco Systems, Inc. All rights reserved 45
Anti-Replay and QoS Interaction
S ———

46
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Crypto Engine QoS
™

CIBE0.LOm
» Crypto engine is a half duplex internal interface

» Must process packets from multiple full duplex I/O interfaces

» Same input queue for encryption or decryption

* LLQ for crypto engine designed to minimize voice latencyljitter

- Enabled by presence of CBWFQ service policy

*  Two queues—Low Latency Queue and best effort

* Not a pre-requisite to deploying Voice over IPSec today

* Applicable as CPU speed increases and/or high % of large packets

. Output
|P Dat D VVV Interface
N ’

v plviofp] V b b D

/ Interface CBWFQ
Y Classification

WT-216
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Design Guidelines

4 Claco.com

* General Design
Characteristics

* Voice over IP (VoIP)

* Quality of
Service (QoS)

* IP Security (IPSec)

* Service Provider
Considerations

* Solution Test
Validation

WT-216
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Roles and Responsibilities

CIS00, Lo

* Enterprise
SLA from the Service Provider?
Can the SP actually provide QoS across?
Contiguous or multiple Service Providers?

« Service Provider

QoS—on Service Provider edge and core
Bandwidth provisioning and SP boundary policing

WT-216
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Service Provider QoS Considerations

W Cigam o
Enterprise Enterprise
Branch Office Service Provider Headquarters

__

E—éﬁ@—@@i}/@—@—é@

\7

Enterprise Edge
Capacity Planning
Classification/Admission
Prioritization
Link Optimization

Service Provider Edge
Capacity Planning
Classification/Policing
Prioritization
Link Optimization

Service Provider Core

Capacity Planning
Prioritization

WT-216
5172_05_2002_c1

Systems, Inc. All rights reservec
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Service Provider Recommendations
From Enterprise Edge to Edge
I |

CIS00, Lo

* Cisco Powered Network

Delivers end-to-end service level agreements to ensure
voicelvideo quality

» Service Level Agreement
Packet Loss <= .5%
Delay <= 60ms One way Delay
Jitter <= 20ms

» Contiguous Cisco Powered Network SP
Recommended

WT-216
5172_05_2002_cl © 2002, Cisco Systems, Inc. Al rights reserved 51

Enterprise + Service Provider SLA
Demarcations

CIS00, Lo

nterpris

Enterprise/ . _ _
g Service Provider terprise Edge

One Way Delay < 60ms,
Jitter < 20ms

Loss <.5%

’ Seriali=

@ Coder IS8 FRTS Qut‘)e;:(lng zation! Network | -1CRa= Decrypt JpJl[jie=lg

45ins) WSSl < 10ms 64K (FR sw) [ S2UCTE BER 50ms

G 3ms
< >
Goal =100-250ms End to End Delay

WT-216
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Additional Things to Ask for From Service
Providers

i CI8c. Com

Service Provider Differentiation

Handling of high priority traffic exceeding
contracted rate?

If multiple SP’s involved — How is SLA achieved?

* Monitoring and Reporting on SLA statistics

Availability of service and mean time to repair

WT-216
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Ent-SP Boundary Considerations

Cigco,com

Service Provider may not be able to control
how much high priority traffic the Enterprise sends

)

Service Provider @

Central Site

Branch Office

Service Provider can police high priority
traffic to contracted rate for billing

Example

Enterprise Contracts for 5mbps high priority traffic
SP Enforces to 5mbps - If exceeded charge extra or mark to lower priority

WT-216
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SP Considerations
Cross Service Provider Boundaries

Many Service Provider mark high priority
Traffic to lower priority

Km Serwce
Provider A

Prowder

Branch Office

CIS00, Lo

traffic they will accept with each other

WT-216
5172_05_2002_cl ©2002, Cisco Systems, Inc. All rights reserved

Central Site

Service Providers must agree on how much high priority

55

Enterprise SLA Requirements
for Service Providers

Mirror customer’s QoS at edge
Delay guarantee

points
150ms end to end (mouth to ear)

Jitter
<20ms

Packet delivery <= .5% packet loss
Availability/Mean Time to Repair

WT-216
5172_05_2002_c1 2002, Cisco Systems, Inc. Al rights reservec

CIS00, Lo

* Bandwidth guarantee and provisioning

60ms one way between SP/Enterprise demarcation

* Notification of scheduled downtime/outages

56
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Cisco Powered Network
L —— T I

» Cisco Powered Network on CCO

* CPN multiservice description and requirements

« Search for a Cisco Powered Network Provider

WT-216
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Design Guidelines
........................ —_—

* General Design
Characteristics

* Voice over IP (VoIP)

* Quality of
Service (QoS)

 IP Security (IPSec)

« Service Provider
Considerations

e Solution Test
Validation

WT-216
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Voice over IPSec Solution Validation

* Enterprise Solutions
Engineering Test Lab

« Code Recommendation

» Scaling Considerations

WT-216
5172_05_2002_cl

Enterprise Solutions Engineering

VPN Solution Testing Lab

Mission:

* Design, build, and test
emerging technology
solutions in a lab-
simulated customer
environment

WT-216
5172_05_2002_c1

Copyright © 2002, Cisco Systems, Inc. All rights reserved. Printed in USA.
5172_05_2002_X, VVT-216



ESE VolP VPN Solution Test
Topology

Cigco,com

<
.}

afio CallManager
. . morn s) -I
Design verified
%
240 branch routers @Z‘;@o

Ne“Q Chariot™ 75xX @;Termination

—— RS

( )
" Frame Relay )
‘

\ \, \\ /‘
I é /\] /T Bxx ~
17 N\
Call Manager E = I g

36xx

—i E 4224
240 Remote Routers

Charlot
WT-216 Endpoint(s)
5172_05_2002_cl1 © 2002, Ci s A

7960 IP Phones

%%
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ESE VoIP Solution Test
WAN/LAN

i CI8c. Com

* Frame Relay—Stratacom core
* Branch rates—128K to E1

« 7500 WAN aggregation router with
7200V XR/3660 FE/FE head end

« 7200V XR/3660 FE/HSSI head end
» 6500 head end switch
» 2948G branch switch

WT-216
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ESE VoIP Solution Test

Chariot™ Traffic Profile
e — S

UDP
* RTP (VolP G729) 33% of link (per call units, 50pps)
* DNS script—rate limited

TCP

* HTTPtext script

FTPGet and FTPPut script
TN3270 script

POP3 script

HTTP and TN3270 Have Both IP
Precedence 0 and 2 Traffic

WT-216
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ESE VolIP Solution Test Traffic Profile

i CI8c. Com

Percent of Bytes with
Average Packet Size
Downstream Upstream

45 (FTP

889 (TN3270) .9% Get) 1.9%

1016 (TN3270-
2 Immed) .9%

-89 (TN3270) .2%
Y ~— 89 (TN3270-2
1044 (FTP Immed) .2%
Put) 57.6%

1052 (FTP.
Get) 53.5%
60 (VoIP) 22.2%

/

124 (DNS) 2.1%
176 (WWW) 5.9%

0,
44 (FTP 45 (POP3) 3% 72 (hoard 43528
Pu) 1.0% 377 (WWW-2 Immed) 10.2% 109 (WWW-2 Immed) 5.3%

462 (POP3) 3.4%

Average Packet Size =188 Average Packet Size =144

NetFlow™ Protocol-Port-ToS Aggregation Exported and Summarized
517§1§5 2002_cl 2002, Cisco Systems, Inc. Al rights reservec 64
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Code Recommendations

4 Claco.com

Cisco Product Family, SW Release

CISCo) 7200VXRVEN

Roliters ((BDES|IPSeciSupport)

Cr200-1K2S:M

CiSc04200)Seriesi VRN

Routers ((BDES|IPSeciSupport)

CA22A-IK2OBSXSV

Cisco)3600/Series VEN

Rolters ((BDES|IPSeciSupport)

C3640-IKEEBSM

Cisco)2600/Series VEN

Rolters (BDPES|IPSecSupport)

C2600-IKO@ESM

Gisco 1;00 tSe”es VEN ((8DES [PSec Support)
olters G1700:KO0BSY M

Cisco) 800 Series VN (BDES|IPSEc Support)
RoUtErs CB06-KOOSYE:M

Pl ease Refer to Account Team for Specific Rel ease
http://ww. ci sco. com war p/ cust oner/ 779/ 1 argeent/ net pro/ avvi d/ srnd. ht m

WT-216
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Packet Fragmentation

4 Claco.com

* Fragmenting router process switches to fragment

* Fragmentation done after encryption, before
decryption

* End station re-assembles, could be decrypting router

* Process switching and huge buffer (18024 bytes) to
re-assemble

* Use path MTU discovery, manually set MTU or look-
ahead fragmentation

show ip traffic | include fragmented

530194 fragmented, O couldn't fragment

WT-216
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IPSec Transport vs. Tunnel Mode

i
* Transport mode an option when IPSec and

GRE peers terminate on the same router

CIS00, Lo

* Tunnel mode selected for Cisco solution
lab testing to provide worst case
performance numbers

* Look-ahead fragmentation—12.1(11)E
Feature implemented for IPSec Tunnel mode
GRE supported in IPSec Tunnel mode
Not implemented for IPSec Transport mode

67
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Transport vs. Tunnel Size Delta
for G.729 Packet

| | CISC0 . COm
IPSec ESP 2538 ESP | ESP P ESP ESP
Transport Mode Hdr [ Har | 22E | RTP BBIEE NH| Auth
120 Bytes AT S aur S ] S S S ] —" ] —— ——
20 8 8 4 20 8 12 20 2-257 12

IPSec ESP

Tunnel Mode
[N EsP |ESP|GRE IP P 0 Esp
136 Bytes Hdr v | Hdr - Har | 22E | RTP RIS NH| Auth

WT-216
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Solution Caveats—Testing Roadmap
MU o At S L I

* Multilink PPP
« SRST—Survivable Remote Site Telephony

* Analog/digital voice modules installed in
IPSec router

* IP compression with LZS algorithm
* OSPF

* IKE Keepalive/dead peer detection/reverse
route injection

* LLQ for crypto engine
* Look-ahead fragmentation

WT-216

Agenda
* Overview

* Planning Considerations
* Design Guidelines
e Case Study

e Summary

WT-216
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Cisco Internal VoIP VPN Deployment

Branch to Branch + Telecommuter

Tier 1 ISP

San Jose
/4

i CI8c. Com

ddddddddd L2 oy
8 Branch
i ’ To
. Field Offices Branch
Cisco
Private IP WAN
~  QoS-Enabled O Fo
SJ Telecommuter’s SP's — G SPogl
RTP Telecommuter’s
WT-216
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Overview

Planning Considerations

Design Guidelines

Case Study

Summary

WT-216
5172_05_2002_c1 2002, Cisco Systems, Inc. Al rights reservec

CIS00, Lo
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Summary
I TN TN TT T I ATATR TR T TATNTRITTETTATATNTOTTATHTET Ciga0 com

» Design intersects three technologies
VolP
QoS
IPSec

» Possible today with Cisco VPN I0S
routers

* Implementation must align with tested
design guide

http://ww. ci sco. coml warp/ cust oner/ 779/ 1 ar geent/ net pro/ avvi d/ srnd. ht nl

» Errata, updates and additional test
results URL

ftp://ftpeng.cisco.com/ftp/vvt216/voip-vpn.html

WT-216
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R

ITHHA
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Cisco.oom

Design Guidelines for Voice
over IPSec VPN Deployments

Session VVT-216
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