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Service D es crip t io n :  N et w o rk  A va il a b il it y  a n d  O p era t io n s  
O p t im iz a t io n  Service
This document describ es the Netw ork  Availab ility  and O perations O ptimiz ation Service. 
Related Documents: This document should b e read in conj unction w ith the follow ing  documents also posted at 
w w w .cisco.com/g o/servicedescriptions/ : (1 ) G lossary  of Terms; (2 ) L ist of Services Not Covered; and (3 ) Severity  and 
E scalation G uidelines. All capitaliz ed terms in this description have the meaning  ascrib ed to them in the G lossary  of 
Terms. 
Di r ect S ale f r om C i sco.  I f y ou have purchased these Services directly  from Cisco, this document is incorporated into 
y our M aster Services Ag reement (M SA), Advanced Services Ag reement (ASA), or eq uivalent services ag reement 
ex ecuted b etw een y ou and Cisco. All capitaliz ed terms not defined in the Supplemental G lossary  of Terms for 
Netw ork  Availab ility  and O perations O ptimiz ation Service at the end of this document have the meaning  ascrib ed in 
the M SA or eq uivalent services ag reement ex ecuted b etw een y ou and Cisco. I f not already  covered in y our M SA or 
eq uivalent services ag reement, this document should b e read in conj unction w ith the Related Documents identified 
ab ove. I n the event of a conflict b etw een this Service Description and y our M SA or eq uivalent services ag reement, 
this Service Description shall g overn. 
S ale v i a C i sco A uth or i z ed Reseller .  I f y ou have purchased these Services throug h a Cisco Authoriz ed Reseller, this 
document is for description purposes only ; is not a contract b etw een y ou and Cisco. The contract, if any , g overning  
the provision of this Service w ill b e the one b etw een y ou and y our Cisco Authoriz ed Reseller. Y our Cisco Authoriz ed 
Reseller should provide this document to y ou, or y ou can ob tain a copy  of this and other Cisco service descriptions at 
w w w .cisco.com/g o/servicedescriptions/. All capitaliz ed terms not defined in the Supplemental G lossary  of Terms for 
Netw ork  Availab ility  and O perations O ptimiz ation Service at the end of this document have the meaning  ascrib ed in 
the G lossary  of Terms at the ab ove U RL .  
This Netw ork  Availab ility  and O perations O ptimiz ation Service is intended to supplement a current support ag reement 
for Cisco products and is only  availab le w here all Product(s) in Customer’ s Netw ork  is supported throug h a minimum 
of core services such as Cisco’ s SM ARTnet and Softw are Application Services, as applicab le or, outside of U nited 
States and Canada, under Cisco’ s Shared Support Prog ram. W here availab le, Cisco shall provide the Netw ork  
Availab ility  and O perations O ptimiz ation Service describ ed b elow  as selected and detailed on the Purchase O rder for 
w hich Cisco has b een paid the appropriate fee. Cisco shall provide a Q uote for Services (“ Q uote” ) setting  out the 
ex tent of the Services and duration that Cisco shall provide such Services. Cisco shall receive a Purchase O rder that 
references the Q uote ag reed b etw een the parties and that, additionally , ack now ledg es and ag rees to the terms 
contained therein. 
S er v i ces S ummar y   
Netw ork  Availab ility  and O perations O ptimiz ation Service provides remote delivery  of Cisco support for Customer’ s 
hig h availab ility , operations, and Netw ork  manag ement, addressing  the follow ing : 

o Supported Products and technolog ies include devices w hich forw ard and/or process routed I P and sw itched 
E thernet traffic such as w ired or w ireless repeaters/hub s, sw itches, and routers.  

o Supported Products and technolog ies include devices or applications w hich forw ard and/or process Cisco’ s 
U nified Communications voice and data traffic.  

o Supported Products and technolog ies include application-specific Cisco devices essential to the normal 
b usiness operation of the Netw ork . Application-specific devices are defined as Cisco firew alls, Cisco intrusion 
detection devices, and Cisco V PN products. 

o Supported Products ex clude any  Products declared to b e “ E nd of Support.”  
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N etw or k  A v ai lab i li ty  and O p er ati ons O p ti mi z ati on S er v i ce 
 
C i sco Resp onsi b i li ti es 
Cisco’ s Netw ork  Availab ility  and O perations O ptimiz ation Service consists of the provision of Services describ ed 
b elow , w here availab le w hich Cisco shall provide for the Customer’ s Netw ork  during  Normal B usiness H ours (unless 
stated otherw ise). Services provided b y  Cisco are remotely  delivered unless otherw ise noted. Cisco shall provide the 
follow ing  G eneral Support provisions for all Services selected b y  Customer: 
 
G ener al S up p or t 

 
o Desig nate an eng ineer (“ Advanced Services E ng ineer” ) to act as the primary  interface w ith Customer for its 

Netw ork . 
o Schedule w ith Customer up to four (4 ) q uarterly  visits per y ear (not to ex ceed eig ht (8 ) day s in ag g reg ate) to 

Customer' s site to review  Deliverab les and Activities and plan for the nex t q uarter. Additional visits w ill b e 
mutually  ag reed upon at Cisco’ s then-current travel and lab or rates. 

o Schedule periodic (ty pically  w eek ly ) conference calls to review  Customer’ s Netw ork  status, planning , and the 
Services b eing  provided. 

o E stab lish a Customer-specific Cisco email alias to facilitate communication w ith Advanced Services E ng ineer. 
o Provide certain Data Collection Tools Cisco identifies as appropriate for Netw ork  data collection during  the 

Term of the Services, provided that all fees due and ow ing  to Cisco under this Service Description have b een 
paid. Data Collection Tools may  or may  not include hardw are or softw are. Customer ack now ledg es and 
ag rees Cisco shall retain full rig ht, title, and interest to the Data Collection Tools. I n addition to Cisco provided 
tools, the Advanced Services E ng ineer may  utiliz e Customer provided data, scripts, or internal tools to assist 
in collecting  data from the Customer Netw ork .  

 
The q uantity , delivery  freq uency  of the Deliverab les, and efforts for ong oing  Activities w ill vary  depending  on 
Customer req uirements and w hat Customer and Cisco mutually  ag ree upon w hen Services are purchased.. 
 

o Provide H ig h Performance Netw ork  Assessment. Cisco w ill consult w ith Customer via a series of meeting s to 
understand Customer’ s Netw ork  architecture or desig n and perform availab ility  modeling , config uration 
analy sis, and failure impact analy sis. A H ig h Performance Netw ork  Assessment may  include, among  other 
information, the follow ing : 
� Review  of protocol and config uration resiliency  up to 5 0 0 0  devices 
� Review  of Netw ork  components and analy sis up to 5 0 0 0  devices 
� Review  of Netw ork  topolog y  up to 3 0 0  devices 
� Analy sis of config uration manag ement, chang e manag ement, device manag eab ility , and device access 

practices pertaining  to a sing le Netw ork  O perations/E ng ineering  Center 
� Report describ ing  the analy sis comparing  Customer’ s current practices and capab ilities to Cisco’ s 

recommended b est practices, and Cisco’ s recommendations  
o Provide Netw ork  M anag ement Architecture Roadmap Review . Cisco w ill consult w ith Customer via a series of 

meeting s to understand Customer’ s Netw ork  manag ement architecture practices, focusing  on capab ilities and 
scalab ility . A Netw ork  M anag ement Architecture Roadmap Review  may  include, among  other information, the 
follow ing : 
� Review  Customer’ s Netw ork  architecture and desig n 
� Review  Customer’ s Netw ork  manag ement instrumentation architecture and desig n 
� Review  Customer’ s Netw ork  manag ement g oals and b usiness req uirements 
� Analy sis of Customer’ s fault manag ement, performance manag ement, config uration manag ement, and 

security  manag ement practices and capab ilities 
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� Report describ ing  the analy sis comparing  Customer’ s current practices and capab ilities to Cisco’ s 
recommended b est practices, and recommendations to meet Customer’ s Netw ork  manag ement b usiness 
req uirements 

 
o Provide Netw ork  Resiliency  Assessment. Cisco w ill consult w ith Customer via a series of meeting s to 

understand Customer’ s Netw ork  architecture or desig n, primarily  focusing  on resiliency  and availab ility . A 
Netw ork  Resiliency  Assessment w ill contain recommendations to improve resiliency  and availab ility  and may  
include, among  other information: 
� Review  Customer’ s Netw ork  architecture and desig n specific to resiliency  req uirements 
� Analy sis of strateg ic locations w ithin the I P infrastructure ex amining  topolog y , protocols, config urations, 

Netw ork  services, pow er, and environment 
� Report describ ing  the analy sis comparing  Customer’ s current practices to Cisco’ s recommended b est 

practices and recommendations to improve Netw ork  resiliency  
o Provide O perations Risk  M anag ement Assessment. Cisco w ill consult w ith Customer via a series of meeting s 

to understand Customer’ s operational practices. An O perations Risk  M anag ement Assessment may  include, 
among  other information, the follow ing : 
� Review  Customer’ s operational processes reg arding  incident manag ement, prob lem manag ement, 

config uration manag ement, chang e manag ement, release manag ement, Netw ork  performance and 
capacity  manag ement, availab ility  manag ement, service level manag ement, Netw ork  resiliency , security  
manag ement, I T service continuity  manag ement, and staffing  

� Review  Customer’ s operational processes of Netw ork  manag ement sy stems tools and instrumentation  
� Report describ ing  specific operations optimiz ation recommendations b ased on industry  leading  practices 

o Provide U nified Communications O perations Risk  M anag ement Assessment. Cisco w ill consult w ith Customer 
via a series of meeting s to understand and Customer’ s U nified Communications operations readiness. A 
U nified Communications O perations Risk  M anag ement Assessment may  include, among  other information, 
the follow ing : 
� Review  Customer’ s operational processes reg arding  incident manag ement, prob lem manag ement, 

config uration manag ement, chang e manag ement, release manag ement, service level manag ement, 
operational support plan, staffing , b ack up and recovery  manag ement, provisioning  process, and fault, 
proactive prob lem, and performance manag ement 

� Review  Customer’ s operational processes of U nified Communications sy stems manag ement processes 
and tools 

� Report describ ing  specific operations improvement recommendations 
o Provide U nified Communications O perations Support Planning  W ork shop. Cisco w ill consult w ith Customer 

via a series of meeting s to understand and Customer’ s U nified Communications Netw ork  readiness. A U nified 
Communications O perations Support Planning  W ork shop may  include, among  other information, the 
follow ing : 
� Review  Customer’ s proposed U nified Communications hig h-level desig n and solution req uirements 
� Review  Customer’ s Netw ork  documentation 
� Analy sis of current Netw ork  infrastructure and the Netw ork ’ s readiness to support the proposed U nified 

Communication desig n 
� Analy sis of current voice infrastructure and config urations to support proposed U nified Communications 

desig n 
� Report describ ing  the analy sis comparing  Customer’ s current practices and capab ilities to Cisco’ s 

recommended b est practices, and Cisco’ s recommendations to meet Customer’ s Netw ork  manag ement 
b usiness req uirements 

o Provide Availab ility  and O perations G ap Resolution Support. Cisco w ill help remediate operational prob lems 
discovered via a series of meeting s w ith Customer. Availab ility  and O perations G ap Resolution Support may  
include, among  other information, the follow ing : 
� Review  a g ap resolution plan to address operational g aps 
� Recommendations reg arding  process-focused leading -practices to assist w ith g ap remediation 
� Participate in g ap remediation 
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o Provide Customiz ed Netw ork  M anag ement O ptimiz ation Support. Cisco w ill consult w ith Customer to alig n 
Customer’ s Netw ork  manag ement environment w ith Customer’ s b usiness needs. Customiz ed Netw ork  
M anag ement O ptimiz ation Support may  include, among  other information, the follow ing : 
� Review  and analy sis of Netw ork  manag ement Products deploy ed  
� Review  and analy sis of Netw ork  manag ement architecture and Product config urations 
� Review  of scheduled Netw ork  manag ement sy stem health check s in w hich memory  utiliz ation, CPU  

utiliz ation, disk  space, disk  partitions, log  file siz es, etc. attrib utes of Netw ork  manag ement Products are 
ex amined 

� Scheduled review  of Netw ork  manag ement Product feature enhancements 
� Recommendations to optimiz e Netw ork  manag ement Products and/or deploy ment  
� Recommendations reg arding  Netw ork  manag ement Product config uration  
� Recommendations to optimiz e ex isting  Customer’ s Netw ork  manag ement architecture  
� Recommendations to help desig n and/or optimiz e planned or proposed Netw ork  manag ement 

architecture evolution for support of new  technolog ies 
� Support reg arding  Netw ork  manag ement Product selection 
� Support reg arding  Netw ork  manag ement Product integ ration (may  include scripting  support) 
� Support during  Netw ork  manag ement Product upg rades 

o Provide Customiz ed Netw ork  M anag ement Planning , Desig n, &  I mplementation Support. Cisco w ill consult 
w ith Customer to analy z e Customer’ s Netw ork  M anag ement Planning , Desig n, &  I mplementation b usiness 
needs. Customiz ed Netw ork  M anag ement Planning , Desig n, &  I mplementation Support may  include, among  
other information, the follow ing : 
� Review  and analy sis of Customer req uirements 
� L ead development of a hig h level desig n 
� L ead development of a low  level desig n 
� L ead development of an implementation plan 
� L ead development of a test plan 
� Development of plans for Netw ork  manag ement solution integ ration(s) 
� Perform Netw ork  manag ement solution stag ing  
� Participate in Netw ork  manag ement solution acceptance testing  
� Perform Netw ork  manag ement solution deploy ment (production) 
� Perform Netw ork  manag ement solution transfer-of-information (this does not include training  for the 

operation of the Netw ork  manag ement Product) 
o Provide Customiz ed O perations &  Service M anag ement O ptimiz ation Support. Cisco w ill consult w ith 

Customer to alig n Customer’ s operations w ith Customer’ s b usiness needs. Customiz ed O perations &  Service 
M anag ement O ptimiz ation Support may  include, among  other information, the follow ing : 
� Review  of operations team’ s processes specific to one or more O perations &  Service M anag ement areas: 

incident manag ement, prob lem manag ement, config uration manag ement, chang e manag ement, release 
manag ement, service level manag ement, operational support plan, staffing , b ack up and recovery  
manag ement, provisioning  process, and fault, proactive prob lem, and performance manag ement 

� Review  operational k ey  performance indicators and recommendations for optimiz ation 
� Participate in Customer g overnance meeting s related to one or more O perations &  Service M anag ement 

areas (e.g . chang e manag ement review  b oard meeting s) 
� Recommendations to facilitate operational processes using  ex isting  Netw ork  manag ement tools (e.g . 

using  tools to g enerate reports to optimiz e operational efficiency ), alig nment to industry  leading  practices, 
and implementing  and/or integ rating  leading  practices into Customer’ s operational processes and 
Customer’ s O perations org aniz ation(s) 

� Development of customiz ed process g overnance reg arding  adherence and/or adoption to recommended 
leading  practices  

 
C ustomer  Resp onsi b i li ti es 
 
• G ener al Resp onsi b i li ti es 

o Desig nate at least tw o (2 ) b ut not more than six  (6 ) technical representatives to act as the primary  technical 
interface to the Advanced Services E ng ineer. Representatives must b e Customer' s employ ees in a 
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centraliz ed location. Customer w ill desig nate as contacts senior eng ineers, stak eholders, and decision-
mak ers to participate w ith the authority  to mak e any  necessary  chang es to the Netw ork  config uration. O ne 
individual, w ho is a senior memb er of manag ement or technical staff, w ill b e desig nated as Customer’ s 
primary  point of contact to manag e the implementation of services under this Service Description (e.g ., chair 
the w eek ly  conference calls, assist w ith prioritiz ation of proj ects and activities). Provide its desig nated 
person(s) w ith instructions on process and procedure to eng ag e the Advanced Services E ng ineer. 

o I n the event the Netw ork  composition is altered, after the selected Services in this Service Description are in 
effect, Customer is responsib le to notify  Cisco in w riting  w ithin ten day s (1 0 ) of the chang e. Cisco may  req uire 
modifications to the fee if the Netw ork  composition has increased b ey ond the orig inal pricing  q uote for 
Services. 

o W ithin one (1 ) y ear from the commencement of the Services in this Service Description, Customer w ill have at 
least one (1 ) Cisco Certified I nternetw ork ing  E x pert (" CCI E " ) trained employ ee or one (1 ) employ ee that has 
achieved, in Cisco' s sole determination, an eq ual standard throug h training  and ex perience as desig nated 
contacts.  

o Provide reasonab le electronic access to Customer' s Netw ork  to allow  the Advanced Services E ng ineer to 
provide support.  

o Provide periodic information ab out chang es planned for the Netw ork  reg arding  new  technolog y , applications, 
or maj or desig n chang es (short term and long  term). 

o Provide Customer internal incident escalation process and contact information. 
o Provide information ab out Customer device and Netw ork  lab  testing  and certification process(es). 
o Provide Netw ork  topolog y  map(s). 
o Provide information ab out any  service level ag reements or Netw ork  performance req uirements. 
o Provide information ab out critical applications supported b y  the Netw ork . 
o Provide information ab out ex pected Netw ork  g row th and application mix  chang es. 
o Notify  Advanced Services E ng ineer of any  maj or Netw ork  chang es (e.g ., topolog y , config uration, new  

Softw are releases.). 
o Create and manag e an internal email alias for communication w ith Advances Services E ng ineer. 
o Retain overall responsib ility  for any  b usiness process impact and any  process chang e implementations.  
o Data Collection Tools. Customer shall ensure that such Data Collection Tools or scripts are under lock  and 

k ey  and w ith access restricted to those Customer employ ee(s) or contractor(s) w ho have a need to access 
the Data Collection Tools and/or a need to k now  the contents of the output of Data Collection Tools. I n the 
event Data Collection Tool provided b y  Cisco is Softw are, Customer ag rees to mak e appropriate computers 
availab le and dow nload Softw are as needed. Customer shall remain responsib le for any  damag e to or loss or 
theft of the Data Collection Tools w hile in Customer’ s custody .  
� I nitial Set-up (O ne Time). I f Cisco provides Data Collection Tools or scripts located at Customer' s site, an 

initial set-up is req uired and the follow ing  must b e performed:  
- Complete the Data Collection Tools installation and sy stem config uration q uestionnaire(s) (i.e. I P 
address, netmask , hostname, etc.) and return to the Advanced Services E ng ineer 

- I nstall the Data Collection Tools hardw are in a secure area w ith controlled phy sical access 
- Connect the Data Collection Tools hardw are to the Netw ork  
-  Secure the Data Collection Tools b ehind Customer’ s corporate firew all 
- Provide access to Data Collection Tools for use b y  Cisco to install, troub leshoot, and maintain; for 
remote access, SSH , Telnet, and/or dial are options, b ut virtual private netw ork  (V PN) access to the 
G raphical U ser I nterface (G U I ) is preferred and recommended 

- W hen applicab le, provide Data Collection Tools w ith H TTPS (SSL ) access b ack  to Cisco CCO /CCX  
servers located at nettools-upload.cisco.com; H TTP/F TP/PF TP may  b e used b ut Cisco strong ly  
recommends H TTPS (SSL ) 
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- W hen applicab le, provide Data Collection Tools w ith SSH  to the nettools-upload.cisco.com server to 
support the transfer of Data Collection Tools patches, security  patches, and Rules B ased M ark up 
L ang uag e (RB M L ) update pack ag es; F TP may  b e used b ut Cisco strong ly  recommends SSH  

- Provide Data Collection Tools w ith SNM P and Command L ine I nterface (CL I ) access to all Product(s) in 
the Netw ork  (necessary  to facilitate collection of inventory  and config uration information) 

- Provide Data Collection Tools w ith the Netw ork  Product list in seedfile format containing  SNM P Read 
O nly  (RO ) community  string  and CL I  (vty /enab le or TACACS user-id / passw ord) for access to all 
Product(s) in the Netw ork  (necessary  to create the Data Collection Tools seedfile) 

- Provide Sy slog  server and upload information  
� Data Collection Tools M anag ement (O ng oing ). I n the event Data Collection Tools are installed on 

Customer’ s Netw ork , the follow ing  items must b e performed on a reg ular or as needed b asis to support 
the operation of Data Collection Tools in the Netw ork :  
- Notify  Cisco ab out chang es made to the Netw ork  such as Product(s) added/deleted and chang es made 
to Product credentials 

- F ix  access prob lems (Access Control L ist’ s, firew all, etc.) w hich may  periodically  occur b etw een Data 
Collection Tools and the Product(s) in the Netw ork   

- W hen applicab le, fix  data communication prob lems w hich prevent Data Collection Tools from uploading  
data to Cisco or prevent the remote maintenance of the Data Collection Tools 

- Notify  the Advanced Services E ng ineer w hen chang es are made to Sy slog , DNS, prox y  and g atew ay  
servers I P address(es) 

• I n addition to the G eneral Responsib ilities, Customer shall: 
o Provide information ab out overall device and Netw ork  manag ement strateg y . 
o Provide information ab out operational and chang e manag ement processes. 
o Provide information ab out Netw ork  manag ement sy stems and instrumentation capab ilities. 
o Provide information ab out maintenance w indow s and any  other constraints. 
o Provide information ab out Customer’ s standard operating  procedures related to b usiness practices, its 

internal operational nomenclature, to allow  Cisco to effectively  communicate and discuss chang es w ith 
Customer in the contex t of Customer’ s b usiness environment.  

 

S up p lemental G lossar y  of  T er ms f or  N etw or k  A v ai lab i li ty  and O p er ati ons O p ti mi z ati on S er v i ce 
 

• “ A cti v i ty ”  means a set of technical or b usiness consulting  task s performed for the b enefit of Customer in the 
delivery  of a Service in w hich no pub lished document accompanies the ex it criteria and is ty pically  referred to an 
“ ong oing ”  task  under a sub scription service. 

• “ Deli v er ab le”  means a set of technical or b usiness consulting  task s performed for the b enefit of Customer in the 
delivery  of a Service in w hich the ex it criteria is a pub lished document such as multiple desig n review s or 
Softw are recommendation reports, audits, etc. 

 
 


