The Cisco Advanced Support Tools team would like to thank you for your willingness to participate in our market trials for the Inventory and Reporting tool.  As discussed, Inventory and Reporting does require the installation of the Cisco Network Collector (CNC) and the Transport Gateway applications.  Preinstall recommendations for CNC are provided below.  To ensure that the required installations are as seamless as possible, please fill out the attached questionnaire and return to Danny Gooris at dgooris@cisco.com. 
Cisco Network Collector (CNC) Preinstall Recommendations

Purpose: 

The CNC (Cisco Network Collector) has been tested for correct operation on hardware with the MS Windows Operating System. Unpredictable results may occur if CNC is installed in an environment that has not been tested. Customers should take action to use the recommended hardware and operating systems and avoid known conflicts.   

Hardware:

The minimum hardware configuration for CNC operation is: 

· Pentium 4 processor or higher (Pentium M recommended)

· 1 GB system RAM, plus minimum 1.5 GB swap space for a total of 2.5 GB memory

Operating System:  

The versions of MS Windows listed below are the only versions tested for correct operation with CNC. It is strongly recommended that customers select ONLY these operating systems when installing CNC.  Using a version of MS Windows that is NOT on this list can cause unpredictable results.  

· Windows 2000 Pro server 

· Windows 2000 Pro workstation

· Windows XP workstation 

· Windows XP server

· Windows 2003 with Service Pack 3

Known Conflicts:

The issues listed below cause conflicts with the operation of CNC software when CNC is installed on one of the MS Windows operating systems listed above. Customer should take recommended action to avoid these issues when installing CNC software. 

Web Server: - Web servers such as Apache or Windows Information Server will conflict with the correct operation of CNC software if they are installed on the same hardware as CNC. Remove any web server application before installing the CNC software. 

Remote desktop connection: - CNC will not operate correctly when installed on the same hardware that has both the Remote Desktop for Windows Server software and the Windows 2000 Pro server or workstation operating system. Options to correct the situation include 1. Un-install the Remote Desktop for Windows Server software or 2. Change the port number used by the Remote Desktop for Windows Server software so it does not conflict with the operation of CNC. Remote Desktop for Windows Server software will not conflict with CNC when both are installed on the Windows 2003 or Windows XP operating system.

NMS applications: - CNC will not operate correctly when installed on the same server or workstation used for Network Management applications. Examples include Ciscoworks 2000. Remove the NMS before installing CNC. 

Perl.exe: - CNC will not operate correctly if the perl.exe module is in the MS Windows System folder regardless of how the path is defined.  Widows defaults to the winnt folder as the first option regardless of any path statement that may be in the environment variables.  Remove the perl.exe module from the winnt folder and define the CNC folder as the first path option in the environment variables. 

Inventory and Reporting Installation Questionnaire

1. Customer Background

Company details:

	Company Name
	

	Company Address
	

	Company URL
	

	Company Industry
	

	Number of employees
	


Provide the name, telephone number, E-mail ID, and pager number of one or more contacts to work with the Cisco team in the installation and maintenance of Cisco Network Collector (CNC).  

Primary

	Customer Name
	

	Customer Phone #
	

	Customer Email
	

	Customer Title
	

	Customer Mobile Phone #
	


Secondary

	Customer Name
	

	Customer Phone #
	

	Customer Email
	

	Customer Title
	

	Customer Mobile Phone #
	


2. Inventory and Reporting Scope

1. What is the scope of this Inventory and Reporting engagement? 
(Choose those that apply)

 FORMDROPDOWN 

 FORMCHECKBOX 
  Corporate Wide – Internal

 FORMCHECKBOX 
  Corporate Wide – External




 FORMCHECKBOX 
  Division





 FORMCHECKBOX 
  Organization






 FORMCHECKBOX 
  Network Specific





 FORMCHECKBOX 
  Contract Specific




 FORMCHECKBOX 
  Other







Please describe: _______________________________________
_____________________________________________________
_____________________________________________________

2. What are the Cisco contract(s) that support the devices that will be part of the engagement? 



3. Please provide the estimated number of Cisco devices to be included in the inventory:  
4. Please provide the estimated number of Cisco devices that are not “live” on the network, e.g. spares:  

5. Do you have Cisco devices on the network to be discovered/inventoried in which another vendor provides technical support and replacement services?  

 FORMCHECKBOX 
  Yes.  FORMCHECKBOX 
Please provide vendor name: _____________________                           
 FORMCHECKBOX 
  No. 




6. Please identify anticipated inventory procedures and related estimated percentage of devices for each: 

Electronic Network Inventory ?

Is SNMP enabled on all devices?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

Physical Inventory (Requires identification of Product ID, Serial Number and Location)



Internal Data Retrieval (Requires identification of Product ID, Serial Number and Location)

For each inventory procedure identified above please fill in the appropriate Appendices.

7. Please identify the anticipated inventory to be collected: (Choose all that apply)

Chassis 

Product ID
 FORMCHECKBOX 
  

Serial Number
 FORMCHECKBOX 
  
Card 

Product ID
 FORMCHECKBOX 
  

Serial Number
 FORMCHECKBOX 
  

3. Asset Management Processes 

The following section covers information about the business processes and tools used to maintain internal asset management processes.

Network Operations Processes

1. How do you track your inventory information?  

 FORMDROPDOWN 


2. If you have an asset management tool which automatically tracks your inventory, please provide a brief overview of the process which supports the activity.

 

3. How frequently do you audit and update your inventory information?  

a. Is this an electronic or physical audit? 

4. Do you have a move, add, and change process to keep your inventory up to date at all times?  

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

If yes, explain how the process works:

5. Please indicate in the table below the types of information kept and who maintains the information

	Information Type
	Organization Maintaining?
	Method of Maintaining

Format, Mechanism, Frequency of Update

	Location (Address)
	
	

	Serial Number 
	
	 FORMDROPDOWN 

 FORMDROPDOWN 


	Product Type
	
	


Purchasing & Financial Processes

1. Do you have an asset tagging process for your network equipment?

 FORMCHECKBOX 

Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 

If YES,  

a) Are there Cisco products which are not tagged due to their product value?

 FORMCHECKBOX 

Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 

b) Are physical tags affixed to assets? 

 FORMCHECKBOX 

Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 

c) If physical tags are used, are they bar-coded for scanning?

 FORMCHECKBOX 

Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 

d) How is asset location and configuration information kept up to date? 


2. Do you have a centralized database to track all network devices purchased?

 FORMCHECKBOX 

Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 



3. Do you have a centralized database to track all service contracts for network equipment?

 FORMCHECKBOX 

Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 
 

If NO, how are service contracts tracked to determine what equipment is covered if service is needed? 


4. Is the inventory from asset tagging, purchasing, and network operations linked together to ensure a consistent view of inventory information?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 

5. Is the inventory information reviewed at regular intervals to plan for obsolescence upgrades and/or network expansion?

 FORMCHECKBOX 

Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No   FORMCHECKBOX 


6. Do you have a cost of ownership model (or return on investment model) used to quantify the business value of the network devices when making purchasing decisions?

 FORMCHECKBOX 

Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 
 


7. Do you cross charge individual business units/organizations for the value that they receive from the network devices they use?

 FORMCHECKBOX 

Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 


Technical Processes

1. Are any of the following restricted on the network?

ICMP Port 7 (Ping – Discovery) 






Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 
 


If YES, please describe, including percentage of overall devices:  


UDP Port 161 (SNMP – Chassis Discovery/Inventory Requirement) 

Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 
 


If YES, please describe, including percentage of overall devices:  


TCP Port 23 (Telnet – CLI Inventory Board Level Requirement) 


Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 
 


If YES, please describe, including percentage of overall devices:  



2. Are there host based access control sets applicable to Port 7, UDP 161 or TCP 23?  


Yes  FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 
 


If yes, please describe, including percentage of overall devices:  

3. Are there SNMP view restrictions enabled on network devices?  
Yes  FORMCHECKBOX 

  FORMCHECKBOX 

No  FORMCHECKBOX 
 


If yes, please describe the parameters, including percentage of overall devices:  

4. Are all SNMP read only Community strings known to the Central NOC?  



Yes  FORMCHECKBOX 

  FORMCHECKBOX 

No  FORMCHECKBOX 
 


If NO, please provide additional information as to those unknown:  

5. Is ICMP Deny enabled on equipment?  




Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 
 


If YES, please describe, including percentage of overall devices:  

6. Do you manage Cisco devices via CLI Interface?  


Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 
 

If YES, please describe all remote access methods deployed (e.g. via OOB serial connection, SSH, etc.):  

7. Do you have internal tools to capture serial number, location, and product id electronically from Cisco network devices?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 
 

If YES, please provide the name of the tool and the process? 

8. If the tool was developed in-house, please provide details about

a. How it gathers the network inventory? 

b. To what detail of device configuration is inventoried (chassis, card, memory)?

c. Qualification testing which has been performed to verify capabilities?

9. How do you currently manage changes within the network?

 FORMCHECKBOX 

 FORMCHECKBOX 
  Manual updates to seed file 


Please describe process:  

 FORMCHECKBOX 
  Periodic network discovery


Please provide timing and process:  

 FORMCHECKBOX 
  Other






Please describe process:  

10. Are there multiple managed networks within your company?  FORMCHECKBOX 
Yes  FORMCHECKBOX 


 FORMCHECKBOX 
 No  FORMCHECKBOX 

If YES, please identify the networks and indicate if they will be part of the pilot?

	Network Name
	Participating in Pilot?
	Estimated Cisco Chassis Qty
	Centrally Managed?

	
	 FORMCHECKBOX 
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
   

 FORMCHECKBOX 
 No  
	
	 FORMCHECKBOX 
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
   

 FORMCHECKBOX 
 No  

	
	 FORMCHECKBOX 
Yes FORMCHECKBOX 

  FORMCHECKBOX 
No   FORMCHECKBOX 

	
	 FORMCHECKBOX 
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
   

 FORMCHECKBOX 
 No  

	
	 FORMCHECKBOX 
Yes FORMCHECKBOX 

  FORMCHECKBOX 
No   FORMCHECKBOX 

	
	 FORMCHECKBOX 
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
   

 FORMCHECKBOX 
 No  

	
	 FORMCHECKBOX 
Yes FORMCHECKBOX 

  FORMCHECKBOX 
No   FORMCHECKBOX 

	
	 FORMCHECKBOX 
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
   

 FORMCHECKBOX 
 No  

	
	 FORMCHECKBOX 
Yes FORMCHECKBOX 

  FORMCHECKBOX 
No   FORMCHECKBOX 

	
	 FORMCHECKBOX 
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
   

 FORMCHECKBOX 
 No  


11. Do you have a standard naming convention that uniquely identifies each of your network devices?

Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

If YES, please describe

12. Is there a link to the location (Physical Street Address) maintained electronically within devices (e.g. hostname or sysLocation)?

Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

If YES, please describe

13. Do you have standard hardware device configurations used throughout your network?  

 FORMCHECKBOX 

Yes  FORMCHECKBOX 


  FORMCHECKBOX 
No  FORMCHECKBOX 


Tagging Processes in physical inventory

1. Do you have procedures and training for personnel who perform the physical inventory?

Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

2. Is the inventory counted “blind” (personnel count without a list of the expected devices and quantities they should find)?

Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

3. Is the inventory counted by two or more individuals independently (to catch counting errors)?

Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

4. Is the inventory scanned using bar-coded asset tags?

Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

5. Are any Cisco devices not inventoried due to product value?

 FORMCHECKBOX 

 Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

If YES, please provide details

6. Are components within a chassis inventoried (cards, memory, power supplies)?

Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

7. Is the chassis inventory recorded using model and part number from the chassis face plate?

Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

8. Are the Cisco serial numbers recorded from the products during inventory?

Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 



Provided Asset Management Data Processes

1. What process do you have in place to add or change Asset Management Data?

Please describe:  

2. How often is the data updated?

 FORMCHECKBOX 
Daily
 
 FORMCHECKBOX 

Quarterly

 FORMCHECKBOX 



Bi-Weekly
 FORMCHECKBOX 
 
Semi-Annually
 FORMCHECKBOX 

Monthly
 FORMCHECKBOX 

Annually

 FORMCHECKBOX 

Other

 FORMCHECKBOX 
 

If OTHER, please provide details:

3. Please identify the types of information that are maintained:

Manufacturer Product ID
 
 FORMCHECKBOX 



Manufacturer Serial Number
 FORMCHECKBOX 

Location



 FORMCHECKBOX 

Other




 FORMCHECKBOX 

If OTHER, please provide details:

4. Are components within a chassis maintained (cards, memory, power supplies)?

Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 


5. Can the Asset Management data be exported to a text file?

Yes
 FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

4. Network Setup Requirements

The following network parameters are necessary to configure the CNC workstation.

	Hostname 

(Do not use special characters (ie *_#@-%), all CAPS or FQDN)
	

	IP address
	

	Subnet mask
	

	Default gateway
	

	Domain name (i.e. Cust.com)
	

	Time Zone (i.e. Central, Pacific, Eastern)
	

	DNS server(s) 

(Use a space as your delimeter)
	

	Domain Search

(Use a space as your delimeter)
	

	Duplex Settings

(Specify Half or Full. Otherwise, auto sense will be used to determine duplex settings.)
	


5. Information specific to EMEA ISDN Customers Only

This section can be left blank if not an ISDN customer.

	Will this customer use ISDN? (YES/NO)
	

	Customer Callback Phone#
	

	Alternate Callback Phone#
	

	NATed CCO-NSA IP Address Inside Customer Network
	

	NATed NSA Telnet IP Address Inside Customer Network
	

	Customer Cisco Internal Email
	


6. CNC Web browser settings

	Port to access CNC (default 8001)
	

	Access CNC GUI using HTTP or HTTPS (default HTTPS)
	


7. IP Filter Installation Requirements

The following information is needed in order to properly install IP Filter. IP Filter is a security feature used to block users from accessing specific ports. Please refer to the Understanding CNC Security document for additional information.
	Will CNC reside in the 10.0.0.0 network or will it require access from 10.0.0.0 network (i.e. yes/no)? Default yes.
	

	Will CNC reside in the 172.16.0.0 network or will it require access from 172.16.0.0 network (i.e. yes/no)? Default yes.
	

	Will CNC reside in the 192.168.0.0 network or does it require access from 192.168.0.0 network (i.e. yes/no)? Default yes.
	


8. Syslog Setup Requirements

CNC should not be used for any mission critical purposes or be designated as a production syslog server other than for CNC features and usage. Cisco reserves the right to have CNC removed and reconfigure any/all software that may be installed on the CNC server.

Does a syslog server or servers reside in your network? 

      Yes  FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 

      Comments:


YES:
The following is necessary for each server to NFS mount the syslog file to CNC.
	IP address / hostname of syslog server
	

	Path to syslog shared directory
	

	Name of the syslog file in the shared directory
	

	Syslog Server Operating System Type (i.e. Linux, Solaris Windows 2000, Windows NT)
	

	What type of access to the syslog server is provided? (i.e. NFS RO, Secure Copy, FTP)
	 

	Include username if Secure Copy or FTP access provided to syslog server.
	Username:

	Include password if secure copy or FTP access provided to syslog server.
	Password:

	Comments (please specify access info, if more than 3 syslog servers)


	


9. Trapd Setup Requirements

Does a Trapd Logging server or servers reside in your network?  

      Yes  FORMCHECKBOX 

  FORMCHECKBOX 
No  FORMCHECKBOX 



Comments:

 YES:

The following is necessary for each server to NFS mount the trapd file to CNC.

	IP address / hostname of HP OpenView server
	

	Path for trapd.log file (absolute pathname)
	

	Name of the trapd.log file in the shared directory
	

	HP Open View version
	

	HP Open View Server Operating System Type (i.e. Linux, Solaris Windows 2000, Windows NT)
	

	What type of access to the trapd log server is provided? (i.e. NFS RO, Secure Copy, FTP)
	 

	Include username if Secure Copy or FTP access provided to trapd log server.
	Username:

	Include password if secure copy or FTP access provided to trapd log server.
	Password:

	Comments (please specify access info, if more than 3 trapd servers)


	


10. CW2k/RME Remote Integration

Remote integration eliminates the need to maintain a seed file on CNC. You must already have an existing CW2000/RME running on your network to use this feature of CNC. If your network is utilizing another type of Network Management System, please specify in comments section.

	NMS Station Hostname (Fully Qualified)
	

	NMS Station IP Address
	

	NMS Version (Supported Versions:   3.5 and 4.0)
	

	NMS Operation System (Supported Platforms: Solaris, Windows 2000, Windows 2003)
	

	Allow synchronization if available (Yes/No)

Note: In order to use remote integration, the customer must install a remote integration package as root or admin user on the CW2000/RME server provided by Cisco.
	

	Comments (Details for other NMS types)


	


11. Access Requirements

Access to the CNC server must be provided. This can be via a dialup PPP connection, SSH, or other methods listed below. Please select the connection type for maintenance access to the CNC.  The minimum requirement is one.  
	A) Direct telnet access from the Internet to CNC (Yes/No)
	

	          IP Address
	

	B) SSH or Telnet access from the Internet Via Proxy (Yes/No)
	

	          IP Address
	

	          Proxy Username
	

	          Proxy Password
	

	          Is Secure ID Required (Yes/No)
	
	Passcode:

	C) VPN Connection
	

	         Gateway IP Address
	

	         Group Username
	

	         Group Password
	

	         Username
	

	         Password
	

	Please provide any additional information available that will help with setting up remote access to the network.
	

	The below options are not recommended since they provide limited support functionality. Using either of these option to fix CNC problems will require more time than using VPN access to fix problems.

	D) PPP dial-in access to the network  (yes/no)

         PPP Modem Phone Number
	

	         PPP Dial-in Username
	

	         PPP Dial-in Password
	

	E) Terminal/Async server dial-in access (Yes/No)
	

	         Modem Phone Number
	

	          Username
	

	          Password
	


12. Traffic Types you can expect coming from CNC


	Ping (Device Access Verifier)

	SNMP (Adding devices, collecting inventory, and collecting configurations using SNMP RW string)

	Telnet  and/or SSH (Net Audits, Device Access Verifier, running show commands, and collecting configurations using privileged passwords)

	SSL (Used for outbound access from CNC server to nettools-upload.cisco.com and tools.cisco.com at least once per day)

	NFS/SCP/SFTP or access method provided by customer (For access to syslog and trapd log messages)


13. Device List Requirements

	The following is necessary for each device that will be monitored by the CNC workstation. 

Required for Cisco Routers and Switches:

     1. Hostname/IP Address

     2. SNMP RO Community String 

     3. VTY Password, TACACS/Radius Username/Password, SSH Username/Password, or Local Username/Password

     4. Enable Password or Enable Secret Password

Recommended for Cisco Routers and Switches in order to collect device configurations:

     1. SNMP RW Community String

Required for WAN Switches:

1. Hostname/IP

2. SNMP RO Community String

3. Stratacom Level Username (Populate in TACACS username field)

4. Stratacom Level Password  (Populate in TACACS password field)

Customers who do not plan to use remote integration will be required to build a comma separated file with the following format: 

; This file is generated by the export utility of Service Appliance 1.0

; If you edit this file

;Cisco Systems NM data import

;

; Here are the columns of the table.

; Columns 1 and 2 are required.

; Columns 3 through 19 are optional.

; Col# = 1: Name (including domain or simply an IP)

; Col# = 2: RO community string

; Col# = 3: RW community string

; Col# = 4: Serial Number

; Col# = 5: User Field 1

; Col# = 6: User Field 2

; Col# = 7: User Field 3

; Col# = 8: User Field 4

; Col# = 9; Name = Telnet password

; Col# = 10; Name = Enable password

; Col# = 11; Name = Enable secret

; Col# = 12; Name = Tacacs user

; Col# = 13; Name = Tacacs password

; Col# = 14; Name = Tacacs enable user

; Col# = 15; Name = Tacacs enable password

; Col# = 16; Name = Local user

; Col# = 17; Name = Local password

; Col# = 18; Name = Rcp user

; Col# = 19; Name = Rcp password

; Col# = 20; Name = Enable User




14. Suggested Placement

	We would suggest placing the CNC on your network management subnet.  This may minimize the access list configuration changes needed on all your Cisco devices. Otherwise, we recommend that you place the server at a locked down location behind the firewall and DMZ.


15. Cisco Discovery Checklist

Cisco Discovery Step Overview

· What manufacturer’s are in your network?

· What are the IP address ranges of your networking devices?

· How many L3/router hops are there between the core and edge?

· What are the IP addresses of core and distribution layer routers/switches that have complete routing tables for the network (i.e. for routing table discovery)?

· What are the SNMP read-only community strings?

· Are there any ACLs or firewalls that will restrict ICMP (pings) or SNMP queries and replies?

