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BSSID
Basic Service Set Identifier BSSID; ID
MAC LAN
BSSID
BSSID
BSSID
MAC
EXEC
1 configure terminal
2 interface dotllradio {0 | 1}
2.4GHz 2.4GHz 802.11n 0
5GHz 5GHz 802.11n 1
3  ssid ssid-string
Service Set Identifier SSID; ID
SSID SSID
SSID
SSID
4 infrastructure-ssid [optional] SSID SSID
SSID
optional
SSID
SSID VLAN
1
VLAN
SSID VLAN
VLAN SSID
SSID [xxx] must be configured as native-vlan before
enabling infrastructure-ssid
5 exit SSID
6 station-role repeater LAN
7 dotll extensions aironet Aironet Aironet
Cisco Aironet Cisco I0S
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8 parent {1-4} mac-address [timeout]

MAC
MAC 1
Y
BSSID
BSSID
MAC
0 65535

9 end EXEC
10 copy running-config startup-config

AP# configure terminal

AP(config)# interface dotllradio 0

AP (config-if)# ssid chicago
AP(config-ssid) # infrastructure-ssid

AP (config-ssid) # exit

AP(config-if)# station-role repeater
AP(config-if)# dotll extensions aironet

AP (config-if)# parent 1 0987.1234.h345 900
AP (config-if)# parent 2 7809.b123.c345 900
AP(config-if)# parent 3 6543.a456.7421 900
AP(config-if)# end
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CLI dotll antenna-alignment
MAC
1 enable EXEC
2 dotlldotllradio{0|1}
2.4GHz 2.4GHz 802.11n 0
5GHz 5GHz 802.11n 1
3 antenna-alignment timeout
5
show dot11 antenna-alignment 10 MAC
LED
LED
. LED 1
. LED

LED 7/8 :1/8

Association Table

LEAP

Light Extensible Authentication Protocol LEAP;
Wired Equivalent Privacy
WEP
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LEAP 3
1.
2. LEAP
11
)
WEP WEP
3. LEAP EXEC
LEAP
1 configure terminal
2 interface dotllradio {0 | 1}
2.4GHz 2.4GHz 802.11n 0
5GHz 5GHz 802.11n 1
3 ssid ssid-string SSID SSID  SSID
SSID 32
SSID
4 authentication network-eap list-name LEAP LEAP
list-name Extensible Authentication Protocol EAP;
EAP
MAC aaa authentication login
5 authentication client username username LEAP
password password
6 infrastructure ssid [optional] SSID
SSID SSID
SSID
SSID
SSID SSID
optional
SSID
7 end EXEC
8 copy running-config startup-config
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WPA
WPA
EXEC WPA
1 configure terminal
2 interface dotllradio {0 | 1}
2.4GHz 2.4GHz 802.11n 0
5GHz 5GHz 802.11n 1
3  ssid ssid-string SSID SSID  SSID
SSID 32 SSID
4 authentication open SSID open
authentication key-management wpa SSID WPA
infrastructure ssid SSID
SSID
7 wpa-psk { hex|ascii}[0]7]
encryption-ke
P Y 16 ASCII 16
256 64
16 ASCII
63  ASCII
end EXEC
copy running-config startup-config
Cisco Aironet Cisco 10S
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IAPP
IP
5GHz alpha 5GHz
2.4GHz bravo 2.4GHz
1
1
S
S
BSSID MAC
LAN BSSID
BSSID
BSSID MAC
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1 configure terminal
2 iapp standby mac-address
MAC
Y
2 1200
2 1200
2.4GHz
5GHz MAC
2.4GHz MAC
5GHz MAC
Y
BSSID
MAC
LAN BSSID
BSSID
BSSID MAC
3 interface dotllradio {0 | 1}
2.4GHz 2.4GHz 802.11n 0
5GHz 5GHz 802.11n 1
4  ssid ssid-string
SSID
SSID SSID
SSID
SSID
5 infrastructure-ssid [optional] SSID SSID
SSID
optional
SSID
6 authentication client username username LEAP
password password LEAP
7 exit SSID
8 iapp standby poll-frequency seconds
2
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9 iapp standby timeout seconds
20
Y
20
Y
40
10 iapp standby primary-shutdown
Dumb Device Protocol DDP
11 show iapp standby-parms
MAC
no iapp standby mac-address
12 end EXEC
13 copy running-config startup-config

show iapp standby-status

19-2
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19-2

IAPP Standby is Disabled

IAPP—AP is in standby mode
IAPP—AP is operating in active mode

IAPP—AP is operating in repeater mode

Standby status:Initializing

Standby status: Takeover

Standby status:Stopped

Standby status:Ethernet Linktest Failed

Standby status:Radio Linktest Failed

Standby status:Standby Error
Standby State:Init

Standby State:Running

Standby State:Stopped

Standby State:Not Running

show iapp standby-parms

MAC

no iapp standby mac-address

show iapp statistics
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1100 1130 1200 1230 1240 1250
2 2.4GHz
5GHz
LAN
LAN
S
BSSID
BSSID MAC
LAN BSSID LAN
BSSID
BSSID MAC
S
distance
19-2
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D—YRF—vay

121646

Address Resolution Protocol ARP

infrastructure-client

SSID SSID
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no infrastructure client

. SSID SSID

ap(config)# mobile station

Received Signal Strength Indicator RSSI

LAN

CLI mobile station scan <set of channels>
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|
1 6 11
ap#
ap#confure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ap (config) #int doO
ap (config-if)#ssid limited_scan
ap(config-if) #station-role workgroup-bridge
ap(config-if) #mobile station
ap (config-if) #mobile station scan 1 6 11
ap (config-if) #end
ap#
no mobile station scan
CCX
AP Cisco
Compatible Extension CCX
CCX
mobile station ignore
neighbor-list CCX
ap#

ap#tconfure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ap (config) #int 4o

ap(config-if) #mobile station ignore neighbor-list

ap (config-if) #end

VLAN

VLAN
VLAN

ap(config)# workgroup-bridge client-vlan vlan-id

VLAN
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EXEC

1 configure terminal

2 interface dotllradio {0 | 1}

3 station-role workgroup-bridge

7 exit

9 exit

2
4 ssid ssid-string
SSID

5 infrastructure-ssid SSID SSID

Y

SSID
6 authentication client LEAP
username username LEAP
password password

SSID

8 parent {1-4} mac-address [timeout]
MAC
MAC 1
A
BSSID
BSSID
MAC
L]
0 65535
10 workgroup-bridge client-vlan vlan-id
VLAN
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11 mobile station

Received Signal Strength Indicator RSSI

12 end EXEC
13 copy running-config startup-config

1100

LEAP VLAN 22

AP# configure terminal

AP (config)# interface dotllradio 0

AP(config-if)# station-role workgroup-bridge

AP (config-if)# ssid infra

AP (config-ssid) # infrastructure-ssid

AP (config-ssid)# authentication client username wgbl password ciscol23
AP (config-ssid) # exit

AP (config-if)# exit

AP(config)# workgroup-bridge client-vlan 22

AP (config)# end
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J Cisco 10S
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Workgroup Bridge

Cisco Aironet Cisco 10S
[ oL-14209-01-J




19 /

LightWeight
J CLlI station-role
workgroup-bridge
. Lightweight
Cisco Airespace AP 1000
GUI
Disabled
CLI no infrastructure client
Y
VLAN

. Lightweight

Guest N+1

EAP

. Lightweight

Cisco Centralized Key Management CCKM

REAP
Web
)
Web WLAN
J 3
IP
° QOS
AAA
MAC
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. Lightweight
SSID WLAN
40 WEP WEP

ap#tconfure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ap (config) #dotll ssid WGB_with_static_WEP

ap (config-ssid) #authentication open

ap (config-ssid) #guest-mode

ap (config-ssid) #exit

ap (config) #interface dotllRadio 0

ap (config) #station-role workgroup-bridge

ap (config-if) #encry mode wep 40

ap(config-if) #encry key 1 size 40 0 1234567890
ap (config-if) #WGB_with_static_WEP

ap (config-if) #end

show dotl1 association

10S

configure terminal

bridge bridge-group-number aging-time seconds
exit

end

1 255 10 1,000,000
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