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e MIB MIB
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Y
Cisco 10S MIB
MIB IEEE802dot11 MIB
IEEE802dot11 MIB
MIB ISO
I1ISO IEEE |EEE802dot11
MIB Cisco 10S
MIB
EXEC
1 configure terminal
2 snmp-server community string
[ access-list-number ][ view mib-view ] .
[ro | rw] e string SNMP
1
J access-list-number 1 99 1300
1999 IP
o view mib-view ieee802dot11
MIB IEEE
IEEE 802.11 MIB
snmp-server view
snmp-server view P. 18-10
. MIB
ro
MIB
/ rw
Y
IEEE802dot1ll MIB IEEE802dot11
MIB
MIB 1ISO
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3 access-list access-list-number 2 IP
{deny | permit} source [source-wildcard]
e access-list-number 2
e deny
permit
e source
SNMP IP
o source-wildcard
10
4 end EXEC
5 show running-config
6 copy running-config startup-config
SNMP
no snmp-server community string
open ieee  SNMP
/ open IEEE802dot11-MIB
ieee  IEEE802dotll MIB
ap(config)# snmp-server view dotllview ieee802dotll included
ap (config) # snmp-server community open rw
ap (config) # snmp-server community ieee view ieee802dotll rw
SNMP
SNMP SNMP SNMP
snmp-server group [groupname {vl|v2c|v3 [auth | noauth | SNMP SNMP SNMP

priv]}[read readview] [write writeview] [notify notifyview]
[access access-list]
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SNMP
SNMP

snmp-server host host [traps | informs][version {1 | 2c | 3 [auth | SNMP
noauth | priv]} ] community-string [udp-port port] [notification-type]

SNMP
SNMP

snmp-server user username [groupname remote ip-address SNMP
[udp-port port] {v1 | v2c | v3 [encrypted] [auth {md5 | sha}
auth-password [priv des56 priv password]] [access access-list]
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authenticate-fail

config SNMP
deauthenticate

disassociate

dotll-gos QoS

entity SNMP

rogue-ap

snmp SNMP

switch-over

syslog syslog

wlan-wep WEP
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tty  udp-port snmp-server enable
18-4
snmp-server host
EXEC
1 configure terminal
2 snmp-server host host-addr {traps | informs}
{version {1 | 2c | 3 {auth | noauth | priv}}}
. . e host-addr
community-string [udp-port port]
notification-type
o SNMP traps
SNMP
informs
J SNMP informs
1
3 3

auth

noauth

priv

e community-string
snmp-server host
snmp-server host
snmp-server community

notification-type 18-4 P.18-8

3 snmp-server enable traps notification-types
18-4 P.18-8

snmp-server enable traps

4 end EXEC
show running-config

copy running-config startup-config

no snmp-server
host host no
snmp-server enable traps notification-types
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EXEC SNMP

1 configure terminal

2 snmp-server contact text

snmp-server contact Dial System Operator at beeper 21555.

3 snmp-server location text

snmp-server location Building 3/Room 222

end EXEC
show running-config

copy running-config startup-config

snmp-server view

snmp-server view IEEE
dotll / IEEE 802.11 MIB

IEEE dotll /

AP(config)# snmp-server view ieee ieee802dotll included
AP (config)# snmp-server community dotll view ieee RW

SNMP

SNMPv1 SNMPv2C SNMPv3
SNMP public

AP (config)# snmp-server community public

open ieee SNMP
/ open IEEE802dot11-MIB
ieee  IEEE802dot1l MIB

bridge(config)# snmp-server view dotllview ieee802dotll included
bridge (config)# snmp-server community open rw
bridge (config)# snmp-server community ieee view ieee802dotll rw
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public
SNMP SNMPv1
192.180.1.111  192.180.1.33 SNMPv2C 192.180.1.27
public
AP (config)# snmp-server community public
AP (config)# snmp-server enable traps config
AP (config)# snmp-server host 192.180.1.27 version 2c public
AP (config)# snmp-server host 192.180.1.111 version 1 public
AP(config)# snmp-server host 192.180.1.33 public
comaccess
4
SNMP SNMP
public SNMPv2C cisco.com
AP (config)# snmp-server community comaccess ro 4
AP (config)# snmp-server enable traps snmp authentication
AP (config)# snmp-server host cisco.com version 2c public
MIB cisco.com
MIB 2
cisco.com snmp-server host
AP (config)# snmp-server enable traps entity
AP (config)# snmp-server host cisco.com restricted entity
public myhost.cisco.com
AP(config)# snmp-server enable traps
AP (config)# snmp-server host myhost.cisco.com public
SNMPv3
. iso
e |P 1.4.74.10
SNMP ID 1234567890
. SNMPv3 admin
iso
e admin SNMP joe MD5 MD5
Xyz123 56
key007
e admin SNMP fred MD5 MD5
abc789 56
key99

AP (config)# snmp-server view iso iso included

AP(config)# snmp-server enginelID remote 1.4.74.10 1234567890

(config)# snmp-server group admin v3 priv

(config)# snmp-server group admin v3 priv read iso write iso

AP (config)# snmp-server user joe admin v3 auth md5 xyzl23 priv des56 key007
AP(config)# snmp-server user fred admin v3 encrypted auth md5 abc789 priv des56 key99

AP
AP
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show running-config show startup-config
SNMP

SNMP

SNMP
show snmp EXEC
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