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e Cisco I0S Switching Services Configuration Guide

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fswtch_c/index.htm

e  Cisco Internetwork Design Guide

http://www.cisco.com/univercd/cc/td/doc/cisintwk/idg4/index.htm

e  Cisco Internetworking Technology Handbook

http://lwww.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/index.htm

e Cisco Internetworking Troubleshooting Guide

http://www.cisco.com/univercd/cc/td/doc/cisintwk/itg_v1/index.htm
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N vLaN
VLAN
VLAN
VLAN
VLAN
VLAN
VLAN
VLAN SSID VLAN VLAN ID
SSID VLAN ID
VLAN SSID
VLAN
VLAN
16  SSID 16 VLAN
1 VLAN 1 SSID
VLAN
1
VLAN

VLAN 2
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e VLAN P. 14-5

e VLAN P. 14-7

e Remote Authentication Dial-In User Service RADIUS VLAN

P. 14-8
. VLAN P. 14-10
VLAN
Y
VLAN VLAN VLAN1
VLAN IP-Generic Routing Encapsulation IP-GRE; IP
IP-GRE VLAN1

VLAN 3
1. VLAN

2. SSID VLAN

3. SSID

SSID  VLAN
VLAN SSID
11 SSID
7 SSID
16  SSID LAN VLAN 16
EXEC VLAN SSID
VLAN
1 configure terminal
2 interface dotllradio 0|1
2.4GHz 2.4GHz 802.11n 0
5GHz 5GHz 802.11n 1
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N vLaN

3 ssid ssid-string SSID SSID  SSID
SSID 32
SSID
SSID 32
. I
. #
SSID
. +
. 1
o /
S
SSID
ssid
11
4 vlanvlan-id VLAN SSID
SSID
VLAN VLAN
ID 1 4095 1 VLAN 1
SSID
VLAN
VLAN
VLAN
P. 14-7
5 exit
6 interface dotllradio 0.x | 1.x VLAN
7 encapsulation dotlq vlan-id [native] VLAN
VLAN VLAN
VLAN VLAN1
exit
interface fastEthernet0.x VLAN
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10 encapsulation dotlq vlan-id [native] VLAN

VLAN VLAN
VLAN

VLAN 1

11 end EXEC

12 copy running-config startup-config

e SSID
e SSID VLAN
. VLAN VLAN

apl200# configure terminal

apl200 (config)# interface dotllradioO

apl200 (config-if)# ssid batman

apl200 (config-ssid)# vlan 1

apl200 (config-ssid) # exit

apl200 (config)# interface dotllradio0.1

apl200 (config-subif)# encapsulation dotlq 1 native
apl200 (config-subif)# exit

apl200 (config)# interface fastEthernet0.1

apl200 (config-subif)# encapsulation dotlq 1 native
apl200 (config-subif)# exit

apl200 (config)# end

VLAN

VLAN ID VLAN
VLAN ID

VLAN
VLAN

* VLAN VLAN ID
VLAN ID

S

32

ASCII

VLAN

LAN
VLAN ID VLAN
VLAN ID

 ID VLAN VLAN

* VLAN 32 ASCII 1 4095

vlan4095 VLAN
1 4095 VLAN ID
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4095

| oL-14209-01-J

VLAN



14 VLAN |

N vLaN
VLAN
EXEC VLAN
1 configure terminal
2 dotll vlan-name name vlan vlan-id VLAN ID VLAN 32
ASCII
end EXEC
copy running-config startup-config
VLAN no
VLAN ID EXEC show dotl1l
vlan-name
Remote Authentication Dial-In User Service RADIUS VLAN
VLAN
RADIUS
S
WPA 802.11
VLAN
RADIUS
VLAN ID
WPA Cisco Centralized Key Management CCKM 802.11
LAN
VLAN
1. SSID
2. RADIUS
SSID VLAN RADIUS
VLAN VLAN
SSID VLAN
VLAN ID RADIUS
1 31
e |ETF 64 VLAN
e |ETF65 802
e |ETF81 ID vlan-id
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RADIUS
RADIUS

1 SSID

SSID

WLSM RADIUS

e Tunnel-Type (64)
e Tunnel-Medium-Type (65)
e Tunnel-Private-Group-1D (81)
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N vLaN

VLAN

EXEC show vlan VLAN
show vlan

Virtual LAN ID: 1 (IEEE 802.1Q Encapsulation)

vLAN Trunk Interfaces: DotllRadio0
FastEthernet0
Virtual-DotllRadioO

This is configured as native Vlan for the following interface(s)
DotllRadio0

FastEthernetO

Virtual-DotllRadio0

Protocols Configured: Address: Received: Transmitted:
Bridging Bridge Group 1 201688 0
Bridging Bridge Group 1 201688 0
Bridging Bridge Group 1 201688 0

Virtual LAN ID: 2 (IEEE 802.1Q Encapsulation)
vLAN Trunk Interfaces: DotllRadio0.2

FastEthernet0.2

Virtual-DotllRadio0.2

Protocols Configured: Address: Received: Transmitted:
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VLAN ||
VLAN
VLAN 3
Light Extensible Authentication Protocol LEAP;
LEAP
WEP
1 3 VLAN
16 SSID 14-1
141 SSID VLAN

SSID VLAN ID

boss 01

teach 02

learn 03

SSID boss
SSID teach SSID
learn
VLAN
VLAN

1. LAN VLAN VLAN
2. VLAN SSID
3. SSID
4. dotllradio

VLAN VLAN 1 VLAN VLAN
5. dotllradio

VLAN?2 VLAN3
6.
14-2 3 VLAN
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N vLaN

14-2 VLAN

VLAN 1

VLAN 2

VLAN 3

apl200# configure terminal
apl200 (config) # interface
dotllradio 0

apl200 (config-if)# ssid boss
apl200 (config-ssid)# vlan 01
apl200 (config-ssid) # end

apl200# configure terminal
apl200 (config) # interface
dotllradio 0

apl200 (config-if)# ssid teach
apl200 (config-ssid)# vlan 02
apl200 (config-ssid) # end

apl200# configure terminal
apl200 (config)# interface
dotllradio 0
apl200(config-if)# ssid learn
apl200 (config-ssid)# vlan 03
apl200 (config-ssid) # end

apl200 configure terminal
apl200(config) interface
FastEthernet0.1

apl200 (config-subif)
encapsulation dotlQ 1 native
apl200 (config-subif) exit

apl200 (config) interface
FastEthernet0.2

apl200 (config-subif)
encapsulation dotlQ 2

apl200 (config-subif) bridge-group
2

apl200 (config-subif) exit

apl200(config) interface
FastEthernet0.3
apl200 (config-subif)
encapsulation dotlQ 3
apl200 (config-subif)
3

apl200(config-subif) exit

bridge-group

apl200 (config)# interface
DotllRadio 0.1

apl200 (config-subif) #
encapsulation dotl1lQ 1 native
apl200 (config-subif)# exit

apl200 (config) interface
DotllRadio 0.2

apl200 (config-subif)
encapsulation dotlQ 2

apl200 (config-subif) bridge-group
2

apl200(config) interface
DotllRadio 0.3

apl200 (config-subif)
encapsulation dotl1lQ 3
apl200 (config-subif)

3

bridge-group

4§> apl200 (config-subif) exit apl200(config-subif) exit
__Va
VLAN
BVI 1
14-3 14-2
show running
14-3
VLAN 1 VLAN 2 VLAN 3

interface DotllRadio0.1
encapsulation dotlQ 1 native

no ip route-cache

no cdp enable

bridge-group 1

bridge-group 1
subscriber-loop-control
bridge-group 1
block-unknown-source

no bridge-group 1 source-learning
no bridge-group 1
unicast-flooding

bridge-group 1 spanning-disabled

interface DotllRadio0.2
encapsulation dotlQ 2

no ip route-cache

no cdp enable

bridge-group 2

bridge-group 2
subscriber-loop-control
bridge-group 2
block-unknown-source

no bridge-group 2 source-learning
no bridge-group 2
unicast-flooding

bridge-group 2 spanning-disabled

interface DotllRadio0.3
encapsulation dotlQ 3

no ip route-cache

bridge-group 3

bridge-group 3
subscriber-loop-control
bridge-group 3
block-unknown-source

no bridge-group 3 source-learning
no bridge-group 3
unicast-flooding

bridge-group 3 spanning-disabled

interface FastEthernet0.1
encapsulation dotlQ 1 native

no ip route-cache

bridge-group 1

no bridge-group 1 source-learning
bridge-group 1 spanning-disabled

interface FastEthernet0.2
encapsulation dotlQ 2

no ip route-cache

bridge-group 2

no bridge-group 2 source-learning
bridge-group 2 spanning-disabled

interface FastEthernet0.3
encapsulation dotlQ 3

no ip route-cache

bridge-group 3

no bridge-group 3 source-learning
bridge-group 3 spanning-disabled
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VLAN

bridge-group 2 subscriber-loop-control
bridge-group 2 block-unknown-source
no bridge-group 2 source-learning

no bridge-group 2 unicast-flooding
bridge-group 2 spanning-disabled

no bridge-group 2 source-learning
bridge-group 2 spanning-disabled
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