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EXEC RADIUS

1 configure terminal
aaa new-model AAA
radius-server host {hostname | ip-address} RADIUS IP
[auth-port port-number] [acct-port port-number]
[timeout seconds] [retransmit retries] [key
string] ° auth-port port-number
UDP acct-port
port-number UDP
. timeout seconds
RADIUS
1 1000
radius-server timeout
radius-server host
radius-server
timeout
o retransmit retries
RADIUS
1 1000
radius-server host
radius-server
retransmit
o key string
RADIUS RADIUS
Y
RADIUS
radius-server host
IP
UDP
RADIUS
4 dotll ssid ssid-string Service Set
IdentifierSSID; ID SSID
SSID 32
SSID
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5 accounting list-name

SSID  RADIUS
list-name
URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios12
2/122cgcr/fsecur_c/fsaaa/scfacct.htm#xtocid2

6 end

)
SSID SSID
accounting
URL SSID
accounting
http://www.cisco.com/en/US/products/hw/wireless/ps4
570/products_command_reference_chapter09186a0080
41757f.html#wp2449819
EXEC

7 show running-config

8 copy running-config startup-config

RADIUS no radius-server host hostname |
ip-address
RADIUS
AP (config)# radius-server host 172.29.36.49 auth-port 1612 key radl
AP(config)# radius-server host 172.20.36.50 acct-port 1618 key rad2
RADIUS SSID
AP(config)# dotll ssid batman
AP (config-ssid) # accounting accounting-method-list
RADIUS hostl
AP (config)# radius-server host hostl
N
RADIUS IP
RADIUS
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RADIUS
AAA

EXEC

default

1 configure terminal

2 aaa new-model

AAA

3 aaa authentication login {default |
list-name} methodl [method?2...]

e |ogin authentication

default

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/

122cgcr/fsecur_c/fsaaa/scfathen.htm#xtocid2

e methodl...
2
e line
username password
¢ Jocal

username password

e radius RADIUS
RADIUS
RADIUS

P.13-5

4 line [console | tty | vty] line-number
[ending-line-number]
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RADIUS n
5 login authentication {default | list-name} 1
e default aaa authentication login
e list-name aaa authentication login
6 radius-server attribute 32 NAS_ID
include-in-access-req format %h
end EXEC
show running-config
copy running-config startup-config
AAA no aaa new-model AAA
no aaa authentication login {default | list-name} methodl
[method2...] RADIUS
no login authentication {default | list-name}
AAA
AAA
IP
IP UDP
AAA RADIUS
RADIUS 2
2
server IP auth-port acct-port
EXEC AAA RADIUS
1 configure terminal
2 aaanew-model AAA
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3 radius-server host {hostname | RADIUS IP
ip-address} [auth-port port-number]
[acct-port port-number] [timeout . b UDP
L] - -
seconds] [retransmit retries] [key string] auth-port port-number
U acct-port port-number
UDP
o timeout seconds
RADIUS
1 1000
radius-server timeout
radius-server host
radius-server timeout
o retransmit retries
RADIUS
1 1000 radius-server host
radius-server retransmit
o key string RADIUS
RADIUS
Y
RADIUS
radius-server host
IP
UDP
RADIUS
4 aaa group server radius group-name AAA
5 server ip-address RADIUS
AAA RADIUS
2
end EXEC
show running-config
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8 copy running-config startup-config
9 RADIUS RADIUS
P. 13-8
RADIUS no radius-server host hostname |
ip-address
no aaa group server radius group-name RADIUS IP
no server ip-address
2 RADIUS groupl group2
groupl RADIUS
2 2

AP (config)# aaa new-model

AP (config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
AP(config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
AP (config)# aaa group server radius groupl

AP (config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
AP (config-sg-radius)# exit

AP (config)# aaa group server radius group2

AP (config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
AP (config-sg-radius)# exit

RADIUS
AAA AAA

aaa authorization radius

EXEC
aaa authorization exec radius local
. RADIUS EXEC RADIUS
o RADIUS
~
CLI
EXEC EXEC RADIUS
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W RADIUS
1 configure terminal
2 aaa authorization network radius
RADIUS
3 aaa authorization exec radius RADIUS EXEC
exec autocommand
4 end EXEC
show running-config
copy running-config startup-config

no aaa authorization {network | exec} method1

Packet of Disconnect PoD;

PoD Internet Engineering Task Force IETF RFC 3576
PoD  RADIUS Disconnect_Request RADIUS access_accept
2
RADIUS Network Access Server NAS;
WDS 802.11
PoD Calling-Station-ID [31] RADIUS Media Access Control MAC;
WDS
RADIUS
e 40
o 41 ACK
o 42 NAK
Y
PoD RADIUS
)
PoD
Cisco 10S
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Y
WDS PoD WDS WDS
WDS
Y
PoD  Cisco CNS Access Registrar (CAR) RADIUS v4.0 Cisco
Secure ACS Server
EXEC PoD
1 configure terminal
2 aaa pod server [port port number] RADIUS
[auth-type {any | all | session-key}]
[clients client 1...] [ignore {server-key
string...| session-ke server-ke
. - y Y port port number PoD
string...]}
UDP
1700
auth-type 802.11
clients RADIUS 4
PoD
ignore server_key PoD
session-key 802.11
server-key
string
Y
3 end EXEC
4 show running-config
5 copy running-config startup-config
Cisco Aironet Cisco 10S
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RADIUS

CSID

N o o b

AAA

RA

DIUS

RADIUS

EXEC Cisco 10S
RADIUS

AV

P. 13-19

configure terminal

aaa accounting network start-stop radius

RADIUS

ip radius source-interface bvil
NAS_IP_ADDRESS

BVI IP

aaa accounting update periodic minutes

end EXEC

show running-config

copy running-config startup-config

no aaa accounting {network | exec}

{start-stop} method1...

Called-Station-ID CSID MAC RADIUS CSID
dotll aaa csid CSID 13-1
MAC
13-1  CSID
MAC
default 0007.85h3.5f4a
ietf 00-07-85-b3-5f-4a
unformatted 000785b35f4a
CSID dotll aaa csid no dotl1 aaa csid
default
~
wlccp wds aaa csid CSID
Cisco Aironet Cisco I10S
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RADIUS u
RADIUS
EXEC RADIUS
1 configure terminal
2 radius-server key string RADIUS
A
RADIUS
3 radius-server retransmit retries RADIUS
3 1 1000
4 radius-server timeout seconds RADIUS
5 1
1000
5 radius-server deadtime minutes Cisco 10S
RADIUS dead
dead RADIUS
1440 24
)
RADIUS
RADIUS
1
6 radius-server attribute 32 NAS_ID
include-in-access-req format %h
end EXEC
show running-config
copy running-config startup-config
2 10

AP (config)# aaa new-model

AP (config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001 key 77654
AP (config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646 key 77654
AP(config)# radius-server host 10.91.6.151 auth-port 1812 acct-port 1813 key 110337

AP(config)# radius-server deadtime 10
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W RADIUS

no
RADIUS
Internet Engineering Task Force IETF RADIUS
26
Vendor-Specific Attributes VSA,;
RADIUS
1 ID
9 1 cisco-avpair
protocol : attribute sep value *
potocol attribute  value Cisco
TACACS+ AV sep =
* TACACS+
RADIUS
AV IP PPP  IPCP multiple
named ip address pools
cisco-avpair= “ip:addr-pool=first™
EXEC
cisco-avpair= “shell:priv-1lvl=15"
ID VSA ID
VSA RFC 2138 Remote Authentication Dian-In User Service RADIUS
EXEC VSA
1 configure terminal
2 radius-server vsa send [accounting | RADIUS IETF 26 VSA

authentication]

accounting

authentication

3 end EXEC
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4 show running-config

5 copy running-config startup-config

RADIUS VSA 26 Cisco 10S Security Configuration Guide for
Release 12.2 RADIUS Attributes
RADIUS
IETF  RADIUS RADIUS
RADIUS
Cisco 10S RADIUS
IETF RADIUS
RADIUS
RADIUS
radius-server
EXEC RADIUS
1 configure terminal
2 radius-server host {hostname | RADIUS IP
ip-address} non-standard RADIUS
3 radius-server key string RADIUS
RADIUS
Y
RADIUS
4 end EXEC
5 show running-config
6 copy running-config startup-config
RADIUS no radius-server host
{hostname | ip-address} non-standard
no radius-server key
Cisco Aironet Cisco 10S
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RADIUS
rad124

AP (config)# radius-server host 172.20.30.15 nonstandard
AP (config)# radius-server key radl24

WISPr RADIUS

Wi-Fi WISPr Best Current Practices for Wireless Internet Service Provider
(WISP) Roaming RADIUS
RADIUS WISPr
ISO  International Telecommunications Union ITU
snmp-server location dotl1 location isocc

WISPr Best Current Practices for Wireless Internet Service Provider (WISP) Roaming

RADIUS
ISO ITU ISO ITU Web Cisco 10S
EXEC WISPr RADIUS

1 configure terminal

2 snmp-server location location WISPr WISPr Best
Current Practices for Wireless Internet Service Provider (WISP)
Roaming

hotspot_operator_name,location

3 dotll location isocc ISO-country-code cc

country-code ac area-code ISO ITU
e isocc ISO-country-code RADIUS
ISO
e cc country-code RADIUS
ITU
e ac area-code RADIUS
ITU
4 end EXEC

5 show running-config

6 copy running-config startup-config

WISPr

ap# snmp-server location ACMEWISP,Gate_14_Terminal_ C_of_ Newark Airport

Cisco Aironet Cisco I0S
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TACACS+

RADIUS

ISO ITU

ap# dotll location isocc us cc 1 ac 408

isocc=us,cc=1,ac=408,network=ACMEWISP_NewarkAirport

RADIUS ||

RADIUS EXEC show running-config p
DNS show running-config
IP
RADIUS
13-2 13-6
Wi-Fi WISPr Best Current Practices for Wireless Internet Service Provider
(WISP) Roaming RADIUS
WISPr RADIUS P.
13-18
13-2
ID
User-Name
4 NAS-IP-Address
NAS-Port
12 Framed-MTU
30 Called-Station-ID MAC
31 Calling-Station-ID MAC
32 NAS-Identifier
61 NAS-Port-Type
79 EAP-Message
80 Message-Authenticator
1. 32include-in-access-req NAS-Identifier

Cisco Aironet
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13-3
ID
25 Class
27 Session-Timeout
64 Tunnel-Type!
65 Tunnel-Medium-Type?
79 EAP-Message
80 Message-Authenticator
81 Tunnel-Private-Group-I1D*
VSA 26 LEAP session-key
VSA 26 Auth-Algo-Type
VSA 26 SSID
1. RFC2826 VLAN
13-4
ID
1 User-Name
4 NAS-IP-Address
5 NAS-Port
6 Service-Type
25 Class
41 Acct-Delay-Time
44 Acct-Session-ID
61 NAS-Port-Type
VSA 26 SSID
VSA 26 NAS-Location
VSA 26 Cisco-NAS-Port
VSA 26 Interface
13-5
ID
1 User-Name
4 NAS-IP-Address
5 NAS-Port
6 Service-Type
25 Class
41 Acct-Delay-Time
42 Acct-Input-Octets
43 Acct-Output-Octets
44 Acct-Session-ID
46 Acct-Session-Time
47 Acct-Input-Packets

Cisco I0S
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RADIUS u
13-5
ID
48 Acct-Output-Packets
61 NAS-Port-Type
VSA 26 SSID
VSA 26 NAS-Location
VSA 26 VLAN-ID
VSA 26 Connect-Progress
VSA 26 Cisco-NAS-Port
VSA 26 Interface
13-6
ID
1 User-Name
4 NAS-IP-Address
5 NAS-Port
6 Service-Type
25 Class
41 Acct-Delay-Time
42 Acct-Input-Octets
43 Acct-Output-Octets
44 Acct-Session-ID
46 Acct-Session-Time
47 Acct-Input-Packets
48 Acct-Output-Packets
49 Acct-Terminate-Cause
61 NAS-Port-Type
VSA 26 SSID
VSA 26 NAS-Location
VSA 26 Disc-Cause-Ext
VSA 26 VLAN-ID
VSA 26 Connect-Progress
VSA 26 Cisco-NAS-Port
VSA 26 Interface
VSA 26 Auth-Algo-Type
N
service-type authenticate-only
Microsoft IAS authenticate-only
service-type service-type login-only
Microsoft IAS
service-type login-only dotll aaa

authentication attributes service-type login-only

Cisco Aironet Cisco 10S
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W TACACS+
TACACS+
e TACACS+ P.13-22
e TACACS+ P.13-23
e TACACS+ P.13-23
e TACACS+ P.13-27
TACACS+
TACACS+
RADIUS TACACS+
TACACS+ UNIX Windows NT TACACS+
TACACS+
TACACS+
TACACS+
TACACS+ TACACS+
AAA TACACS+
TACACS+
TACACS+
. TACACS+
PPP
TACACS+ TACACS+
TACACS+
TACACS+ TACACS+
Cisco I10S
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TACACS+

TACACS+
TACACS+ ASCII

1. TACACS+
TACACS+

TACACS+
TACACS+

2. TACACS+
ACCEPT

REJECT TACACS+

ERROR
ERROR

CONTINUE

TACACS+ TACACS+

ol

TACACS+ TACACS+ TACACS+
ACCEPT  REJECT ACCEPT
EXEC NETWORK

Telnet rlogin EXEC

TACACS+

TACACS+
TACACS+ TACACS+
TACACS+

. TACACS+ P. 13-24
TACACS+ P. 13-24
TACACS+ P.13-25
EXEC TACACS+ P. 13-26
TACACS+ pP. 13-27

Cisco Aironet Cisco 10S
[ oL-14209-01-J



13 RADIUS TACACS+ |

B TACACS+
TACACS+
TACACS+ AAA
TACACS+
TACACS+ CLlI
TACACS+
AAA
IP
EXEC TACACS+ IP
1 configure terminal
2 tacacs-server host hostname [port TACACS+ IP
integer] [timeout integer] [key string]
* hostname IP
o port integer
49 1 65535
o timeout integer
5
1 1000
o key string TACACS+
TACACS+
aaa new-model AAA
aaa group server tacacs+ group-name AAA
5 server ip-address TACACS+
AAA
TACACS+
2
end EXEC
show tacacs
copy running-config startup-config

Cisco Aironet Cisco I0S
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TACACS+ no
tacacs-server host hosthname
No aaa group server tacacs+ group-name TACACS+ IP

no server ip-address

TACACS+
AAA
default
1
EXEC
1 configure terminal
2 aaa new-model AAA

3 aaa authentication login {default |
list-name} methodl [method2...]

e |ogin authentication

username password

default
e |ist-name
e methodl...
2
e line
e Jocal

e tacacs+ TACACS+

username password

TACACS+

Cisco Aironet
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4 line [console | tty | vty] line-number

[ending-line-number]

5 login authentication {default | list-name} 1
e default aaa authentication login
e list-name aaa authentication login
end EXEC

show running-config

copy running-config startup-config

AAA no aaa new-model AAA
no aaa authentication login {default | list-name} methodl
[method2...] TACACS+
no login authentication {default | list-name}
EXEC TACACS+
AAA AAA
aaa authorization tacacs+
EXEC
aaa authorization exec tacacs+ local
. TACACS+ EXEC TACACS+
. TACACS+
Y
CLlI
EXEC EXEC
TACACS+

1 configure terminal

2 aaa authorization network tacacs+

TACACS+

Cisco I0S
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3 aaa authorization exec tacacs+

TACACS+ EXEC

exec autocommand

4 end EXEC
show running-config
copy running-config startup-config
no aaa authorization {network | exec} methodl
TACACS+
AAA
AAA
TACACS+
AV
EXEC Cisco 10S
TACACS+
1 configure terminal
2 aaa accounting network start-stop tacacs+
TACACS+
3 aaa accounting exec start-stop tacacs+ TACACS+ EXEC

start-record
stop-record

4 end

TACACS+

EXEC
show running-config
copy running-config startup-config
no aaa accounting {network | exec}
{start-stop} method1...
TACACS+ EXEC show tacacs
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