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Service Set Identifier SSID; ID
SSID
SSID 7 SSID
Open
Shared
Media Access Control MAC;
Extensible Authentication Protocol EAP;
Y
service-type authenticate-only
Microsoft 1AS authenticate-only
service-type service-type login-only
Microsoft IAS
service-type login-only dotll aaa

authentication attributes service-type login-only

o Open P.11-2

. Shared Key P.11-3

. EAP P.11-4

. MAC P.11-5

e MAC EAP Open P.11-6

. CCKM P.11-6

¢ WPA P.11-7

Open
Open
Open
Wired Equivalent Privacy WEP WEP
WEP WEP
Open Remote Authentication Dial-In User Service
RADIUS
11-1 Open
WEP
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RADIUS WEP
LAN
WEP
WEP
EAP
RADIUS
EAP SSID
P.11-10
S
EAP Open Shared Key
EAP
MAC
MAC RADIUS
MAC
MAC MAC EAP
EAP MAC
1 MAC SSID
P.11-10
RADIUS Advanced Security: MAC Address
Authentication MAC
MAC
LAN MAC MAC
MAC
MAC
MAC
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11-4 MAC
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MAC EAP Open
MAC EAP
802.11 Open
MAC MAC
MAC EAP
SSID
P.11-10
CCKM
Cisco Centralized Key Management CCKM 1
Wireless Domain Services
WDS; CCKM
WDS
CCKM
WDS
2
CCKM SSID
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WDS
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Wi-Fi Protected Access WPA LAN
WPA
IEEE 802.11i WPA
Temporal Key Integrity Protocol TKIP 802.1X
WPA 2 WPA WPA-Pre-shared key
WPA-PSK WPA
EAP Pairwise Master Key PMK WPA
PMK WPA-PSK
PMK
Y
WPA 802.11
VLAN
RADIUS
VLAN ID
WPA CCKM 802.11
LAN
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Aironet Client Utility ACU 6.2
5.30.13
11-1 WPA CCKM CKIP WPA-TKIP
/ 1 / (0153
LEAP/CKIP Windows 95/98 Me NT 2000
% XP  Windows CE Mac OS X
_ Linux DOS
12.2(11)JA
LEAP/CCKM + CKIP Windows 98 Me NT 2000 XP
Windows CE
S
12.2(11)JA
LEAP/CCKM + WPA-TKIP Windows XP 2000
LEAP/WPA CCKM Windows XP 2000
EAP PEAP EAP-SIM 2 Windows XP
EAP-TLS /WPA CCKM
EAP PEAP EAP-SIM Windows 2000
EAP-TLS /WPA CCKM
WPA-PSK 2 Windows XP
WPA-PSK Windows 2000
1. Funk Odyssey Client 2.2 Meetinghouse Data Communications Aegis Client 21
2. Windows XP Windows XP Service Pack 1
Microsoft 815485
Cisco Aironet Cisco Aironet 340, 350, and

CB20A Wireless LAN Client Adapters Installation and Configuration Guide for Windows
Cisco Aironet 340, 350, and CB20A Wireless LAN Client Adapters
Installation and Configuration Guide for Windows

http://www.cisco.com/en/US/products/hw/wireless/ps4555/products_installation_and_configuration_guides_

list.html
AY
VLAN TKIP + WEP 128 TKIP + WEP 40
TKIP VLAN
SSID WPA CCKM
VLAN TKIP SSID SSID
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SSID SSID 7 SSID
e SSID P.11-10
. P.11-16
e 802.1X EAP P.11-18
SSID
EXEC SSID
1 configure terminal
2 dotl1 ssid ssid-string SSID SSID  SSID
SSID 32 SSID
SSID 32
° |
. #
SSID
. +
. ]
o /
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3 authentication open SSID Open Open
[mac-address list-name [alternate]]
[[optional] eap list-name]
J SSID MAC
Open
MAC list-name
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/
122cgcr/fsecur_c/fsaaa/scfathen.htm#xtocid2
MAC EAP
alternate
o SSID EAP Open
EAP
list-name
Open EAP
optional
Y
EAP
EAP
EAP
4 authentication shared SSID Shared Key
[mac-address list-name]
[eap list-name] &
Shared Key
Y
Shared Key SSID 1
J SSID MAC
Shared Key list-name
U SSID EAP
Shared Key list-name
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5 authentication network-eap list-name SSID Network-EAP
[mac-address list-name] EAP EAP RADIUS
RADIUS
WEP
EAP
U SSID MAC
Network-EAP
MAC
list-name
6 authentication key-management { [wpa] SSID WPA CCKM
[cckm] } [ optional ] optional WPA
CCKM
SSID optional WPA
CCKM SSID
SSID  CCKM Network-EAP
SSID CCKM  Network EAP
LEAP EAP-FAST PEAP/GTC MSPEAP
EAP-TLS EAP-FAST
SSID
SSID  WPA Open
Network-EAP
Y
1 SSID CCKM  WPA
wpa cckm WPA
CCKM
)
WPA CCKM SSID  VLAN
CCKM  WPA
TKIP
VLAN
WEP
P.10-4
)
SSID  WPA
WPA
SSID WPA
WPA-PSK
WPA P.11-14

Cisco I0S

Jl_ Cisco Aironet

OL-14209-01-J |



CCKM
LAN 12 WDS
Wireless Intrusion Detection Services
7 end EXEC
8 copy running-config startup-config
SSID SSID SSID no
SSID batman CCKM Network-EAP
batman SSID adam
CCKM CCKM

apl200# configure terminal

apl200(config-if)# ssid batman

apl200 (config-ssid) # authentication network-eap adam

apl200 (config-ssid) # authentication key-management cckm optional
apl200(config)# interface dotllradio 0
apl200 (config-if)# ssid batman
apl200 (config-ssid) # end

WPA
WPA SSID

e TKIP WPA

. TKIP 802.1X-2001
LEAP TLS

e TKIP WEP
3 SSID SSID
WEP 2

SSID WEP
SSID

SSID 3

WPA SSID

e WPA
e TKIP 40 128 WEP
N 2 3 WEP
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WPA SSID

apl200# configure terminal

apl200 (config-if)# ssid migrate

apl200(config-if)# encryption mode cipher tkip wepl28

apl200 (config-if)# encryption key 3 size 128 12345678901234567890123456 transmit-key
apl200 (config-ssid) # authentication open

apl200 (config-ssid) # authentication network-eap adam

apl200 (config-ssid) # authentication key-management wpa optional
apl200 (config-ssid) # wpa-psk ascii batmobile65

apl200 (config)# interface dotllradio 0

apl200(config-if)# ssid migrate

apl200 (config-ssid) # end

WPA
2
802.1X LAN WPA
ASCII 16
ASCII 8 63
Password-based Cryptography Standard RFC2898
16 64 16
WPA
e membership-termination
e Capability change WEP
WEP WEP
WPA WEP

EXEC WPA

1 configure terminal

2 ssid ssid-string SSID  SSID
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3 wpa-psk {hex|ascii}[0]7] WEP
encryption-key WPA
16 ASCII 16
256 64
16 ASCII
8
ASCII 63
4 interface dotllradio {0 | 1}
2.4GHz 2.4GHz 802.11n 0
5GHz 5GHz 802.11n 1
5 ssid ssid-string 2 SSID
SSID
exit EXEC
broadcast-key [ vlan vlan-id ] broadcast key rotation WPA
{ change seconds }
[ membership-termination ]
[ capability-change ]
8 copy running-config startup-config
WPA WEP
ap# configure terminal
ap(config-if)# ssid batman
ap(config-ssid)# wpa-psk ascii batmobile65
ap (config)# interface dotllradio 0
ap(config-ssid)# ssid batman
ap(config-if)# exit
ap (config)# broadcast-key vlan 87 membership-termination capability-change
MAC
LAN MAC MAC
MAC
MAC
MAC
MAC
EXEC MAC
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1 configure terminal

2 dotll aaa mac-authen filter-cache MAC

[timeout seconds] .
timeout MAC

30 65555
1800 30
MAC

exit EXEC

show dotll aaa mac-authen filter-cache |MAC
[address] MAC

5 clear dotll aaa mac-authen filter-cache
[address] MAC

end EXEC
copy running-config startup-config

MAC dotll aaa mac-authen filter-cache no
1 MAC

ap# configure terminal
ap (config)# dotll aaa mac-authen filter-cache timeout 3600
ap(config)# end

EXEC

1 configure terminal
2 dotll holdoff-time seconds

1 65555
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3 dotlx timeout supp-response seconds [local] EAP/dot1x
1 120
RADIUS
RADIUS
local
no
30
4 interface dotllradio {0 | 1}
2.4GHz 2.4GHz 802.11n 0
5GHz 5GHz 802.11n 1
5 dotlx reauth-period { seconds | server }
server
RADIUS
27 Session-Timeout
EAP
Y
SSID MAC EAP
MAC
EAP Session-Timeout
Session-Timeout
MAC
EAP
EAP Session-Timeout
Session-Timeout
MAC
EAP Session-Timeout
6 countermeasure tkip hold-time seconds TKIP MIC 60
2 MIC
TKIP
7 end EXEC
8 copy running-config startup-config
no
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802.1X EAP
802.1X EAP
EAP EAP
RADIUS EAP-FAST LEAP
LEAP
EAP
LEAP EAP-FAST
Y
802.1X 1130AG 1240AG 1250 1300
1100 1200
802.1X P. 4-32
EAP
EXEC EAP
1 configure terminal
2 eap profile profile name
3 description EAP
4 method fast EAP
Y
EAP-GTC EAP-MD5 EAP-MSCHAPV2
EAP
end EXEC
copy running config startup-config
no
EAP show eap registrations method
EAP show eap sessions
EAP
EXEC

EAP
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1 configure terminal

2 interface fastethernet 0

interface fa0

dotlx eap profile profile

end
SSID EAP
EXEC
EAP SSID
1 configure terminal
2 interface dotllradio {0 | 1}
2.4GHz 2.4GHz 802.11n 0
5GHz 5GHz 802.11n 1
3 ssid ssid SSID
4 exit
5 eap profile profile
6 end EXEC
7 copy running config startup-config
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Cisco Aironet Wireless LAN Client Adapters
Installation and Configuration Guide for Windows
WEP 10 WEP
11-2
N
Cisco Aironet Open + EAP
802.1x LEAP Cisco Aironet
LEAP Cisco Aironet SSID
SSID  Network EAP Open + EAP
EAP-FAST Cisco Aironet 802.11a/b/g CB21AG
PI21AG EAP-FAST LEAP Cisco Aironet
SSID SSID  Network EAP Open
+ EAP
Y
802.11n 802.11n Wi-Fi
11-2
WEP Open WEP Use Static WEP Keys |WEP SSID
Open Authentication Open
WEP Shared Key WEP Use Static WEP Keys |WEP SSID
Shared Key Authentication Shared Key
LEAP LEAP WEP SSID
Network-EAP !
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EAP-FAST EAP-FAST WEP SSID
Protected Access |Network-EAP 1
Credential PAC
! EAP-FAST
Open
+ EAP
Open + EAP
GUI
WARNING:
Network-EAP is used for LEAP authentication
only. If radio clients are configured to
authenticate using EAP-FAST, Open
Authentication with EAP should also be
configured.
CLI
SSID CONFIG WARNING:[SSID]:If radio
clients are using EAP-FAST, AUTH OPEN
with EAP should also be configured.
WPA EAP-FAST EAP-FAST Wi-Fi Protected Access |TKIP WEP
WPA SSID
PAC Network-EAP WPA
Y
SSID
WPA
Allow Association
802.1X CCKM LEAP SSID
Network-EAP ~ CCKM
Y
802.1X
802.1X
SSID
CCKM
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802.1X WPA 802.1x SSID
Open authentication ~ WPA
Open
Network-EAP
S
WPA WPA
SSID
WPA
802.1X WPA-PSK 802.1x SSID
Open authentication ~ WPA
Open
Network-EAP
S
WPA WPA
SSID
WPA
EAP-TLS
ACU Host Based EAP  Use Dynamic WEP Keys |WEP SSID
ACU EAP Enable |[EAP  Open authentication
network access control using IEEE 802.1X
Smart Card or other Certificate
Windows 2000 Service Pack 3
Windows XP
Windows XP EAP Enable network access |WEP SSID
control using IEEE 802.1X Smart Card |[EAP  Open Authentication
or other Certificate
EAP-MD5
ACU WEP Host Based EAP  Use |WEP SSID
Static WEP Keys ACU EAP EAP  Open authentication
Enable network access control
using IEEE 802.1X MD5-Challenge
Windows 2000 Service Pack 3
Windows XP
Windows XP EAP Enable network access WEP SSID
control using IEEE 802.1X EAP  Open Authentication

MD5-Challenge

Cisco I0S
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PEAP
ACU Host Based EAP ~ Use Dynamic WEP Keys |WEP SSID
ACU EAP Enable |[EAP  Open authentication
network access control using IEEE 802.1X
PEAP Windows 2000 Service
Pack 3 Windows XP
Windows XP EAP Enable network access |WEP SSID
control using IEEE 802.1X PEAP Require EAP  Open authentication
EAP-SIM
ACU Host Based EAP  Use Dynamic WEP Keys WEP
ACU EAP Enable SSID EAP  Open
network access control using IEEE 802.1X authentication
SIM Authentication Windows
2000 Service Pack 3 Windows XP
Windows XP EAP Enable network access WEP
control using IEEE 802.1X SIM SSID Require EAP Open
Authentication
1. Cisco Aironet Open + EAP 802.1X
Cisco Aironet LEAP Cisco Aironet SSID
SSID  Network EAP Open + EAP
EAP-FAST Cisco Aironet 802.11a/b/g CB21AG
PI2IAG  EAP-FAST LEAP Cisco Aironet SsID
SSID  Network EAP Open + EAP
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