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1 configure terminal
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end EXEC
copy running-config startup-config
VLAN 22 3 128 WEP

apl200# configure terminal

apl200(config)# interface dotllradio 0
apl200 (config-if)# encryption vlan 22 key 3 size 128 12345678901234567890123456

transmit-key
apl200(config-if)# end
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1 X 12345678901234567890abcdef 12345678901234567890abcdef
2 —_ 09876543210987654321fedchba 09876543210987654321fedcha
3 — not set not set
4 —_ not set FEDCBA09876543211234567890
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EXEC
1 configure terminal
2 interface dotllradio{0|1}
2.4GHz Radio0 5GHz Radio 1
3 encryption[vlan vlan-id] WEP 10-3
mode ciphers
{[aes-ccm | ckip | cmic | ckip-cmic | tkip]}
wepl128 | wep40
{wep128 | wep40l} U WEP WEP VLAN
o WEP TKIP 128
40 WEP
Y
2 TKIP 128 WEP
2
Y
ckip cmic ckip-cmic Aironet
Aironet
dot11 extension aironet
Y
WEP encryption mode wep
encryption mode wep
encryption mode wep
Cisco Aironet / Cisco 10S
Y
SSID  TKIP + WEP 128 TKIP + WEP 40
TKIP SSID WPA
CCKM WPA
CCKM TKIP
SSID
4 end EXEC
5 copy running-config startup-config
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encryption no

CKIP CMIC 128 WEP VLAN 22

apl200# configure terminal

apl200(config)# interface dotllradio 0

apl200 (config-if)# encryption vlan 22 mode ciphers ckip-cmic wepl28
apl200 (config-if) # exit
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CCKM e encryption mode ciphers wep128
e encryption mode ciphers wep40
e encryption mode ciphers ckip
e encryption mode ciphers cmic
e encryption mode ciphers ckip-cmic
e encryption mode ciphers tkip
WPA e encryption mode ciphers tkip
e encryption mode ciphers tkip wep128
e encryption mode ciphers tkip wep40
Y
SSID TKIP + WEP 128 TKIP + WEP 40 TKIP
SSID WPA CCKM WPA CCKM
TKIP SSID
WPA WPA P.11-7
)
WEP
802.1x LEAP EAP-TLS PEAP
EXEC
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4 end

WEP
1 configure terminal
2 interface dotllradio {0|1}
2.4GHz 2.4GHz 802.11n
5GHz 5GHz 802.11n
3 broadcast-key change seconds
[ vlan vlan-id ]
[ membership-termination ]
[ capability-change ]
VLAN
. WPA
WPA
Membership termination
Capability change
WEP
WEP
WEP WPA
WEP
11
EXEC
5 copy running-config startup-config
encryption no

VLAN 22
300

apl200# configure terminal

apl200 (config) # interface dotllradio 0
apl200(config-if)# broadcast-key vlan 22 change 300

apl200(config-if)# end
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