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4, RADIUS
)
RADIUS
EXEC
1 configure terminal
aaa new-model AAA
radius-server local
4 nas ip-address key shared-key
IP
Shared
Key
NAS
Y
5 group group-name
6 vlanvlan
VLAN
VLAN VLAN
VLAN 1
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10 exit

12 end

7 ssid ssid 20 SSID
SSID
SSID SSID 1
SSID
8 reauthentication time seconds
0
9 block count count
time { seconds | infinite }
e count
e time
infinite
P. 9-10
11 user username
{ password | nthash } password LEAP EAP-FAST
[ group group-name ]
[mac-auth-only]
NT 16
NT
MAC
MAC
12 16
MAC
0009.5125.d02b
00095125d02b
MAC mac-auth-only
VLAN
EXEC
13 copy running-config startup-config
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AP# configure terminal

AP (config)# radius-server local

AP (config-radsrv)# nas 10.91.6.159 key 110337
AP (config-radsrv)# nas 10.91.6.162 key 110337
AP (config-radsrv)# nas 10.91.6.181 key 110337
AP (config-radsrv)# group clerks

AP (config-radsrv-group) # vlan 87

AP (config-radsrv-group)# ssid batman

AP (config-radsrv-group)# ssid robin

AP (config-radsrv-group)# reauthentication time 1800
AP (config-radsrv-group)# block count 2 time 600
AP (config-radsrv-group)# group cashiers

AP (config-radsrv-group) # vlian 97

AP (config-radsrv-group)# ssid deer

AP (config-radsrv-group)# ssid antelope

AP (config-radsrv-group) # ssid elk

AP (config-radsrv-group) # reauthentication time 1800
AP (config-radsrv-group)# block count 2 time 600
AP (config-radsrv-group)# group managers

AP (config-radsrv-group)# vlan 77

AP (config-radsrv-group)# ssid mouse

AP (config-radsrv-group) # ssid chipmunk

AP (config-radsrv-group) # reauthentication time 1800

AP (config-radsrv-group)# block count 2 time 600

AP (config-radsrv-group) # exit

AP (config-radsrv)# user jsmith password twain74 group clerks

AP (config-radsrv) # user stpatrick password snakel00 group clerks

AP(config-radsrv)# user nick password uptown group clerks

AP (config-radsrv)# user 00095125d02b password 00095125402b group clerks mac-auth-only
AP (config-radsrv)# user 00095125d402b password 00095125d02b group cashiers

AP (config-radsrv)# user 00079431f04a password 00079431f04a group cashiers

AP (config-radsrv)# user carl password 272165 group managers

AP (config-radsrv)# user vic password 1idl78 group managers

AP (config-radsrv)# end

RADIUS 13 RADIUS
TACACS+

radius-server host
RADIUS
RADIUS
RADIUS
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EAP-FAST

||
S
1812 1813
RADIUS User
Datagram Protocol UDP; 1813
RADIUS
radius-server deadtime
dead
1440 24
2 10
AP (config)# aaa new-model
AP (config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001 key 77654
AP (config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646 key 77654
AP (config)# radius-server host 10.91.6.151 auth-port 1812 acct-port 1813 key 110337
AP(config)# radius-server deadtime 10
WAN LEAP
1. dead
2 2 dead
10 dead-time
2
dead WAN
no

radius-server host hostname | ip-address

LAN EAP-FAST
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PAC
Protected Access Credential PAC EAP-FAST
PAC PAC Aiironet Client Utility
PAC

PAC

PAC PAC

PAC

PAC

AP (config-radsrv-group)# [no] eapfast pac expiry days [grace days]

2 4095

no
PAC 100 2
AP (config-radsrv-group)# eapfast pac expiry 100 grace 2
Y

PAC

PAC 2 1 1
PAC

EAP-FAST PAC
PAC
PAC
PAC
PAC

AP# radius local-server pac-generate filename username [password password] [expiry days]

PAC PAC
tftp://172.1.1.1/test/user.pac
CCX
1
joe  PAC bingo
10 PAC 10.0.0.5
Trivial File Transfer Protocol TFRP; PAC

AP# radius local-server pac-generate tftp://10.0.0.5 joe password bingo expiry 10
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ID

EAP-FAST Authority Identity AID; ID
AID
AID AID
PAC

AID

AP (config-radserv)# [no] eapfast authority id identifier

AP (config-radserv)# [no] eapfast authority info identifier

eapfast authority id AID
PAC PAC
2 PAC
PAC PAC
PAC
PAC
AP (config-radsrv)# [no] eapfast server-key primary {[auto-generate] | [ [0 | 71 keyl}

AP (config-radsrv)# [no] eapfast server-key secondary [0 \ 7] key

32 16
0 7
no
PAC
PAC PAC
PAC
Network Time Protocol NTP;
NTP
PAC NTP
PAC
NTP EAP-FAST

PAC
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NTP
PAC
PAC
LEAP EAP-FAST MAC 1
2 1
no

AP (config-radsrv)# [no] authentication [eapfast] [leap] [mac]

no
LEAP
AP (config-radsrv)# no authentication eapfast
AP (config-radsrv)# no authentication mac
infinite

EXEC

AP# clear radius local-server user username

EXEC

AP# show radius local-server statistics
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Successes 0 Unknown usernames : 0
Client blocks 0 Invalid passwords : 0
Unknown NAS 0 Invalid packet from NAS: 0
NAS : 10.91.6.158
Successes 0 Unknown usernames 0
Client blocks 0 Invalid passwords 0
Corrupted packet 0 Unknown RADIUS message 0
No username attribute 0 Missing auth attribute 0
Shared key mismatch 0 Invalid state attribute: 0
Unknown EAP message 0 Unknown EAP auth type 0
Auto provision success 0 Auto provision failure 0
PAC refresh 0 Invalid PAC received 0
Username Successes Failures Blocks
nicky 0 0 0
jones 0 0 0
jsmith 0 0 0
Router#sh radius local-server statistics
Successes 1 Unknown usernames : 0
Client blocks 0 Invalid passwords : 0
Unknown NAS 0 Invalid packet from NAS: 0
2 NAS
EAP-FAST
e Auto provision success PAC
e Auto provision failure
PAC
e PAC refresh PAC
e Invalid PAC received PAC
3
infinite blocked
infinite Unblocked in x seconds

EXEC

AP# clear radius local-server statistics

EXEC

AP# debug radius local-server { client | eapfast | error | packets}
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. client
e EAP-FAST eapfast
encryption
events EAP-FAST
pac PAC PAC
pkts EAP-FAST
. error
o RADIUS packets
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