CHAPTER

ID SSID

. SSID pP.7-2
L SSID p.7-4
] SSID pP.7-9
e SSID IP P.7-13
e SSIDL IE SSID P.7-16
e MBSSID NAC p.7-17
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N SSID
SSID
SSID
SSID 32 SSID
16 SSID SSID
SSID
SSID SSID
e VLAN
~
11
e SSID
e SSID Remote Authentication Dial-In User Service RADIUS
SSID
SSID
SSID SSID
SSID
SSID SSID
SSID SSID P.7-4
SSID
SSID
VLAN VLAN 1 SSID
SSID VLAN
SSID
Cisco 10S 12.3(2)JA SSID
SSID Cisco 10S 12.3(2)JA
SSID
Cisco 10S 12.3(4)JA SSID
7-1 Cisco I0S SSID
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D) u
7-1 Cisco 10S SSID
Cisco I0S SSID
12.2(15)JA
12.3(2)JA
12.3(4)JA 12.3(7)JA
SSID
12.3(4)JA
Cisco 10S 12.3(10b)JA Command-Line Interface CLI;
SSID SSID
SSID Cisco 10S
12.4(10b)JA SSID
Cisco 10S 12.3(2)JA 12.3(4)JA
Cisco 10S 12.3(4)JA
SSID 12.3(4)IA
12.3(4)JA
SSID
Cisco 10S 12.4(10b)JA
SSID SSID Cisco
10S 12.3(7)JA
Cisco 10S 12.3(7)JA
7-2 Cisco 10S 12.2(15)JA SSID Cisco
10S 12.3(7)JA
7-2 SSID
12.2(15)JA ssID 12.3(7)JA SsID
interface dotllRadio 0 dotll ssid engineering
ssid engineering authentication open
authentication open vlan 5
vlian 4 !
interface dotllRadio 0
interface dotllRadio 1 ssid engineering
ssid engineering
authentication open interface dotllRadio 1
vlan 5 ssid engineering
VLAN SSID
Y
SSID VLAN 1 1 1 1
SSID 1 VLAN 1 VLAN 1
SSID 1 SSID 2
dotll 0 SSID north  Temporal Key Integrity
Protocol TKIP dotll1 SSID north  Wired Equivalent Privacy
WEP 128
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N SSID
SSID
U SSID p.7-4
e SSID P.7-4
e RADIUS SSID p.7-8
Y
Cisco 10S 12.3(4)JA SSID
SSID SSID
P.7-4
SSID
Cisco 10S 12.3(7)JA SSID
SSID
Cisco 10S 12.3(2)JA SSID
dotl11 ssid SSID
ssid SSID
SSID ssid
SSID SSID
SSID
ssid CLI SSID SSID
~
Cisco 10S Releases
12.3(7)IA SSID
EXEC SSID SSID
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SsID n
1 configure terminal
2 dotl1 ssid ssid-string SSID SSID  SSID
SSID 32
SSID
SSID 32
)
I #
Y
+ 1/ " TAB SSID
3 authentication client
username username
password password
SSID

4 accounting list-name

SSID RADIUS
list-name

http://www.cisco.com/univercd/cc/td/doc/product/software/ios12
2/122cgcr/fibm_c/bcfpartl/beftb.htm

5 vlanvlan-id VLAN SSID
SSID
VLAN 1
VLAN 1 SSID
6 guest-mode SSID
SSID
SSID SSID

Cisco Aironet
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u D)
7 infrastructure-ssid [optional]
SSID
SSID
SSID
SSID
GUI
SSID
CLI
SSID
SSID SSID
infrastructure-ssid
SSID
8 interface dotllradio { 0|1} SSID
2.4GHz 2.4GHz 802.11n 0
5GHz 5GHz 802.11n 1
9 ssid ssid-string 2 SSID
10 end EXEC
11 copy running-config startup-config
Y
SSID ssid
9
Y
802.11b  802.11g 2.4GHz 802.11g SSID
802.11b
SSID SSID no
e SSID
¢ RADIUS SSID
. SSID 15
e SSID VLAN
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SSID ||

e SSID

AP# configure terminal

AP (config)# dotll ssid batman

AP (config-ssid) # accounting accounting-method-list
AP (config-ssid) # max-associations 15

AP (config-ssid)# vlan 3762

AP (config-ssid) # exit

AP(config)# interface dotllradio 0

AP (config-if)# ssid batman

AP(config-if) #end

SSID
SSID

AP# show running-config ssid ssid-string

SSID

Cisco 10S 12.3(7)JA SSID
SSID SSID

SSID
SSID EXEC show dotl11 associations
SSID

EXEC show configuration SSID

ssid buffalo
vlan 77
authentication open

ssid buffalo
vlan 17
authentication open

ssid buffalo
vlan 7
authentication open

EXEC show dotl11 associations SSID

SSID [buffalol]
SSID [buffalo ]
SSID [buffalo ]

SSID 15 15 SSID
show dotl11 associations client
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[ oL-14209-01-J



7 SSID
| SsID

RADIUS SSID
SSID
RADIUS SSID
SSID
1. SSID
2. RADIUS
3. RADIUS SSID
SSID SSID
3
a. SSID RADIUS
b. SSID
c. RADIUS SSID
RADIUS SSID Vendor-Specific Attributes VSA;
Internet Engineering Task Force IETF
RADIUS 26
Vendor-Specific Attributes VSA,
RADIUS
1
ID 9 1 cisco-avpair
RADIUS 0 SSID VSA
AV SSID SSID batman
cisco-avpair= “ssid=batman”
VSA
RADIUS P. 13-17
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SSID ||
802.11a 802.11g 802.11n Media Access Control MAC;
8 Basic Service Set Identifier BSSID;
ID BSSID SSID
Delivery Traffic Indication Message DTIM SSID
DTIM SSID
SSID LAN
Y
MAC
BSSID LAN
BSSID
BSSID
MAC
BSSID
BSSID
e VLAN
. Cisco 10S Release 12.3(4)JA
o BSSID 802.11a 802.11¢g
SSID show
controllers radio_interface
SSID
Number of supported simultaneous BSSID on radio_interface: 8
BSSID
BSSID
. BSSID RADIUS VLAN
e BSSID SSID  BSSID
BSSID SSID
o BSSID SSIDL Information Element SSIDL IE;
SSIDL SSID
e Wi-Fi BSSID

e Wireless Domain Services WDS;
BSSID
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N SsID

BSSID
BSSID

1 GUI Global SSID Manager GUI CLI

CLlI CLI
7-1 Global SSID Manager

71 Global SSID Manager
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SSID ||
4 SSID SSID
SSID
5 Network ID SSID ID
6 Authentication Settings Authenticated Key Management Accounting Settings
SSID BSSID SSID

7 SSID Multiple BSSID Beacon Settings Set

SSID as Guest Mode
8 SSID

Set Data Beacon Rate (DTIM) SSID

Delivery Traffic Indicator Message DTIM
DTIM
DTIM
DTIM
2 1 DTIM
1 100
Y
DTIM
DTIM
9 Guest Mode/Infrastructure SSID Settings Multiple BSSID
10 Apply
CLI
BSSID CLI visitor
SSID CLl SSID BSSID CLlI BSSID
CLI BSSID DTIM CLI
SSID visitor CLI

ap(config)# interface doO

ap(config-if)# mbssid

ap (config-if)# exit

ap(config)# dotll ssid visitor

ap (config-ssid)# mbssid guest-mode dtim-period 75

ap (config-ssid)# exit

ap(config)# interface do0

ap(config-if)# ssid visitor

Cisco Aironet Cisco 10S
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| SsID

dotll mbssid BSSID
BSSID

BSSID
SSID BSSID MAC show dot11 bssid EXEC

AP1230#show dotll bssid

Interface BSSID Guest SSID
DotllRadiol 0011.2161.b7c0 Yes atlantic
DotllRadio0 0005.9a3e.7c0f Yes WPA2-TLS-g
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SSID P | |

SSID IP

SSID IP SSID

LAN LAN IP

SSID
TCP User Datagram
Protocol UDP;

SSID
SSID

IP SSID
ping

7-2 IP SSID

7-2 IP
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W ssip P
IP
IP
BOOTP/DHCP
. Access Control List ACL;
IP
IP
EXEC SSID IP
1 configure terminal
2 interface dotllradio{0]|1}
2.4GHz 2.4GHz 802.11n 0
5GHz 5GHz 802.11n 1
ssid ssid-string SSID
ip redirection host ip-address IP IP
10.91.104.92
IP
TCP UDP
ACL
5 ip redirection host ip-address
access-group acl in ACL ACL UDP
TCP
ACL
in
ACL
S
ACL
BVI
ACL ACL BVI
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SSID

ACL SSID IP
SSID

AP# configure terminal

AP(config)# interface dotllradio 0

AP (config-if)# ssid batman

AP (config-if-ssid)# ip redirection host 10.91.104.91
AP (config-if-ssid-redirect)# end

BVI1 ACL
IP
robin SSID
IP

AP# configure terminal
AP (config)# interface bvil

batman

TCP UDP

AP (config-if-ssid)# ip redirection host 10.91.104.91 access-group redirect-acl in

AP (config-if-ssid)# end
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W ssipLIE SsID

SSIDL IE SSID

SSID 1 SSID
SSIDL IE
SSID SSID SSIDL IE
SSID SSID
~
BSSID SSIDL SSIDL IE
SSID
EXEC SSID  SSIDL IE

1 configure terminal

2 interface dotllradio{0]|1}

2.4GHz 2.4GHz 802.11n 0
5GHz 5GHz 802.11n 1
ssid ssid-string SSID
information-element ssidl
[advertisement] [wps] SSIDL IE

802.1x Microsoft Wireless Provisioning Services

WPS
SSIDL IE  SSID
advertisement SSIDL IE ~ WPS
wps
SSIDL IE no

Jl_ Cisco Aironet Cisco I0S
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MBSSID NAC ||
/
NAC /
PC PDA
NAC
WLAN
NAC NAC WLAN
WLAN
WLAN
VLAN VLAN
NAC
4 VLAN 1 VLAN
VLAN
1 VLAN
SSID 3 VLAN VLAN
1 VLAN
RADIUS
VLAN RADIUS
RADIUS
RADIUS VLAN 1
VLAN dotlx RADIUS Access Accept
NAC RADIUS
VLAN SSID VLAN BSSID
SSID VLAN VLAN
VLAN SSID VLAN
VLAN 3 SSID VLAN SSID
MBSSID BSSID
VLAN SSID VLAN
VLAN 2 SSID
VLAN
VLAN VLAN VLAN
VLAN VLAN /
VLAN
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W wmBSSID NAC

dotl1 dotlq VLAN VLAN
0
RADIUS dotlx
RADIUS NAC VLAN VLAN
SSID VLAN 1 VLAN
VLAN 1
VLAN SSID BSSID
SSID BSSID
VLAN
VLAN
dot11 ssid <ssid> vlan <name> | <id> backup

vlan <name>|<id> [backup <name>|<id>, <name>|<id>, <name>|<id>

MBSSID NAC

VLAN 2

MBSSID NAC NAC
7-3

7-3 NAC

BEBHIRT VXD

BRZIFIBT7VERAD
VLAN/FY kT —%

VLAN/#y kT —%

ACS

—
—

—
—

170598

|RTvThyT PC

—

|
|

NAC
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MBSSID NAC

MBSSID NAC
1 7-3
2 NAC EAP
3 ACS
4 EAP-FAST
5
6

VLAN

dotll mbssid
dotll vlan-name engg-normal vlan 100
dotll vlan-name engg-infected vlan 102
dotll vlan-name mktg-normal vlan 101
dotll vlan-name mktg-infectedl vlan 103
dotll vlan-name mktg-infected2 vlan 104
dotll vlan-name mktg-infected3 vlan 105
|
dotll ssid engg
vlan engg-normal backup engg-infected
authentication open
authentication network-eap eap_methods
|
dotll ssid mktg
vlan mktg-normal backup mktg-infectedl, mktg-infected2, mktg-infected3
authentication open
authentication network-eap eap_methods
!
interface DotllRadioO
|
encryption vlan engg-normal key 1 size 40bit 7 482CC74122FD transmit-key
encryption vlan engg-normal mode ciphers wep40
|
encryption vlan mktg-normal key 1 size 40bit 7 9C3A6F2CBFBC transmit-key
encryption vlan mktg-normal mode ciphers wep40
|
ssid engg
|
ssid mktg
!
speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root
!
interface DotllRadio0.100
encapsulation dotlQ 100 native
no ip route-cache
bridge-group 1
bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
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W wmBSSID NAC

no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

|

interface DotllRadio0.102
encapsulation dotlQ 102

no ip route-cache

bridge-group 102

bridge-group 102 subscriber-loop-control
bridge-group 102 block-unknown-source
no bridge-group 102 source-learning
no bridge-group 102 unicast-flooding
bridge-group 102 spanning-disabled
|

interface FastEthernet0

no ip address

no ip route-cache

duplex auto

speed auto

|

interface FastEthernet0.100
encapsulation dotlQ 100 native

no ip route-cache

bridge-group 1

no bridge-group 1 source-learning
bridge-group 1 spanning-disabled

|

interface FastEthernet0.102
encapsulation dotlQ 102

no ip route-cache

bridge-group 102

no bridge-group 102 source-learning
bridge-group 102 spanning-disabled
|
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