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[no] boot mode-button

CLI

EXEC CLI
Technical Assistance Center TAC

EXEC
1 configure terminal
no boot mode-button
end &
EXEC show boot show boot
mode-button show boot

show boot mode-button

ap#show boot
BOOT path-list:
flash:/c1200-k9w7-mx-v123_7_ja.20050430/c1200-k9w7-mx.v123_7_ja.20050430
Config file: flash:/config.txt
Private Config file: flash:/private-config
Enable Break: no
Manual boot:no
Mode button:on
Enable IOS break: no
HELPER path-list:
NVRAM/Config file
buffer size: 32768

ap#show boot mode-button
on
ap#

EXEC boot mode-button

Cisco Aironet Cisco I0S
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wireless device
wireless device

wireless device

e wireless device
wireless device
/
P. 5-7
Cisco Cisco

RADIUS P. 5-10

Cisco Aironet Cisco 10S
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| EXEC

Y
Cisco 10S Security Command Reference
EXEC
. P.5-4
. P.5-4
. P.5-6
. P.5-7
. P.5-8
5-1
5-1
Cisco Cisco
Cisco 15
EXEC
Cisco 15
EXEC
Cisco
EXEC
)
no enable password
EXEC

Jl_ Cisco Aironet
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EXEC

EXEC
1 configure terminal
2 enable password password EXEC
Cisco
password 1 25
?
Ctrl+Vv
abc?123
1. abc
Crtl+VvV
?123
Ctrl+Vv
abc?123
Y
TAB ? $ + [
end EXEC
show running-config
copy running-config startup-config
wireless device
11u2c3k4y5
15 EXEC

AP (config)# enable password llu2c3k4y5

Cisco Aironet Cisco 10S
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EXEC

Trivial File
Transfer Protocol TFTP;
enable password enable secret
EXEC
enable secret
enable secret enable password 2
EXEC
1 configure terminal
2 enable password [level level] {password | EXEC
encryption-type encrypted-password}
enable secret [level level] {password |
encryption-type encrypted-password}
o level 0 15 1
EXEC
15 EXEC
e password 1 25
o encryption-type 5

EXEC

3 service password-encryption

4 end EXEC
5 copy running-config startup-config

Cisco Aironet Cisco I0S
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EXEC
level
privilege level P.5-8
no enable password [level level]
no enable secret [level level]
no service password-encryption
2 $1$FaD0$Xyti5RkIs3LoyxzS8

AP (config)# enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

wireless device

wireless device

EXEC

1 configure terminal
2 username name [privilege level]
{password encryption-type password}
* name ID 1
o level
0 15 15
EXEC 1
EXEC
e encryption-type
0
7
e password wireless device
1 25
username
3 login local
2
4 end EXEC

Cisco Aironet Cisco 10S
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| EXEC

5 show running-config

6 copy running-config startup-config

no username
name

no login
S
1 login local wireless device
Telnet 1
wireless device
Cisco 10S EXEC EXEC 2
16
clear line
2 2 configure
3
3
. P.5-8
o P.5-9
EXEC
1 configure terminal
2 privilege mode level level command
e mode
configure EXEC exec
interface
line
o Jlevel 0 15 1
EXEC 15
e command

Cisco Aironet Cisco I0S
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5
EXEC ||

3 enable password level level password

e level 0 15 1
EXEC
e password 1 25

N

TAB ? $ + [
end EXEC
show running-config
- 2
show privilege
6 copy running-config startup-config
show ip route 15
show show ip 15
no privilege mode
level level command
configure 14 14
SecretPswdl14

AP (config)# privilege exec level 14 configure
AP(config)# enable password level 14 SecretPswdl4

EXEC

1 enable level

level 0 15

2 disable level

level 0 15

Cisco Aironet Cisco 10S
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W RaDIUS
Remote Authentication Dial-In User Service RADIUS wireless device
RADIUS wireless device
13 RADIUS TACACS+
RADIUS
RADIUS AAA AAA
~
Cisco 10S Security Command Reference for
Release 12.3
RADIUS

. RADIUS P.5-10

e RADIUS P.5-10

e AAA pP.5-12

. RADIUS pP.5-14

e RADIUS P.5-14

RADIUS
RADIUS AAA
RADIUS
RADIUS Command-Line Interface CLI;
wireless device
RADIUS
AAA
default
1
EXEC

Cisco Aironet Cisco I0S
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RADIUS ||

1 configure terminal

aaa new-model AAA

aaa authentication login {default |

list-name} methodl [method?2...] « login authentication

default

e |ist-name

e methodl...

e |ocal

username passwo rd

e radius RADIUS

RADIUS
RADIUS P.13-5
4 line [console | tty | vty] line-number
[ending-line-number]
5 login authentication {default | list-name} 1
e default aaa authentication login
e list-name aaa authentication login
end EXEC
show running-config
copy running-config startup-config
AAA no aaa new-model AAA
no aaa authentication login {default | list-name} method1

[method2...] RADIUS
no login authentication {default | list-name}

Cisco Aironet Cisco 10S
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W RaDIUS
AAA
AAA wireless
device
IP
IP UDP
AAA RADIUS
RADIUS 2
2
server IP auth-port acct-port
EXEC AAA RADIUS
1 configure terminal
aaa new-model AAA
radius-server host {hostname | RADIUS IP
ip-address} [auth-port port-number]
[acct-port port-number] [timeout
seconds] [retransmit retries] [key string] | auth-port. port-number User
Datagram Protocol UDP;
o acct-port port-number
UDP
o timeout seconds wireless device  RADIUS
1 1000
radius-server timeout
radius-server host
radius-server timeout
. retransmit retries
RADIUS
1 1000 radius-server
host
radius-server retransmit
o key string wireless device  RADIUS

RADIUS

Jl_ Cisco Aironet Cisco I0S
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RADIUS ||

RADIUS

radius-server host

wireless device IP

UDP
wireless device
RADIUS

4 aaa group server radius group-name AAA

wireless device

5 server ip-address RADIUS
AAA RADIUS
2

end EXEC

show running-config

copy running-config startup-config
9 RADIUS RADIUS

P.13-8
RADIUS no radius-server host hostname |
ip-address
no aaa group server radius group-name RADIUS IP

no server ip-address

wireless device 2 RADIUS groupl group2
groupl RADIUS 2

AP (config)# aaa new-model

AP (config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
AP(config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
AP (config)# aaa group server radius groupl

AP (config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
AP (config-sg-radius)# exit

AP (config)# aaa group server radius group2

AP (config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
AP (config-sg-radius)# exit

Cisco Aironet Cisco 10S
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W RADIUS

RADIUS
AAA AAA wireless device

aaa authorization radius
EXEC

aaa authorization exec radius local

. RADIUS EXEC RADIUS
N RADIUS
~
CLI
EXEC EXEC RADIUS

1 configure terminal

2 aaa authorization network radius
RADIUS wireless device
3 aaa authorization exec radius RADIUS EXEC
wireless device

exec
autocommand
4 end EXEC
show running-config
copy running-config startup-config
no aaa authorization {network | exec} methodl
RADIUS
RADIUS EXEC show running-config

Cisco Aironet Cisco I0S
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TACACS+

TACACS+

TACACS+ ||

Terminal Access Controller Access Control System Plus TACACS+ wireless
device TACACS+
wireless device 13 RADIUS TACACS+
TACACS+
TACACS+ AAA AAA
Cisco 10S Security Command Reference for
Release 12.3
TACACS+
. TACACS+ P.5-15
e TACACS+ P.5-15
. EXEC TACACS+ P.5-17
e TACACS+ P.5-17
TACACS+
TACACS+ AAA
TACACS+
TACACS+ CLI wireless device
AAA
default
1
EXEC

| oL-14209-01-J
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W TACACS+

1 configure terminal

aaa new-model AAA

aaa authentication login {default |

list-name} methodl [method?2...] « login authentication

default

e |ist-name

e methodl...

e |ocal

username passwo rd

e tacacs+ TACACS+

TACACS+
4 line [console | tty | vty] line-number
[ending-line-number]
5 login authentication {default | list-name} 1
e default aaa authentication login
e list-name aaa authentication login
end EXEC
show running-config
copy running-config startup-config
AAA no aaa new-model AAA
no aaa authentication login {default | list-name} method1

[method2...] TACACS+
no login authentication {default | list-name}

Cisco Aironet Cisco I0S
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TACACS+ ||

EXEC TACACS+
AAA AAA wireless device

aaa authorization tacacs+
EXEC

aaa authorization exec tacacs+ local

. TACACS+ EXEC TACACS+
N TACACS+
~
CLI
EXEC EXEC
TACACS+

1 configure terminal

2 aaa authorization network tacacs+
TACACS+ wireless device
3 aaa authorization exec tacacs+ TACACS+ EXEC
wireless device

exec
autocommand
4 end EXEC
show running-config
copy running-config startup-config
no aaa authorization {network | exec} methodl
TACACS+
TACACS+ EXEC show tacacs

Cisco Aironet Cisco 10S
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wireless device

wireless device

auto

wireless device

wireless device

wireless device

auto wireless device half full
half full auto wireless device
wireless device
N
wireless device wireless
device wireless device
wireless device
auto EXEC
1 configure terminal
interface fastethernetO
speed { 10| 100 | auto } auto
4 duplex { auto | full | half } auto
end EXEC
show running-config
copy running-config startup-config

Cisco I0S
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wireless device Wireless Network Manager WNM;

LAN

wireless device ~ WNM

AP (config)# wlccp wnm ip address ip-address

WDS WNM

AP# show wlccp wnm status

not authenticated authentication in progress, authentication fail authenticated security keys setup

AAA AAA
wireless device wireless device
S
wireless device  802.1x
RADIUS
wireless device 9

EXEC AAA  wireless device
1 configure terminal
2 aaa new-model AAA
3 aaa authentication login default local

default
4 aaa authorization exec local EXEC
AAA
5 aaa authorization network local AAA
Cisco Aironet Cisco I0S
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6 username name [privilege level]
{password encryption-type password}
* name ID 1
o level
0 15 15
EXEC 0
EXEC
e encryption-type
0
7
e password wireless device
1 25
username
Y
TAB ? $ + [
7 end EXEC
8 show running-config
9 copy running-config startup-config
AAA no aaa new-model

no aaa authorization {network | exec} methodl

Cisco Aironet Cisco I0S
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Admin

Cisco 10S 12.3(7)

cache expiry

cache authorization profile
cache authentication profile
aaa cache profile

Cisco 10S Command Reference for Cisco Aironet Access Points and Bridges,
12.3(7)JA

Admin
TACACS+ TACACS
RADIUS Admin

version 12.3

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

|

hostname ap

|

!

username Cisco password 7 123A0C041104

username admin privilege 15 password 7 01030717481C091D25
ip subnet-zero

!

!

aaa new-model

!

!

aaa group server radius rad_eap

server 192.168.134.229 auth-port 1645 acct-port 1646
|

aaa group server radius rad_mac

server 192.168.134.229 auth-port 1645 acct-port 1646
|

aaa group server radius rad_acct

server 192.168.134.229 auth-port 1645 acct-port 1646
|

aaa group server radius rad_admin

server 192.168.134.229 auth-port 1645 acct-port 1646
cache expiry 1

cache authorization profile admin_cache

cache authentication profile admin_cache

|

aaa group server tacacs+ tac_admin

server 192.168.133.231

cache expiry 1

| oL-14209-01-J
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cache authorization profile admin_cache
cache authentication profile admin_cache
!

aaa group server radius rad_pmip

|

aaa group server radius dummy

aaa authentication login default local cache tac_admin group tac_admin
aaa authentication login eap_methods group rad_eap

aaa authentication login mac_methods local

aaa authorization exec default local cache tac_admin group tac_admin
aaa accounting network acct_methods start-stop group rad_acct

aaa cache profile admin_cache

all

aaa session-id common

|

|

!

bridge irb

|

!

interface DotllRadioO

no ip address

no ip route-cache

shutdown

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

|

interface DotllRadiol

no ip address

no ip route-cache

shutdown

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0
station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source

no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

|

interface FastEthernet0

no ip address

no ip route-cache

duplex auto

speed auto

bridge-group 1

no bridge-group 1 source-learning
bridge-group 1 spanning-disabled

|

interface BVI1

ip address 192.168.133.207 255.255.255.0
no ip route-cache

|

ip http server

ip http authentication aaa

no ip http secure-server

ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
ip radius source-interface BVI1

tacacs-server host 192.168.133.231 key 7 105E080A16001D1908

Cisco Aironet Cisco I0S
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tacacs-server directed-request
radius-server attribute 32 include-in-access-req format %h
radius-server host 192.168.134.229 auth-port 1645 acct-port 1646 key 7
111918160405041E00

radius-server vsa send accounting
|

control-plane

|

bridge 1 route ip

|

|

!

line con 0

transport preferred all

transport output all

line vty 0 4

transport preferred all

transport input all

transport output all

line vty 5 15

transport preferred all

transport input all

transport output all

|

end

Cisco Aironet Cisco 10S
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W pHcP

wireless device  DHCP
e DHCP P.5-24
e DHCP P.5-25

DHCP
DHCP IP
DHCP IP
LAN LAN
1100 DHCP DHCP
IP DHCP 1100
1 PC

10.0.0.11  10.0.0.30 20 IP

Service Set Identifier SSID; ID

DHCP 1100
IP
1200
DHCP
S
DHCP IP
IP

DHCP
DHCP Cisco 10S IP Configuration Guide for Release 12.3

Configuring DHCP

Configuring DHCP

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fipr_c/ipcprtl/1cfdhcp.htm

EXEC DHCP
1 configure terminal
2 ip dhcp excluded-address low_address  |wireless device wireless device
[ high_address ] IP 10.91.6.158 4
wireless device DHCP
IP DHCP
DHCP

Cisco I0S
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DHCP ||
3 ip dhcp pool pool_name DHCP wireless device IP
DHCP
4 network subnet_number wireless device
[ mask | prefix-length ] IP
/
5 lease { days [ hours] [ minutes] | infinite } |wireless device IP
e days
o hours
o minutes
e infinite
6 default-router address [address?2 ... DHCP
address 8] IP 1 IP
1 8
end EXEC
show running-config
copy running-config startup-config

no

wireless device  DHCP

AP# configure terminal

AP(config)# ip dhcp excluded-address 172.16.1.1 172.16.1.20
AP (config)# ip dhcp pool wishbone

AP (dhcp-config) # network 172.16.1.0 255.255.255.0

AP (dhcp-config) # lease 10

AP (dhcp-config) # default-router 172.16.1.1

AP (dhcp-config) # end

DHCP
DHCP
e Show P.5-26
e Clear P.5-26
e Debug P.5-26
Cisco Aironet Cisco 10S

| oL-14209-01-J



W pHcP
Show

DHCP wireless device EXEC 5-2

5-2 DHCP Show
show ip dhcp conflict [ address ] DHCP
wireless device IP
wireless device
show ip dhcp database [ url ] DHCP
)
EXEC

show ip dhcp server statistics
Clear

DHCP EXEC 5-3

5-3 DHCP Clear

clear ip dhcp binding DHCP

{ address | * } address IP

clear ip dhcp conflict DHCP address

{address | * } 1P

*

clear ip dhcp server statistics DHCP 0
Debug

DHCP EXEC

debug ip dhcp server { events | packets | linkage }

wireless device DHCP

Cisco I0S

no
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Secure Shell ||

Secure Shell
Secure Shell SSH

Y
Cisco 10S Security Command Reference for
Release 12.3 Secure Shell Commands
SSH
SSH 2 3
SSH SSH 1 SSH 2 2
SSH
2
SSH Telnet
SSH SSH SSH
¢ RADIUS RADIUS P.5-10
. P.
5-19
SSH Cisco 10S Security Configuration Guide for Release 12.3 Other Security Features
5
~
SSH IP Security IPSec; IP
SSH

SSH Cisco.com
SSH SSH Cisco 10S Security Configuration Guide for
Release 12.3 Other Security Features 5 Cisco.com

http://cisco.com/en/US/products/sw/iosswrel/ps5187/products_installation_and_configuration_guides_list.ht
ml

Cisco Aironet Cisco 10S
[ oL-14209-01-J


http://cisco.com/en/US/products/sw/iosswrel/ps5187/products_installation_and_configuration_guides_list.html
http://cisco.com/en/US/products/sw/iosswrel/ps5187/products_installation_and_configuration_guides_list.html

u ARP
Address Resolution Protocol ARP;
wireless device wireless device
ARP LAN ARP
. ARP P.5-28
e ARP P.5-28
ARP
wireless device ARP ARP wireless device
LAN wireless device ARP
ARP
ARP wireless device ARP
ARP
ARP wireless device
ARP IP
ARP wireless device wireless device
ARP
wireless device IP
LAN ARP
ARP wireless device IP
ARP
IP wireless
device ARP
ARP
EXEC ARP
wireless device
1 configure terminal
2 dotll arp-cache [ optional ] wireless device ARP
. wireless device IP
ARP
optional

3 end EXEC

Cisco Aironet Cisco I0S
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ARP

4 show running-config

5 copy running-config startup-config

AP# configure terminal
AP (config)# dotll arp-cache
AP (config)# end

Cisco Aironet

ARP

Cisco 10S
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wireless device Simple Network Time Protocol SNTP;
wireless device

Command Reference for Release 12.3

Cisco 10S Configuration Fundamentals

e Simple Network Time Protocol P. 5-30
e SNTP P.5-30
. P.5-31

Simple Network Time Protocol

Simple Network Time Protocol SNTP
ProtocoINTP; SNTP

NTP

SNTP
NTP
NTP
URL

Network Time
NTP
SNTP 100

NTP

http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products_configuration_guide_chapter09186a008

00ca66f.html#1001131

SNTP

SNTP

SNTP SNTP
5-4 SNTP
sntp server {address | hostname} [version number] |NTP NTP
SNTP
sntp broadcast client NTP NTP
SNTP

Jl_ Cisco Aironet Cisco I0S
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NTP sntp server 1
SNTP

sntp server sntp broadcast client

SNTP

wireless device

NTP

show sntp EXEC

. P.5-31
J P.5-32
. P.5-32
. P.5-33
NTP
EXEC
1 clock set hh:mm:ss day month year
clock set hh:mm:ss month day year * hh:mm:ss
e day
e month
* year
2 show running-config
3 copy running-config startup-config
2001 7

AP# clock set 13:32:00 23 July 2001

Cisco Aironet Cisco 10S
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show clock [detail]

NTP

authoritative

show clock
Y *
[ ]

o . NTP

EXEC

EXEC

authoritative

1 configure terminal

2 clock timezone zone hours-offset
[minutes-offset]

wireless device

® 70ne

¢ hours-offset

Universal Time Coordinated UTC;

uTC
uUTC

minutes-offset uTC

3 end EXEC

4 show running-config

5 copy running-config startup-config

clock timezone

AST
clock timezone AST -3 30

UTC

Cisco I0S

minutes-offset

UTC-3.5 3 3

UTC

5 50

no clock timezone

Jl_ Cisco Aironet
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EXEC

1 configure terminal
2 clock summer-time zone recurring [week day
month hh:mm week day month hh:mm [offset]]
clock summer-time zone recurring
* z0ne
PDT
J week
1 5 last
o day Sunday
Monday
U month
January February
J hh:mm 24
o offset
60
3 end EXEC
4 show running-config
5 copy running-config startup-config
clock summer-time 2
4 1 02:00 10 02:00

AP (config)# clock summer-time PDT recurring 1 Sunday April 2:00 last Sunday October
2:00

EXEC

Cisco Aironet Cisco 10S
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1 configure terminal
2 clock summer-time zone date [month date year 2
hh:mm month date year hh:mm [offset]]
clock summer-time zone date [date month year | e zone
hh:mm date month year hh:mm [offset]] PDT
o week
1 5 last
o day Sunday
Monday
J month
January February
o hh:mm 24
o offset
60
3 end EXEC
4 show running-config
5 copy running-config startup-config
clock summer-time 2

no clock summer-time

2000 10 12 02:00 2000 4 26 02:00

AP (config)# clock summer-time pdt date 12 October 2000 2:00 26 April 2001 2:00

Cisco Aironet Cisco I0S
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HTTP n
80 HTTP 443  HTTPS
HTTP
1 GUI Services > HTTP Service: HTTP-Web
2 HTTP HTTPS
3 Apply
wireless device
ap
20
>
prompt
Y
Cisco 10S Configuration Fundamentals
Command Reference Cisco 10S IP and IP Routing Command Reference for Release 12.3
. P.5-35
J P.5-35
e DNS P. 5-36
ap
EXEC

Cisco Aironet Cisco 10S
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1 configure terminal
2 hostname name
ap
Y
wireless device
)
63
wireless device
15
15
3 end EXEC
4 show running-config
5 copy running-config startup-config
no hostname
DNS
DNS Domain Name System DNS;
wireless device
DNS ping telnet connect Telnet IP
IP
IP com cisco.com
File Transfer Protocol FTP;
ftp.cisco.com
P IP
IP
DNS
. DNS P.5-37
e DNS pP.5-37
e DNS P.5-38
Cisco 10S
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DNS
55 DNS

5-5 DNS

DNS /

DNS

DNS

EXEC

DNS wireless device

configure terminal

ip domain-name name

BOOTP
DHCP

10

wireless device

Dynamic Host Configuration Protocol

BOOTP DHCP

ip name-server server-addressl
[server-address2 ... server-address6]

wireless device

DNS

ip domain-lookup

wireless device  DNS

DNS

end

EXEC

show running-config

copy running-config startup-config

Cisco Aironet

Cisco 10S
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|
wireless device IP IP
DNS . IP
DNS
ip domain-name
Cisco 10S
IP
no ip domain-name name
no ip name-server server-address
wireless device  DNS no ip domain-lookup
DNS
DNS show running-config EXEC
Y
wireless device  DNS show running-config IP

Cisco Aironet Cisco I0S
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message-of-the-day MOTD MOTD

MOTD

Y
Cisco 10S Configuration Fundamentals
Command Reference for Release 12.3
. P.5-39
e Message-of-the-Day P.5-39
. P.5-40
MOTD
Message-of-the-Day
wireless device 1
EXEC MOTD

1 configure terminal

2 banner motd ¢ message ¢ message-of-the-day
c # Return
message 255
end EXEC

show running-config

copy running-config startup-config

MOTD no banner motd

Cisco Aironet Cisco 10S
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# wireless device  MOTD

AP (config)# banner motd #

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

#

AP (config)#

Unix> telnet 172.2.5.4
Trying 172.2.5.4...
Connected to 172.2.5.4.
Escape character is '~]'.

This i1s a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:
MOTD
EXEC
1 configure terminal
2 banner login ¢ message ¢
c # Return

message 255
3 end EXEC
4 show running-config
5 copy running-config startup-config
no banner login
$ wireless device

AP (config)# banner login $
Access for authorized users only. Please enter your username and password.

$
AP (config) #
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Autonomous Cisco Aironet Lightweight
LAN Autonomous Cisco Aironet
Lightweight
URL

W52

http://www.cisco.com/en/US/products/hw/wireless/ps430/prod_technical_reference09186a00804fc3dc.html#
wpl156967

802.11a J52 W52
1130 1240 RM20 RM21 RM22A
1200 802.11a
CLI
802.11a W52
dotl1l migrate j52 w52
y 2

ap>enable
Password:
ap#config terminal
ap (config) interface dotllradio0
ap (config-if) #dotll migrate j52 w52
Migrate APs with 802.11A Radios in the "J"
Regulatory Domain to the "U" Regulatory Domain.
The "J" domain allows J52 frequencies, the "U" domain allows W52 frequencies

WARNING: This migration is permanent and is not reversible, as required by law.
WARNING: Once migrated, the 802.11A radios will not operate with previous 0S versions.
WARNING: All migrated APs will reboot.

WARNING: All migrated APs must be promptly reported to the manufacturer.

This AP is eligible for migration:

ap AIR-AP1242AG-A-K9 0013.5f0e.dle0 "J" Regulatory Domain

Begin to migrate Access Point from J (J52) to U (W52).do you want to Continue ?
(yes/[no]) :yes

Burning cookie into serial eeprom:

Reading cookie from system serial eeprom...done.

Editing copy...done.

Writing cookie into system serial eeprom...done.

*Mar 1 00:09:13.844: $DOT11-4-UPGRADE: **** Send your company name and the following
report to: migrateapj52w52@cisco.com

The following AP has been migrated from J(J52) to U(W52) Regulatory Domain:

AP Name AP Model Ethernet MAC

ap AIR-AP1242AG-A-K9 0013.5f0e.dle0 "U" Regulatory Domain

*Mar 1 00:09:13.844: Convert Regulatory Domain from J (J52) to U (W52). Writing AP
nvram.

| oL-14209-01-J
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*Mar 1 00:09:14.060: %SYS-5-RELOAD: Reload requested by Exec. Reload Reason: CONVERT
REGULATORY DOMAIN FROM J to U

no

Begin to migrate Access Point from J (J52) to U (W52).do you want to Continue ?
(yes/[no]) :no
AP not migrated.

ap(config-if)#

show controllers

ap#show controllers dotllRadio 1

|

interface DotllRadiol

Radio AIR-AP1242A, Base Address 0013.5f0e.dle0, BBlock version
0.00, Software version 5.95.7

Serial number: ALP0916W015

Number of supported simultaneous BSSID on DotllRadiol: 8
Carrier Set: Japan (UNI1l) (JP )

Uniform Spreading Required: No

Current Frequency: 0 MHz Channel 0

Allowed Frequencies: 5180(36) 5200(40) 5220(44) 5240(48)

Listen Frequencies: 5170(34) 5190(38) 5210(42) 5230(46) 5180(36)
5200(40) 5220(44) 5240(48) 5260(52) 5280(56) 5300(60) 5320(64)
5500(100) 5520(104) 5540(108) 5560(112) 5580(116) 5600(120)
5620(124) 5640(128) 5660(132) 5680(136) 5700(140) 5745(149)
5765(153) 5785(157) 5805(161) 5825(165)
Beacon Flags: 0; Beacons are disabled; Probes are disabled High Density mode disabled
Local Rx sensitivity (Config -127, Max -57, Min -17, Active 0) dBm
CCA Sensitivity -64 dBm
Cell Rx sensitivity -80 dBm, CCA Sensitivity -60 dBm, Tx Power 127 dBm
Current Power: 17 dBm
Allowed Power Levels: -1 2 5 8 11 14 15 17
Allowed Client Power Levels: 2 5 8 11 14 15 17
Current Rates: basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0
Active Rates:
Allowed Rates: 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
Best Range Rates: Dbasic-6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
Best Throughput Rates: basic-6.0 basic-9.0 basic-12.0 basic-
18.0 basic-24.0 basic-36.0 basic-48.0 basic-54.0

JP JU
JP
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VLAN

VLAN
VLAN
1240 1300 / 32 MB
16MB 1100 1200 350

VLAN VLAN

class-map
policy-map

8000
/ 1000

AP enable

AP#config terminal

AP(config) #class-map sample_class

AP (config-cmap) #match any

AP (config-cmap) #exit

AP (config) #policy-map police setting

AP (config-pmap) #class sample_class

AP (config-pmap) #police 8000 1000 conform-action transmit exceed-action drop
AP (config-pmap-c) #exit

AP (config-pmap) #exit

AP (config) #interface fal
AP(config-if)#service-policy input police-setting

class-map policy
match any

CLI

802.11Q bridge non-root client vlan <vlan
id>

Cisco Aironet Cisco 10S
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