CHAPTER

wireless device
wireless device

Command-Line Interface CLI;
wireless device  Web
CLI

. P.4-2

e IP P. 4-5

e 1100 P. 4-6

e 1130 P.4-7

e 1200 1230 1240 1250 P. 4-8
e 1300 / P.4-9

. P. 4-10

. P. 4-10

. P.4-18

e 1130 1240 P. 4-29
e CLI IP P. 4-30

e CLI IP P.4-30

e Telnet CLI P.4-31

e 802.1X P.4-32

v
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GUI

Jl_ Cisco Aironet

wireless device

wireless device

wireless device

Service Set Identifier SSID;

ID
DHCP wireless device

wireless device  PC

Simple Network Management Protocol SNMP;
SNMP SNMP

Cisco IP Setup Utility IPSU wireless device
Media Access Control MAC;

LED
GUI
Web
98 2000 XP Microsoft Internet Explorer
98 2000 XP Solaris

wireless device  IP
Enter Network Password

Cisco I0S

IP 172.17.255.115
IP
MAC
00164625854c
1 2
Windows
6.0 Windows
Netscape 7.0
Enter
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CLI

User Name Cisco
Password wireless device Enter
Cisco Summary Status
System Software System Software
System Configuration System Configuration
Reset to Defaults IP
IP Reset to
Defaults (Except IP)
IP write erase
erase /all nvram IP
erase erase boot static-ipaddr static-ipmask

EXEC CLI /
erase nvram: NVRAM
A Y

erase nvram IP

IP 3
a. write default-config

CLI Y Erasing the nvram filesystem will remove all
configuration files! Continue? [confirm]

CLI reload Erase of nvram: complete

CLI Y Proceed with reload? [confirm]

Cisco Aironet Cisco 10S
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/ LED CLlI
CLlI
Line protocal on Interface Dot11Radio0, changed state to up

IP Web IP
CLI

IP Dynamic Host Configuration
Protocol DHCP IP /
IP show interface bvil ~ CLI

Cisco Aironet Cisco I0S
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P
wireless device  Express Setup wireless device
IP
e 1130AG 1200 1240 1300
IP
1100 P. 4-6
1130 P. 4-7
1200 1230 1240 1250 P. 4-8
1300 / P.4-9
Y
Flow Xon/Xoff
none
Xon/Xoff
e DHCP IP
DHCP IP
1200 wireless device
show ip interface brief IP
1100 P.4-6
1200 1230 1240 1250
P.4-8
wireless device  MAC
MAC DHCP IP
MAC
IP
1130AG 1200 1240 1250 1300 /
LAN DHCP IP
1100 LAN 1100
DHCP IP
5 IP 10.0.0.1 5
IP 5
10.0.0.1
DHCP
10.0.0.1 5
1300 /
2
/
1 / 1

Cisco Aironet Cisco 10S
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W 1100
/
/
LAN
LAN 5
PC
Y
PC
DHCP IP
IP 10.0.0.1 5 5 IP
5
10.0.0.1 DHCP
10.0.0.1
5
1 PC 10.0.0.2 10.0.0.10 IP
2 5 PC
3
4 P.4-10
P.4-2
5 PC
LAN
Y
PC PC LAN PC IP
PC PC
ipconfig /release ipconfig /renew

PC

Jl_ Cisco Aironet Cisco I0S
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1130 n
LAN DB-9 to RJ-45
PC
CLI
1
2 9 DB-9 to RJ-45 RJ-45
COM DB-9 to RJ-45 Cisco
AIR-CONCAB1200 http://www.cisco.com/go/marketplace
3
9600 8 1
Y
xon/xoff
4 enter en enter
EXEC en
EXEC Cisco

Cisco Aironet Cisco 10S
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W 1200 1230 1240 1250

1200 1230 1240 1250

LAN DB-9 to RJ-45
PC
CLI
1 9 DB-9 to RJ-45 RJ-45
COM DB-9 to RJ-45 Cisco

AIR-CONCAB1200 http://www.cisco.com/go/marketplace

2
9600 8 1
S
xon/xoff
3 enter en enter
EXEC en
EXEC Cisco
S

Cisco Aironet Cisco I0S
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1300 / u
1300 /
/ / LAN
5 PC
 PC
1 PC IP
IP IP
/ IP 10.0.0.1 PC
IP 10.0.0.20
2 5
PC
o 0 /
0
3 /
4 /
5 P.4-10
P.4-2
6 / PC
LAN
 pc / PC LAN PC
IP PC
PC ipconfig /release ipconfig /renew
IP

PC

Cisco Aironet
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Cisco 10S 12.3(8)JA
SSID
SSID
SSID
6

wireless device  IP
Express Setup

1
98 2000
98 2000
7.0
2
Enter Network Password
3 Tab Username
4 / Cisco

wireless device ~ Web

XP Microsoft Internet Explorer

XP Solaris

wireless device IP

Password

Summary Status

Enter

wireless device

Windows
6.0 Windows
Netscape

Enter

Summary Status

Jl_ Cisco Aironet Cisco I0S
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4-4 1250 Express Setup
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4-5 1300 / Express Setup
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¢ Host Name wireless device
32 wireless device
15

wireless device
15

s

wireless device

e Configuration Server Protocol IP
DHCP IP DHCP
Static IP  wireless device IP Address IP
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| |
e |IP Address wireless device IP DHCP
S
LAN Web Telnet wireless
device wireless device IP wireless
device IP
wireless device
P.4-2
e |P Subnet Mask IP LAN
IP DHCP
e Default Gateway IP
DHCP
e SNMP Community SNMP
SNMP
SNMP
e Role in Radio Network wireless device
wireless device LAN Access Point (Root)
LAN Repeater (Non-Root)
Access Point
LAN
Repeater
LAN
Root Bridge

Non-Root Bridge
1200 1240

Install Mode 1300

1200 1240

Workgroup Bridge Cisco Aironet 350

Cisco Aironet

254

1100 1200 1300

Universal Workgroup Bridge

Client MAC
MAC

Scanner

LAN

Cisco Aironet

1130 1240
1300 /
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e Optimize Radio Network for wireless device

Throughput wireless device

Range wireless device

Default

Custom Network Interfaces wireless device Custom
Network Interfaces:

Radio-802.11b Settings

Radio-802.11b Settings

Radio-802.11n Settings 1250
Radio-802.11n Settings 1250
* Aironet Extensions LAN Cisco Aironet

7 Apply
8 Network Interfaces Network Interfaces Summary
9 Radio Interface Network Interfaces: Radio Status
10 Settings Settings
11 Enable
12 Apply

wireless device

S

1100 1200 1240 1250
LED

Cisco Aironet Cisco I0S
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Express Setup

4-1 Express Setup

4-1 Express Setup

Host Name ap
Configuration Server Protocol DHCP
IP Address DHCP
IP
IP P.4-5
IP Subnet Mask DHCP DHCP
255.255.255.224
Default Gateway DHCP DHCP
0.0.0.0

SNMP Community

defaultCommunity (Read-only)

Role in Radio Network

Access point

Optimize Radio Network for Throughput
Aironet Extensions Enable
Cisco Aironet Cisco I0S
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wireless device
wireless device

Express Setup Express Security
SSID 4
4-6 Express Security

4-6 Express Security
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||
Express Security
Express Security SSID Express Security SSID Table
wireless device 16 SSID wireless device
SSID
Y
Cisco 10S 12.4(10b)JA 12.3(8)JEC SSID
SSID
SSID 32
° |
. #
SSID
. +
. ]
. /
VLAN
LAN  VLAN VLAN  SSID Express Security 4
SSID LAN
VLAN SSID
Express Security VLAN
Wired Equivalent Privacy WEP 2.4GHz
1
VLAN WEP SSID Wi-Fi Protected
Access WPA SSID
SSID SSID
1 SSID
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Express Security

4-2 SSID 4
4-2 Express Security Setup
No Security
SSID
VLAN
Static WEP Key No Security WEP wireless device
WEP WEP
MAC SSID
wireless device
MAC ACL
P. 16-8
Remote Authentication
Dial-In User Service RADIUS
9
EAP Authentication 802.1X LEAP [802.1X SSID
PEAP EAP-TLS EAP-FAST EAP-TTLS
EAP-GTC EAP-SIM 802.1X/EAP 802.1X
EAP-FAST
WEP Open Open + EAP
+ EAP EAP Open + EAP
RADIUS 1645 GUI
IP WARNING:
Network EAP is used for LEAP authentication
1645 802.1X only. If radio clients are configured to authenticate
WEP |using EAP-FAST, Open Authentication with EAP
should also be configured.
CLI
SSID CONFIG WARNING:[SSID]:If radio
clients are using EAP-FAST, AUTH OPEN with
EAP should also be configured.
Cisco 10S

Jl_ Cisco Aironet
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||
4-2 Express Security Setup
WPA Wi-Fi Protected Access WPA WPA SSID
WPA
WEP P EAP-FAST
Open + EAP
Open + EAP
TKIP Open GUI
+ EAP EAP
WPA RADIUS 1645 WARNING:

IP

1645

Extensible Authentication Protocol EAP;

Network EAP is used for LEAP authentication
only. If radio clients are configured to authenticate
using EAP-FAST, Open Authentication with EAP
should also be configured.

CLI

SSID CONFIG WARNING:[SSID]:If radio
clients are using EAP-FAST, AUTH OPEN with
EAP should also be configured.

Express Security

Express Security
wireless device

e No VLAN
Enable VLAN

e SSID
e SSID

Security SSID Manager

Manager

. WEP
Manager

e wireless device
VLAN SSID

N SSID
EAP

Cisco Aironet

Express Security

WEP
WEP
SSID
SSID
SSID
Security Server
WEP Security Encryption
VLAN SSID

Security SSID Manager

MAC
Security SSID Manager

Cisco 10S
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Express Security

Express Security SSID
1 SSID SSID SSID 32
2 wireless device SSID Broadcast SSID in Beacon
SSID SSID
wireless device
SSID SSID
SSID SSID
wireless device wireless device SSID 1
3 Enable VLAN ID SSID  VLAN
VLAN 1 4095 VLAN SSID
4 Native VLAN VLAN VLAN
5 SSID No Security WPA
WPA EAP Authentication WPA
IP
Y
LAN VLAN SSID
VLAN P.4-19
6 Apply SSID Table  SSID
CLI
Express Security SSID
CLI
. No Security P. 4-23
o Static WEP P. 4-24
. EAP Authentication P. 4-25
. WPA P.4-27

Jl_ Cisco Aironet Cisco I0S

OL-14209-01-J |



No Security

Express Security no_security_ssid
SSID
10 VLAN VLAN 10

dotll ssid no_security_ssid

authentication open

vlan 10

|

interface DotllRadio0.10
encapsulation dotlQ 10 native

no ip route-cache

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

|

interface DotllRadiol

no ip address

no ip route-cache

|

ssid no_security_ssid

|

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0
rts threshold 2312

station-role root

|

interface DotllRadiol.1l0
encapsulation dotlQ 10 native

no ip route-cache

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

Cisco Aironet Cisco 10S
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Static WEP

Express Security

VLAN 20

ssid static_wep_ssid
vlan 20
authentication open

|

interface DotllRadioO

no ip address

no ip route-cache
1

static_wep_ssid
SSID
3 128

SSID
SSID

encryption vlan 20 key 3 size 128bit 7 FFD518A21653687A4251AEE1230C transmit-key

encryption vlan 20 mode wep mandatory
|

speed basic-1.0 basic-2.0 basic-5.5 basic-11.0

rts threshold 2312

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

ssid statuc_wep_ssid

|
interface DotllRadio0.20
encapsulation dotlQ 20

no ip route-cache

bridge-group 20

bridge-group 20 subscriber-loop-control
bridge-group 20 block-unknown-source
no bridge-group 20 source-learning
no bridge-group 20 unicast-flooding
bridge-group 20 spanning-disabled

|
interface DotllRadiol

no ip address

no ip route-cache
1

encryption vlan 20 key 3 size 128bit 7 741F07447BA1D4382450CB68F37A transmit-key

encryption vlan 20 mode wep mandatory
1

ssid static_wep_ssid
|

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0

rts threshold 2312

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source

no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

|

interface DotllRadiol.20

encapsulation dotlQ 20

no ip route-cache

bridge-group 20

bridge-group 20 subscriber-loop-control
bridge-group 20 block-unknown-source
no bridge-group 20 source-learning

no bridge-group 20 unicast-flooding
bridge-group 20 spanning-disabled

Jl_ Cisco Aironet Cisco I0S
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EAP Authentication

Express Security eap_ssid SSID
SSID SSID VLAN30

EAP-FAST Open + EAP

SSID CONFIG WARNING:[SSID]:If radio clients are using EAP-FAST, AUTH OPEN with EAP should also
be configured.

dotll ssid eap_ssid
vlan 30
authentication open eap eap_methods
authentication network-eap eap_methods
|
interface DotllRadio0O/1
no ip address
no ip route-cache
1
encryption vlan 30 mode wep mandatory
1
ssid eap_ssid
|
speed basic-1.0 basic-2.0 basic-5.5 basic-11.0
rts threshold 2312
station-role root
bridge-group 1
bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled
|
interface DotllRadio0/1.30
encapsulation dotlQ 30
no ip route-cache
bridge-group 30
bridge-group 30 subscriber-loop-control
bridge-group 30 block-unknown-source
no bridge-group 30 source-learning
no bridge-group 30 unicast-flooding
bridge-group 30 spanning-disabled
|
interface DotllRadio0O/1
no ip address
no ip route-cache
1
encryption vlan 30 mode wep mandatory
1
ssid eap_ssid
|
speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0
rts threshold 2312
station-role root
bridge-group 1
bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

| oL-14209-01-J
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interface DotllRadio0/1.30

encapsulation dotlQ 30

no ip route-cache

bridge-group 30

bridge-group 30 subscriber-loop-control
bridge-group 30 block-unknown-source

no bridge-group 30 source-learning

no bridge-group 30 unicast-flooding
bridge-group 30 spanning-disabled

|
interface FastEthernet0

mtu 1500

no ip address

ip mtu 1564

no ip route-cache

duplex auto

speed auto

bridge-group 1

no bridge-group 1 source-learning
bridge-group 1 spanning-disabled

|

interface FastEthernet0.30

mtu 1500

encapsulation dotlQ 30

no ip route-cache

bridge-group 30

no bridge-group 30 source-learning
bridge-group 30 spanning-disabled

|

interface BVI1

ip address 10.91.104.91 255.255.255.192
no ip route-cache

|

ip http server

ip http help-path
http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag/ivory/1100
ip radius source-interface BVI1
radius-server attribute 32 include-in-access-req format %h
radius-server host 10.91.104.92 auth-port 1645 acct-port 1646 key 7 091D1C5A4D5041
radius-server authorization permit missing Service-Type
radius-server vsa send accounting
bridge 1 route ip

Cisco Aironet Cisco I0S
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WPA

Express Security wpa_ssid SSID
SSID SSID VLAN40

ssid wpa_ssid
vlan 40
authentication open eap eap_methods
authentication network-eap eap_methods
authentication key-management wpa

1

aaa new-model

|

1

aaa group server radius rad_eap

server 10.91.104.92 auth-port 1645 acct-port 1646

|

aaa group server radius rad_mac
aaa group server radius rad_acct
aaa group server radius rad_admin
aaa group server tacacs+ tac_admin
aaa group server radius rad_pmip
aaa group server radius dummy

aaa authentication login eap_methods group rad_eap
aaa authentication login mac_methods local
aaa authorization exec default local
aaa authorization ipmobile default group rad_pmip
aaa accounting network acct_methods start-stop group rad_acct
aaa session-id common
|
!
bridge irb
|
!
interface DotllRadio0O/1
no ip address
no ip route-cache
1
encryption vlan 40 mode ciphers tkip
1
ssid wpa_ssid
|
speed basic-1.0 basic-2.0 basic-5.5 basic-11.0
rts threshold 2312
station-role root
bridge-group 1
bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled
|
interface DotllRadio0/1.40
encapsulation dotlQ 40
no ip route-cache
bridge-group 40
bridge-group 40 subscriber-loop-control
bridge-group 40 block-unknown-source
no bridge-group 40 source-learning
no bridge-group 40 unicast-flooding
bridge-group 40 spanning-disabled

Cisco Aironet Cisco 10S
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ssid wpa_ssid
|
interface FastEthernet0
no ip address
no ip route-cache
duplex auto
speed auto
bridge-group 1
no bridge-group 1 source-learning
bridge-group 1 spanning-disabled
|
interface FastEthernet0.40
encapsulation dotlQ 40
no ip route-cache
bridge-group 40
no bridge-group 40 source-learning
bridge-group 40 spanning-disabled

Cisco Aironet Cisco I0S
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1130 1240 n
1130 1240
Web System
Software: System Configuration 4-7 System
Configuration System Power Settings
4-7 System Software: System Configuration
Syrwhe mm P Settings
Pavsn Stale: FLLL PUWYER
Fawran Source: AD_ADAFTOR
Pavarsn St £l Porwint Nagotuaton Pri-gtandard Compal ity
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Riink he Accows Poing LEDs: W Chisabli Ernabhe An[y :T'-
AC
AC 1130 1240
IEEE 802.3af
Power over Ethernet PoE 1130 1240
IEEE 802.3af System Software: System
Configuration Power Negotiation
IEEE 802.3af
Power over Ethernet PoE 1130
IEEE 802.3af System Software: System
Configuration Pre-Standard Compatibility
1130 1240
System Software: System Configuration Power Injector
MAC
dot11 extension power native
dotl11 extension power native
IEEE 802.11
CISCO-DOT11-1F-MIB  NativePowerTable NativePowerSupportedTable
Native Power -1dBm Cisco Aironet
-1dBm
Cisco Aironet Cisco 10S
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4 I
N cu IP
wireless device LAN Bridge Virtual Interface BVI,;
wireless
device IP
BVI
CLI wireless device  IP BVI
EXEC wireless device BVI IP
1 configure terminal
2 interface bvil BVI
3 ip address address mask IP BVI
Y
Telnet wireless device
BVI IP
wireless device
Telnet wireless device

Jl_ Cisco Aironet

wireless device

IP
Telnet

Cisco I0S
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Telnet cul n
Telnet CLI
Telnet CLI
Microsoft Windows PC  Telnet
PC
1 Start > Programs > Accessories > Telnet
Accessories Telnet Start > Run Telnet
Enter
2 Telnet Connect Remote System
S
Windows 2000 Telnet
Windows 2000  Telnet open wireless device

IP

3 Host Name wireless device  IP

Cisco Aironet Cisco 10S
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802.1X

PC dotlx /
PC
/
)
802.1X 1130AG 1240AG 1250 1300
1100 1200
2
. SSID
EXEC 802.1X
1 configure terminal
2 dotlx credentials profile dotlx dotlx

anonymous-id description ID
description description
username username ID
password {0 | 7 | LINE}

0

7

LINE

Y

0 0

Cisco I0S
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802.1X u
7  pki-trustpoint pki-trustpoint EAP-TLS PKI
8 end EXEC
9 copy running config startup-config
dotlx credentials no
test Cisco
Cisco

apl240AG>enable

Password : RXXXXXX

apl240AG#config terminal

Enter configuration commands, one per line. End with CTRL-Z.

apl240AG(config)# dotlx credentials test

apl240AG (config-dotlx-creden) #username Cisco

apl240AG (config-dotlx-creden) #password Cisco

apl240AG (config-dotlx-creden) #exit

apl240AG (config) #

SSID

EXEC

1 configure terminal

2 interface fastethernet 0

A

interface fa0

3 dotlx credentials profile name

end EXEC

copy running config startup-config

Cisco Aironet Cisco 10S
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W s02.1x

test

apl240AG>enable

Password : RXXXXXX

apl240AG#config terminal

Enter configuration commands, one per line. End with CTRL-Z.
apl240AG (config) #interface fal

apl240AG (config-if) #dotlx credentials test

apl240AG (config-if) #end

apl240AGH#

SSID
802.1X

SSID 802.1X
EXEC SSID

1 configure terminal

2 dotll ssid ssid 802.11 SSID SSID 32
SSID

A

+ 1/ " TAB SSID

3 dotlx credentials profile

4 end dotlx
copy running config startup-config

test
SSID  testapl

repeater-ap>enable

Password : RXXXXXX

repeater-ap#config terminal

Enter configuration commands, one per line. End with CTRL-Z.
repeater-ap(config-if) #dotll ssid testapl

repeater-ap (config-ssid) #dotlx credentials test

repeater-ap (config-ssid) #end

repeater-ap (config)

EAP

EAP EAP
802.1X EAP P.11-18
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