APPENDIX

Command-Line Interface CLLI;

p.C-2

802.11

WDS
Mini I0S

Cisco Discovery Protocol

RADIUS
LWAPP

SNMP
SSH

Cisco Aironet

P.C-23

P.C-3
P.C-5
p.C-7
P.C-20
P.C-21
P.C-25
P. C-26
P.C-26
P.C-26
P. C-27
P.C-28
P.C-29
P.C-30
Cisco 10S
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ID STATION-ROLE
AUTO_INSTALL

0-LOG-EMERG

1-LOG-ALERT

2-LOG-CRIT

3-LOG-ERR

4-LOG-WARNING

5-LOG-NOTICE

6-LOG-INFO
7-LOG-DEBUG

0
MSG-TRACEBACK

MSG-PROCESS

MSG-CLEAR

MSG-SECURITY

MSG-NOSCAN Embedded Event Manager EEM

%d 2450
%e MAC 000b.fcff.b04e
%s Attempt to protect port 1640 failed.

%X 16 0x001

Cisco Aironet Cisco I0S
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Error Message SW-AUTO-UPGRADE-2-FATAL_FAILURE: “Attempt to upgrade software
failed, software on flash may be deleted. Please copy software into flash.

Explanation

Recommended Action

Error Message SW-AUTO-UPGRADE-7-DHCP_CLIENT_FAILURE: “%s”: Auto upgrade of the
software failed.”

Explanation

Recommended Action Dynamic Host Configuration Protocol DHCP

Error Message SW-AUTO-UPGRADE-7-DHCP_SERVER_FAILURE: “%s”: Auto upgrade of the
software failed.”

Explanation

Recommended Action DHCP

Error Message SW-AUTO-UPGRADE-7_BOOT_FAILURE: “%s”: Auto upgrade of the
software failed.”

Explanation

Recommended Action

Error Message DOT11-4-UPGRADE: “Send your company name and the following report
to migrateapj52wb2@cisco.com.” The following AP has been migrated from J(j52)
to U(w52) Regulatory Domain:AP name AP Model Ethernet MAC %$s %s %$e \U\Regulatory
Doman

Explanation J U

Recommended Action

Error Message AUTO-INSTALL-4-STATION_ROLE: “%s”: The radio is operating in
automatic install mode.”

Explanation

Recommended Action station-role

| oL-14209-01-J
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Error Message AUTO-INSTALL-4-IP_ADDRESS_DHCP: “The radio is operating in
automatic install mode and has set ip address dhcp.”

Explanation DHCP IP
Recommended Action station-role
Error Message AUTO-INSTALL-6_STATUS: “%s” %s. RSSI=-%d dBm.: “The radio is

operating in install mode.”
Explanation

Recommended Action station-role

Error Message AVR_IMAGE_UPDATE-7-UPDATE_COMPLETE: “The AVR "$d" firmware was
successfully updated.”

Explanation AVR

Recommended Action

Error Message AVR_IMAGE_UPDATE-2-UPDATE_FAILURE: “The AVR "$d" firmware is not
current. Update error: "S$Ss".”

Explanation AVR

Recommended Action

Error Message AVR_IMAGE_UPDATE-4-UPDATE_SKIPPED: “AVR "$d" update processing
was skipped:"S$s".”

Explanation AVR

Recommended Action

Error Message AVR_IMAGE_UPDATE-4-UPDATE_START: “The system is updating the AVR
"$d" firmware. Please wait . . . “

Explanation AVR

Recommended Action

Cisco Aironet Cisco I0S
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Error Message DOT11-3-BADSTATE: “%s %s ->%s.”

Explanation 802.11

Recommended Action

Error Message DOT11-6-ASSOC: “Interface %s, Station %s e% %s KEY_MGMT (%s),
MSGDEF_LIMIT_ MEDIUM. ”

Explanation

Recommended Action

Error Message DOT11-6-ADD: “Interface %s, Station %e associated to parent %e.”

Explanation

Recommended Action

Error Message DOT11-6-DISASSOC: Interface %s, Deauthenticating Station %e #s
Explanation

Recommended Action

Error Message DOT11-6-ROAMED: “Station %e roamed to %e.”

Explanation

Recommended Action

Error Message DOT11-4-ENCRYPT MISMATCH: “Possible encryption key mismatch
between interface %s and station %e.”

Explanation

Recommended Action

Cisco Aironet Cisco 10S
[ oL-14209-01-J



Error Message DOT11-4-DIVER_USED: Interface $s, Mcs rates 8-15 disabled due to
only one transmit or recieve antenna enabled

Explanation 2

Recommended Action
Output Interpreter
https://www.cisco.com/cgi-bin/Support/Outputinterpreter/nome.pl
Bug Toolkit  http://www.cisco.com/cgi-bin/Support/Bugtool/home.pl
Technical Assistance Center
http://www.cisco.com/cgi-bin/front.x/case_tools/caseOpen.pl Cisco

Error Message DOT11-4-NO_HT: Interface %s, Mcs rates disabled on vlan %d due to
s

Explanation HT

Recommended Action
Output Interpreter
https://www.cisco.com/cgi-bin/Support/Outputinterpreter/nome.pl
Bug Toolkit http://www.cisco.com/cgi-bin/Support/Bugtool/nhome.pl
Technical Assistance Center
http://www.cisco.com/cgi-bin/front.x/case_tools/caseOpen.pl Cisco

Error Message DOT11-4-NO_MBSSID_BACKUP_VLAN: Backup VLANs cannot be configured
if MBSSID is not enabled:"$s" not started

Explanation VLAN MBSSID

Recommended Action MBSSID

Cisco Aironet Cisco I0S
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Error Message SOAP-4-UNZIP_OVERFLOW: “Failed to unzip %s, exceeds maximum

uncompressed html size.”

Explanation HTTP HTTP GET

Recommended Action

802.11

HTML

HTTP

Error Message DOT11-6-FREQ USED: “Interface %s, frequency %d selected.”

Explanation

Recommended Action

Error Message DOT11-4-NO-VALID_INFRA_SSID: “No infrastructure SSID configured.

%$s not started.”

Explanation

Recommended Action 1

Error Message DOT11-4-VERSION_UPGRADE:

firmware."”

Explanation

Recommended Action

Error Message DOT11-2-VERSION_INVALID:

radio version %x.%x/ %d/

SSID

SSID

“Interface %d, upgrading radio

“Interface %d, unable to find required

Explanation
Cisco I0S
Recommended Action
Cisco Aironet Cisco I0S
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Error Message DOT11-3-RADIO_OVER_TEMPERATURE: “Interface %s Radio over
temperature detected.”

Explanation

Recommended Action

Error Message DOT11-6-RADIO_TEMPERATURE_NORMAL: “Interface %s radio temperature
returned to normal.”

Explanation

Recommended Action

Error Message DOT11-3-TX_PWR_OUT _OF_RANGE: “Interface %s Radio transmit power
out of range.”

Explanation

Recommended Action

Error Message DOT11-3-RADIO_RF_LO: “Interface %s Radio cannot lock RF freq.”

Explanation Phase Lock Loop PLL

Recommended Action

Error Message DOT11-3-RADIO_IF_LO: “Interface %s Radio cannot lock IF freq.”

Explanation Intermediate Frequency IF; PLL

Recommended Action

Error Message DOT11-6-FREQ SCAN: “Interface %s Scanning frequencies for %d
seconds.”

Explanation

Recommended Action

Error Message DOT11-2-NO_CHAN_AVAIL: “Interface %s, no channel available.”

Explanation 30

Recommended Action

Cisco Aironet Cisco I0S
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802.11

Error Message DOT11-6-CHAN_NOT_AVAIL: “DFS configured frequency %d Mhz
unavailable for %d minute(s).

Explanation Dynamic Frequency Selection
DFsS; 30

Recommended Action

Error Message DOT11-6-DFS_SCAN_COMPLETE: “DFS scan complete on freguency %d
MHz. "

Explanation Dynamic Frequency Scan (DFS)

Recommended Action

Error Message DOT11-6-DFS_SCAN_START: “DFS: Scanning frequency %d MHz for %d
seconds.”

Explanation DFS

Recommended Action

Error Message DOT11-6-DFS_TRIGGERED: “DFS: triggered on frequency %d MHz.”
Explanation DFS

Recommended Action 30

Error Message DOT11-4-DFS_STORE_FAIL: “DFS: could not store the frequency
statistics.”

Explanation DFS

Recommended Action

Error Message DOT11-4-NO_SSID: “No SSIDs configured, %d not started.”

Explanation SSID SSID
1

Recommended Action 1 SSID

ErNM'Message DOT11-4-NO_SSID_VLAN: “No SSID with VLAN configured. %s not
started.”

Explanation VLAN SSID

Recommended Action VLAN 1 SSID
VLAN 1 SSID

| oL-14209-01-J
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Error Message DOT11-4-NO_MBSSID_VLAN: “No VLANs configured in MBSSID mode.
not started.”

0P
0]

Explanation MBSSID VLAN

Recommended Action VLAN SSID 1

Error Message DOT11-4-NO_MBSSID_SHR _AUTH: “More than 1 SSID with shared
authentication method in non-MBSSID mode % is down”.

Explanation MBSSID SSID 1

Recommended Action DotllRadio SSID

Error Message DOT114-NO_MBSSID_BACKUP_VLAN: “Backup VLANs cannot be configured
if MBSSID is not enabled. %s not started.

Explanation VLAN MBSSID

Recommended Action MBSSID

Error Message IF-4-MISPLACED_VLAN_TAG: “Detected a misplaced VLAN tag on source
Interface %. Dropping packet.

Explanation 802.1Q VLAN

Recommended Action

Error Message DOT11-2-FW_LOAD_NET: “Interface %s cannot load on boot. Place
image in flash root directory and reload.”

Explanation

Recommended Action

Error Message DOT11-4-FW_LOAD_DELAYED: “Interface %s, network filesys not
ready. Delaying firmware (%s) load.”

Explanation

Recommended Action

Cisco Aironet Cisco I0S
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Error Message DOT11-3-FLASH_UNKNOWN_RADIO: “Interface %s has an unknown radio.”

Explanation

Recommended Action

Error Message DOT11-4-UPLINK_ESTABLISHED: “Interface %s associated to AP %s %e
$s.

Explanation

Recommended Action

Error Message DOT11-2-UPLINK_FAILED: “Uplink to parent failed: %s.”

Explanation

Recommended Action

Error Message DOT11-4-CANT_ASSOC: “Interface %, cannot associate %s.”

Explanation

Recommended Action

Error Message DOT11-4-CANT_ASSOC: “Interface DotllRadio 0, cannot associate.”

Explanation MFP
WGB MFP SD
MFP

Recommended Action

Error Message DOT11-2-PROCESS_INITIALIZATION_FAILED: “The background process
for the radio could not be started: %s)

Explanation

Recommended Action

| oL-14209-01-J
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Error Message DOT11-2-RADIO_HW_RESET: “Radio subsystem is undergoing hardware
reset to recover from problem.”

Explanation

Recommended Action

Error Message DOT11-2-RESET_RADIO: “Interface %s, Radio %s, Trying hardware
reset on radio.”

Explanation

Recommended Action

Error Message DOT11-4-MAXRETRIES: “Packet to client %e reached max retries,
removing the client.”

Explanation

Recommended Action

P. 6-37

Network Interfaces Radio-802.11
1 6 11 3

Error Message DOT11-4-RM_INCAPABLE: “Interface %s

Explanation

Recommended Action

Error Message DOT11-4-RM_INCORRECT_INTERFACE: “Invalid interface, either not
existing or non-radio.”

Explanation

Recommended Action

Error Message DOT11-3-POWERS_INVALID: “Interface %s, no valid power levels
available.”

Explanation

Recommended Action

Cisco Aironet Cisco I0S
OL-14209-01-J |



802.11 ||

Error Message DOT11-4-RADIO_INVALID_FREQ: “Operating frequency (%d) invalid -
performing a channel scan.”

Explanation

Recommended Action

Error Message DOT11-4-RADIO_NO_FREQ: “Interface &s, all frequencies have been
blocked, interface not started.”

Explanation

Recommended Action

Error Message DOT11-4-BCN_BURST NO_MBSSID: “Beacon burst mode is enabled but
MBSSID is not enabled, %s is down.”

Explanation MBSSID

Recommended Action MBSSID

Error Message DOT11-4-BCN_BURST_TOO_MANY_DTIMS: “Beacon burst mode is enabled
and there are too many different DTIM periods defined. %s is down.

Explanation 4 BSS DTIM
4
Recommended Action SSID DTIM

Error Message DOT11-2-RADIO_INITIALIZATION_ERROR: “The radio subsystem could
not be initialized (%s).”

Explanation

Recommended Action

Error Message DOT11-4-UPLINK_NO_ID PWD: “Interface %s, no username/password
supplied for uplink authentication.”

Explanation

Recommended Action

Error Message DOT11-5-NO_IE CFG: “No IEs configured for %s (ssid index %u).”

Explanation
SSID

Recommended Action IE

| oL-14209-01-J
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Error Message DOT11-4-FLASHING_RADIO: “Interface %s, flashing radio firmware
(35)."

Explanation

Recommended Action

Error Message DOT11-4-LOADING_RADIO: “Interface %s, loading the radio firmware
(%s).”

Explanation

Recommended Action

Error Message DOT11-2-NO_FIRMWARE: “Interface %$s, no radio firmware file (%s)
was found.”

Explanation
10S
Recommended Action
Cisco
10S
p.22-21
10S Mode
p.22-18

Error Message DOT11-2-BAD_FIRMWARE: “Interface %s, radio firmware file (%s) is
invalid.”

Explanation

Recommended Action

Error Message DOT11-2-RADIO_FAILED: “Interface %s, failed - %s.”

Explanation

Recommended Action

Error Message DOT11-4-FLASH_RADIO_DONE: “Interface %s, flashing radio firmware
completed.”

Explanation

Recommended Action

Cisco Aironet Cisco I0S
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Error Message DOT11-4-UPLINK_LINK_DOWN: “Interface %s, parent lost: %s.”

Explanation

Recommended Action

Error Message DOT11-4-CANT_ASSOC: Cannot associate: $s

Explanation

Recommended Action SSID WEP

Error Message DOT11-4-CLIENT_NOT_FOUND: “Client was not found.”
Explanation MIC

Recommended Action

Error Message DOT11-4-MAXRETRIES: Packet to client [mac] reached max retries,
remove the client

Explanation

Recommended Action

Error Message DOT11-4-BRIDGE_LOOP: “Bridge loop detected between WGB %e and
device %e.”

Explanation

Recommended Action GUI Associations Refresh
CLI  clear dotl1 statistics

Error Message DOT11-4-ANTENNA_INVALID: “Interface %s, current antenna position
not supported, radio disabled.”

Explanation AIR-RM21A

Recommended Action AIR-RM21A

Error Message DOT11-6-ANTENNA_GAIN: “Interface %s, antenna position/gain
changed, adjusting transmitter power.”

Explanation

Recommended Action

| oL-14209-01-J
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Error Message DOT11-4-DIVER_USED: “Interface %s Mcs rates 8-15 disabled due to
only one transmit or receive antenna enabled.”

Explanation 2

Recommended Action 2

Error Message DOT11-3-RF-LOOPBACK_FAILURE: “Interface %s Radio failed to pass
RF loopback test.”

Explanation

Recommended Action

Error Message DOT11-3-RF-LOOPBACK_FREQ_FAILURE: “Interface %s failed to pass RF
loopback test.”

Explanation

Recommended Action

Error Message DOT11-7-AUTH_FAILED: “Station %e Authentication failed”
Explanation

Recommended Action

Error Message DOT11-7-CCKM_AUTH_FAILED: “Station %e CCKM authentication
failed.”

Explanation Cisco Centralized Key Management CCKM

Recommended Action WDS

Error Message DOT11-4-CCMP_REPLAY: “AES-CCMP TSC replay was detected on packet
(TSC 0x%1lx received from &e) .”

Explanation Advanced Encryption Standard-Counter Mode with Cipher Block Chaining
Message Authentication Code Protocol AES-CCMP TSC
AES-CCMP TSC

Recommended Action

Cisco Aironet Cisco I0S
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Error Message DOT11-4-CKIP_MIC_FAILURE: “CKIP MIC failure was detected on a
packet (Digest 0x%x) received from %e) .”

Explanation CKIP MIC CKIP MIC

Recommended Action

Error Message DOT11-4-CKIP_REPLAY: “CKIP SEQ replay was detected on a packet
(SEQ 0x&x) received from %e.”

Explanation CKIP SEQ CKIP
SEQ

Recommended Action

Error Message DOT11-4-TKIP_MIC_FAILURE: “Received TKIP Michael MIC failure
report from the station %e on the packet (TSC=0x%11x) encrypted and protected
by %s key.”

Explanation
Temporal Key Integrity Protocol TKIP Michael MIC

Recommended Action Michael MIC
LAN

Error Message DOT11-4-TKIP_MIC_FAILURE_REPORT: “Received TKIP Michael MIC
failure report from the station %e on the packet (TSC=0x0) encrypted and
protected by %s key

Explanation EAPOL
TKIP Michael
MIC

Recommended Action

Error Message DOT11-3-TKIP_MIC_FAILURE_REPEATED: “Two TKIP Michael MIC failures
were detected within %s seconds on %s interface. The interface will be put on
MIC failure hold state for next %$d seconds”

Explanation 2 TKIP
Michael MIC
TKIP
Recommended Action MIC
LAN

countermeasure tkip hold-time
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Error Message DOT11-4-TKIP_REPLAY: “TKIP TSC replay was detected on a packet
(TSC 0x%ssx received from %e) .”

Explanation TKIP TSC TKIP
TSC

Recommended Action

Q

Error Message DOT11-4-WLAN_RESOURCE_LIMIT: “WLAN limit exceeded on interface %s
and network-id %d.”

Explanation 16 VLAN WLAN

Recommended Action ID RADIUS
VLAN

Error Message SOAP-3-WGB_CLIENT_VLAN_SOAP: “Workgroup Bridge Ethernet client
VLAN not configured.”

Explanation
VLAN

Recommended Action
VLAN

Error Message DOT11-4-NO_VLAN_NAME: “VLAN name %s from RADIUS server is not
configured for station %e.”

Explanation RADIUS VLAN

Recommended Action VLAN

Error Message DOT11-4-NO_VLAN_ID: “VLAN id %d from Radius server is not
configured for station %e.”

Explanation RADIUS VLAN ID

Recommended Action VLAN ID

Error Message SOAP-3-ERROR: “Reported on line %d in file %s.%s.”

Explanation Application-Specific Integrated Circuit ASIC;

Recommended Action

oe
)]

Error Message SOAP-FIPS-2-INIT FAILURE: “SOAP FIPS initialization failure:
Explanation SOAP FIPS

Recommended Action

Cisco Aironet Cisco I0S
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Error Message SOAP-FIPS-4-PROC_FAILURE: “SOAP FIPS test failure: %s.”
Explanation SOAP FIPS

Recommended Action

Error Message SOAP-FIPS-4-PROC_WARNING: “SOAP FIPS test warning: %s.”
Explanation SOAP FIPS

Recommended Action

Error Message SOAP-FIPS-2-SELF_TEST_IOS_FAILURE: “IOS crypto FIPS self test
failed at %s.”

Explanation 10S SOAP FIPS

Recommended Action 10S

Error Message SOAP-FIPS-2-SELF_TEST RAD_FAILURE: “RADIO crypto FIPS self test
failed at %s on interface %s %d.”

Explanation SOAP FIPS

Recommended Action

Error Message SOAP-FIPS-2-SELF_TEST_IOS_SUCCESS: “IOS crypto FIPS self test
passed.”

Explanation SOAP FIPS

Recommended Action

Error Message SOAP-FIPS-2-SELF_TEST RAD_SUCCESS: “RADIO crypto FIPS self test
passed on interface %s %d.”

Explanation SOAP FIPS

Recommended Action

Error Message DOT11-6-MCAST DISCARD: “%s mode multicast packets are discarded
in %$s multicast mode.”

Explanation

Recommended Action

Cisco Aironet Cisco 10S
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Error Message DOT11-6-STANDBY_ACTIVE: “Standby to Active, Reason = %s (%d).”"

Explanation

Recommended Action

Error Message DOT11-6-STANDBY_REQUEST: “Hot Standby request to shutdown radios
from %e.”

Explanation

Recommended Action

Error Message DOT11-6-ROGUE_AP: “Rogue AP %e reported. Reason: %s.”

Explanation

Recommended Action

Cisco Aironet Cisco I0S
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Error Message RADSRV-4-NAS_UNKNOWN: Unknown authenticator: [ip-address]

Explanation Remote Authentication Dial-In User Service RADIUS
Network Access Server NAS;
IP

Recommended Action LAN RADIUS
NAS

Error Message RADSRV-4-NAS_KEYMIS: NAS shared key mismatch.

Explanation RADIUS

Recommended Action NAS RADIUS

Error Message RADSRV-4_BLOCKED: Client blocked due to repeated failed
authentications

Explanation

Recommended Action clear radius local-server user username EXEC

Error Message DOT1X-SHIM-6-AUTH_OK: “Interface %s authenticated [%s].”
Explanation 802.1x

Recommended Action

Error Message DOT1X-SHIM-3-AUTH_FAIL: “Interface %s authentication failed.”
Explanation 802.1x

Recommended Action RADIUS 802.1x

Error Message DOT1X-SHIM-3-INIT_FAIL: “Unable to init - %s.”
Explanation

Recommended Action

Error Message DOT1X-SHIM-3-UNSUPPORTED_KM: “Unsupported key management: %X.”

Explanation

Recommended Action

| oL-14209-01-J
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Error Message DPT1X-SHIM-4-PLUMB_KEY_ERR: “Unable to plumb keys - %s.”
Explanation

Recommended Action

Error Message DOT1X-SHIM-3-PKT_TX_ERR: “Unable to tx packet -%s.”

Explanation dotlx

Recommended Action

Error Message DOT1X-SHIM-3-ENCAP_ERR: “Packet encap failed for %e.”

Explanation dotlx

Recommended Action

Error Message DOT1X-SHIM-3-SUPP_START_FAIL: “Unable to start supplicant on %s.”

Explanation dotlx

Recommended Action

Error Message DOT1X-SHIM=3-NO_UPLINK: “No uplink found for %s.”

Explanation dotlx dotll

Recommended Action

Error Message Information Group rad_acct: Radius server <ip address> is
responding again (previously dead). Error Group acct: No active radius servers
found. Id 106

Explanation radius-server deadtime 10

dead
RADIUS dead
10 10

Recommended Action

Cisco Aironet Cisco I0S
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WDS

Error Message WLCCP-WDS-6-REPEATER_STOP: WLCCP WDS on Repeater unsupported, WDS
is disabled.

Explanation WDS

Recommended Action

Error Message WLCCP-WDS-6-PREV_VER_AP: A previous version of AP is detected.
Explanation WDS

Recommended Action

Error Message WLCCP-AP-6-INFRA: WLCCP Infrastructure Authenticated
Explanation WDS

Recommended Action

Error Message WLCCP-AP-6-STAND_ALONE: Connection lost to WLCCP server, changing
to Stand-Alone Mode

Explanation WDS

Recommended Action

Error Message WLCCP-AP-6-PREV_VER _WDS: A previous version of WDS is detected
Explanation WDS

Recommended Action WDS

Error Message WLCCP-AP-6-UNSUP_VER_WDS: An unsupported version of WDS is
detected

Explanation WDS

Recommended Action WDS

Error Message WLCCP-NM-3-WNM_LINK_DOWN: Link to WNM is down
Explanation keep-active

Recommended Action

Cisco Aironet Cisco 10S
[ oL-14209-01-J



W wps

Error Message WILCCP-NM-6-WNM_LINK_UP: Link to WNM is up

Explanation keep-active

Recommended Action

Error Message WLCCP-NM-6-RESET: Resetting WLCCP-NM
Explanation IP
WDS

Recommended Action

Error Message WILCCP-WDS-3-RECOVER: “%s
Explanation WDS

Recommended Action

Cisco Aironet Cisco I0S
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Mini 10S

Error Message MTS-2-PROTECT_ PORT FAILURE: An attempt to protect port [number]
failed

Explanation

Recommended Action

Error Message MTS-2-SET_PW_FAILURE: Error %d enabling secret password.

Explanation

Recommended Action

Error Message Saving this config to nvram may corrupt any network management or
security files stored at the end of nvram. Continue? [no]:

Explanation CLI
CLlI
.rcore

Recommended Action
rcore rcore .rcore

.rcore CLI

rl15 5705 _AB50_A8341F30.rcore

Cisco Aironet Cisco 10S
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Error Message APBR-4-SEND_PCKT_FAILED: Failed to Send Packet on port ifDescr
(error= errornum)errornum: status error number

HASH (0x2096974)

Explanation /

Recommended Action

Error Message APBR-6-DDP_CLNT RESET: Detected probable reset of hosthost: host
MAC address HASH(0x2080£04)
Explanation /

Recommended Action

Cisco Discovery Protocol

Error Message CDP_PD-2-POWER_LOW: %s - %s %s (%e)
Explanation

Recommended Action

RADIUS

Error Message RADUYS:response-authenticator decrypt fail, paklen 32

Explanation RADIUS RADIUS

Recommended Action RADIUS

Cisco Aironet Cisco I0S
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LWAPP

Error Message LWAPP-3-CDP: Failure sending CDP Update to Controller. Reason “s”
Explanation CDP

Recommended Action

Error Message LWAPP-3-CLIENTERRORLOG: “s”

Explanation LWAPP
LWAPP

Recommended Action

Error Message LWAPP-3-CLIENTEVENTLOG: “s”

Explanation LWAPP
LWAPP

Recommended Action

Error Message LWAPP-3-UNSUPPORTEDRM: Got unsupported CCX RM Measurement “s”
request “d” from Controller.

Explanation CcCcX

Recommended Action

Error Message LWAPP-5-WRONG_DFS_SLOT: DFS action on non-DFS radio “d”
Explanation b/g DFS

Recommended Action

Cisco Aironet Cisco 10S
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Error Message SENSOR-3-TEMP_CRITICAL: System sensor “d” has exceeded CRITCAL
temperature thresholds

Explanation

Recommended Action

show environment all

Error Message SENSOR-3-TEMP_NORMAL: “s” temperature sensor is now normal
Explanation

Recommended Action

Error Message SENSOR-3-TEMP_SHUTDOWN: Shuting down the system because of
dangerously HIGH temperature at sensor “d”.

Explanation

Recommended Action

Error Message SENSOR-3-TEMP_WARNING: “s” temparature sensor “d” has exceeded
WARNING temperature thresholds

Explanation

Recommended Action

Error Message SENSOR-3-VOLT_CRITICAL: System sensor “d” has exceeded CRITCAL
voltage thresholds

Explanation

Recommended Action

show environment all

Error Message SENSOR-3-VOLT_NORMAL: System sensor “d” (“d”) is now operating
under NORMAL voltage

Explanation

Recommended Action

Cisco Aironet Cisco I0S
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Error Message SENSOR-3-VOLT_WARNING: Voltage monitor “d” (“d”) has exceeded
voltage thresholds

Explanation

Explanation TAC

SNMP

Error Message SNMP-3-AUTHFAILIPV6: Authentication failure for SNMP request from
hostUnrecognized format ‘' %P’

Explanation SNMP

Recommended Action SNMP

Error Message SNMP-3-INPUT_QFULL_ERR: Packet dropped due to input queue full
Explanation SNMP

Recommended Action show snmp
SNMP

Error Message SNMP-3-INTERRUPT_CALL_ERR: “s” function, cannot be called from
interrupt handler

Explanation
malloc

Recommended Action

Error Message SNMP-4-NOENGINEIDV6: Remote snmpEngineID for Unrecognized format
‘' %P’ not found when creating user: “s”

Explanation SNMP
ID

Recommended Action snmpEnginelD

Error Message SNMP_MGR-3-MISSINGHOSTIPV6: Cannot locate information on SNMP

informs host:Unrecognized format ' %P’
Explanation SNMP
Recommended Action  show snmp host show snmp
show

snmp-server host
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W ssH

SSH

Error Message SSH-5-SSH2_CLOSE: SSH2 Session from “%s” (tty = “%d”) for user
'"%s”' using crypto cipher ‘”%s”’, hmac ’'”%s”’ closed

Explanation SSH

Recommended Action

Error Message SSH-5-SSH2_SESSION: SSH2 Session request from ”%s” (tty = “%d”)
using crypto cipher ’”%s”’, hmac '”"%s”’' "%s”

Explanation SSH

Recommended Action

Error Message SSH-5-SSH2_USERAUTH: User ’”%s”’ authentication for SSH2 Session
from "%s” (tty = “%d”) using crypto cipher ’'”%s”’, hmac '”%s”’' "%s”

Explanation SSH

Recommended Action

Error Message SSH-5-SSH_CLOSE: SSH Session from “%s” (tty = “%d”) for user '”"%s”’
using crypto cipher ’”%s”’ closed

Explanation SSH

Recommended Action

Error Message SSH-5-SSH_SESSION: SSH Session request from “%s” (tty = “%d”)
using crypto cipher ’”%s”’ "%s”

Explanation SSH

Recommended Action

Error Message SSH-5-SSH_USERAUTH: User '”%s”’ authentication for SSH Session
from "%s” (tty = “%d”) using crypto cipher ’'"%s”’ ”"%s”

Explanation SSH

Recommended Action
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