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SPAN
SPAN VLAN
EXEC
1 configure terminal
2 no monitor session {session_number | all | SPAN
local | remote} session_number 1 66
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local SPAN
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3 monitor session session_number source SPAN
{interface interface-id | vlan vlan-id} [, | -]
both | rx | tx .
[ x| ] session_number 1 66
interface-id VLAN
. interface-id
port-channel
port-channel-number
1 48
e vlan-id VLAN
1 4094 RSPAN VLAN
)
1
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1
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H SPAN

RSPAN

4 monitor session session_number SPAN

destination {interface interface-id [, | -]

encapsulation replicate .
[ P P I session_number 3

~

SPAN

interface-id
EtherChannel
VLAN
LI-1—
1
encapsulation
replicate

S

monitor session session_number destination

end EXEC

show monitor [session session_number]

show running-config

copy running-config startup-config

SPAN no monitor session session_number
SPAN VLAN
no monitor session session_number source {interface interface-id | vlan vlan-id}
no monitor session session_number destination
interface interface-id
no encapsulation

SPAN 1
1 SPAN
1 1 2

Switch(config)# no monitor session 1

Switch(config)# monitor session 1 source interface gigabitethernetl/0/1
Switch(config)# monitor session 1 destination interface gigabitethernetl1/0/2
encapsulation replicate

Switch(config)# end
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SPAN RSPAN

SPAN 1 SPAN 1

Switch(config)# no monitor session 1 source interface gigabitethernetl/0/1
Switch(config)# end

Switch(config)# no monitor session 1 source interface gigabitethernetl/0/1 rx

1
SPAN 2 VLAN1 3
SPAN 2
1 2 VLAN 10

Switch(config)# no monitor session 2

Switch(config)# monitor session 2 source vlan 1 - 3 rx

Switch(config)# monitor session 2 destination interface gigabitethernetl1/0/2
Switch(config)# monitor session 2 source vlan 10

Switch(config)# end

SPAN

SPAN VLAN
Cisco IDS
EXEC

SPAN
p.28-12

1 configure terminal

2 no monitor session {session_number | all | SPAN
local | remote}

3 monitor session session_number source SPAN
{interface interface-id | vlan vlan-id} [, | -]
[both | rx | tx]
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H SPAN RSPAN

4 monitor session session_number SPAN
destination {interface interface-id [, | -] VLAN
[encapsulation replicate] [ingress {dotlq

session_number 3
vlan vlan-id | isl | untagged vlan vlan-id | -
vlan vlan-id}]}

interface-id

EtherChannel
VLAN
LI-T—
encapsulation
replicate
ingress

e dotlqg vlan vlan-id — IEEE 802.1Q

VLAN VLAN
e isl —ISL
e untagged vlanvlan-id vlan vlan-id —
VLAN
VLAN
end EXEC
show monitor [session session_number]
show running-config
7 copy running-config startup-config
SPAN no monitor session session_number
SPAN VLAN

no monitor session session_number source {interface interface-id | vlan vlan-id}
no monitor session session_number destination
interface interface-id
no encapsulation ingress

SPAN 2 1
SPAN 2

IEEE 802.1Q VLAN VLAN 6

Switch(config)# no monitor session 2

Switch(config)# monitor session 2 source gigabitethernetl/0/1 rx
Switch(config)# monitor session 2 destination interface gigabitethernetl1/0/2
encapsulation replicate ingress dotlqg vlan 6

Switch(config)# end
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VLAN
SPAN VLAN EXEC
configure terminal
no monitor session {session_number | all | SPAN
local | remote} session_number 1 66
SPAN all
local SPAN
remote

monitor session session_number source SPAN
interface interface-id

session_number 1 66

interface-id
monitor session session_number filter vlan |SPAN VLAN
vlan-id [, | - .

1] session_number 3
vlan-id 1 4094
, VLAN
- VLAN
1

monitor session session_number SPAN
destination {interface interface-id [, | -]
encapsulation replicate .
[ P P I} session_number 3

interface-id

EtherChannel
VLAN
LI-1—
1
encapsulation
replicate

end

EXEC

show monitor [session session_number]

show running-config

copy running-config startup-config
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W SPAN RSPAN
VLAN no monitor session session_number filter
SPAN 2 2
SPAN 2 VLAN1 5 VLAN
9 1
Switch(config)# no monitor session 2
Switch(config)# monitor session 2 source interface gigabitethernetl/0/2 rx
Switch(config)# monitor session 2 filter vlamn 1 - 5 , 9
Switch(config)# monitor session 2 destination interface gigabitethernetl/0/1
Switch(config)# end
RSPAN
e RSPAN p.28-18
e RSPAN VLAN VLAN p.28-19
e RSPAN p.28-20
e RSPAN p.28-21
e RSPAN p.28-22
o VLAN p.28-24
RSPAN
RSPAN
e RSPAN SPAN p.28-11
e RSPAN VLAN RSPAN VLAN VLAN
VLAN
e RSPAN ACL
ACL RSPAN RSPAN VLAN
e RSPAN
¢ RSPAN BPDU 2
e RSPAN VLAN
RSPAN VLAN
VLAN SPAN
e RSPAN VLAN VLAN
. RSPAN VLAN RSPAN VLAN
RSPAN RSPAN VLAN  SPAN
RSPAN
RSPAN VLAN
. VLAN RSPAN VLAN
RSPAN RSPAN VLAN
RSPAN
e RSPAN VLAN RSPAN
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e VTP VTP RSPAN
VLAN ID 1005 RSPAN
e Catalyst 3750-24PS 3750-48PS 3750-24TS 3750-48TS 3750G-12S 3750G-24T 3750G-24TS
3750G-16TD RSPAN
SPAN
SPAN MAC
SPAN
SPAN
SPAN
MAC SPAN MAC
VLAN MAC RSPAN VLAN
MAC
2 RSPAN
RSPAN VLAN ID RSPAN
VLAN ID RSPAN VLAN
RSPAN VLAN
RSPAN RSPAN 1
RSPAN VLAN VLAN
RSPAN RSPAN VLAN VLAN RSPAN
RSPAN VLAN RSPAN VLAN ID
1005 VTP 1
RSPAN VLAN VTP RSPAN VLAN VTP
VLAN 1005 ID
RSPAN VLAN
VTP RSPAN RSPAN
RSPAN VLAN
RSPAN VLAN EXEC
1 configure terminal
2 vlanvlan-id VLAN ID VLAN VLAN
VLAN ID VLAN
2 1001 1006 4094
RSPAN VLAN VLAN1 VLAN VLAN ID 1002
1005 FDDI VLAN
remote-span VLAN RSPAN VLAN
end EXEC
copy running-config startup-config
VLAN RSPAN VLAN no remote-span VLAN
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H SPAN RSPAN

RSPAN VLAN 901

Switch(config)# wvlan 901

Switch(config-vlan)# remote span

Switch(config-vlan)# end

RSPAN

RSPAN RSPAN VLAN
EXEC

1 configure terminal
2 no monitor session {session_number | all | RSPAN

local | remote} session_number 1 66

RSPAN all
local SPAN
remote

3 monitor session session_number source RSPAN

{interface interface-id | vlan vlan-id} [, | -]

[both [ x| ] session_number 1 66

RSPAN VLAN

e interface-id

port-channel port-channel-number

1 48
e vlan-id VLAN
1 4094 RSPAN VLAN
1
VLAN
1 VLAN
LI-1—
1
e both—
[ ] rX JR—
o tX—
4 monitor session session_number RSPAN RSPAN VLAN
destination remote vlan vlan-id .
session_number 3
vlan-id RSPAN VLAN
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end EXEC
show monitor [session session_number]
show running-config
7 copy running-config startup-config
SPAN no monitor session session_number
SPAN VLAN no monitor session session_number
source {interface interface-id | vlan vlan-id}
RSPAN VLAN no monitor session session_number destination
remote vlan vlan-id
1 RSPAN
RSPAN 1 RSPAN VLAN 901

Switch(config)# no monitor session 1

Switch(config)# monitor session 1 source interface gigabitethernetl/0/1 tx
Switch(config)# monitor session 1 source interface gigabitethernetl/0/2 rx
Switch(config)# monitor session 1 source interface port-channel 2
Switch(config)# monitor session 1 destination remote vlan 901
Switch(config)# end

RSPAN
RSPAN
RSPAN VLAN RSPAN RSPAN VLAN
EXEC
1 configure terminal
2 vlanvlan-id RSPAN VLAN  VLANID
VLAN
VTP RSPAN VLANID 2 1005
VTP RSPAN VLAN ID
2 4
remote-span VLAN RSPAN VLAN
exit
no monitor session {session_number | all | RSPAN
local | remote} session_number 1 66
RSPAN all
local SPAN
remote
6 monitor session session_number source RSPAN RSPAN VLAN
remote vian vian-id session_number 1 66
vlan-id RSPAN VLAN
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H SPAN RSPAN

7 monitor session session_number
destination interface interface-id

RSPAN
session_number 6

RSPAN RSPAN VLAN

interface-id

encapsulation replicate
RSPAN
VLANID RSPAN VLAN ID

8 end

EXEC

9 show monitor [session session_number]

show running-config

10 copy running-config startup-config

SPAN

no monitor session session_number

session session_number destination interface interface-id

source remote vlan vlan-id

VLAN

SPAN no monitor
RSPAN VLAN no monitor session session_number
VLAN 901 1

Switch(config)# monitor session 1 source remote vlan 901
Switch(config)# monitor session 1 destination interface gigabitethernet2/0/1

Switch(config)# end

RSPAN
RSPAN RSPAN VLAN
Cisco IDS
EXEC
RSPAN
p.28-21 RSPAN VLAN

1 configure terminal
2 no monitor session {session_number | all | SPAN

local | remote}
3 monitor session session_number source RSPAN RSPAN VLAN

te vlan vlan-id .
remote vian vian-t session_number 1 66
vlan-id RSPAN VLAN
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4 monitor session session_number SPAN
destination {interface interface-id [, | -] VLAN
in dotlq vlan vlan-id | isl | unt d
[ gress{_ otlgvlanv a_n id | isl | untagge session_number 4
vlan vlan-id | vlan vlan-id}]}
RSPAN RSPAN VLAN
interface-id
encapsulation replicate
RSPAN
VLANID RSPAN VLAN ID
LI-1—
1
ingress
e dotlqg vlan vlan-id — IEEE 802.1Q
VLAN VLAN
e isl —ISL
e untagged vlanvlan-id vlan vlan-id —
VLAN
VLAN
end EXEC
show monitor [session session_number]
show running-config
7 copy running-config startup-config
RSPAN no monitor session session_number
RSPAN no monitor
session session_number destination interface interface-id
no ingress
VLAN 901 RSPAN 2 VLAN
2 VLAN 6 VLAN

Switch(config)# monitor session 2 source remote vlan 901

Switch(config)# monitor session 2 destination interface gigabitethernetl/0/2 ingress

vlan 6
Switch(config)# end
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W SPAN RSPAN
VLAN
RSPAN VLAN RSPAN
EXEC
1 configure terminal
2 no monitor session {session_number | all | SPAN
local | remote} session_number 1 66
SPAN all
local SPAN
remote
3 monitor session session_number source SPAN
interface interface-id
session_number 1 66
interface-id
4 monitor session session_number filter vlan |SPAN VLAN
lan-id [, | - .
vian-id [, |-] session_number 3
vlan-id 1 4094
, VLAN
- VLAN
1
5 monitor session session_number RSPAN VLAN RSPAN VLAN
destination remote vlan vlan-id
session_number 3
vlan-id
RSPAN VLAN
end EXEC

show monitor [session session_number]

show running-config

8 copy running-config startup-config

VLAN

no monitor session session_number filter vlan
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SPAN RSPAN

RSPAN 2 2
RSPAN 2 VLAN1l 5 9

RSPAN VLAN 902

Switch(config)# no monitor session 2

Switch(config)# monitor session 2 source interface gigabitethernetl/0/2 rx
Switch(config)# monitor session 2 filter vlamn 1 - 5 , 9

Switch(config)# monitor session 2 destination remote vlan 902
Switch(config)# end

SPAN RSPAN

SPAN RSPAN show monitor EXEC
show running-config EXEC SPAN
RSPAN
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