¢

Cisco 10S

Catalyst 3750
CLI
Cluster Management Suite  CMS

LED
Cisco |0S Command Summary Release12.1
« XMODEM p.36-2
. p.36-4
. p.36-10
. p.36-11
. p.36-15
N
. p.36-15
+ PoE p.36-16
. SFP p.36-16
e ping p.36-17
. 2 traceroute p.36-19
e |Ptraceroute p.36-21
e TDR p.36-23
» debug p.36-25
e show platform forward p.36-27
e crashinfo p.36-30
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W XMODEM

XMODEM

1 PC

Power-on Self-Test POST;

XMODEM

Cisco.com tar

Cisco 10S tar

2 tar

bin

Windows

zip

UNIX

1.

XMODEM

image_filename.tar

bin

tar zip
bin

tar -tvf <image_filename.tar> UNIX tar

switch%tar -tvf image_filenane.tar

dr wxr - xr-x 9658/ 25
dr wxr - xr-x 9658/ 25
-rwr--r-- 9658/ 25

€c3750-i 5-ne. 121. 11-

-rwWr--r-- 9658/25

€c3750-i 5-ne. 121. 11-

-rwr--r-- 9658/ 25

€c3750-i 5-ne. 121. 11-

-rwr--r-- 9658/25

€c3750-i 5-ne. 121. 11-

-rwr--r-- 9658/25

€c3750-i 5-ne. 121. 11-

-rwr--r-- 9658/25

€c3750-i 5-ne. 121. 11-

-rwr--r-- 9658/25

c3750-i 5-ne. 121. 11-

-rwr--r-- 9658/25

€c3750-i 5-ne. 121. 11-

-rwr--r-- 9658/25

€c3750-i 5-ne. 121. 11-

-rwr--r-- 9658/25

€c3750-i 5-ne. 121. 11-

-rwr--r-- 9658/25

€c3750-i 5-ne. 121. 11-

-rwr--r-- 9658/ 25

€c3750-i 5-ne. 121. 11-

- FWXr-Xr-x 9658/ 25

€c3750-i 5-ne. 121. 11-

-rwr--r-- 9658/25

€c3750-i 5-ne. 121. 11-

-rwr--r-- 9658/25
-rwr--r-- 9658/ 25

0 Apr 21 13:20 2003 ¢3750-i5-ne. 121. 11- AX/
0 Apr 18 18:31 2003 ¢3750-i5-ne. 121. 11- AX/
4005 Apr 18 15:56 2003
AX/ ht ml / homepage. ht m
1392 Apr 18 15:56 2003
AX/ ht m / not _supported. htm
9448 Apr 18 15:56 2003
AX/ ht ml / conmon. j s
22152 Apr 18 15:56 2003
AX/ htm / cns_spl ash. gi f
1211 Apr 18 15:56 2003
AX/ htm /cms_13. htm
2823 Apr 18 15:56 2003
AX/ htm /cluster. htm
4195 Apr 18 15:56 2003
AX/ html /Redirect.jar
14984 Apr 18 15:56 2003
AX/ ht m / mono_di sc. sgz
1329516 Apr 18 15:56 2003
AX/ ht m / CMVB. sgz
140105 Apr 18 15:56 2003
AX/ htm /i mages. sgz
213848 Apr 18 15:56 2003
AX/ ht m / hel p. sgz
135599 Apr 18 15:56 2003
AX/ ht m / C scoChart Panel . sgz
58860 Apr 18 18:31 2003
AX/ html / cns_boot . j ar
3970586 Apr 21 12:00 2003
AX/ c3750-i 5-ne. 121. 11- AX. bin
391 Apr 21 13:20 2003 ¢3750-i5-ne. 121. 11- AX/
98 Apr 18 16:46 2003 info

Cisco.com

htm /

info

i Catalyst 3750
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10

11

12

XMODEM

2. tar -xvf <image_ filename.tar> <image_filename.bin> UNIX
switch%tar -xvf image_filenane.tar inage_fil enanme.bin
X €3750-i5-ne.121. 11- AX/ ¢c3750-i 5-ne. 121. 11- AX. bin, 3970586 byt es,
bl ocks
3. Is-I <image filename.bin> UNIX bin
switch%ls -1 inage_filenane. bin
STWr--T-- 1 boba 3970586 Apr 21 12:00
c3750-i 5-nz. 121. 11- AX/ ¢3750-i 5-nz. 121. 11- AX. bi n
XMODEM
9600
Mode
LED 1 2 Mode

bin

7756 tape

The system has been interrupted prior to initializing the flash file system The

foll ow ng comuands wil |

operating system software#

flash_init
| oad_hel per
boot
switch: flash_init
9600 9600
swi tch: | oad_hel per
XMODEM
switch: copy xnbdem flash:inmage_filenane. bin

XMODEM

Cisco 10S

swi tch: boot flash:image_fil enane. bin

Catalyst 3750

initialize the flash file system and finish |oading the
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13 archive download-sw EXEC

14 reload EXEC

15 flash:image_filename.bin
N

2
. p.36-5
. p.36-7
service passwor d-recovery
service password-recovery no service
passwor d-recovery
1 PC
2 9600
3
4 Mode
Catalyst 3750
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1 LED 1 2 Mode

The system has been interrupted prior to initializing the flash file system The
follow ng commands will initialize the flash file system

p.36-5

The password-recovery nmechani sm has been triggered, but is currently disabl ed.

p.36-7
5
Swi tch> rel oad sl ot <stack-master-menber-nunber>
Proceed with reload? [confirm vy
6
The system has been interrupted prior to initializing the flash file system The
followi ng commands will initialize the flash file system and finish |loading the
operating system software:
flash_init
| oad_hel per
boot
1
switch: flash_init
2 9600 9600
3
swi tch: | oad_hel per
4

switch: dir flash:

[ 78-15164-04-3
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Directory of flash:

13  drwx 192 Mar 01 1993 22:30:48 ¢3750-i5-ne-121-1.0
11 -rwx 5825 Mar 01 1993 22:31:59 config.text
18 -rwx 720 Mar 01 1993 02:21:30 vlan. dat

16128000 bytes total (10003456 bytes free)

5 config.text.old

switch: rename flash:config.text flash:config.text.old

6
swi tch: boot
setup N
Continue with the configuration dialog? [yes/no]: N
7 EXEC
Swi t ch> enabl e
8

Swi tch# renanme flash:config.text.old flash:config.text

Swi tch# copy flash:config.text systemrunning-config
Source filenanme [config.text]?
Destination filenane [running-config]?

Return

10

Swi tch# configure term nal

Catalyst 3750
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Switch (config)# enable secret password

1 25

12 EXEC

Switch (config)# exit
Swi t ch#

13

Swi t ch# copy running-config startup-config

show running-config
EXEC interface
vlan vian-id
VLAN ID
no shutdown

14

Swi t ch# rel oad

The password-recovery nmechani sm has been triggered, but
is currently disabled. Access to the boot |oader pronpt
through the password-recovery nmechanismis disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access

to the boot |oader pronpt can still be all owed.

Wul d you like to reset the systemback to the default configuration (y/n)?

VLAN

Catalyst 3750
| 78-15164-04-3 .m
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* Nn no Mode

Press Enter to continue........

* y yes VLAN

1
Woul d you like to reset the system back to the default configuration (y/n)? Y
2
Swi tch: | oad_hel per
3
switch: dir flash:
Directory of flash:
13 drwx 192 Mar 01 1993 22:30:48 c3750-i5-nz-121-1.0
16128000 bytes total (10003456 bytes free)
4
Swi t ch: boot
setup
N
Continue with the configuration dialog? [yes/no]: N
5 EXEC
Swi t ch> enabl e
6
Swi tch# configure termninal
7

Switch (config)# enable secret password

Catalyst 3750
m. 78-15164-04-3 |



8 EXEC

Switch (config)# exit
Swi t ch#

Swi t ch# copy running-config startup-config

show running-config
EXEC interface
vlan vian-id
VLAN ID
no shutdown

10 VLAN

Catalyst 3750
| 78-15164-04-3 .m
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S
Switch Installation
. 32
Gbps LED
Mode LED
10/100/1000 Small
Form-factor Pluggable SFP 2 LED
. CLI
CLI
switch current-stack-member -number
renumber new-stack-member-number
p.5-6
IP
1.
2. StackWise
3.
p.5-17
Catalyst 3750
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Hot Standby Router Protocol HSRP

6 32 HSRP
S
HSRP
P
IP
2
. p.36-11
. p.36-13
1
2
3 CLI
CLI P
Telnet
4 EXEC

Swi t ch> enabl e
Swi t ch#

Catalyst 3750

[ 78-15164-04-3



36 |

Swi tch# configure termninal
Ent er configurati on commands, one per line. End with CNTL/Z.

Swi tch(config)# no cluster commander - address

8 EXEC

Swi tch(config)# end
Swi t ch#

IP EXEC
setup Return

Swi t ch# setup

--- System Configuration Dialog ---
Continue with configuration dialog? [yes/no]: y
At any point you may enter a question mark '?'" for help.
Use ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]'.
Basi ¢ managenent setup configures only enough connectivity
for managenent of the system extended setup will ask you
to configure each interface on the system

Wul d you like to enter basic managenent setup? [yes/no]:

10 Y

Continue with configuration dialog? [yes/no]: vy

Configuring gl obal paraneters:

enable Return
setup Return

11

28
31

Catalyst 3750
m. 78-15164-04-3 |
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13

14

15

16

17

18

Telnet 1 25
enable secret enable
Return
Return
1 31
Y Return
N Return
IP
Cluster Add to Cluster
CLI
CLI P
Telnet
EXEC
Swi t ch> enabl e
Swi t ch#
IP
Catalyst 3750
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IP

EXEC

Swi t ch# setup

setup Return

--- System Configuration Dialog ---
Continue with configuration dialog? [yes/no]: vy

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]"'.

Basi ¢ managenent setup configures only enough connectivity
for managenment of the system extended setup will ask you
to configure each interface on the system

Woul d you like to enter basic managenent setup? [yes/no]:

Continue with configuration dialog? [yes/no]: y

Configuring global paraneters:

setup

Telnet

8 enablesecret enable
9
Return
10
1 31

11
12

N

enable Return
Return
28
-n
1 25
Return
Y Return
Return 9

i Catalyst 3750
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13 IP
14 Cluster Add to Cluster
. Catalyst 3750 Catalyst 3560 Catalyst 3550 Catalyst 3500 XL Catalyst 2970
Catalyst 2950 Catalyst 2900 XL Catalyst 2820 Catalyst 1900
e Catalyst 3500 XL Catalyst 2900 XL Catalyst 2820 Catalyst 1900
VLAN
. Catalyst 3750
Catalyst 3560 Catalyst 3550 Catalyst 2970 Catalyst 2950 Catalyst 3500 XL  Catalyst 2900 XL
Catalyst 2820 Catalyst 1900
IEEE 802.3ab SFP

10 Mbps 100 Mbps 1000 Mbps

[ 78-15164-04-3
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W PoE
PoE
Power over Ethernet PoE AC Cisco
IP Phone 7910 AC
shutdown
no shutdown
errdisablerecovery cause loopback errdisablerecovery
interval seconds
PoE
e show controllerspower inline EXEC
e show power inline EXEC
e debug ilpower EXEC
SFP
SFP Electrically Erasable Programmable Read-Only
Memory EEPROM; ROM
ID Cyclic Redundancy Check CRC;
SFP EEPROM
ID
CRC ID
CRC
Y
BIC_SECURITY Catalyst 3750
SFP GBIC
GBIC
SFP
SFP SFP
SFP
errdisable recovery cause gbic-invalid
errdisable
errdisable
errdisable recovery
SFP
SFP
SFP
SFP

i Catalyst 3750
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ping

ping

ping

ping

e ping p.36-17
e ping p.36-17
IP packet internet groper ping
ping ping
. — hostname
1 10
. — no-answer
. — unknown host

destination-unreachable

network or host unreachable

IP ping
IP
31 IP
IP P
31 1P
ping EXEC
ping ip host | address IP
ping
ping
IP ping

Swi tch# ping 172.20.52.3

Type escape sequence to abort.
Sending 5, 100-byte | CMP Echoes to 172.20.52.3, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns
Swi t ch#

[ 78-15164-04-3
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N ping

36-1 ping
36-1 ping
!
U Protocol Data Unit PDU;
C
I
?
&
ping Ctrl-» X
Ctrl  Shift 6
X

Catalyst 3750
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2 traceroute | |
2 traceroute
. 2 traceroute p.36-19
. p.36-19
. p.36-20
2 traceroute
2 traceroute
2 traceroute MAC
MAC
2 traceroute
2 trace
2 traceroute
e Cisco Discovery Protocol CDP
2 traceroute CDP
2 traceroute p.36-19
CDP
S
CDP 22 CDP
e ping EXEC
. 10
. traceroute mac
traceroute mac ip EXEC
. MAC VLAN traceroute mac
2 VLAN
MAC 2
. MAC MAC
. VLAN MAC
MAC VLAN VLAN
Catalyst 3750
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[ | 2 traceroute
. IP traceroute mac
ip 2 IP Address
Resolution Protocol ARP IP MAC VLAN ID
IP ARP MAC
ARP ARP IP
IP
. 1 CDP
1 2 traceroute
CDP 1 2
. VLAN
EXEC

 tracetroute mac [interface interface-id] { source-mac-address} [interface interface-id]

{ destination-mac-address} [vlan vian-id] [detail]

e tracetroute mac ip {source-ip-address | source-hostname} { destination-ip-address |

destination-hostname} [detail]

i Catalyst 3750
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IP traceroute | |
IP traceroute
¢ |Ptraceroute p.36-21
e |Ptraceroute p.36-21
IP traceroute
IP traceroute
3
traceroute EXEC
traceroute traceroute
traceroute VLAN
traceroute
traceroute
traceroute EXEC
IP TimeToLive TTL traceroute TTL 1
User Datagram Protocol UDP
1 0 TTL Internet Control Message
Protocol ICMP time-to-live-exceeded traceroute
ICMP time-to-live-exceeded
traceroute TTL 2 UDP
TTL 1
TTL 1 time-to-live-exceeded
TTL
TTL
traceroute UDP
ICMP
IP traceroute
EXEC
tracerouteip host IP
N
traceroute EXEC
Catalyst 3750
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W 1P traceroute

IP

traceroute

Switch# traceroute ip 171.9.15.10

Type escape sequence to abort.
the route to 171.69. 115. 10

2.52.1 0 nsec 0 nsec 4 nsec

2.1.203 12 nsec 8 nsec 0 nsec
9.16.6 4 nsec 0 nmsec 0 nsec

9.
9
9
9

4.5 0 nsec 4 nmsec 0 nsec

.121.34 0 nsec 4 nsec 4 nsec
.15.9 120 nmsec 132 nmsec 128 nsec
.15.10 132 nmsec 128 nsec 128 nsec

traceroute

Traci ng
1 172.
2 172.
3 171.
4 171.
5 171.
6 171.
7 171.
Swi t ch#
36-2
*
?
A
H
N
P
Q
U
X

Ctrl-~ X

Ctrl  Shift

6

i Catalyst 3750
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TDR ||
e TDR p.36-23
e TDR p.36-23
TDR
Cisco I0S Release 12.1(19)EAL Time Domain Reflector TDR
TDR
TDR Ethernet 10/100/1000 10/100 Small Form-factor
Pluggable SFP
TDR
TDR
TDR
. 2
TDR
TDR
TDR test cable-diagnosticstdr interface interface-id EXEC
Swi tch# test cabl e-diagnostics tdr interface gigabitethernetl/0/2
TDR test started on interface G 1/0/2
A TDR test can take a few seconds to run on an interface
Use 'show cabl e-di agnostics tdr' to read the TDR results.
10 100 Mbps test

cable-diagnostics tdr interface interface-id

Swi tch# test cabl e-diagnostics tdr interface gigabitethernetl/0/2
TDR test on G1/0/2 will affect link state and traffic

TDR test started on interface G 1/0/2

A TDR test can take a few seconds to run on an interface

Use 'show cabl e-di agnostics tdr' to read the TDR results.

[ 78-15164-04-3
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W TDOR

show cable-diagnostics tdr interface interface-id EXEC

Swi t ch# show cabl e-di agnostics tdr interface gigabitethernetl/0/2
TDR test last run on: March 01 20:15: 40

Interface Speed Local pair Pair |length Renmpte pair Pair status
G 1/0/2 auto Pair A 0 +/- 2 meters NA Open
Pair B 0 +- 2 meters NA Open
Pair C 0 +- 2 meters NA Open
Pair D 0 +/- 2 meters NA Open
36-3 show cable-diagnostics tdr
36-3 show cable-diagnostics tdr
Interface TDR
Speed
Locd pair TDR
Pair length .
1000 Mbps
. TDR
1
Remote pair
Pair status TDR
* Norma —
» Not completed —
* Not supported — TDR
. Open_
e Shorted —
TDR show interface interface-id

Swi tch# show interface gigabitethernetl1/0/2
gi gabitethernet1/0/2 is up, line protocol is up (connected: TDR in Progress)

TDR show cable-diagnosticstdr interfaceinterface-id

Swi t ch# show cabl e-di agnostics tdr interface gigabitethernetl/0/2
% TDR test was never issued on G 1/0/2

TDR

Swi t ch# show cabl e-di agnostics tdr interface gigabitethernetl/0/1
% TDR test is not supported on switch 1

Catalyst 3750
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debug

debug

debug
. p.36-25
. p.36-26
. p.36-26
CPU
debug
debug
debug
o debug
session switch-number EXEC
debug
debug EXEC debug
Switched Port Analyzer SPAN;
EXEC

Swi t ch# debug span-session

no

debug

show running-config

TCP/IP ping

SPAN

Swi t ch# no debug span-session

Catalyst 3750

EXEC
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W debug

EXEC undebug

Swi t ch# undebug span- sessi on

Swi t ch# show debuggi ng

EXEC
Swi t ch# debug al |
debug all
EXEC debug
debug
no debug all EXEC
no debug all debug
debug
Syslog
UNIX Syslog 4.3 Berkeley Standard Distribution BSD UNIX
(O]
S
Syslog
Syslog
S
Syslog Syslog

26

Catalyst 3750
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show platform forward

show platform forward EXEC

N

show platform forward

Application Specific Integrated Circuit
ASIC; IC

VLAN 5 1 MAC
show platform forward VLAN
5

Swi tch# show platformforward gigabitethernetl1/0/1 vian 5 1.1.1 2.2.2 ip 13.1.1.1
13.2.2.2 udp 10 20

G obal Port Number: 24, Asic Number:5

Src Real Vlian 1d:5, Mapped VMian 1d:5

| ngress:

Lookup Key- Used Index-Hit A-Data
I npt ACL 40_0D020202_0D010101-00_40000014_000A0000 01FFA 03000000
L2Local 80_00050002_00020002-00_00000000_00000000 0oCr1 0000002B

Station Descriptor: 02340000, Destlndex: 0239, Rewitel ndex: FOO5

Egress: Asic 2, switch 1
CQut put Packet s:

Packet 1

Lookup Key- Used Index-Ht A-Data
Qut pt ACL 50_0D020202_0D010101- 00_40000014_000A0000 01FFE 03000000
Por t VI an SrcMac Dst Mac Cos Dscpv

G1/0/1 0005 0001.0001. 0001 0002.0002.0002

Packet 2

Lookup Key- Used Index-Ht A-Data
Qut pt ACL 50_0D020202_0D010101- 00_40000014_000A0000 01FFE 03000000
Por t VI an SrcMac Dst Mac Cos Dscpv

G 1/0/2 0005 0001.0001.0001 0002.0002.0002

Packet 10
Lookup Key- Used Index-Ht A-Data
Qut pt ACL 50_0D020202_0D010101- 00_40000014_000A0000 01FFE 03000000

Packet dropped due to failed DEJA VU Check on G 1/0/2

Catalyst 3750
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W show platform forward

VLAN S 1 VLAN

Swi tch# show platform forward gigabitethernet1/0/1 vian 5 1.1.1 0009.43a8. 0145 ip
13.1.1.1 13.2.2.2 udp 10 20

G obal Port Number: 24, Asic Number:5

Src Real Vlian 1d:5, Mapped VMian 1d:5

| ngress:

Lookup Key- Used Index-Hit A-Data
I npt ACL 40_0D020202_0D010101-00_40000014_000A0000 01FFA 03000000
L2Local 80_00050009_43A80145-00_00000000_00000000 00086 02010197

Station Descriptor: FO050003, Destlndex: FOO5, Rewritel ndex: 0003

Egress: Asic 3, switch 1
Cut put Packet s:

Packet 1

Lookup Key- Used Index-Ht A-Data
Qut pt ACL 50_0D020202_0D010101- 00_40000014_000A0000 01FFE 03000000
Por t VI an SrcMac Dst Mac Cos Dscpv

G 1/0/2 0005 0001.0001. 0001 0009. 43A8.0145

VLAN S 1 MAC
VLAN S5 MAC IP

Swi tch# show platformforward gi gabitethernetl/0/1 vian 5 1.1.1 03.e319.ee44 ip
13.1.1.1 13.2.2.2 udp 10 20

G obal Port Number: 24, Asic Nunber:5

Src Real Man 1d:5, Mapped Vlian 1d:5

| ngress:
Lookup Key- Used Index-Ht A-Data
I npt ACL 40_0D020202_0D010101- 00_41000014_000A0000 01FFA 03000000
L3Local 00_00000000_00000000-90_00001400_0D020202 010F0 01880290
L3Scndr 12_0D020202_0D010101- 00_40000014_000A0000 034E0 0000001D_00000000

Lookup Used: Secondary
Station Descriptor: 02260000, Destlndex: 0226, Rewr it el ndex: 0000

Catalyst 3750
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show platform forward

VLAN S 1 MAC
VLAN 5 MAC IP IP
IP

Swi tch# show platformforward gigabitethernetl/0/1 vian 5 1.1.1 03.e319.ee44 ip
110.1.5.5 16.1.10.5

G obal Port Number: 24, Asic Nunber:5

Src Real Man 1d:5, Mapped Vlian 1d:5

| ngress:
Lookup Key- Used Index-Ht A-Data
I npt ACL 40_10010A05_0A010505- 00_41000014_000A0000 01FFA 03000000
L3Local 00_00000000_00000000-90_00001400_10010A05 010FO0 01880290
L3Scndr 12_10010A05_0A010505- 00_40000014_000A0000 01D28 30090001_00000000

Lookup Used: Secondary
Station Descriptor: FO070007, Destlndex: FOO7, Rewitel ndex: 0007

Egress: Asic 3, switch 1
CQut put Packet s:

Packet 1

Lookup Key- Used Index-Hit A-Data
Qut pt ACL 50_10010A05_0A010505- 00_40000014_000A0000 01FFE 03000000
Por t VI an Sr cMac Dst Mac Cos Dscpv

G 1/0/2 0007 XXXX. XXXX. 0246 0009. 43A8. 0147

[ 78-15164-04-3
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W crashinfo

crashinfo
crashinfo
CiscolOS
Cisco 10S
show tech-support EXEC
crashinfo

flash:/crashinfo/crashinfo_n n

crashinfo
rename EXEC

show tech-support EXEC
crashinfo delete
crashinfo

show stacks show tech-support

more  copy EXEC

Cisco 10S

show stacks

EXEC

EXEC

i Catalyst 3750
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