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28 ACL |

W ACL
ACL
ACL
VLAN
ACL
ACL
ACL
1
VLAN
3
ACL
ACL
Telnet ACL
ACL Access Control Entry  ACE; ACE
permit deny ACE
ACL
IPACL MAC ACL
« IPACL TCP UDP Internet Group Management Protocol IGMP  Internet Control Message
Protocol ICMP IP
. ACL IP
Quality of Service QoS ACL
QoS ACL p.29-7
. ACL p.28-2
. p.28-5
« ACL p.28-6
ACL
3 ACL
. ACL 2
ACL 1 2
IP 1 MAC 1
. ACL VLAN
3
¢ VLAN ACL VLAN
VLAN VLAN
VLAN IP
3
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ACL

ACL ||
ACE MAC
VLAN VLAN VLAN
VLAN
VLAN
ACL ACL VLAN
ACL ACL VLAN
. ACL VLAN ACL
ACL
VLAN
e Switch Virtua Interface SVI ACL ACL
ACL ACL
IP
ACL
e SVI ACL ACL ACL
ACL
IP ACL
« SVI VLAN ACL ACL
ACL ACL
IP VLAN
ACL VLAN
« SVI VLAN ACL ACL
ACL ACL
IP VLAN
ACL VLAN
ACL
ACL 2 ACL ACL
EtherChannel
2
. IP
. IP
. MAC MAC
MAC
ACL
ACL
ACL
28-1 VLAN
ACL 2
ACL A
B 2 ACL
Catalyst 3750

[ 78-15164-04-3



ACL

W ACL
28-1 ACL
| — il ]
—— | : ——
- A FA
I XT
l ,,,,,,,,,,,,,,,
—— _—_f
— —
RA B
AT PR
Ty D=2 Y hT—2
X = KA MBIMDD ST 4w Y EEEL, ©
KR MADNSD RS T 4 v EHATHACL &
>= 7y S
ACL VLAN ACL
VLAN ACL
VLAN VLAN ACL
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Y
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VLAN 3 Svi 3
3 EtherChannel ACL ACL
1
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ACL
ACL
ACL ACL
ACL
ACL
ACL ACL
ACL
28-1 ACL A
B
VLAN
VLAN ACL VLAN
VLAN VLAN
VLAN VLAN
VLAN
VLAN P 3
P MAC VLAN MAC EtherType
IP MAC VLAN
VLAN
VLAN
VLAN
28-2 VLAN VLAN 10
A 1 VLAN VLAN
1
28-2 VLAN
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ACE 4 ACE
4 ACE 1P
4
4
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28 ACL |
W ACL
. 3 TCP UDP
ACE 4
. 4 ACE
4
3 access-list 102
Swi tch(config)# access-list 102 pernmit tcp any host 10.1.1.1 eq sntp
Swi tch(config)# access-list 102 deny tcp any host 10.1.1.2 eq tel net
Switch(config)# access-list 102 pernmit tcp any host 10.1.1.2
Swi tch(config)# access-list 102 deny tcp any any
N
2 ACE eq
TCP Simple Mail Transfer Protocol SMTP Telnet
. A 10.2.2.2 65000 10111 SMTP
TCP
4 ACE
SMTP ACE
ACE 3
TCP 10.11.1
. B 10.2.2.2 65001 10.1.1.2 Telnet
3
4 2 ACE
4 2 ACE
3 ACE
10.1.1.2
B 101.1.2
. C 10.2.2.2 65001 10.1.1.3 ftp
4 ACE
4 ACE
4 3
10.1.1.3
ACE
ACL
ACL ACL
5
ACL
« ACL
« ACL
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ACL

ACL

. ACL
ACL

. ACL

ACL
ACL

Catalyst 3750
| 78-15164-04-3 .m



28 ACL |

W PACL

IP ACL

IPACL IPACL
ACL Cisco IP and IP Routing
Configuration Guide for IOS Release 12.1 Configuring IP Services
Cisco IOSIP and IP Routing Command Reference for IOS Release 12.1

Cisco 10S ACL

.« 1P ACL  281[p.28-9] ACL

. QoS ACL

. ACL ACL
ACL

. ACL VLAN ACL
IPACL

1 ACL

2 ACL IPACL VLAN

. IPACL p.28-8

. IPACL p.28-21

. IPACL p.28-21

« IPACL p.28-23
« IPACL p.28-24

IP ACL

IPACL ACL
ACL 1

ACL IP

. p.28-9

. ACL p.28-9

. ACL p.28-11

. ACL p.28-16
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IP ACL ||
« ACL p.28-18
. ACL p.28-20
ACL 28-1
IP IP
1 199 1300 2699
28-1
Type
1 99 IP
100 199 IP
200 299
300 399 DECnet
400 499 XNS
500 599 XNS
600 699 AppleTak
700 799 48 MAC
800 899 IPX
900 999 IPX
1000 1099 IPX SAP
1100 1199 48 MAC
1200 1299 IPX
1300 1999 IP
2000 2699 IP
S
ACL ACL
IPACL IPACL IPACL 1 99
IPACL 100 199 ACL ACL
ACL
ACL EXEC
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W PACL

1 configureterminal

2 accesslist accesslist-number {deny | permit} IP
source [source-wildcard] [log]

access-list-number 1 99 1300 1999 10
deny per mit

source

. 10 32

e source source-wildcard 0.0.0.0 255.255.255.255
any source-wildcard

e source  source-wildcard source 0.0.0.0
host

source-wildcard

log
end EXEC
4 show access-lists [number | name]
copy running-config startup-config
ACL no access-list access-list-number
ACE
S
ACL ACL
ACL IP ACL
0.0.0.0
IP 171.69.198.102
ACL

Switch (config)# access-list 2 deny host 171.69.198. 102
Switch (config)# access-list 2 permt any
Swi tch(config)# end
Swi t ch# show access-lists
Standard | P access list 2
deny 171. 69. 198. 102
permt any

Catalyst 3750
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IP ACL | |
host 0.0.0.0 don't care
show
ACE
IP
ACL
Syslog
N
log
permit deny ACE
ACL
5
IP
5
IP ACL IP ACL [p.28-21]
IPACL [p.28-21] VLAN VLAN
[p.28-32]
ACL
ACL ACL
ACL ACE
ACE
ACL ACE
IP

Authentication Header Protocol ahp Enhanced Interior Gateway Routing Protocol eigrp  Encapsulation
Security Payload esp  generic routing encapsulation gre  Internet Control Message Protocol icmp

Internet Group Management Protocol igmp  Interior Gateway Routing Protocol igrp Interior
Protocol ip IPinlIP ipinip  KA9Q NOS IPover IP nos Open
Shortest Path First ospf  Payload Compression Protocol pcp  Protocol Independent
Multicast pim TCP tcp UDP udp
S

ICMP ICMP

[ 78-15164-04-3
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28 ACL |

W PACL

IOS Release12.1

Cisco IP and IP Routing Command Reference

Type of Service ToS;

TCP UDP ICMP IGMP P
ACL EXEC
1  configureterminal
2a  accesslist access-list-number IP

d it tocol
{deny | permi }.pro oco access-list-number 100 199 2000 2699 10
sour ce source-wildcard
destination destination-wildcard
[precedence precedence] [tostos] deny per mit
[fragments] [log] [log-input] [time-range protocol P ahp egrp e
time-range-name] [dscp dscp] . . . S .

gre icmp igmp igrp ip ipinip nos ospf pcp pim tcp
% udp IP 0 255
- dscp tos ICMP TCP UDP

precedence ip
dscp
tos precedence &
P
TCP UDP ICMP IGMP
b 2e
source

source-wildcard

destination

destination-wildcard

source source-wildcard destination destination-wildcard
3

. 10 32
* 0.0.0.0255.255.255.255 any
. 0.0.0.0 host

i Catalyst 3750
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IP ACL | |

e precedence—0 7

routine 0 priority 1
flash-override 4 critical 5

immediate 2 flash 3
internet 6 network 7

o fragments—
e tos—0 15 ToS
normal
0 max-reliability 2 max-throughput 4  min-delay
8
[ Iog —_—
log-input
e timerange— ACL
p.28-18
e dscp—0 63 DSCP
?
access-list access-list-number {deny |
permit} protocol any any [precedence 0.0.0.0 255.255.255.255
precedence] [tostos] [fragments] [log] 0.0.0.0
[log-input] [time-rangetime-range-name] |255.255.255.255 IP
[dscp dscp]
/ any
access-list access-list-number {deny | source 0.0.0.0
permit} protocol destination
host source host destination [precedence |0.0.0.0 IP
precedence] [tostos] [fragments] [log] host
[log-input] [time-rangetime-range-name]
[dscp dscp]
Catalyst 3750
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28 ACL
W PACL
2b  accessist access-list-number TCP
{deny | permit} tcp source
sour_ce\{wldcar(?l [or_Jerato_r port] TCP top
destination destination-wildcard [operator
port] [established] [precedence 2a
precedence] [tostos] [fragments] [log]
[log-input] [time-rangetime-range-name] operator port source
[dscp dscp] [flag] source-wildcard
destination destination-wildcard
eq ot It
neq range
range
2
port 10 0 65535
TCP TCP
? Cisco IOSIP and IP Routing
Command Referencefor I0S Release12.1  Configuring | P Services
TCP TCP
e established —
ack rst
o flag— TCP
ack fin
psh rst syn urg
2c  accessist access-list-number UbP
{deny | permit} udp
sour_ce s.ourceuvwld(_:ard [Qperator port] UDP udp
destination destination-wildcard [operator
port] [precedence precedence] [tostos] UbP TCP
[fragmentg] [log] [log-input] [time-range [operator [port]]
time-range-name] [dscp dscp] UbP UDP flag

established

i Catalyst 3750
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| 28 ACL
IP ACL ||
2d  accessist access-list-number ICMP
{deny | permit} icmp source
sour_ce\{\nldca?rd deﬂlr_lanon ICMP icmp
destination-wildcard [icmp-type |
[[icmp-type icmp-code] | [icmp-message]] |ICMP 2a IP
[precedence precedence] [tostos] ICMP
[fragmentg] [log] [log-input] [time-range
time-range-name] [dscp dscp]
* icmp-type — ICMP
0 255
e icmp-code— ICMP
ICMP ICMP
0 255
e icmp-message— ICMP ICMP
ICMP
ICMP
ICMP
? Cisco IOSIP and IP
Routing Command Referencefor I0S Release12.1  Configuring
IP Services
2e  accessist access-list-number IGMP
{deny | permit} igmp source
sour_ce\{vlldcgrd deﬂlr_lanon IGMP igmp
destination-wildcard [igmp-type]
[precedence precedence] [tostog] IGMP 2a IP
[fragmentg] [log] [log-input] [time-range
time-range-name] [dscp dscp]
igmp-type — IGMP 0 15
dvmrp host-query host-report pim
trace

show access-lists [number | name]

copy running-config startup-config

171.69.198.0

Telnet
€q

no access-list access-list-number
ACE

172.20.52.0

Telnet TCP

Swi tch(config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255

eq tel net

Swi tch(config)# access-list 102 permt tcp any any

Swi tch(config)# end
Swi tch# show access-lists
Ext ended | P access list 102

deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0. 255 eq tel net

permt tcp any any

Catalyst 3750
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28 ACL |

W PACL

ACL ACE ACE
ACE
S
ACL
ACL IPACL [p.28-21]
IPACL [p.28-21] VLAN VLAN
[p.28-32]
ACL
IPACL ACL
IP
IP
A
ACL
IPACL 1 99 IPACL
100 199 ACL ACL
ACL
. ACL ACL
ACL VLAN
. ACL ACL
. ACL IPACL [p.28-8]
« VLAN ACL ACL
ACL EXEC

1 configureterminal

2 ip accesslist standard name IP

¢

Catalyst 3750
m. 78-15164-04-3 |



28

ACL

IP ACL

deny {source [source-wildcard] | host source |
any} [log]

. ) host source —
per mit { source [source-wildcard] | host source | source0.0.0.0
any} [log]
any —
0.0.0.0 255.255.255.255
end EXEC

show access-lists [number | name]

copy running-config startup-config

ACL no ip access-list standard name
ACL EXEC
configureterminal
ip access-list extended name IP
100 199
{deny | permit} protocol {source
[source-wildcard] | host source|any} { destination log
[destination-wildcard] | host destination | any}
[precedence precedence] [tos tos] [established]
[log] [time-range time-range-name]
ACL p.28-11
host source —
source 0.0.0.0

host destination —
destination 0.0.0.0

any —

0.0.0.0 255.255.255.255

4 end

EXEC

5 show access-lists [number | name]

6 copy running-config startup-config

ACL

Catalyst 3750
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28 ACL

W PACL
ACL ACL
ACL IP
0.0.0.0
ACL ACE ACL
ACE no per mit no deny
ACL
border-list ACE
Switch(config)# ip access-list extended border-1ist
Swi tch(config-ext-nacl)# no pernmit ip host 10.1.1.3 any
ACL ACL ACL
ACL IP ACL [p.28-21]
VLAN VLAN [p.28-32]
ACL
ACL time-range
ACL
ACL
time-range
IP ACL p.28-8
ACL p.28-16 ACL
. IP
. ACL
CPU
Ternary Content Addressable Memory TCAM
S
Network Time Protocol NTP
p.7-2
ACL timerange EXEC

Catalyst 3750
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IP ACL
configureterminal
2 time-rangetime-range-name workhours
3 absolute[start time date]
[end time dat€] . absolute 1

absolute

periodic day-of-the-week hh: mmto
[day-of-the-week] hh:mm . periodic

periodic {weekdays | weekend | daily}
hh:mm to hh:mm

4 end EXEC

show time-range

6 copy running-config startup-config

notime-rangetime-range-name

workhours

Swi tch(config)# time-range workhours
Swi tch(config-tine-range)# periodi c weekdays 8:00 to 12: 00
Swi tch(config-time-range)# periodi c weekdays 13:00 to 17:00
Switch(config-tine-range)# exit
Swi tch(config)# time-range new year_day_2003
Switch(config-time-range)# absolute start 00:00 1 Jan 2003 end 23:59 1 Jan 2003
Switch(config-tinme-range)# exit
Swi tch(config)# time-range thanksgiving_2003
Switch(config-time-range)# absolute start 00:00 27 Nov 2003 end 23:59 28 Nov 2003
Switch(config-tinme-range)# exit
Switch(config)# time-range christms_2003
Switch(config-time-range)# absolute start 00:00 24 Dec 2003 end 23:50 25 Dec 2003
Swi tch(config-tinme-range)# end
Swi t ch# show time-range
time-range entry: christmas_2003 (inactive)
absol ute start 00:00 24 Decenber 2003 end 23:50 25 Decemnber 2003
time-range entry: new_year_day_2003 (inactive)
absolute start 00:00 01 January 2003 end 23:59 01 January 2003
time-range entry: thanksgiving 2000 (inactive)
absol ute start 00:00 22 Novenber 2003 end 23:59 23 Novenber 2003
time-range entry: workhours (inactive)
peri odi ¢ weekdays 8:00 to 12: 00
peri odi ¢ weekdays 13:00 to 17: 00

Catalyst 3750
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W PACL
ACL
TCP
TCP 188

Switch(config)# access-list 188 deny tcp any any time-range new year_day_ 2003
Switch(config)# access-list 188 deny tcp any any tine-range thanskgiving_2003
Switch(config)# access-list 188 deny tcp any any tinme-range christms_2003
Switch(config)# access-list 188 pernmit tcp any any tine-range workhours
Swi tch(config)# end
Swi tch# show access-lists
Ext ended | P access |ist 188

deny tcp any any tinme-range new year_day_2003 (inactive)

deny tcp any any tinme-range thanskgiving_2003 (active)

deny tcp any any tinme-range christnmas_2003 (inactive)

permt tcp any any tinme-range workhours (inactive)

ACL

Switch(config)# ip access-list extended deny_access
Swi tch(config-ext-nacl)# deny tcp any any tinme-range new_year_day_2003
Swi tch(config-ext-nacl)# deny tcp any any tine-range thanksgivi ng_2003
Swi tch(config-ext-nacl)# deny tcp any any tine-range christnms_2003
Swi tch(config-ext-nacl)# exit
Switch(config)# ip access-1ist extended may_access
Swi tch(config-ext-nacl)# permt tcp any any tine-range workhours
Swi tch(config-ext-nacl)# end
Swi tch# show ip access-lists
Ext ended | P access |ist deny_access

deny tcp any any tinme-range new year_day_ 2003 (i nactive)

deny tcp any any tinme-range thanksgi ving_2003 (inactive)

deny tcp any any tinme-range christnmas_2003 (inactive)
Ext ended | P access |ist nay_access

permt tcp any any tinme-range workhours (inactive)

ACL
remark IP
ACL ACL
100
IP ACL access-list access-list number remark
remark
no
Jones Smith

Switch(config)# access-list 1 remark Pernmit only Jones workstation through
Switch(config)# access-list 1 permt 171.69.2.88

Switch(config)# access-list 1 remark Do not allow Smith workstation through
Swi tch(config)# access-list 1 deny 171.69.3.13

IPACL remark
no

Catalyst 3750
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IP ACL
Jones Telnet
Switch(config)# ip access-list extended telnetting
Swi tch(config-ext-nacl)# remark Do not allow Jones subnet to tel net out
Swi t ch(config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet
IP ACL
ACL 1
ACL
ACL IPACL
p.28-21 VLAN ACL VLAN
p.28-32
ACL
EXEC
1 configureterminal
2 line[console | vty] line-number
e console—
DCE
. Vty_
line-number
0 16
3 access-class access-list-number {in | out}
4 end EXEC
show running-config
copy running-config startup-config
ACL no access-class access-list-number {in | out}
IP ACL
IPACL
3 ACL
ACL
. ACL
Catalyst 3750
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W PACL

* VLAN 2 ACL 2

ACL VLAN 3ACL VLAN

VLAN 2

ACL

. 3 ACL
SNMP Telnet Web CPU
2 ACL
>
ICMP
CPU ICMP
EXEC

configureterminal

2 interfaceinterface-id

2 ACL
3 ACL

3 ip access-group {access-list-number |

name} {in | out} out 5 ACL

4 end EXEC

show running-config

copy running-config startup-config

no ip access-group { access-list-number | name} {in | out}

Switch(config)# interface gigabitethernetl/0/1
Router(config-if)# ip access-group 2 in

S
ip access-group 3
SVI 3 EtherChannel
IP 3 CPU 3
VLAN

Catalyst 3750
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IP ACL ||
ACL ACL ACL
ACL
ACL ACL
ACL
ACL ICMP
ICMP 1
0.5 1 ip icmp rate-limit unreachable
ACL ACL
ACL
IP ACL
ACL CPU
ACL
CPU
A
ACL
VLAN
CPU
ACL CPU
e log
e ICMP
ACL VLAN
ACL
CPU
show ip access-lists EXEC
ACL show accesslists
hardwar e counters EXEC

Catalyst 3750
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W PACL

ACL
. ACL ACL

e ip unreachables log ACL

. ACL ACE log CPU

ACE

IP ACL
IP ACL ACL Security
Configuration Guide Cisco IOSI1P and IP Routing Configuration Guide for IOS Release 12.1

IP Services

28-3

ACL

. ACL 1
. ACL 1

28-3 ACL

H—/\A +—/\B
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7
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4

101354
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IP ACL | |

ACL B
172.20.128.64  172.20.128.95
ACL 1

Switch(config)# access-list 6 permt 172.20.128.64 0.0.0.31
Switch(config)# end
Swi t ch# show access-lists
Standard | P access list 6

permt 172.20.128.64, w ldcard bits 0.0.0.31
Switch(config)# interface gigabitethernetl/0/1
Switch(config-if)# ip access-group 6 out

ACL B
B 172.20.128.64 172.20.128.95
ACL 1

ACL IP

Swi tch(config)# access-list 106 pernmit ip any 172.20.128.64 0.0.0.31
Switch(config)# end
Swi t ch# show access-lists
Ext ended | P access |ist 106
permt ip any 172.20.128.64 0.0.0.31
Switch(config)# interface gigabitethernetl/0/1
Switch(config-if)# ip access-group 106 in

ACL

36.000 2 A
255.255.0.0 36.000 3

I
N

36.0.0.0
ACL

Switch(config)# access-list 2 permt 36.48.0.3

Swi tch(config)# access-list 2 deny 36.48.0.0 0.0.255. 255
Swi tch(config)# access-list 2 permt 36.0.0.0 0.255.255. 255
Switch(config)# interface gi gabitethernet2/0/1
Switch(config-if)# ip access-group 2 in

ACL

1023 TCP 2
128.88.1.2 SMTP TCP 3
ICMP

Switch(config)# access-list 102 pernmit tcp any 128.88.0.0 0.0.255.255 gt 1023
Swi tch(config)# access-list 102 permt tcp any host 128.88.1.2 eq 25
Switch(config)# access-list 102 pernmit icnp any any

Switch(config)# interface gigabitethernet2/0/1

Switch(config-if)# ip access-group 102 in

ACL
TCP
IP SMTP
TCP

Catalyst 3750
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W PACL

SMTP TCP 25
25
25
ACL ACL
ACL
128.88.0.0 B
128.88.1.2 established TCP
TCP ACK RST
1
1

Swi tch(config)# access-list 102 permt tcp any 128.88.0.0 0.0.255. 255 established
Swi tch(config)# access-list 102 permt tcp any host 128.88.1.2 eq 25
Switch(config)# interface gigabitethernetl/0/1

Switch(config-if)# ip access-group 102 in

ACL

internet_filter ACL mar keting_group ACL
internet_filterACL 1234

Switch(config)# ip access-list standard Internet_filter
Swi tch(config-ext-nacl)# permt 1.2.3.4
Swi tch(config-ext-nacl)# exit

mar keting_group ACL 171.69.0.0 0.0.255.255
TCP Telnet TCP ICMP
1024 171.69.0.0 179.69.255.255
UDP IP

Switch(config)# ip access-1ist extended marketing_group
Switch(config-ext-nacl)# permt tcp any 171.69.0.0 0.0.255.255 eq tel net
Swi tch(config-ext-nacl)# deny tcp any any

Swi tch(config-ext-nacl)# permt icnp any any

Swi tch(config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 It 1024

Swi tch(config-ext-nacl)# deny ip any any |og

Swi tch(config-ext-nacl)# exit

Internet_filter ACL marketing_group ACL 3

Switch(config)# interface gi gabitethernet3/0/2
Switch(config-if)# no swi tchport

Switch(config-if)# ip address 2.0.5.1 255.255. 255.0
Switch(config-if)# ip access-group Internet_filter out
Switch(config-if)# ip access-group marketing group in
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IP ACL

ACL

IP ACL

8 6 18:00 IP  HTTP
8 20:00 UDP

Switch(config)# time-range no-http

Swi tch(config)# periodic weekdays 8:00 to 18: 00

!

Swi tch(config)# tinme-range udp-yes

Swi tch(config)# periodic weekend 12: 00 to 20: 00

!

Switch(config)# ip access-list extended strict

Swi tch(config-ext-nacl)# deny tcp any any eq ww tine-range no-http
Swi tch(config-ext-nacl)# permt udp any any tine-range udp-yes
!

Swi tch(config-ext-nacl)# exit

Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# ip access-group strict in

IP ACL

ACL Jones
Smith
Switch(config)# access-list 1 remark Permt only Jones workstation through
Switch(config)# access-list 1 permt 171.69.2.88

Switch(config)# access-list 1 remark Do not allow Smith workstation through
Swi tch(config)# access-list 1 deny 171.69.3.13

ACL Winter Smith Web

Swi tch(config)# access-list 100 remark Do not allow Wnter to browse the web
Swi tch(config)# access-list 100 deny host 171.69.3.85 any eq ww
Swi tch(config)# access-list 100 remark Do not allow Smith to browse the web
Swi tch(config)# access-list 100 deny host 171.69.3.13 any eq www

ACL Jones
Switch(config)# ip access-list standard prevention

Swi tch(config-std-nacl)# remark Do not all ow Jones subnet through
Swi tch(config-std-nacl)# deny 171.69.0.0 0.0.255. 255

ACL Jones Telnet

Switch(config)# ip access-list extended telnetting
Swi tch(config-ext-nacl)# remark Do not all ow Jones subnet to tel net out
Swi tch(config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq tel net

ACL 2 log
log-input

[ 78-15164-04-3
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W PACL
stanl  10.1.1.0 0.0.0.255
log
Switch(config)# ip access-list standard stanl
Swi tch(config-std-nacl)# deny 10.1.1.0 0.0.0.255 | og

Swi tch(config-std-nacl)# permt any |og

Swi tch(config-std-nacl)# exit

Switch(config)# interface gigabitethernetl/0/1

Switch(config-if)# ip access-group stanl in

Switch(config-if)# end

Swi t ch# show | oggi ng

Sysl og | oggi ng:
Consol e | oggi ng
Moni tor | oggi ng: |eve
Buf fer 1o0gging: |eve
File I ogging: disabled
Trap | ogging: |evel debugging

| evel debugging
debuggi ng

debuggi ng

37 messages
0 nmessages
37 nessages

Log Buffer (4096 bytes):

enabl ed (0 nessages dropped, O flushes

0 overruns)
| ogged
ogged
ogged

39 nmessage |ines | ogged

00: 00: 48: NTP: authentication delay cal cul ati on probl ems

00: 09: 34: #SEC- 6- | PACCESSLOGS: | i st
00: 09: 59: #SEC- 6- | PACCESSLOGS: | i st
00: 10: 11: #SEC- 6- | PACCESSLOGS: | i st

stanl pernmtted
stanl deni ed 10
stanl pernmitted

extl
ubP

Switch(config)# ip access-1list extended extl

Swi tch(config-ext-nacl)# permt icnp any 10.1.1.0
Swi tch(config-ext-nacl)# deny udp any any | og

Swi tch(config-std-nacl)# exit

Switch(config)# interface gi gabitethernetl/0/2
Switch(config-if)# ip access-group extl in

0.0.0.0 1 packet

1.1.15 1 packet

0.0.0.0 1 packet

10.1.1.00.0.0.255 ICMP

0.0.0.255 | og

icnp 10.1.1.15 -> 10.1.1.61 (0/0), 1
icnp 10.1.1.15 -> 10.1.1.61 (0/0), 7
0.0.0.0(0) -> 255.255.255.255(0), 1
0.0.0.0(0) -> 255.255.255.255(0), 8

ACL

01: 24: 23: %SEC- 6- | PACCESSLOGDP: | i st extl1l permitted
packet
01: 25: 14: %SEC- 6- | PACCESSLOGDP: | i st ext1l permitted
packet s
01: 26: 12: USEC- 6- | PACCESSLOGP: | i st ext1 denied udp
packet
01: 31: 33: #SEC- 6- | PACCESSLOGP: | i st extl1l deni ed udp
packets
IPACL YSEC- 6- | PACCESSLOG

ACL

log-input

00: 04: 21: #SEC- 6- | PACCESSLOGDP: | i st

0001. 42ef . a400) -> 10.1.1.61 (0/0), 1 packet

log

00: 05: 47: %SEC- 6- | PACCESSLOGDP: | i st
(0/0), 1 packet

inputlog permtted icnp 10.1.1.10 (M anl

inputlog pernmitted icnmp 10.1.1.10 -> 10.1.1.61

Catalyst 3750
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MAC ACL ||
MAC ACL
VLAN 2 IP MAC
MAC ACL ACL
S
3 MAC ACL
mac access-list extended IP
S
appletalk deny permit MAC
MAC ACL EXEC
configureterminal
2 mac access-list extended name MAC
3 {deny |permit} {any | host source MAC address MAC
| source MAC address mask} {any | host any MAC
destination MAC address | destination MAC MAC host MAC
address mask} [typemask | Isap |sap mask | aarp | any MAC
amber | dec-spanning | decnet-iv | diagnostic | MAC MAC
dsm | etype-6000 | etype-8042 | lat | lavc-sca | per mit deny
mop-console | mop-dump | msdos | mumps |
netbios| vines-echo [vines-ip | xns-idp | 0-65535]
[cos cos] * type mask — Ethernet |1 SNAP
EtherType 10 16
8 EtherType
don’t care
e lIsap Isap mask — 802.2
LSAP 10 16 8
e aarp|amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps| netbios | vines-echo |vines-ip
| xnsidp— IP
e COS COS —
0 7 |EEE802.1Q Cost of Service CoS
4 end EXEC
5 show access-lists [number | name]
6 copy running-config startup-config

Catalyst 3750
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MAC

ACL

ACL no mac access-list extended name
MAC ACL ACE

DECnet Phase IV EtherType
macl

Swi tch(config)# mac access-1ist extended nmacl
Swi tch(config-ext-macl)# deny any any decnet-iv
Swi tch(config-ext-macl)# permt any any
Swi tch(config-ext-macl)# end
Switch # show access-lists
Ext ended MAC access |ist nacl

deny any any decnet-iv

permt any any

MAC ACL
MAC ACL 2
IP MAC ACL
* VLAN 2 ACL 2
ACL VLAN 3ACL VLAN
VLAN 2
ACL
e 1 2 IP 1 MAC
1 IP IP MAC
P
e 1 2 MAC 1
MAC ACL 2 MAC ACL
ACL ACL
2 MAC
EXEC
configureterminal
interface interface-id
2 ACL
mac access-group {name} {in} MAC
A
ACL
end EXEC
show mac access-group [interface 2
interface-id] MAC
copy running-config startup-config

no mac access-group { name}

i Catalyst 3750
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MAC ACL ||
MAC macl
Switch(config)# interface gi gabitethernetl/0/2
Rout er(config-if)# mac access-group nmacl in
S
mac access-group 2
EtherChannel
ACL ACL
ACL
ACL
ACL

Catalyst 3750
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ACL

N vLAN

VLAN

VLAN VLAN
VLAN
ACL VLAN IP MAC
match
VLAN 1 VLAN
VLAN IP ACL IP ACL ACL
IPACL p.28-8 VLAN p.28-33
VLAN ACL vlan access-map
action
drop match
IP P 1
A
P MAC match VLAN
match
VLAN 1 VLAN vlan filter
* VLAN p.28-33
* VLAN p.28-33
* VLAN VLAN p.28-36
. VLAN p.28-36

i Catalyst 3750
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VLAN | |

VLAN
VLAN

. ACL VLAN

. VLAN VLAN
VLAN
VLAN

. IP MAC match VLAN
match
match
VLAN

. ACL
* VLAN
. VLAN VLAN

. 2 IP MAC
VLAN  VLAN
ACL VLAN

. VLAN p.28-36
. ACL VLAN p.28-39

VLAN

VLAN VLAN
EXEC

1 configureterminal

2 vlan access-map name [number] VLAN

VLAN 10

3 action {drop | forward}

4 match {ip | mac} address{name| 1
number} [name | number] IP MAC

IP MAC

Catalyst 3750
| 78-15164-04-3 .m
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N vLAN

6 show running-config

7  copy running-config startup-config

no vlan access-map name

no vlan access-map name number

no action
VLAN permit deny VLAN
ACL
ACL  permit ACL  deny
ACL VLAN
ACL VLAN
1
ACL VLAN
ipLACL TCP
TCP iplACL VLAN
IP match match
IP

Switch(config)# ip access-list extended ipl

Swi tch(config-ext-nacl)# permt tcp any any

Swi tch(config-ext-nacl)# exit

Swi tch(config)# vlan access-map map_1 10

Swi tch(config-access-map)# match i p address ipl
Swi t ch(confi g-access-map)# action drop

VLAN ACLip2 UDP
ip2 ACL
ACL IP TCP  UDP

Switch(config)# ip access-list extended ip2

Swi tch(config-ext-nacl)# permt udp any any

Swi tch(config-ext-nacl)# exit

Switch(config)# vlan access-map map_1 20

Swi tch(config-access-map)# match ip address ip2
Swi tch(confi g-access-map)# action forward

2
VLAN IP MAC
ACL 101 igmp-match
tcp-match
. UDP
. IGMP
. TCP

Catalyst 3750
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VLAN

. 1P
. 1P

Swi tch(config)# access-list 101 pernit udp any any
Switch(config)# ip access-list extended ignp-match
Swi tch(config-ext-nacl)# permt ignp any any
Switch(config)# ip access-list extended tcp-match

Swi tch(config-ext-nacl)# permt tcp any any

Swi tch(config-ext-nacl)# exit

Swi tch(config)# vlan access-map drop-ip-default 10
Swi tch(config-access-map)# match i p address 101

Swi tch(confi g-access-map)# action forward

Swi tch(config-access-map)# exit

Swi tch(config)# vlan access-nmap drop-ip-default 20
Swi tch(config-access-map)# match i p address ignp-nmatch
Swi tch(config-access-map)# action drop

Swi t ch(confi g-access-map)# exit

Swi tch(config)# vlan access-nmap drop-ip-default 30
Swi tch(config-access-map)# match i p address tcp-nmatch
Swi tch(config-access-map)# action forward

VLAN MAC IP
MAC good-hosts good-protocols

. 0000.0c00.0111 0000.0c00.0211 MAC
e decnet-ip vines-ip MAC

. IP

. IP

Swi tch(config)# mac access-1ist extended good-hosts

Swi tch(config-ext-macl)# permt host 000.0c00.0111 any
Swi tch(config-ext-macl)# permt host 000.0c00. 0211 any
Swi tch(config-ext-nacl)# exit

Swi tch(config)# nac access-1ist extended good-protocols
Swi tch(config-ext-macl)# pernmit any any decnet-ip

Swi tch(config-ext-macl)# pernit any any vines-ip

Swi tch(config-ext-nacl)# exit

Swi tch(config)# vlan access-map drop-nac-default 10

Swi t ch(confi g-access-map)# match mac address good- hosts
Swi tch(confi g-access-map)# action forward

Swi tch(config-access-map)# exit

Swi tch(config)# vlan access-map drop-nac-default 20

Swi t ch(confi g-access-map)# match mac address good- protocol s
Swi tch(config-access-map)# action forward

VLAN IP IP
2 3 tcp-match good-hosts

. TCP
. 0000.0c00.0111 0000.0c00.0211 MAC
. P

. MAC

Catalyst 3750
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N vLAN

Swi tch(config)# vlan access-map drop-all-default 10

Swi tch(confi g-access-map)# match i p address tcp-match
Swi t ch(config-access-map)# action forward

Swi tch(confi g-access-map)# exit

Swi tch(config)# vlan access-map drop-all-default 20

Swi t ch(config-access-map)# match mac address good- hosts
Swi tch(config-access-map)# action forward

VLAN VLAN
1 VLAN 1 VLAN EXEC

configureterminal
2 vlan filter mapname vlan-list list VLAN 1 VLAN ID

list VLANID 22 10-22
VLAN ID 12,22, 30

show running-config

4 copy running-config startup-config

VLAN no vlan filter mapname vlan-list list

VLAN 1 VLAN20 22

Switch(config)# vian filter map 1 vlan-list 20-22

VLAN
VLAN
. p.28-36
. VLAN p.28-37
VLAN QoS  ACL 28-4
X Y VLAN A
C X Y
3 B
X Y
A

Catalyst 3750
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VLAN

28-4

ZA Y FA g?

VLANT v 7 : XDV YA~ DHTTP
EHEELFT, —>

HTTPIZFAAIRA ¥ b T =—=>

BEEINET, |:|| E

— — — VLAN 2
—>» /Ty k

HTTP X Y
10.1.1.32 Y IP 10.1.1.34 HTTP
A A VLAN

HTTP TCP IP

Switch(config)# ip access-list extended http

Swi tch(config-ext-nacl)# permt tcp host 10.1.1.32 host 10.1.1.34 eq www

Swi tch(config-ext-nacl)# exit

http
VLAN map2

Swi tch(config)# vlan access-map map2 10

Swi tch(config-access-map)# match i p address http

Swi tch(config-access-map)# action drop

Swi tch(config-access-map)# exit

Switch(config)# ip access-list extended match_all

Swi tch(config-ext-nacl)# permt ip any any

Swi tch(config-ext-nacl)# exit

Swi tch(config)# vlan access-nmap map2 20

Swi tch(config-access-map)# match i p address match_all
Swi tch(config-access-map)# action forward

VLAN map2 VLAN1

Switch(config)# vlian filter map2 vlian 1

VLAN VLAN10
28-5

* VLANZ20 10.1.2.0/8
* VLANI10 10.1.1.4 10.1.1.8

Catalyst 3750
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N vLAN

28-5 VLAN

VLAN< v 7

=i
10.1.1.100 I
.
H—s\ (VLAN 10)

—l
&\
D

BTy b
10.1.2.0/8

RA  (VLAN 20)

LAY3RA v F
RZ b (VLAN 10) —> vk 8
10.1.2.0.8 10114 10.1.1.8
P VLAN SERVER1 VLAN
VLAN SERVER1 VLAN10
1 IPACL
Switch(config)# ip access-list extended SERVERL_ ACL
Switch(config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch(config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch(config-ext-nacl))# permt ip host 10.1.1.8 host 10.1.1.100
Swi tch(config-ext-nacl))# exit
2 SERVER1 ACL IP P ACL

VLAN

Swi tch(config)# vlan
Swi t ch(confi g-access-
Swi t ch(confi g-access-
Swi tch(config)# vlan
Swi t ch(confi g-access-
Swi t ch(confi g-access-

3 VLANI10 VLAN

Swi tch(config)# vlan

access- map SERVERL_MAP

map) # match i p address SERVER1_ACL
map) # action drop

access- map SERVERL_MAP 20

map) # action forward

map) # exit

filter SERVERL_MAP vl an-1ist 10.

Catalyst 3750
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VLAN ||
ACL VLAN
VLAN ACL VLAN
ACL
VLAN
ACL VLAN deny ACL
S
ACL VLAN ACL
VLAN
IP MAC match VLAN
VLAN
match VLAN
ACL VLAN
. p.28-39
* VLAN ACL VLAN p.28-40
ACL VLAN VLAN
ACL VLAN VLAN
ACL 1
ACL VLAN
ACL VLAN ACE
ACL VLAN VLAN ACL VLAN
* VLAN VLAN
ACL 1
ACL ACL
permit...
permit...
permit...
deny ip any any
deny...
deny...
deny...
permit ip any any
Catalyst 3750
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[ | ACL VLAN
¢« ACL
« ACL 4 4
ACL full flow IP IP
P
IP don’'t care
IPACE 4 TCP/UDP/ICMP ACE ACL full flow
4 ACE IP
VLAN ACL VLAN
ACL VLAN VLAN
VLAN ACL
ACL
28-6 VLAN ACL
VLAN
VLAN VLAN
28-6 ACL
! AR HAh
VLAN 10 | L—% JL—% 1 VLAN 20
<v7T ACL ACL oy
\ V N N
RA RA ‘
(VLAN 10)
IV—T 4 VT HEE
FREREIUYD
ﬁZHL__!
(VLAN 10) l
F—— ! .
wawwo >y k! VLAN 20 g
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ACL

ACL VLAN
ACL
28-7 ACL
VLAN 2ACL IP ARP
28-7 ACL
VLAN 10 VLAN 20
v v
R R |
7z KX B
(VLAN 10) (VLAN 20)
REITYyD
IANTO NGV Y N S VLAN 20 g
ACL
28-8 ACL
ACL
1. VLAN VLAN
2. ACL
3. ACL
4, VLAN VLAN
28-8 ACL
AR H A
VLAN 10 L—43 L—43 VLAN 20
<vT ACL ACL v
b
R R |
AR FA KX B
(VLAN 10) (VLAN 20)
I—T 1 VT HEE
VAN YL VLAN 20 g
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| ACL VLAN
ACL
289 IP ACL
2 1
VLAN 1
VLAN VLAN
VLAN ACL VLAN
VLAN VLAN
VLAN 28-9  VLAN 10
28-9 ACL
AN H 5
VLAN 10 L—% L—% VLAN 20
%y ACL ACL %y
vV Vv vV vV
- ]
F— F—
KR A R B
(VLAN 10) ‘ (VLAN 20)
) LT TR
AR RC _’/
(VLAN 10) |:|| i
=y | 3
VLAN 10 VLAN 20§

i Catalyst 3750
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ACL ||
ACL
ACL VLAN ACL
ip access-group 2
3 ACL
2 MACACL
EXEC 28-2
28-2
show access-lists [number | name] IP MAC
show ip access-lists [number | name] IP IP
show ip interface interface-id
P
ip access-group
ACL
show running-config [interface interface-id]
MAC IP
show mac access-group [interface interface-id] 2
2
MAC
VLAN VLAN VLAN
28-3 EXEC
28-3 VLAN
show vlan access-map [mapname] VLAN
show vlan filter [access-map name | vlan vian-id] VLAN
VLAN VLAN

Catalyst 3750
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W AcL
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