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2 10003 ifIndex
ifIndex 27-3 1
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ifindex
svit 1 4999
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SFP? 10000 14500
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1. SVI = Switch Virtua Interface
2. SFP = Small Form-factor Pluggable
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. SNMP
IP
. snmp-server enginel D
remote SNMP ID
SNMP ID
ID
« SNMP SNMP SNMP
ID
« SNMP ID
ID MD5
SHA RFC
2274 ID
SNMPv3 SNMp-Server user username
SNMP
ID
SNMP
SNMP EXEC

configureterminal

no snmp-server SNMP

end EXEC

show running-config

a A W N B

copy running-config startup-config

no snmp-server

1 2C 3
SNMP I0S snmp-server
SNMP
SNMP SNMP
1
. SNMP
IP
« MIB MIB
. MIB
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SNMP
EXEC
1 configureterminal
2 snmp-server community string [view
view-name] [ro | rw] [access-list-number] . sring SNMP
1
. view
. MIB
ro MIB
/ rw
. access-list-number 1 99 1300 1999
IP
3 accesslist access-ist-number {deny | 2 IP
permit} source [source-wildcard]
e accesslist-number 2
e deny
per mit
e source
SNMP IP
. source-wildcard
10
1
end EXEC
show running-config
copy running-config startup-config
S
SNMP
No snmp-server community string
Catalyst 3750
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SNMP comaccess IP
4 SNMP
Swi tch(config)# snnp-server comunity comaccess ro 4
SNMP
SNMP ID
SNMP SNMP SNMP SNMP
SNMP EXEC
1 configureterminal
2 snmp-server enginel D {local SNMP
engineid-string | remote ip-address
dp-port port-numb ineid-stri . .
[udp-port port-number] enginéid-string} | | i gring SNMP 24 ID
ID 24
ID
123400000000000000000000 ID
snmp-server enginel D local 1234
* remote SNMP
ip-address
UDP 162
3 snmp-server group groupname{vl|v2c | SNMP
v3 [auth | noauth | priv]} [read readview]
: L . e e groupname
[write writeview] [notify notifyview]
[access access-lit] *
vl
v2c 2
2
v3
auth — Message Digest 5 MD5 Secure Hash

Algorithm  SHA
noauth — noAuthNoPriv

priv— Data Encryption Standard DES;

priv
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. read readview
64
. write writeview
64
. notify notifyview
64
. access access-list
64
4 snmp-server user username groupname |SNMP
[remote host [udp-port port]] {v1]|v2c| . username
v3 [auth {md5 | sha} auth-password]}
[encrypted] [access access-list]
e groupname
. SNMP
remote
IP
UDP 162
« SNMP vl v2c v3
v3
auth — HMAC-MD5-96
HMAC-SHA-96
64
encrypted —
. access access-list
64
end EXEC
6 show running-config
7  copy running-config startup-config
SNMP
10S
S
traps
traps
SNMP

snmp-server host
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27-5

27-5
bgp BGP
bridge STP MIB
cluster
config SNMP
config-copy SNMP
entity SNMP
envmon
flash SNMP FLASH

/
fru-ctrl FRU Catalyst 3750
hsrp Hot Standby Router Protocol HSRP
mac-notification MAC
port-security SNMP
0 1000
0
rtr SNMP Response Time Reporter  RTR
snmp
SNMP

stpx SNMP STP MIB
syslog SNMP Syslog
tty TCP
vlan-member ship SNMPVLAN
vlancreate SNMPVLAN
vlandelete SNMPVLAN
vtp VLAN Trunk Protocol VTP,VLAN

27-5 snmp-server host
EXEC
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1 configureterminal
2 snmp-server enginel D remote ip-address ID
engineid-string
3 snmp-Sserver user username groupname 2 SNMP
remote host [udp-port port] {vl|v2c|v3
[auth {md5 | sha} auth-password]}
[encrypted] [access access-list] &
ID
ID
4 snmp-server host host-addr SNMP
[traps||nfor-ms] [verson-{l|2(?|3[auth . hog-addr
| noauth | priv]}] community-string
udp-port port] [notification-type]
[udp-port port] [ ypel . . traps
. SNMP
informs
. SNMP verson 1 2c 3
SNMPv1
. 3 auth noauth
priv
A
priv
e community-string
. udp-port port UDP
. notification-type 27-5 p.27-12
5 snmp-server enabletraps
notification-types
27-5 p.27-12 snmp-server enable
traps?
snmp-server enabletraps
6 snmp-server trap-source interface-id
P
IP
7 snmp-server queue-length length
1 1000 10
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8 snmp-server trap-timeout seconds
1 1000 30
9 end EXEC
10 show running-config
11 copy running-config startup-config
snmp-server host snmp-server enabletrap
snmp-server
host informs snmp-server enabletraps

no snmp-server host host
no snmp-server host

no snmp-server host
informs
no snmp-server enable traps notification-types

SNMP
EXEC

1 configureterminal

2 snmp-server contact text

snnp-server contact Dial System Operator at beeper 21555.

3 snmp-server location text

snnp-server | ocation Building 3/ Room 222
end EXEC
show running-config

6 copy running-config startup-config
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SNMP TFTP
SNMP Trivia File
Transfer Protocol TFTP;
EXEC
configureterminal
2 snmp-server tftp-server-list SNMP
access-list-number TFTP
access-list-number 1 99 1300 1999
IP
3 accesslist access-list-number {deny |
permit} source [source-wildcard]
e accesslist-number 2
e deny
per mit
e source TFTP
IP
. source-wildcard
10
1
4 end EXEC
5 show running-config
6 copy running-config startup-config
SNMP
SNMP
public
SNMP
Swi tch(config)# snnp-server comunity public
public
SNMP SNMPv1
192.180.1.111 192.180.1.33 SNMPv2C 192.180.1.27
VTP public

Swi tch(config)# snnp-
Swi tch(config)# snnmp-
Swi tch(config)# snnmp-
Swi tch(config)# snnp-
Swi tch(config)# snnmp-

server
server
server
server
server

Catalyst 3750

communi ty public

enable traps vtp

host 192.180. 1. 27 version 2c public
host 192.180.1.111 version 1 public
host 192.180. 1. 33 public
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SNMP
Swi tch(config)#

Swi tch(config)#
Swi tch(config)#

Swi tch(config)#
Swi tch(config)#

myhost.cisco.com

Swi tch(config)#
Swi tch(config)#

snnp-server
snnp-server
snnp-server

MIB

MIB
cisco.com

snnp-server
snnp-server

snnp-server
snnp-server

comaccess 4
SNMP

public SNMPv2C

cisco.com
communi ty conaccess ro 4

enabl e traps snnmp authentication
host cisco.comversion 2c public

cisco.com

snmp-server host

enabl e traps entity
host cisco.comrestricted entity

public

enabl e traps
host myhost. ci sco. com public
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SNMP
SNMP
show snmp EXEC SNMP
27-6 EXEC
Cisco 10S Configuration Fundamentals Command

Reference Release12.1

27-6 SNMP
show snmp SNMP

show snmp enginel D [local | remote]

SNMP

show snmp group SNMP
show snmp user SNMP SNMP
snmp-server enable informs

SNMP

snmp-server enable traps
snmp-server host host-addr informs
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