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seq no: timestamp: %facility-severity-MNEMONI C: description (hostname-n)

service sequence-numbers  service timestamps log
datetime service timestamps log datetime [localtime] [msec] [show-timezone] service
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26-1

MNEMONIC
description

hostname-n

Switch-2

00: 00: 46: 9%.1 NK- 3- UPDOMN: | nterface Port-channel 1, changed state to up

00: 00: 47: 9%.1 NK- 3- UPDOMN: | nterface G gabitEthernet1l/0/1, changed state to up

00: 00:47: %. NK-3-UPDOWN: Interface G gabitEthernet1/0/2, changed state to up

00: 00: 48: 9%.1 NEPROTO- 5- UPDOMN: Li ne protocol on Interface VIanl, changed state to down
00: 00: 48: 9%.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface G gabitEthernetl/0/1,
changed state to down 2

*Mar 1 18:46:11: %SYS-5-CONFI G |: Configured from console by vty2 (10.34.195. 36)

18: 47: 02: %SYS-5-CONFI G | : Configured from console by vty2 (10.34.195. 36)

*Mar 1 18:48:50.483 UTC. %B5YS-5-CONFI G |: Configured fromconsole by vty2

(10. 34. 195. 36)

00: 00: 46: 9%.1 NK- 3- UPDOWN: I nterface Port-channel 1, changed state to up (Switch-2)
00: 00: 47: 9%.1 NK- 3- UPDOMN: | nterface G gabitEthernet2/0/1, changed state to up

(Swi tch-2)

00: 00:47: %.1 NK-3-UPDOWN: Interface G gabitEthernet2/0/2, changed state to up

(Swi tch-2)

00: 00: 48: 9%.1 NEPROTO- 5- UPDOMN: Li ne protocol on Interface VIanl, changed state to down
(Swi tch-2)

00: 00: 48: 9%.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface G gabitEthernet2/0/1,
changed state to down 2 (Sw tch-2)
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EXEC

configureterminal

no logging on

end

EXEC

show running-config

show logging

copy running-config startup-config

logging synchronous
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configureterminal

logging buffered [size]

4096 4096
2147483647
4
S
show memory
EXEC
logging host UNIX Syslog
host Syslog IP
Syslog
Syslog UNIX Syslog
p.26-12
logging file flash:filename
[max-file-size [min-file-size]]
[severity-level-number | type]
« filename
. max-file-size
4096 2147483647
4096
. min-file-size
1024 2147483647
2048
. severity-level-number | type
o 7
26-3
p.26-10
debugging
end EXEC

terminal monitor

show running-config

copy running-config startup-config
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||
logging buffered
show logging EXEC
clear logging EXEC
Power over Ethernet PoE PoE
logging event power -inline-status
no logging console
no logging

file [severity-level-number | type]

debug EXEC
debug
debug
debug
EXEC
1 configureterminal
2 line[console | vty] line-number
[ending-line-number] .
console
. vty
line vty line-number Telnet
vty
0 15
16 vty
linevty 015
1 vty
vty 2
linevty 2
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3 logging synchronous [level [severity-level
| all] | limit number-of-buffers] . level severity-level
2
. level all
. limit number-of-buffers
0 2147483647
20
4 end EXEC
5 show running-config
6 copy running-config startup-config
no logging
synchronous[level severity-level | all] [limit number-of-buffers]
EXEC

configureterminal

2 servicetimestampslog uptime

service timestamps log datetime [msec]
[localtime] [show-timezone] 2

end EXEC

show running-config

copy running-config startup-config

no service
timestamps

service timestamps log datetime

*Mar 1 18:46:11: %6YS-5-CONFI G I: Configured fromconsole by vty2 (10.34.195. 36)
(Swi tch-2)
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service timestamps log uptime

00: 00: 46: 9%.1 NK- 3- UPDOMN: | nterface Port-channel 1, changed state to up (Sw tch-2)

EXEC

configureterminal

service sequence-numbers

end EXEC

show running-config

a A W N B

copy running-config startup-config

no service sequence-numbers

000019: %SYS-5-CONFI G | : Configured fromconsole by vty2 (10.34.195.36) (Sw tch-2)

26-3

EXEC

1 configureterminal

2 logging console level

debugging
26-3 [p.26-10]

3 logging monitor level

debugging
26-3[p.26-10]
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4 logging trap level Syslog
Syslog informational
26-3
[p.26-10]
Syslog UNIX Syslog
p.26-12
5 end EXEC
6 show running-config
show logging
7  copy running-config startup-config
S
level
no logging console
no logging monitor Syslog
no logging trap
26-3 level UNIX Syslog
26-3 level
level Syslog
emergencies 0 LOG_EMERG
alerts 1 LOG_ALERT
critical 2 LOG_CRIT
errors 3 LOG ERR
war nings 4 LOG_WARNING
notifications 5 LOG_NOTICE
informational 6 LOG_INFO
debugging 7 LOG_DEBUG
4
. warnings
emer gencies
e debug debugging

Technical Assistance Center
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||
. notifications
. informational
SNMP Syslog
snmp-server enable trap SNMP
Syslog

SNMP

Syslog warning

26-3[p.26-10] 1

EXEC
configureterminal
2 logging history level® SNMP Syslog
level 26-3 p.26-10
warnings errors critical alerts
emer gencies
3 logging history size number Sydog
1
0 500
end EXEC
show running-config
copy running-config startup-config
1. level 26-3 SNMP 1
emergencies 0 1 critical 2 3
logging history size

Syslog no logging history

no logging history size
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|
UNIX Syslog
UNIX Syslog UNIX
UNIX Syslog
UNIX Syslog UNIX Syslog
root
)
UNIX Syslog Syslog
UNIX  man syslogd
Syslog Syslog
1 /etc/syslog.conf
| ocal 7. debug /usr/adm | ogs/ cisco.log
local7
26-4 p.26-13 debug Sysog
26-3 p.26-10 Syslog
Syslog
2 UNIX
$ touch /var/l og/ cisco.log
$ chnod 666 /var/| og/ cisco.log
3 Sydog
$ kill -HUP “cat /etc/syslog.pid
UNIX man syslog.conf man sysogd
UNIX
UNIX
Sysog
UNIX EXEC
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configureterminal

logging host

UNIX Syslog

logging trap level

Syslog
Syslog

26-3 p.26-10

logging facility facility-type

Syslog
26-4 p.26-13

local7

end

EXEC

show running-config

copy running-config startup-config

Syslog
Syslog
no logging trap

26-4

26-4

IP

no logging host
Syslog

UNIX
UNIX

facility-type

facility-type

auth

cron

cron

daemon

kern

local0 7

Ipr

mail

news

USENET

sys9 14

syslog

user

uucp

UNIX
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show logging EXEC
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