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>
EtherChannel
CLI
configureterminal
2 interfaceinterface-id
3 storm-control broadcast level level [.level]
1 100 0
99 100%
0.0
4 storm-control multicast level level [.level]
1 100 0
99 100%
0.0
5 storm-control unicast level level [.level]
1 100 0 99
100%
0.0
6 end EXEC
7  show storm-control [interface-id] [br oadcast
| multicast | unicast]
8 copy running-config startup-config
no storm-control broadcast level no storm-control
multicast level no stor m-control unicast level

i Catalyst 3750
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70.5%

Swi tch# configure terminal

Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# stormcontrol multicast |evel 70.5
Switch(config-if)# end

Swi tch# show stormcontrol gigabitethernet2/0/1 nulticast
Interface Filter State Level Current

G 2/0/1 For war di ng 70. 50% 0. 00%

Swi tch# configure termninal

Switch(config)# interface gi gabitethernet2/0/1
Switch(config-if)# no stormcontrol nulticast |evel
Switch(config-if)# end
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2
2
PIM CPU
PIM
3
2
1 EtherChannel
port-channel 5
EXEC
configureterminal
2 interfaceinterface-id
gigabitether net1/0/1

switchport protected
end EXEC
show interfaces interface-id switchport

o 0~ W

copy running-config startup-config

no switchport protected
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Swi tch# configure term nal

Switch(config)# interface gi gabitethernet1/0/1
Switch(config-if)# switchport protected
Switch(config-if)# end

MAC

EtherChannel

EXEC

configureterminal

2 interfaceinterface-id

3 switchport block multicast

switchport block unicast

end EXEC

show interfaces interface-id switchport

~N o o b

copy running-config startup-config

no switchport block { multicast | unicast}
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Swi tch# configure terminal

Switch(config)# interface gigabitethernetl/0/1
Switch(config-if)# sw tchport block multicast
Switch(config-if)# sw tchport block unicast
Switch(config-if)# end

MAC

MAC
MAC 1 1

MAC
MAC MAC

MAC

. p.21-8

. p.21-10

. p.21-10

. p.21-11

. p.21-14
. p.21-16

. MAC p.21-8
. p.21-9

MAC

1 switchport port-security
maximum value

Catalyst 3750

78-15164-04-3 |



MAC
. MAC — switchport port-security mac-addr ess mac-address
. MAC —
. MAC —
MAC MAC
switchport port-security mac-address sticky
MAC
MAC
MAC
MAC
MAC
MAC
MAC
MAC SDM
8 SDM MAC
2 MAC
MAC
. MAC
MAC
. VLAN
3
e protect — MAC
MAC
Y
protect

VLAN
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[ |
e restrict— MAC
MAC
SNMP Syslog
e shutdown — errdisable
LED SNMP
Syslog errdisable
errdisablerecovery cause psecure-violation
shutdown
no shut down
21-1
21-1
Syslog
SNMP
1 2
protect
restrict
shutdown
MAC
21-2
21-2
MAC 1
shutdown MAC
0
absolute
. Switched Port Analyzer SPAN;

Catalyst 3750
m. 78-15164-04-3 |



| 22

||
. Fast EtherChannel  Gigabit EtherChannel
. VLAN MAC MAC
S
VLAN
. VLAN
VLAN
2
Cisco |P Phone IPPhone MAC 2
IP Phone VLAN VLAN
PC IPPhone MAC
. VLAN VLAN
VLAN
. VLAN
VLAN
VLAN
. MAC
MAC
EXEC
1 configureterminal
2 interfaceinterface-id
3 switchport mode {access | trunk} access trunk
dynamic auto
4 switchport port-security
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5 switchport port-security maximum value MAC
[vlan [Vian-list]] MAC
MAC
SDM
8 SDM
MAC
2
MAC MAC
VLAN MAC
vlan
e vlan—VLAN
* vlan vian-liss — VLAN
VLAN VLAN
VLAN VLAN
6 switchport port-security violation
{protect | restrict | shutdown}
e protect — MAC
MAC
S
protect
VLAN
e restrict— MAC
MAC
SNMP
Syslog
e shutdown —
errdisable LED
SNMP Syslog
A
errdisable
errdisable recovery cause psecure-violation
shutdown
no shut down
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7 switchport port-security mac-address MAC

mac-address [vlan vian-id] MAC

MAC
MAC
VLAN ID MAC
VLAN ID VLAN
>
MAC

8 switchport port-security mac-address

sticky
9 switchport port-security mac-address MAC

sticky mac-address MAC

MAC
MAC
S
MAC
10 end EXEC
11 show port-security
12 copy running-config startup-config
no switchport port-security
MAC no switchport port-security
maximum value
shutdown no switchport port-security violation {protocol | restrict}
no switchport port-security mac-address sticky
MAC
MAC
no switchport port-security mac-address sticky
MAC no switchport port-security

mac-addr ess mac-address
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no switchport port-security
switchport port-security
no switchport port-security mac-address sticky
MAC MAC
no switchport port-security

no switchport port-security mac-address mac-address
MAC

50
MAC

Switch(config)# interface gigabitethernetl/0/1
Switch(config-if)# switchport nbde access

Switch(config-if)# switchport port-security
Switch(config-if)# switchport port-security maxi mum 50
Switch(config-if)# switchport port-security mac-address sticky

VLAN 3 MAC
Switch(config)# interface gi gabitethernetl/0/2
Switch(config-if)# sw tchport node trunk

Switch(config-if)# switchport port-security
Switch(config-if)# switchport port-security nac-address 0000.02000. 0004 vlan 3

* absolute —

e inactivity —

MAC

EXEC

1 configureterminal

2 interfaceinterface-id
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3 switchport port-security aging{static |timetime
| type{absolute | inactivity}}

¢

static

time
0 1440 0

type 1

* absolute— absolute

e inactivity — inactivity

4 end EXEC

show port-security [interface interface-id]
[address]

6 copy running-config startup-config

no switchport port-security aging time

no switchport port-security aging static

Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# switchport port-security aging tine 120

inactivity 2
Switch(config-if)# switchport port-security aging tine 2

Switch(config-if)# switchport port-security aging type inactivity
Switch(config-if)# switchport port-security aging static

show port-security interface interface-id EXEC

Catalyst 3750
| 78-15164-04-3 .m



21 |

MAC
MAC
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show interfaces interface-id switchport EXEC
show interfaces
counters EXEC show
storm control show port-security EXEC
21-3 EXEC 1

21-3

show interfaces [interface-id] switchport

show storm-control [interface-id] [br oadcast | multicast
| unicast]

show interfaces [interface-id] countersbroadcast

show interfaces [interface-id] counters multicast

show interfaces [interface-id] countersunicast

show port-security [interface interface-id]
MAC
MAC

show port-security [interface interface-id] addr ess
MAC

show port-security interfaceinterface-id vlan VLAN
MAC
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