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switchport port-security
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MAC
errdisable
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e noswitchport port-security mac-addr ess mac-address
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p.21-8
802.1x VLAN
VLAN 2 VLAN ID
* |PPhone VVID VVID
IP Phone
* |PPhone
PVID PVID VLAN
VLAN PVID VVID

VLAN

Catalyst 3750
m. 78-15164-04-3 |




| 10  802.1x

802.1x ||
Cisco 10S Release 12.1(14)EAL
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Cisco IOS Release 12.1(14)EAL

802.1x

802.1x

802.1x Cisco IOSRelease 12.1(14)EAL
802.1x
dot1x system-auth-control
802.1x 802.1x
dot1x host-mode multi-host
802.1x
802.1x AAA
1
ACL VLAN AAA

802.1x EXEC
configureterminal
aaa new-model AAA
aaa authentication dot1x { default} 802.1x
methodl [ method?2...] N

authentication
default
1
e groupradius— RADIUS
* none—
4 dotlx system-auth-control 802.1x
Catalyst 3750
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5 aaaauthorization network {default} ACL VLAN
group radius RADIUS
S
ACL
6 interfaceinterface-id 802.1x
7 dotlx port-control auto 802.1x
802.1x
p.10-12
8 end EXEC
9 show dotl1x
10 copy running-config startup-config

AAA no aaa new-model
802.1x AAA no aaa authentication dot1x {default |
list-name} 802.1x AAA
no aaa authorization
802.1x no dot1x system-auth-control
AAA 802.1x

Swi tch# configure termninal

Swi tch(config)# aaa new nodel

Swi tch(config)# aaa authentication dot1lx default group radius
Swi tch(config)# dot1x system auth-control

Switch(config)# interface gigabitethernet2/0/1

Swi tch(config)# switchport npde access

Switch(config-if)# dotlx port-control auto

Switch(config-if)# end

RADIUS
RADIUS 1P uDP
IP uDP IP uDP
IP
uDP RADIUS RADIUS 2
RADIUS
RADIUS EXEC
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configureterminal
2 radius-server host { hostname | RADIUS
|p-§ddress} auth-port port-number key hostname | ip-address RADIUS
string
P
auth-port port-number UDP
1812 0 65536
key string RADIUS RADIUS
RADIUS
S
radius-server host
RADIUS
RADIUS
3 end EXEC
4 show running-config
5 copy running-config startup-config
RADIUS no radius-server host { hostname | ip-address}
IP 172.20.39.46 RADIUS 1612
RADIUS rad123

Swi tch(config)# radi us-server host 172.120.39.46 auth-port 1612 key radl23

radius-server host RADIUS

radius-server timeout radius-server retransmit
radius-server key
RADIUS p.9-29

RADIUS IP
RADIUS
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802.1x

EXEC

3600

configureterminal

2 interfaceinterface-id

3 dotlx reauthentication

4 dotlx timeout reauth-period seconds

1 65535

3600

5 end

EXEC

show dot1x interface interface-id

copy running-config startup-config

reauth-period

no dot1x reauthentication

4000

Switch(config-if)# dotlx reauthentication
Switch(config-if)# dotlx tinmeout reauth-period 4000

dotlx re-authenticate interface interface-id

EXEC

Swi tch# dot 1x re-authenticate interface gigabitethernet2/0/1

dot1x timeout quiet-period

no dot1x timeout

p.10-16
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EXEC

802.1x

configureterminal

interface interface-id

dot1x timeout quiet-period seconds

1 65535

60

end

EXEC

show dot1x interface interface-id

copy running-config startup-config

no dot1x timeout quiet-period

30

Switch(config-if)# dotlx tineout quiet-period 30

EXEC

configureterminal

interface interface-id

dot1x timeout tx-period seconds

1 65535

30

end

EXEC

show dot1xinterface interface-id

copy running-config startup-config
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no dot1x timeout tx-period

EAP /
60

Switch(config-if)# dotlx tineout tx-period 60

EAP /
S
EXEC
1 configureterminal
2 interfaceinterface-id
3 dotlx max-reg count EAP /
1 10
2
end EXEC
show dot1x interface interface-id
copy running-config startup-config
no dot1x max-req
EAP /

5

Switch(config-if)# dotlx max-req 5

802.1x
802.1x 1
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802.1x
10-3 p.10-5 1 802.1x
1
EAPOL
802.1x
MAC
dot1x port-control auto
802.1x EXEC

configureterminal

2 interfaceinterface-id

3 dotlx host-mode multi-host 802.1x

dot1x port-control

auto

4 end EXEC

show dot1x interfaceinterface-id

6 copy running-config startup-config

no dot1x host-mode multi-host

802.1x
Switch(config)# interface gigabitethernet2/0/1

Switch(config-if)# dotlx port-control auto
Switch(config-if)# dotlx host-nobde mnulti-host

VLAN

VLAN EAPOL /
802.1x VLAN 802.1x

VLAN

VLAN EXEC
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configureterminal

2 interfaceinterface-id

802.1x p.10-12

3 dotlx guest-vlan vian-id

VLAN

VLAN
VLAN
VLAN

802.1x VLAN
1 4094

RSPAN VLAN
VLAN  802.1x

end

EXEC

show dot1x interfaceinterface-id

copy running-config startup-config

VLAN

VLAN 2 802.1x VLAN

no dot1x guest-vlan

Switch(config)# interface gi gabitethernet2/0/2

Switch(config-if)# dotlx guest-vlan 2

802.1x

802.1x EXEC
configureterminal

2 interfaceinterface-id

3 dotlx default 802.1x

4 end

EXEC

show dot1x interface interface-id

6 copy running-config startup-config
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802.1x ||
802.1x
802.1x show dotlx all statistics EXEC
802.1x show dot1x statisticsinterface
interface-id EXEC
802.1x show dot1x all
EXEC 802.1x
show dot1x inter face interface-id EXEC
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