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EXEC
p.9-3

p.9-8

TACACS+
p.9-11
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EXEC | |

EXEC

Cisco 10S Security Command
Reference Release 12.1

EXEC

. p.9-3

. p.9-3

. p.9-4
. p.9-6

. Telnet p.9-7

. p.9-8

. p.9-8

9-1

15 EXEC

15 EXEC

EXEC
EXEC
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EXEC

1 configureterminal
2 enable password password EXEC

password 1 25

/
?
Ctrl-v
abc?123

abc

Ctrl-v

?123

Ctrl-v
abc?123
3 end EXEC
4 show running-config
5 copy running-config startup-config
no enable password
| 1u2c3k4ys
15 EXEC
Swi tch(config)# enabl e password | 1u2c3k4y5
Trivial File Transfer Protocol
TFTPR;
enable password enable secret
EXEC
enable secret
enable secret enable password 2

Catalyst 3750
m. 78-15164-04-3 |



EXEC ||
EXEC
1 configureterminal
2 enable password [level level] {password | EXEC
encryption-type encrypted-password}
enable secret [level level] { password |
encryption-type encrypted-password}
. level 0 15 1
EXEC 15
EXEC
e password 1 25
/
. encryption-type
5
>
EXEC
3 service password-encryption
4 end EXEC
5 copy running-config startup-config
level
privilege level

p.9-8

Catalyst 3750
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EXEC
no enable password [level level] no enable secret [level
level]
No service passwor d-encryption
2 $1$FaD0$Xyti 5RKIs3LoyxzB
Swi tch(config)# enable secret level 2 5 $1$FaD0$Xyti 5Rkl s3LoyxzS8
config.txt VLAN
vlan.dat
S
VTP
VLAN
XMODEM
p.36-4
EXEC
configureterminal
2 no service password-recovery
Cisco 10S
end EXEC

4 show version

Catalyst 3750

service passwor d-r ecovery
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EXEC
S
boot manual
/ switch:
Telnet
IP
Telnet
CLI
Telnet EXEC
1 PC
1
Return
enable password password EXEC
configureterminal
linevty 015 Telnet
16
15 16
5 password password 1 Telnet
password 1 25
end EXEC
show running-config
linevty 015
8 copy running-config startup-config
no password
Telnet let45me67in89

Switch(config)# line vty 10
Swi tch(config-line)# password | et45nme67i n89

Catalyst 3750
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[ | EXEC

EXEC
1 configureterminal
2 username name [privilege level]
{ passwor d encryption-type password} . name D 1
. level
0 15 15
EXEC 1
EXEC
e encryption-type
0
7
e password
1
25 username
3 lineconsole 0
0 VTY 0 15
linevty 015
4 login local
2
end EXEC
show running-config
7 copy running-config startup-config
No user name name
no login
Cisco 10S EXEC EXEC 2
16

i Catalyst 3750
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EXEC ||
clear line 2
2
configure 3
. p.9-9
. p.9-10
. p.9-10
EXEC
1 configureterminal
2 privilege mode level level command
* mode
configure EXEC exec
interface
line
e level 0 15 1
EXEC 15 enable
e command
3 enable password level level password
o leve 0 15 1
EXEC
e password 1 25
/
4 end EXEC
show running-config
show running-config
sh il
show privilege oW previtege
6 copy running-config startup-config
show ip traffic 15 show
show ip 15

no privilege mode level level command

Catalyst 3750
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EXEC

configure 14

SecretPswdl14

Switch(config)# privilege exec |evel
Swi tch(config)# enable password | evel

14

14 configure
14 Secret Pswd14

EXEC
configureterminal
2 linevty line
3 privilegelevel level
level 0 15 1
EXEC 15 enable
4 end EXEC
show running-config
show running-config
show privilege show previlege
6 copy running-config startup-config
privilegelevel
disable
no privilege level
EXEC
1 enableleve
level 0 15
2 disablelevel
level 0 15

Catalyst 3750
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TACACS+

TACACS+

TACACS+ | |

Terminal Access Controller Access Control System Plus TACACS+

TACACS+
TACACS+ Authentication, Authorization,
Accounting AAA; TACACS+
AAA
Cisco 10S Security Command
Reference Release 12.1
« TACACS+ p.9-11
« TACACS+ p.9-13
« TACACS+ p.9-13
« TACACS+ p.9-18
TACACS+
TACACS+ UNIX Windows NT
TACACS+ TACACS+
TACACS+
TACACS+
TACACS+
TACACS+
TACACS+ TACACS+
TACACS+ 1
9-1
Catalyst 3750
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W TACACS+

9-1 TACACS+

UINIXT—H9 RT—23 >
(TACACS+H—/1\1) Catalyst 6500

=X RAYF

4

Al

= >

A &

171.20.10.7

UINIXT—H9 R5—23 >
(TACACS+H—/1\2)

4

171.20.10.8

TACACS+ AAA

PPP
TACACS+

TACACS+

TACACS+H—/\ 7 FLRT

TACACS+

L

N
WJ

!
n

RAYFHEHRELET,

B X—ERFELET

(F7f=. TACACS+H—/\LT
RAL¥—%BELET) »
MAZE A 2—JLIZLETS,

054 VRTAEL YR FERBRLET,
COYRREBRFICEALES, —
DEICHLT, FAAEHE LV
FhYYTF 4 v AEREEBELES, 7—7AT—Yay

L

\\)\

!
n

TACACS+

TACACS+

TACACS+

TACACS+

TACACS+H
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TACACS+
TACACS+

TACACS+

* ACCEPT —

« REJECT —

* ERROR —

* CONTINUE —

3. TACACS+
REJECT
EXEC

« Telnet Secure Shell

TACACS+

TACACS+
TACACS+

e TACACS+
» TACACS+
e TACACS+
. EXEC
» TACACS+

TACACS+

ASCII
TACACS+
TACACS+
TACACS+
TACACS+H
TACACS+
ERROR
TACACS+ TACACS+
TACACS+H ACCEPT
ACCEPT
NETWORK
SSH  rlogin EXEC
IP
TACACS+H
TACACS+
1
p.9-14
p.9-14
p.9-15
TACACS+ p.9-16
p.9-17
Catalyst 3750
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W TACACS+

TACACS+
TACACS+ AAA
TACACS+
TACACS+ CLI
A
TACACS+H CLI TACACS+ 15
HTTP
TACACS+
1 AAA
IP
IP TACACS+
EXEC
configure terminal
2 tacacs-server host hostname TACACS+ IP
[port integer] [timeout integer]
[key string]
e hostname IP
. port integer
49 1 65535
. timeout integer
5
1 1000
. key string TACACS+
TACACS+
aaa new-model AAA
aaa group server tacacs+ group-name AAA
5 server ip-address TACACS+
AAA TACACS+
2
6 end EXEC

i Catalyst 3750
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TACACS+
7 show tacacs
8 copy running-config startup-config
TACACS+ no tacacs-server host hostname
Nno aaa group server tacacs+ group-name
TACACS+ IP no server ip-address

TACACS+
AAA
default
1
EXEC
configureterminal
2 aaanew-model AAA

3 aaaauthentication login { default |

list-name} methodl [method?2...] « login authentication

default
e list-name
* methodl...

Catalyst 3750
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W TACACS+

enable —
enable password

group tacacst — TACACS+
TACACS+
TACACS+
p.9-14

line —
password password

local —

username password

local-case— /
username name passwor d
none —
4 line[console | tty | vty] line-number
[ending-line-number]
5 login authentication {default | list-name}
default aaa authentication login

list-name aaa authentication login

end

EXEC

show running-config

copy running-config startup-config

AAA
AAA
methodl [method2...]
TACACS+
| list-name}
EXEC
AAA

no aaa new-model

no aaa authentication login {default | list-name}

no login authentication { default

TACACS+
AAA

i Catalyst 3750
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TACACS+

aaa authorization tacacs+
EXEC

aaa authorization exec tacacs+ local

» TACACS+ EXEC TACACS+

. TACACS+

CLI

EXEC TACACS+
EXEC

1 configureterminal

2 aaaauthorization network tacacs+
TACACS+

3 aaaauthorization exec tacacs+ EXEC TACACS+

exec
autocommand

4 end EXEC

show running-config

6 copy running-config startup-config

no aaa authorization { network | exec} methodl

TACACS+

AAA
AAA
TACACS+
/ AV

Cisco 10S TACACS+
EXEC

Catalyst 3750
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Bl TACACS+
1 configureterminal
2 aaaaccounting network start-stop tacacs+
TACACS+
3 aaaaccounting exec start-stop tacacs+ TACACS+H
EXEC
4 end EXEC
show running-config
copy running-config startup-config
no aaa accounting { network | exec} {start-stop}
method1...
TACACS+
TACACS+ show tacacs EXEC

Catalyst 3750
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RADIUS

RADIUS | |

Remote Authentication Dial-In User Service RADIUS

AAA

RADIUS

RADIUS AAA RADIUS

Reference Release 12.1

Cisco 10S Security Command

* RADIUS
* RADIUS
* RADIUS
* RADIUS

RADIUS

RADIUS
RADIUS
RADUIS

p.9-19

p.9-20

p.9-21
p.9-32

Cisco Secure Access Control Server
RADIUS

RADIUS

RADUIS
RADUIS
3.0 Livingston Merit Microsoft

RADIUS

RADIUS

RADIUS

Kerberos

RADIUS

RADIUS

RADIUS  Enigma

. RADIUS

9-2 [p.9-20]

Catalyst 3750
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W RrADIUS

10

RADIUS

Control Protocol

NBFCP, NetBIOS

Interface  NASI;NetWare X.25 PAD
. RADIUS RADIUS
. RADIUS 1
9-2 RADIUS  TACACS+
R Gl RADIUS
— )
| Y | R2 gl RADIUS
V.4 )
E]_| 777777777 E? T R TACACS+
— I — W)
——
VE-F 12 Egf TACACS+
PC — H—
'7—7X7‘-—°/5|> g
RADIUS
RADIUS
1.
2. RADIUS
3. RADIUS
a. ACCEPT —
b. REJECT —

c. CHALLENGE —

1 RADIUS
1 Telnet 1 |EEE 802.1x
802.1x
RADUIS RADIUS
RADIUS
RADIUS
RADIUS AppleTalk Remote Access ARA  NetBIOS Frame

NetWare Asynchronous Services

i Catalyst 3750
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d. CHALLENGE PASSWORD —

EXEC

ACCEPT REJECT
RADIUS
RADIUS RADIUS
e Telnet SSH rlogin EXEC
RADIUS
RADIUS
RADIUS
RADIUS
1
RADIUS RADIUS
* RADIUS p.9-21
* RADIUS p.9-22
* RADIUS p.9-24
« AAA p.9-25
* RADIUS p.9-28
. RADIUS p.9-29
. RADIUS
. RADIUS
RADIUS
RADIUS AAA
RADIUS
Catalyst 3750
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ACCEPT REJECT

RADIUS

TACACS+

RADIUS p.9-27

p.9-29
p.9-31

RADIUS
CLI
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H RADIUS

RADIUS
RADIUS
. IP
RADIUS IP UDP
IP UDP IP UDP
AAA RADIUS
UDP
IP RADIUS
RADIUS 2
2
2
RADIUS
RADIUS
AAA RADIUS
RADIUS
RADIUS
RADIUS
3 radius-server timeout radius-server
retransmit radius-server key RADIUS
radius-server host
A
RADIUS
RADIUS p.9-29
AAA
AAA p.9-25
RADIUS EXEC

Catalyst 3750
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RADIUS ||
configureterminal
2 radius-server host { hostname | RADIUS IP
ip-address} [auth-port port-number]
ct-port t-numb ti t
[acct-port port-nu . o] [_|meou i . auth-port port-number UDP
seconds] [retransmit retries] [key string]
. acct-port port-number
UDP
. timeout seconds RADIUS
1 1000 radius-server
timeout
radius-server host
radius-server timeout
. retransmit retries
RADIUS
1 1000 radius-server
host radius-server
retransmit
. key string RADIUS
RADIUS
)
RADIUS

radius-server host

UDP

RADIUS

3 end

EXEC

4 show running-config

5 copy running-config startup-config

RADIUS

RADIUS

Swi tch(config)# radi us-server

no radius-server host hostname | ip-address

RADIUS

host 172.29.36.49 auth-port 1612 key radl

Swi tch(config)# radi us-server host 172.20.36.50 acct-port 1618 key rad2

Catalyst 3750
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H RADIUS

RADIUS

host1l

Swi tch(config)# radi us-server host host1l

)
RADIUS IP
RADIUS
RADIUS
AAA
default
1
EXEC
configureterminal
2 aaanew-model AAA

3 aaaauthentication login { default |
list-name} methodl [method?2...]

* login authentication

default
e list-name
* methodl...

i Catalyst 3750
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RADIUS ||
enable —
enable password
group radius — RADIUS
RADIUS
RADIUS
p.9-22
line —
password password
local —
user name name password
local-case — /
username password
none —
4 line[console | tty | vty] line-number
[ending-line-number]
5 login authentication {default | list-name}
e default aaa authentication login
e list-name aaa authentication login
6 end EXEC
show running-config
copy running-config startup-config

AAA

AAA
methodl [method?2...]
RADIUS
list-name}

AAA
IP
AAA

no aaa new-model

RADIUS

Catalyst 3750

no aaa authentication login {default | list-name}

no login authentication { default |

AAA
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H RADIUS

RADIUS 2
2
server
IP auth-port
acct-port
AAA RADIUS EXEC
configureterminal
2 radius-server host { hostname | RADIUS IP
ip-address} [auth-port port-number]
t-port t- b ti t
[acct-port por num ] [.|meou ) . auth-port port-number UDP
seconds] [retransmit retries] [key string]
. acct-port port-number
UDP
. timeout seconds RADIUS
1 1000 radius-server
timeout
radius-server host
radius-server timeout
. retransmit retries
RADIUS
1 1000 radius-server
host radius-server
retransmit
)
key string RADIUS
RADIUS
RADIUS
radius-server host
1 IP
UDP
RADIUS
3 aaanew-model AAA

i Catalyst 3750
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RADIUS
4 aaagroup server radiusgroup-name AAA
5 server ip-address RADIUS
AAA RADIUS
2
6 end EXEC
7 show running-config
8 copy running-config startup-config
9 RADIUS RADIUS
p.9-24
RADIUS no radius-server host hostname | ip-address
no aaa group server radius group-name
RADIUS IP no server ip-address
2 RADIUS groupl  group2
groupl RADIUS 2

Swi tch(config)# radi us-server host 172.20.0.1 auth-port 1000 acct-port 1001
Swi tch(config)# radi us-server host 172.10.0.1 auth-port 1645 acct-port 1646
Swi tch(config)# aaa new nodel
server radius groupl

server 172.20.0.1 auth-port 1000 acct-port 1001

Swi tch(config)# aaa group
Swi t ch(confi g-sg-radi us)#
Swi t ch(config-sg-radius)#
Swi tch(config)# aaa group
Swi t ch(confi g-sg-radius)#
Swi t ch(config-sg-radius)#

AAA

aaa authorization
EXEC

exit

server radius group2
server 172.20.0.1 auth-port 2000 acct-port 2001

exit

aaa authorization exec radiuslocal

* RADIUS

. RADIUS

Catalyst 3750
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AAA
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EXEC RADIUS
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W RADIUS
S
CLI
EXEC RADIUS
EXEC
configureterminal
2 aaaauthorization network radius
RADIUS
3 aaaauthorization exec radius EXEC RADIUS
exec
autocommand
4 end EXEC
show running-config
copy running-config startup-config
no aaa authorization { network | exec} methodl
RADIUS
AAA
AAA
RADIUS
/ AV
Cisco10S RADIUS
EXEC
1 configureterminal
2 aaaaccounting network start-stop radius RADIUS
3 aaaaccounting exec start-stop radius RADIUS EXEC
EXEC
4 end EXEC
show running-config
6 copy running-config startup-config

Catalyst 3750
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RADIUS | |

no aaa accounting { network | exec} {start-stop}
method1...

RADIUS
RADIUS
EXEC
1 configureterminal
2 radius-server key string RADIUS
)
RADIUS
3 radius-server retransmit retries RADIUS
3 1 1000
4  radius-server timeout seconds RADIUS
5
1 1000
5 radius-server deadtime minutes RADIUS
0
1 1440
6 end EXEC
show running-config
copy running-config startup-config
no
RADIUS
Internet Engineering Task Force |ETF
26 RADIUS
Vendor-Specific Attribute VSA
RADIUS
1 ID 9
1 cisco-avpair
protocol : attribute sep value *

Catalyst 3750
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H RADIUS

protocol attribute
value TACACS+ / AV Ssep
= * TACACS+
RADIUS
AV IP PPP  IPCP
IP
ci sco-avpair= "ip:addr-pool =first”
EXEC

ci sco-avpair= "shell:priv-1vl=15"

RADIUS VLAN
ci sco-avpair= "tunnel -type(#64)=VLAN( 13)"
ci sco-avpai r= "tunnel - medi umt ype(#65) =802 nedi a(6)”
ci sco-avpai r= "tunnel - privat e-group-| D(#81) =vl ani d”
ASCII ACL
cisco-avpair= “ip:inacl #l=deny ip 10.10.10.10 0.0.255. 255 20. 20. 20. 20 255. 255. 0. 0"
ci sco-avpair= “ip:inacl #2=deny ip 10.10.10.10 0. 0. 255. 255 any”
ci sco-avpair= “mac: i nacl #3=deny any any decnet-iv”
ASCII ACL

ci sco-avpair= “ip:outacl #=deny i p 10. 10.10. 10 0. 0. 255. 255 any”

ID VSA
ID VSA RFC 2138 Remote Authentication Dial-In User
Service (RADIUS)
VSA EXEC
1 configureterminal
2 radius-server vsa send [accounting | RADIUS IETF 26
authentication] VSA
. accounting
. authentication
3 end EXEC
4 show running-config
5 copy running-config startup-config

Catalyst 3750
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RADIUS

Cisco 10S Security Configuration Guide Release 12.1

RADIUS | |

26
RADIUS Attributes

RADIUS
RADIUS IETF RADIUS
RADIUS
Cisco 10S RADIUS
RADIUS IETF RADIUS
RADIUS
radius-server
RADIUS
EXEC
1 configureterminal
2 radius-server host { hostname | RADIUS IP
ip-address} non-standard RADIUS
3 radius-server key string RADIUS
RADIUS
S
RADIUS
4 end EXEC
5 show running-config
6 copy running-config startup-config

RADIUS

non-standard
radius-server key

RADIUS

no radius-server host { hostname | ip-address}

no

rad124

Swi tch(config)# radi us-server host 172.20.30.15 nonstandard
Swi tch(config)# radi us-server key radl24

Catalyst 3750
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M Kerberos
RADIUS
RADIUS show running-config EXEC
Kerberos
Kerberos
Kerberos
Cisco.com
e Kerberos p.9-32
e Kerberos p.9-34
» Kerberos p.9-36
Kerberos Cisco 10S Security Configuration Guide Release12.1  Security Server
Protocols Kerberos Configuration Examples URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/secur_c/scprt2/
S
Cisco 10S Security Command
Reference Release 12.1 Security Server Protocols Kerberos Commands
URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cger/secur_r/srprt2/srdkerb.htm
Y
Kerberos Cisco 10S Security Command Reference Release 12.1
Catalyst 3750 Kerberos
Kerberos
Kerberos
Kerberos MIT
Data Encryption Standard DES;
Kerberos
Key Distribution Center KDC;
Kerberos
KDC Kerberos

Kerberos

Catalyst 3750
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http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/secur_r/srprt2/srdkerb.htm

Kerberos | |
S
Kerberos Kerberos
Catalyst 3750
Kerberos single logon
1
Kerberos 5 Kerberos 5 Kerberos 5
UNIX PC KDC
Kerberos
Kerberos
e Telnet
e rlogin
* rsh
9-2 Kerberos
9-2 Kerberos
TGT? Kerberos
ID
Kerberos
8
Kerberos Kerberos
user @REALM
sMith@EXAMPLE.COM  Kerberos Kerberos
user/instance@REALM
smith/admin@EXAMPLE.COM  Kerberos
Kerberos
~
Kerberos
~
Kerberos
KDC?KDC Kerberos
Catalyst 3750
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W Kerberos

Kerberos

9-2 Kerberos
Kerberos Kerberos
Kerberos Kerberos
Kerberos
ID
S
Kerberos
Kerberos
Kerberos ID
Kerberos
KEYTAB® KDC Kerberos 5
KEYTAB
Kerberos 5
KEYTAB SRVTAB*
Kerberos 1D Kerberos
S
Kerberos
KDC
KDC
TGT
SRVTAB KDC Kerberos5
SRVTAB KEYTAB
TGT KDC TGT
KDC Kerberos
1. TGT =ticket granting ticket
2. KDC = key distribution center
3. KEYTAB = key table
4. SRVTAB = server table
Kerberos Kerberos
Catalyst 3750 Kerberos
3
Kerberos Catalyst 3750
1. p.9-35
2. KDC TGT p.9-35
3. p.9-35
Catalyst 3750
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Kerberos | |

1. Kerberos Telnet
2.
3. TGT KDC
4. KDC ID TGT
5. TGT
. Caps
Lock Num Lock /
2
Kerberos Telnet
KDC KDC
KDC TGT
KDC TGT
2
KDC KDC TGT
KDC Cisco 10S Security Configuration Guide Release 12.1
Security Server Protocols Obtaining aTGT fromaKDC URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/secur_c/scprt2/

scdkerb.htm#xtoci d154005
3
TGT Kerberos
Cisco |OS Security Configuration Guide
Release 12.1 Security Server Protocols Authenticating to Network Services
URL

http://www.cisco.com/univercd/cc/td/doc/product/sof tware/ios121/121cgcr/secur_c/scprt2/
scdkerb.htm#xtocid154006
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| 78-15164-04-3 .m


http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/secur_c/scprt2/scdkerb.htm#xtocid154005
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/secur_c/scprt2/scdkerb.htm#xtocid154006

W Kerberos

Kerberos

KDC

Kerberos
KEYTAB

* Kerberos
* Kerberos

* Kerberos

Kerberos
KDC

Kerberos

KDC
KDC

Kerberos

Catalyst 3750

Kerberos

Kerberos

* Kerberos

* Kerberos

KDC

Cisco 10S Security Configuration Guide Release 12.1
Kerberos Configuration Task List

Security Server Protocols

http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/secur_c/scprt2/

scdkerb.htm#xtocid154007

i Catalyst 3750
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AAA AAA
AAA EXEC
configureterminal
2 aaanew-model AAA
3 aaaauthentication login default local
default
4 aaa authorization exec local AAA EXEC
5 aaaauthorization network local AAA
6 username name [privilege level]
{ passwor d encryption-type password}
* name D 1
. level
0 15 15
EXEC
EXEC
e encryption-type
0
7
e password
1
25 username
7 end EXEC
8 show running-config
9 copy running-config startup-config
AAA no aaa new-model

no aaa authorization { network | exec} methodl

Catalyst 3750
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W Secure Shell

Secure Shell
SSH
Cisco.com

e SSH p.9-38

e SSH p.9-39

e SSH p.9-42
SSH Cisco 10S Security Configuration Guide Release 12.2 Configuring Secure
Shell SSH Configuration Examples URL

http://www.cisco.com/univercd/cc/td/doc/product/sof tware/ios122/122cgcr/fsecur_c/fothersf/scfssh.htm

S
Cisco |0S Release 12.2 URL
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SSH SSH SSH
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SSHv1 SSHv2
SSHv1
SSH Data Encryption Standard DES; DES
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SSH
« TACACS+ TACACS+ [p.9-11]
* RADIUS RADIUS [p.9-19]
[p.9-37]
S
IP Security 1PSec
SSH
. Rivest, Shamir, and Adelman RSA
e SSH
e SSH SSH DES 56 3DES 168
. Advanced Encryption Standard AES
SSH
. p.9-39
. SSH p.9-40
e SSH p.9-41 SSH
SSH SSH
e SSHv1 RSA SSHv2
e SSH
RSA
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RSA
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SSH p.9-40
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RSA

ip domain-name

. AAA AAA

SSH
SSH

1. Cisco.com

p.9-37
P RSA EXEC

configureterminal

hostname hostname

ip domain-name domain_name

A W N P

crypto key generatersa SSH
RSA

1024

RSA

end EXEC
show ip ssh SSH

show ssh SSH

7  copy running-config startup-config

RSA crypto key zeroizersa
RSA SSH
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SSH
EXEC
1 configureterminal
2 ipsshversion[1]2] SSH 1 2
e 1— SSH
« 2— SSH
SSH SSH
SSH SSH
SSHv1 SSHv2 SSH
SSHv2
3 ip ssh{timeout seconds | SSH
authentication-retries number} . 120
0 120
SSH
CLI
CLI
SSH 5
4 0
CLI
10
3 0 5
end EXEC
show ip ssh SSH
show ssh SSH
6 copy running-config startup-config
no ip ssh {timeout | authentication-retries}
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SSH
SSH 9-3 EXEC
1
9-3 SSH
show ip ssh SSH
show ssh SSH

Cisco 10S Security Command Reference  Cisco 10S Release 12.2
Other Security Features Secure Shell Commands URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_r/fothercr/srfssh.htm.

i Catalyst 3750

78-15164-04-3 |


http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_r/fothercr/srfssh.htm

	検索ページ
	タイトルページ
	スイッチベースの認証の設定
	スイッチへの不正アクセスの防止
	イネーブルEXECコマンドへのアクセスの保護
	デフォルトのパスワードおよび権限レベル設定
	スタティック イネーブル パスワードの設定または変更
	暗号化によるイネーブルおよびイネーブル シークレット パスワードの保護
	パスワード回復のディセーブル化
	端末回線に対するTelnetパスワードの設定
	ユーザ名とパスワードのペアの設定
	複数の権限レベルの設定
	コマンドの権限レベルの設定
	回線に対するデフォルトの権限レベルの変更
	権限レベルへのログインおよび終了


	TACACS+によるスイッチ アクセスの制御
	TACACS+の概要
	TACACS+の動作
	TACACS+の設定
	TACACS+のデフォルト設定
	TACACS+サーバ ホストの特定と認証鍵の設定
	TACACS+ログイン認証の設定
	イネーブルEXECアクセスおよびネットワーク サービス用のTACACS+許可の設定
	TACACS+アカウンティングの開始

	TACACS+設定の表示

	RADIUSによるスイッチ アクセスの制御
	RADIUSの概要
	RADIUSの動作
	RADIUSの設定
	RADIUSのデフォルト設定
	RADIUSサーバ ホストの特定
	RADIUSログイン認証の設定
	AAAサーバ グループの定義
	ユーザ イネーブル アクセスおよびネットワーク サービス用のRADIUS許可の設定
	RADIUSアカウンティングの開始
	すべてのRADIUSサーバに対する設定
	ベンダー固有のRADIUSアトリビュート用にスイッチを設定する方法
	ベンダー固有のRADIUSサーバ通信用にスイッチを設定する方法

	RADIUS設定の表示

	Kerberosによるスイッチ アクセスの制御
	Kerberosの概要
	Kerberosの動作
	境界スイッチに対する認証の取得
	KDCからのTGTの取得
	ネットワークに対する認証の取得

	Kerberosの設定

	スイッチのローカル認証および許可の設定
	Secure Shellのためのスイッチの設定
	SSHの概要
	SSHサーバ、統合クライアント、およびサポート対象バージョン
	制限事項

	SSHの設定
	設定時の注意事項
	スイッチでのSSH実行の設定
	SSHサーバの設定

	SSHの設定およびステータスの表示


