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1 configure terminal

2  ipv6 access-list access-list-name IPv6 IPv6

Catalyst 3560
| oL-8553-02-J .m



37 IPvé ACL |

H 1Pv6 ACL

3a deny | permit protocol deny permit
{source-ipv6-prefix/prefix-length |
any | host source-ipv6-address}
tor [port-number]] * protocol
[oper.a .p. ) . ahp esp icmp ipv6 pcp stcp tcp udp
{destination-ipv6-prefix/prefix-lengt IPV6 0 255
h|any| host ICMP TCP UDP
destination-ipv6-address} [operator 3b 3d
[port-number]] [dscp value] e source-ipv6-prefix/prefix-length
[fragments] [log] [log-input] destination-ipv6-prefix/prefix-length
[sequence value] [time-range name] IPv6
16 16
RFC 2373
A
CLI /0
/128
/0 /64
EUI /128 IPv6
e |Pv6 /0 any
e host source-ipv6-address or destination-ipv6-address
IPv6
16
16
. operator
It gt eq neq
range
source-ipv6-prefix/prefix-length
destination-ipv6-
prefix/prefix-length
. port-number TCP UDP
0 65535 10 TCP UDP
. dscp value IPv6 Traffic
Class DiffServ
0 63
. fragments
ipvé
o log
log-input
ACL
. sequence value
1
4294967295
. time-range name
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3b
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3d

4
5
6
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deny | permit tcp
{source-ipv6-prefix/prefix-length |
any | host source-ipv6-address}
[operator [port-number]]
{destination-ipv6-
prefix/prefix-length | any | host
destination-ipv6-address} [operator
[port-number]] [ack] [dscp value]
[established] [fin] [log] [log-input]
[neq {port | protocol}] [psh] [range
{port | protocol}] [rst] [sequence
value] [syn] [time-range name] [urg]

TCP

TCP

tcp

ack —

established —
RST

fin —

TCP

neq {port | protocol} —

psh —

range {port | protocol} —

rst —
syn —

urg —

3a

ACK

deny | permit udp
{source-ipv6-prefix/prefix-length |
any | host source-ipv6-address}
[operator [port-number]]
{destination-ipv6-prefix/prefix-lengt
h | any | host
destination-ipv6-address} [operator
[port-number]] [dscp value] [log]
[log-input] [neq {port | protocol}]
[range {port | protocol}] [sequence
value] [time-range name]

UDP

UDP

udp

UDP

UbP

UDP
established

TCP
[operator [port]]

deny | permit icmp
{source-ipv6-prefix/prefix-length |
any | host source-ipv6-address}
[operator [port-number]]
{destination-ipv6-prefix/prefix-lengt
h | any | host
destination-ipv6-address} [operator
[port-number]] [icmp-type
[icmp-code] | icmp-message] [dscp
value] [log] [log-input] [sequence
value] [time-range name]

ICM

ICMP

P icmp

IP

ICM

]

icmp-type — ICMP
0 255

icmp-code — ICMP
0

icmp-message — ICMP

ICMP

255

ICMP

3a

ICMP
ICMP

end

EXEC

show ipv6 access-list

copy running-config startup-config
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H 1Pv6 ACL

no deny |
permit IPv6
CISCO IPv6
TCP 5000 2
UDP 5000 2
ICMP 2
IPv6 2
Switch(config)# ipvé access-list CISCO
Switch(config-ipv6-acl)# deny tcp any any gt 5000
Switch config-ipvé6-acl)# deny ::/0 1t 5000 ::/0 log
Switch(config-ipv6-acl)# permit icmp any any
Switch(config-ipv6-acl)# permit any any
IPv6 ACL
IPv6 ACL
IP ACL 3
2
IP IP ACL
3
EXEC
1 configure terminal
2 interface interface-id 2
ACL 3 ACL
A
IP IP
ACL
3 no switchport ACL 2
3
4 ipv6 address ipv6-address 3 ACL IPv6
)
2
IPV6
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IPvé ACL
5 ipv6 traffic-filter access-list-name {in |
out}
S
out 2
ACL P
IP
out

6 end EXEC
7 show running-config
8 copy running-config startup-config

Switch(config)# interface gigabitethernet 0/3
Switch(config-if)# no switchport
Switch(config-if)# ipvé address 2001::/64 eui-64
Switch(config-if)# ipvé traffic-filter CISCO out
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IPvé ACL

H 1Pv6 ACL

IPv6 ACL

37-1

37-1 IPv6

EXEC
IPv6

show access-lists

show ipv6 access-list [access-list-name]

IPv6

show access-lists EXEC

Switch #show access-lists
Extended IP access list hello
10 permit ip any any

IPv6 access list ipvé

permit ipvé any any sequence 10

show ipv6 access-lists EXEC

IPv6

Switch# show ipvé access-list

IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound
deny udp any any sequence 10
deny tcp any any eq telnet sequence 20
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