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IPv6 IP
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IP
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IPv6 IPv4 IPv6
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IPv6
Network Address Translation NAT;
IPv6
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DHCP
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IPv6 IPv6

URL Implementing Basic Connectivity for IPv6
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t13/ipv6_vgf.htm

Information About Implementing Basic Connectivity for IPv6 Catalyst
3560
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e Simplified IPv6 Packet Header

IPv6
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o 128 p.35-3
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. p.35-4

e |IPv6 p.35-5
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ID
ID
001 2000::/3 2000::/3
001 E000::/3 111 Extended Universal Identifier EUI 64
64 ID
EUI FEB80::/10
1111 1110 10 ID
IPv6
URL Cisco 10S IPv6 Configuration Library Implementing Basis Connectivity for IPv6
IPv6 Unicast Addresses
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t13/ipv6_vgf.htm
IPv6 3
1
1
IPv6é DNS
IPv6 Domain Name System DNS; /
/ DNS
DNS AAAA IPv6 IPvd A
IPv4 IPv6  DNS
IPv6 MTU
Maximum Transmission Unit MTU,; IPv6
MTU MTU RFC 1981
MTU
IPv6 MTU
MTU
ICMPv6
IPv6  Internet Control Message Protocol ICMP  RFC 2463 IPv4 ICMP
ICMP
IPv6 MTU
ICMP IPv6 Next Header
58 IPv6 ICMP
IPv6 Neighbor Discovery Protocol NDP  RFC 2461 ICMPv6
NDP IPv6 Static Neighbor Discovery

IPv6 NDP  ICMP
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ICMP Type 135
ICMP Type 136
ICMP Type 137 IPv6
64 ICMPV6
RFC 2463 64
ICMP
IPv6
CPU IPv6
CPU
CPU IPv6 CPU
IPv6
IPv6 2
. RFC 2462 —
. — DHCP 6
IP
IPv6 ID MAC
FE80::/10
DHCP
IPv6 IPv6
IPv6
64 ID 64
128 IPv6
RFC 2462
IPv6
ICMP Type
133
IPv6
IPv6
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IPv6
IPv6
e ping traceroute Telnet Trivial File Transfer Protocol TFTP;
FTP
e |[Pv6 Secure Shell SSH
e IPV6 HTTP
e |Pv4 AAAA DNS
e |[Pv6 Cisco Discovery Protocol CDP
Cisco 10S URL Cisco
I0S IPv6 Configuration Library Managing Cisco 10S Applications over IPv6

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/ipv6_c/sa_mgev6.htm

IPv4/IPv6
IPv6 1 IPv4/I1Pv6
IPv6 IPv6
IPv4
IPv4  IPv6
Cisco 10S IPv4/1Pv6
IPv4 IPv6 IPv4 IPv6
IPv4 IPv6
35-1 IP IPv4
IPv6
35-1 IPv4/IPv6

122379

Sﬁe:my:ﬂ
Ternary CAM  TCAM MAC
Access Control List ACL;
Switching
Database Manager SDM,;
IPv4 IPv6 TCAM IPv4/1Pv6

SDM p.35-8
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IPv6

IPv6
e |Pv6 Policy-Based Routing PBR;
e |Pv6 Virtual Private Network VPN; Routing And Forwarding VRF
* Multiprotocol Border Gateway Protocol BGP  Intermediate System-to-Intermediate System IS-1S

Enhanced Interior Gateway Routing Protocol EIGRP IPv6
* IPv6 SNMP
e |Pv6 Hot Standby Router Protocol HSRP
e DHCPv6
. IPv6
e IPv4/IPv6  IPv6/IPv4
e IPv4/IPv6 IPv6/IPV4
e |Pv6 Reverse-Path Forwarding RPF
e |Pv6
IPv6 TCAM IPv6
* IPv6 64
IPV6 ICMPV6
64
* IPv6 64 IPV6
] Subnetwork Access Protocol SNAP IPv6
Y
IPv4 SNAP
] IPv6/IPV4 IPv4/IPv6
IPV6/IPv4 IPv4/IPv6
. IPv6
IPv4
. SPAN RSPAN
IPv6
RSPAN IPv6 SPAN MAC
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RSPAN IPv6 MAC
. IPv6 QoS PBR
i ICMPV6 packet Too Big
SDM
Catalyst 3560 MAC ALC
TCAM 1 TCAM
SDM
sdm prefer
SDM
7 SDM
SDM IP 6 IPv6
IPv4/IPv6 IPvd  IPv6
N
IPv4/1Pv6 IPv6
e |Pv4 IPv4 IPv4d QoS ACL
IPv6
. IPv4/1Pv6 IPv4 IPv6 IPv4
QoS ACL IPv6 QoS ACL
S
TCAM
IPv4
IPv4/IPv6 SDM
SDM IPv4 IPv6
N
IPV6 QoS
IPv6 Multicast Listener Discovery MLD
. IPv4/IPv6 — IPv4 2
QoS ACL IPv6 2
. IPv4/1Pv6 — IPv4 2
QoS ACL IPv6
2 ACL
. IPv4/IPv6 VLAN — IPv4 2
QoS ACL IPv6 2 ACL
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S
IPv4 1 TCAM IPv6
IPv6 TCAM
IPV6 IP
2000
35-1
8 1000 VLAN
35-1 IPv4/IPv6
IPv4 IPv4
IPv6 IPv6 IPv4
IPvé VLAN
MAC 2K 1536 8K

IPv4 IGMP 1K 1K 1K
IPv4 3K 2816 0

. IPv4 2K 1536 0

. IPv4 1K 1280 0
IPv6 1K 1152 1K
IPv6 3K 2816 0

L IPv6 2K 1536 0

L IPv6 1K 1280 0
IPv4 ACE 0 256 0
IPv4 MAC QoS ACE 512 512 512
IPv4 MAC ACE 1K 512 1K
IPv6 PBR ACE? 0 255 0
IPv6 QoS ACE 510 510 510
IPv6 ACE 510 510 510

1. IPv6 PBR
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IPv6
IPv6
e IPv6 p.35-10
e |Pv6 IPv6 p.35-10
e IPv4 IPv6 p.35-13
e |Pv6 ICMP p.35-15
e |Pv6 CEF p.35-15
e |IPv6 p.35-16
e |IPV6 RIP p.35-18
e |Pv6 OSPF p.35-20
IPv6
35-2  IPv6
35-2 IPv6
SDM Default
IPv6
CEFv6 dCEFv6 IPv4 CEF dCEF
.
IPv6 CEFv6 dCEF6
IPv6
IPv6 IPv6
IPv6 3 IPv6
)
ipv6 address ipv6-address
ipv6-prefix RFC 2373 16 16
prefix-length 1
10
IPv6 IPv6
IPv6
IPv6

FF02:0:0:0:0:1:ff00::/104
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. FF02::1
J FF02::2
S
IPv6 IPv4/1IPv6 SDM
IPv6 URL Cisco 10S IPv6 Configuration Library

Implementing Basis Connectivity for IPv6

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t13/ipv6_vgf.htm

)
Catalyst 3560
IPv6 p.35-7
3 IPv6 IPv6
EXEC
1 configure terminal
2 sdm prefer dual-ipv4-and-ipv6 {default| |IPv4 IPv6 SDM
routing | vlan}
e default —
e routing— IPv4 PBR IPv4 IPv6
e vian —
VLAN
end EXEC
reload (O]
configure terminal
6 interface interface-id
3
Switch Virtual Intertface SVI,
3 EtherChannel
7 no switchport 2
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10
1"

12
13
14

ipv6 address ipv6-prefix/prefix length IPv6 64 EUI
eui-64 IPv6
64 MAC

IPv6
ipv6 address ipv6-address link-local IPv6

IPv6
ipv6 enable IPv6

IPv6

exit
ip routing IP
ipv6 unicast-routing IPv6
end EXEC

show ip v6 interface interface-id

copy running-config startup-config

IPv6

no ipv6 address ipv6-address link-local

no ipv6 address ipv6-prefix/prefix length eui-64

IPv6 no ipv6
address IPv6
IPv6 no ipvé6
enable IPv6
no ipv6 unicast-routing
OL-8553-02-J |
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IPv6 2001:0DB8:c18:1::/64
IPv6
64 EUI-64 ID show ipv6 interface EXEC
FES80::/64
ID 20B:46FF:FE2F.:D940
Switch(config)# sdm prefer dual-ipv4-and-ipv6é default
Switch(config)# ipv6é unicast-routing
Switch(config)# interface fastethernet0/11
Switch(config-if)# no switchport
Switch(config-if)# ipv6é address 2001:0DB8:cl18:1::/64 eui 64
Switch(config-if)# end
Switch# show ipvé interface fastethernet0/11
FastEthernet0/11 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::20B:46FF:FE2F:D940
Global unicast address(es):
2001:0DB8:c18:1:20B:46FF:FE2F:D940, subnet is 2001:0DB8:c18:1::/64 [EUI]
Joined group address(es):
FF02::1
FF02::2
FF02::1:FF2F:D940
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
Hosts use stateless autoconfig for addresses.
IPv4 IPv6
IPv4 IPv6 IPv4 IPv6
IPv4 IPv6
IPv4 IPv6 IPv6 3
EXEC
S
IPv6 IPv4 IPv6 SDM
sdm prefer dual-ipv4-and-ipv6 {default | routing | vlan}
IPV6
reload EXEC
1 configure terminal
2 iprouting
3 ipv6 unicast-routing IPv6
4 interface interface-id
5 no switchport 2
Catalyst 3560

[ oL-8553-02-J



35 IPv6

H Pve

6 ip address ip-address mask [secondary] IPv4
7 ipv6 address ipv6-prefix/prefix length IPv6 64 ID
eui-64 IPv6
64 MAC
IPv6
ipv6 address ipv6-address link-local IPv6
IPv6
ipv6 enable IPv6
IPv6
end EXEC
show interface interface-id
show ip interface [interface-id]
show ip v6 interface interface-id
10 copy running-config startup-config
IPv4 no ip routing
IPv6 no ipv6 unicast-routing
IPv4
no ip address ip-address mask
IPv6 no ipv6 address ipv6-prefix/prefix length
eui-64 no ipv6 address ipv6-address link-local
IPv6
no ipv6 address IPv6
IPv6 no
ipv6 enable
IPv4 IPv6
Switch(config)# sdm prefer dual-ipv4-and-ipv6é default
Switch(config)# ip routing
Switch(config)# ipv6é unicast-routing
Switch(config)# interface fastethernet0/11
Switch(config-if)# no switchport
Switch(config-if)# ip address 192.168.99.1 244.244.244.0
Switch(config-if)# ipvé address 2001:0DB8:cl1l8:1::/64 eui 64
Switch(config-if)# end
Catalyst 3560
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IPv6 ICMP
IPv6 ICMP
traceroute
ICMP
ICMP EXEC

IPv6

IPv6 ICMP

IPv6 ICMP

100
10

1 configure terminal

2 ipv6 icmp error-interval interval [bucketsize] |IPv6 ICMP

e interval —

e bucketsize —

0 2147483647

1 200
end EXEC
show ipv6 interface [interface-id]
copy running-config startup-config
no ipv6 icmp error-interval
IPv6 ICMP 50 20
Switch(config) #ipv6é icmp error-interval 50 20
IPv6 CEF
Cisco Express Forwarding CEF
31IP CEF IP
3
CPU CEF CPU
IPv4 CEF
IPv6 CEF IPv6
Catalyst 3560
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IPv6 ipv6 unicast-routing
IPv6
ipv6 address
IPv6 IPv6
IPv6 CEF no ipv6 cef
IPv6 CEF ipv6 cef
IPv6 show ipv6 cef
EXEC
IPv6
2
1
IPv6
IPv6 IPv6
IPv6 IPv6
. — 3
N
IPv6 ip routing
ipv6 unicast-routing
IPv6 IPv6
1 3 IPv6

Catalyst 3560
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IPv6 EXEC
1 configure terminal
2 ipv6 route ipv6-prefix/prefix length {ipv6-address IPv6
|_interface-id [ipv6-address]} [administrative . ipvB-prefix — IPV6
distance]
e /prefix length — IPv6
10 10
e ipv6-address —
IPv6
IPv6
IPv6
RFC 2373 16
16
e interface-id —
IPv6
IPv6
IPv6
)
interface-id
e administrative distance —
1 254 1

3 end EXEC

Catalyst 3560
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T
4 show ipv6 static [ipv6-address | ipv6-prefix/prefix |IPv6
length] [interface interface-id] [recursive]
detail
[detail] * interface interface-id —
* recursive —
recursive interface
IPv6
show ipv6 route [ipv6-address | ipv6-prefix/prefix | o getail —
length]
5 copy running-config startup-config
no ipv6 route ipv6-prefix/prefix length {ipv6-address
| interface-id [ipv6-address]} [administrative distance]
130
Switch(config)# ipv6é route 2001:0DB8::/32 gigabitethernet0/1 130
IPv6 URL Cisco 10S IPv6
Configuration Library Implementing Static Routes for IPv6
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t13/ipv6_vgf.htm
IPv6 RIP
IPv6 Routing Information Protocol RIP
IPv6 RIP  IPv4 RIP IPv6
RIP IPv6 RIP
FF02:9 RIP
IPv6 RIP Routing Information Database RIB
IPv6 IPVv6 RIP 2
RIB
RIB RIP RIP
IPv6 RIP
RIP IPv6 RIB IPv6 RIP RIB
Catalyst 3560
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IPv6
S
IPv6 RIP ip routing
ipv6 unicast-routing
IPv6 IPv6 RIP
3 IPv6
IPv6 RIP EXEC
1 configure terminal
2 ipv6 router rip name IPv6 RIP
3 maximum-paths number-paths IPv6 RIP
1 64
exit
interface interface-id
3
6 ipv6 rip name enable IPv6 RIP
7 ipv6 rip name default-information {only | IPv6 /0 RIP
originate}
A
IPv6
/0
e only —
* originate —
end EXEC
show ipv6 rip [name] [interface interface-id] |IPv6 RIP
[database] [next-hops]
IPv6
show ipv6 route [ipv6-address |
ipv6-prefix/prefix length | protocol]
10 copy running-config startup-config

Catalyst 3560
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RIP no ipv6 router rip name

RIP
no ipv6 rip name

This example shows how to enable the RIP routing process cisco, with a maximum of

eight equal-cost routes and enable it on an interface:

Switch(config)# ipvé router rip cisco

Switch(config-router)# maximum-paths 8

Switch(config)# exit

Switch(config)# interface fastethernet0/11

Switch(config-if)# ipv6é rip cisco enable

IPv6 RIP URL Cisco 10S IPv6 Configuration

Library Implementing RIP for IPv6

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t13/ipv6_vgf.htm
IPv6 OSPF

OSPF IP

Link-State Advertisement LSA;

IPv6
LSA OSPF
3
OSPF 2 RFC 2740 IPv6
IPv6 OSPF  OSPF 2 IPv4 IPv6
IPv6
. IPv6 OSPF
IPv4
e |Pv6 OSPF
OSPF OSPF 2
e |Pv6
e OSPF 2 IPv6
e OSPF 2 32 IPv4
ID IPv4 IPv6 OSPF
IPv4 IP IPv6
ID IPv4
router-id ID OSPF
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OSPF
IP
OSPF IP
OSPF
IPv6 OSPF IPv6
OSPF
Y
IPv6
IPv6 OSPF
N
IPv6 OSPF ip routing
ipv6 unicast-routing
IPv6 IPv6 OSPF
3 IPv6
IPv6 OSPF EXEC
1 configure terminal
2 ipv6 router ospf process-id OSPF
ID IPv6 OSPF
ID 1 65535
3 area area-id range {ipv6-prefix/prefix
length} [advertise | not-advertise] [cost . areaid — D 10
cost] IPv6
* ipv6-prefix/prefix length — IPv6
10 10
/
e advertise — Type 3 LSA
e not-advertise —
DoNotAdvertise Type3 LSA
* cost cost —
OSPF SPF
0 16777215
4 maximum paths number-paths IPv6 OSPF
1 64 16
Catalyst 3560
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exit

interface interface-id

7 ipv6 ospf process-id area area-id [instance IPv6 OSPF

instance-id . . .
1 ¢ instance instance-id — ID

end EXEC

show ipv6 ospf [process-id] [area-id] OSPF
interface [interface-id]

show ipv6 ospf [process-id] [area-id] OSPF

10 copy running-config startup-config

OSPF no ipv6 router ospf process-id
OSPF

no ipv6 ospf process-id area area-id

IPv6 OSPF URL Cisco 10S IPv6 Configuration
Library Implementing OSPF for IPv6

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t13/ipv6_vgf.htm
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IPv6

IPv6

35-3 IPv6 EXEC
35-3 IPv6
show ipv6 access-list
show ipv6 cef IPv6 CEF
show ipv6 interface interface-id IPv6
show ipvé mtu IPv6 MTU
show ipv6 neighbors IPv6
show ipv6 ospf IPv6 OSPF
show ipv6 prefix-list IPv6
show ipv6 protocols IPv6
show ipv6 rip IPv6 RIP
show ipv6 route IPv6
show ipv6 routers IPv6
show ipv6 static IPv6
show ipv6 traffic IPv6

show ipv6 interface EXEC

Switch# show ipvé interface
Vlanl is up, line protocol is up
IPv6 is enabled, link-local address is FE80::20B:46FF:FE2F:D940
Global unicast address(es) :
3FFE:C000:0:1:20B:46FF:FE2F:D940, subnet is 3FFE:C000:0:1::/64 [EUI]
Joined group address(es):
FF02::1
FF02::2
FF02::1:FF2F:D940
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds

Catalyst 3560
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show ipv6 cef EXEC

Switch# show ipvé cef

::/0

nexthop 3FFE:C000:0:7::777 Vlan7

3FFE:C000:0:1:
attached to
3FFE:C000:0:1:
receive
3FFE:C000:0:7:
attached to
3FFE:C000:0:7
attached to
3FFE:C000:0:7
receive
3FFE:C000:111:
attached to
3FFE:C000:111:
receive
3FFE:C000:168
attached to
3FFE:C000:168
receive
3FFE:C000:16A:
attached to
3FFE:C000:16A:
receive

: /64
Vlanl
20B:46FF:FE2F:D940/128

: /64
Vlan7

::777/128

Vlan7

:20B:46FF:FE2F:D97F/128

l::/64
FastEthernetl1/0/11
1:20B:46FF:FE2F:D945/128

:1::/64

FastEthernet2/0/43

:1:20B:46FF:FE2F:D94B/128

1::/64
Loopbackl0
1:20B:46FF:FE2F:D900/128

show ipv6 protocols EXEC

Switch# show ipvé protocols
IPv6 Routing Protocol is “connected”
IPv6 Routing Protocol is “static”

IPv6 Routing Protocol is “rip fer”

Interfaces:
Vlan6

FastEthernet0/4

FastEthernet0/11

FastEthernet0/12
Redistribution:

None

show ipv6 rip EXEC

Switch# show ipvé rip

RIP process "f

er", port 521, multicast-group FF02::9, pid 190

Administrative distance is 120. Maximum paths is 16
Updates every 30 seconds, expire after 180

Holddown

lasts 0 seconds, garbage collect after 120

Split horizon is on; poison reverse is off
Default routes are not generated
Periodic updates 9040, trigger updates 60

Interfaces:
Vlan6

FastEthernet0/4

FastEthernet0/11

FastEthernet0/12
Redistribution:

None

i Catalyst 3560
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show ipv6 neighbor EXEC
Switch# show ipv6 neighbors

IPv6 Address

3FFE:C000:0:7::777
3FFE:C101:113:1::33

show ipv6 static EXEC

Switch# show ipv6é static

IPv6 Static routes

Code: * - installed in RIB

* ::/0 via nexthop 3FFE:C000:0:7::777,

show ipv6 route EXEC

Switch# show ipv6é route
IPv6 Routing Table - 21 entries

IPv6

Age Link-layer Addr State Interface
- 0007.0007.0007 REACH V17
- 0000.0000.0033 REACH Fal/0/13

distance 1

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP

U - Per-user Static route
Il - ISIS L1, I2 - ISIS L2, IA

O - OSPF intra, OI - OSPF inter,

ISIS interarea, IS - ISIS summary
OE1l - OSPF ext 1, OE2 - OSPF ext 2

ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

S ::/0 [1/0]
via 3FFE:C000:0:7::777
c 3FFE:C000:0:1::/64 [0/0]

via ::, Vlanl

L 3FFE:C000:0:1:20B:46FF:FE2F:D940/128 [0/0]
via ::, Vlanl

C 3FFE:C000:0:7::/64 [0/0]
via ::, Vlan7

L 3FFE:C000:0:7:20B:46FF:FE2F:D97F/128 [0/0]
via ::, Vlan7

C 3FFE:C000:111:1::/64 [0/0]
via ::, FastEthernet0/11

L 3FFE:C000:111:1:20B:46FF:FE2F:D945/128 [0/0]

C 3FFE:C000:168:1::/64 [0/0]

via ::, FastEthernet0/4
L 3FFE:C000:168:1:20B:46FF:FE2F:D94B/128 [0/0]
via ::, FastEthernet0/4
c 3FFE:C000:16A:1::/64 [0/0]
via ::, Loopbackl0
L 3FFE:C000:16A:1:20B:46FF:FE2F:D900/128 [0/0]
via ::, Loopbackl0
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H Pve

show ipv6 traffic EXEC

Switch# show ipvé traffic
IPv6 statistics:

Rcvd: 1 total, 1 local destination

source-routed, 0 truncated

format errors, 0 hop count exceeded
bad header, 0 unknown option, 0 bad source
unknown protocol, 0 not a router
fragments, 0 total reassembled
reassembly timeouts, 0 reassembly failures
6861 generated, 0 forwarded

fragmented into 0 fragments, 0 failed
encapsulation failed, 0 no route, 0 too big
RPF drops, 0 RPF suppressed drops
received, 36861 sent

Sent:

ICMP statistics:
Rcvd: 1 input, 0 checksum errors, 0 too short
0 unknown info type, 0 unknown error type
unreach: 0 routing, 0 admin, 0 neighbor, 0 address, 0 port
parameter: 0 error, 0 header, 0 option
hopcount expired, 0 reassembly timeout,0 too big
echo request, 0 echo reply
group query, 0 group report, 0 group reduce
router solicit, 0 router advert, 0 redirects
0 neighbor solicit, 0 neighbor advert
Sent: 10112 output, 0 rate-limited
unreach: 0 routing, 0 admin, 0 neighbor, 0 address, 0 port
parameter: 0 error, 0 header, 0 option
0 hopcount expired, 0 reassembly timeout,0 too big
0 echo request, 0 echo reply
0 group query, 0 group report, 0 group reduce
0 router solicit, 9944 router advert, 0 redirects
84 neighbor solicit, 84 neighbor advert

P O O O

UDP statistics:
Rcvd: 0 input, 0 checksum errors, 0 length errors
0 no port, 0 dropped
Sent: 26749 output

TCP statistics:
Rcvd: 0 input, 0 checksum errors
Sent: 0 output, 0 retransmitted
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