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IP TCP
UDP ICMP 4
ACE 4
4 ACE IP
4 ACE 4
. 3 TCP UDP
ACE 4
. 4 ACE 4
102 3
Switch(config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp
Switch(config)# access-list 102 deny tcp any host 10.1.1.2 eq telnet
Switch(config)# access-1list 102 permit tcp any host 10.1.1.2
Switch(config)# access-list 102 deny tcp any any
S

1 2 ACE eq

TCP Simple Mail Transfer Protocol SMTP Telnet

well-known
. A 10.2.2.2 65000 SMTP 10.1.1.1

TCP

4 ACE

ACE 3 SMTP
ACE
TCP 10.1.1.1
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ACL
IP
ACL
Syslog
)
log
permit deny ACE
ACL
5
IP
5
ACL
ACL EXEC
1 configure terminal
2 access-list access-list-number {deny | IPv4
permit} source [source-wildcard] [log]
access-list-number 1 99 1300 1999 10
deny permit
source
J 10 32
e 0.0.0.0 255.255.255.255 source source-wildcard
any source-wildcard
e source 0.0.0.0 source source-wildcard
host
source-wildcard source
log
3 end EXEC
4 show access-lists [number | name]
5 copy running-config startup-config
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ACL no access-list access-list-number
ACE
N
ACL ACL
IP ACL
0.0.0.0
IP 171.69.198.102
ACL

Switch (config)# access-list 2 deny host 171.69.198.102
Switch (config)# access-list 2 permit any
Switch(config)# end
Switch# show access-lists
Standard IP access list 2

10 deny 171.69.198.102

20 permit any
host 0.0.0.0 don’t care

[don’t care]
show
ACE
IPv4 ACL IPv4 ACL [p.31-20]
IPv4 ACL [p.31-21] VLAN
VLAN [p.31-32]
ACL
ACL ACL
ACE ACL
ACE
IP

Authentication Header Protocol ahp Enhanced Interior Gateway Routing Protocol eigrp  Encapsulation
Security Payload esp  Generic Routing Encapsulation gre ICMP icmp IGMP igmp

Interior Protocol ip IPinIP ipinip  KA9Q NOS IP over IP nos
Open Shortest Path First ospf Payload Compression Protocol pcp Protocol Independent
Multicast pim  TCP tcp UDP udp

N

ICMP ICMP

Catalyst 3560
| oL-8553-02-J .m



31 ACL |

H pPv4 ACL

Cisco 10S IP Command Reference, Volume 1 of 3:Addressing and Services Release 12.2

Cisco 10S IP Command Reference, Volume 2 of 3:Routing Protocols Release 12.2

Cisco 10S IP Command Reference, Volume 3 of 3:Multicast Release 12.2

minimize-monetary-cost Type of Service TaS;

TCP UDP ICMP IGMP IP

ACL EXEC

1 configure terminal
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2a access-list access-list-number {deny | IPv4
it tocol -wildcard destinati .
perml}.pro (_)CO wiidcard destination access-list-number 100 199 2000 2699 10
destination-wildcard [precedence
precedence] [tos tos] [fragments] [log] |deny permit
[log-input] [time-range
time-range-name] [dscp dscp] protocol P
AN ahp eigrp esp gre icmp igmp igrp ip ipinip nos ospf
4
- dscp tos |PCP pim tcp udp IP 0 255
dscp ip
tos  precedence
)
IP
TCP UDP ICMP IGMP
2b 2
source
source-wildcard source
destination
destination-wildcard destination
source source-wildcard destination destination-wildcard
3
J 10 32
e 0.0.0.0 255.255.255.255 any
. 0.0.0.0 host
e precedence—0 7
routine 0  priority 1  immediate 2  flash 3
flash-override 4 critical 5 internet 6 network 7
e fragments —
e tos—0 15 ToS
normal 0
max-reliability 2  max-throughput 4 min-delay 8
e log
log-input
e time-range — ACL
p.31-18
e dscp—0 63 DSCP
?
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access-list access-list-number {deny | source
permit} protocol any any [precedence source-wildcard 0.0.0.0 255.255.255.255
precedence] [tos tos] [fragments] [log] destination  destination-wildcard 0.0.0.0 255.255.255.255
[log-input] [time-range IP
time-range-name] [dscp dsc
ge-name] [dscp dscp] any
access-list access-list-number {deny | source  source-wildcard source 0.0.0.0
permit} protocol host source host destination destination-wildcard
destination [precedence precedence] [tos |destination 0.0.0.0 IP
tos] [fragments] [log] [log-input]
[time-range time-range-name] [dscp host
dscp]
2b access-list access-list-number {deny | TCP
permit} tcp source source-wildcard
t t] destinati
[ope_ra qr por_] estination TCp top
destination-wildcard [operator port]
[established] [precedence precedence] 2a
[tos tos] [fragments] [log] [log-input]
([1t|me-:‘z;1nge time-range-name] [dscp operator port source
scp] [flag] source-wildcard
destination destination-wildcard
eq gt It
neq range
range 2
port 10 0 65535
TCP TCP ?
Cisco 10S IP Configuration Guide Release 12.2 IP
Addressing and Services Configuring IP Services
TCP TCP
e established —
ack rst
e flag— TCP
ack fin psh
rst syn urg
2c access-list access-list-number {deny | UDP
permit} udp source source-wildcard
[ope'rat(?r porF] destination UDP udp
destination-wildcard [operator port]
[precedence precedence] [tos tos] UDP TCP
[fragments] [log] [log-input] [operator [port]] UDP
[time-range time-range-name] [dscp UDP flag
dscp] established
Catalyst 3560
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2d access-list access-list-number {deny | ICMP
permit} icmp source source-wildcard
d_estlnatlon destlnatlon-V\{lldcard ICMP icmp
[icmp-type | [[icmp-type icmp-code] |
[icmp-message]] [precedence ICMP 2a IP
precedence] [tos tos] [fragments] [log] ICMP
[log-input] [time-range
time-range-name] [dscp dscp]
* icmp-type — ICMP
0 255
* icmp-code — ICMP
0 255
e icmp-message — ICMP ICMP
ICMP
ICMP
? Cisco
10S IP Configuration Guide Release 12.2 Configuring IP
Services
2e access-list access-list-number {deny | IGMP
permit} igmp source source-wildcard
d_estlnatlon destination-wildcard IGMP igmp
[igmp-type] [precedence precedence]
[tos tos] [fragments] [log] [log-input] IGMP 2a IP
[time-range time-range-name] [dscp
dscp]
igmp-type — IGMP 0 15
dvmrp host-query host-report pim
trace
3 end EXEC

4 show access-lists [number | name]

5 copy running-config startup-config

171.69.198.0

Telnet
€q

no access-list access-list-number
ACE

172.20.52.0

Telnet TCP

Switch(config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255

eq telnet

Switch(config)# access-list 102 permit tcp any any

Switch(config)# end

Switch# show access-lists
Extended IP access list 102

10 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eqg telnet

20 permit tcp any any

ACL
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W IPv4 ACL
)
ACL
ACL IPv4 ACL [p.31-20]
IPv4 ACL [p.31-21] VLAN VLAN
[p.31-32]
ACL ACE
Cisco 10S Release 12.2(18)SE ACL
ip access-list resequence
ACL ACE
ACL ACE ACE
ACL ACE
ip access-list resequence URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122s/122snwft/release/122s14/fsaclseq.htm
ACL
IPv4 ACL ACL
IPv4
IP
N
ACL ACL
IP ACL 1 99 IP ACL 100 199
ACL
ACL
. ACL ACL
ACL
VLAN
. ACL ACL
. IPv4 ACL p.31-8 ACL
e VLAN ACL ACL
ACL EXEC
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1 configure terminal
2 ip access-list standard name IPv4
1 99
3 deny {source [source-wildcard] | host source
any} [log]
1
. . * host source — source  source-wildcard source 0.0.0.0
permit {source [source-wildcard] | host source
| any} [log] e any—source source-wildcard 0.0.0.0 255.255.255.255
end EXEC
show access-lists [number | name]
copy running-config startup-config
ACL no ip access-list standard name
ACL EXEC
1 configure terminal
2 ip access-list extended name IPv4
100 199
3 {deny | permit} protocol {source
[source-wildcard] | host source | any} log
{destination [destination-wildcard] | host
destination | any} [precedence precedence]
lish | ime-
[_tos tos] [established] [log] [time-range ACL 031-11
time-range-name]
e host source — source  source-wildcard source 0.0.0.0
e host destination — destination  destination-wildcard
destination 0.0.0.0
e any — source  source-wildcard destination
destination-wildcard 0.0.0.0 255.255.255.255
end EXEC
show access-lists [number | name]
copy running-config startup-config
ACL no ip access-list extended name
ACL ACL
ACL IP
0.0.0.0
Catalyst 3560
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ACL ACE ACL
no permit no deny
ACL
border-list ACE
Switch(config)# ip access-list extended border-list
Switch(config-ext-nacl)# no permit ip host 10.1.1.3 any
ACL ACL 1 ACL
ACL IPv4 ACL [p.31-21]
VLAN VLAN [p.31-32]
ACL
time-range
ACL
ACL
ACL
time-range
IPv4 ACL p.31-8
ACL p.31-16 ACL
d IP
J ACL
CPU
Ternary CAM  TCAM
S
Network Time Protocol NTP
p.6-2
ACL EXEC
1 configure terminal
2 time-range time-range-name workhours
time-range
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3 absolute [start time date] [end time date]

. absolute 1
periodic day-of-the-week hh:mm to absolute

[day-of-the-week] hh:mm
. periodic

periodic {weekdays | weekend | daily}
hh:mm to hh:mm

end EXEC

show time-range

copy running-config startup-config

no time-range time-range-name

workhours 2006 1 1

Switch(config)# time-range workhours
Switch(config-time-range)# periodic weekdays 8:00 to 12:00
Switch(config-time-range)# periodic weekdays 13:00 to 17:00
Switch(config-time-range)# exit
Switch(config)# time-range new_year_day 2006
Switch(config-time-range)# absolute start 00:00 1 Jan 2006 end 23:59 1 Jan 2006
Switch(config-time-range)# end
Switch# show time-range
time-range entry: new_year_day_2003 (inactive)

absolute start 00:00 01 January 2006 end 23:59 01 January 2006
time-range entry: workhours (inactive)

periodic weekdays 8:00 to 12:00

periodic weekdays 13:00 to 17:00

ACL
188
TCP
TCP

Switch(config)# access-list 188 deny tcp any any time-range new_year day_ 2006
Switch(config)# access-list 188 permit tcp any any time-range workhours
Switch(config)# end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-range new_year_day_2006 (inactive)

20 permit tcp any any time-range workhours (inactive)

Catalyst 3560
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ACL

Switch(config)# ip access-list extended deny_access
Switch(config-ext-nacl)# deny tcp any any time-range new_year_day 2006
Switch(config-ext-nacl)# exit
Switch(config)# ip access-list extended may_ access
Switch(config-ext-nacl)# permit tcp any any time-range workhours
Switch(config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip_default

10 permit ip any any
Extended IP access list deny_access

10 deny tcp any any time-range new_year_day_2006 (inactive)
Extended IP access list may_access

10 permit tcp any any time-range workhours (inactive)

ACL
remark IP
ACL ACL
1 100
permit deny
IP ACL access-list access-list number remark
remark no
Jones Smith

Switch(config)# access-list 1 remark Permit only Jones workstation through
Switch(config)# access-list 1 permit 171.69.2.88

Switch(config)# access-list 1 remark Do not allow Smith through
Switch(config)# access-list 1 deny 171.69.3.13

IP ACL remark
no
Jones Telnet

Switch(config)# ip access-list extended telnetting
Switch(config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch(config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet

IPv4 ACL

ACL 1
ACL

ACL IPv4 ACL
p.31-21 VLAN ACL VLAN p.31-32

Catalyst 3560
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IPv4 ACL
ACL
EXEC
1 configure terminal
2 line [console | vty] line-number

e console —
Data Communications Equipment DCE;
o \/ty_
line-number
0 16

3 access-class access-list-number {in | out}
4 end EXEC
5 show running-config

6

copy running-config startup-config

no access-class access-list-number {in | out}

ACL
IPv4 ACL
IPv4 ACL
ACL 2 3
ACL
ACL
VLAN 2 ACL 2
ACL VLAN 3 ACL VLAN
VLAN 2
ACL
3 ACL
SNMP Telnet Web CPU
2 ACL
o VLAN VLAN SVI ACL
ACL VLAN 3
ICMP
CPU ICMP
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IPv4 ACL
EXEC
1 configure terminal
2 interface interface-id
2 ACL
3 ACL

3 ip access-group {access-list-number |

name} {in | out} out ACL

end EXEC

show running-config

copy running-config startup-config

no ip access-group {access-list-number | name} {in | out}

Switch(config)# interface gigabitethernet0/1
Router (config-if)# ip access-group 2 in

N
ip access-group 3
SVI 3 EtherChannel
IP CPU 3
VLAN
ACL ACL ACL
ACL
ACL
ACL ACL
ACL
ACL
ACL ICMP
ICMP 1
0.5 1 ip icmp rate-limit unreachable
ACL ACL
ACL

i Catalyst 3560
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IP ACL
ACL CPU
ACL
CPU
S
ACL
VLAN
CPU
ACL CPU
* log
e |CMP
ACL VLAN
ACL
CPU
show ip access-lists EXEC
ACL show access-lists hardware
counters EXEC
ACL
. ACL ACL
* ip unreachables log ACL
. ACL ACE log CPU

ACE
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H pPv4 ACL

IPv4 ACL
IPv4 ACL

Cisco 10S Security Configuration Guide Release 12.2

12.2 IP Addressing and Services

31-3
A

ACL

. ACL
o ACL

31-3 ACL

a—
7
172.20.128.0 ~ 31

ACL

H—/VA H+—/\B
IR #% HEXZIL

v

hzgvrﬁ—m

I-I-\—
= u
AFH gf'\ E'!\ s
m

4 —

B

172.20.128.64  172.20.128.95

ACL

Switch(config)# access-list 6 permit 172.20.128.64 0.0.0.31

Switch(config)# end

Switch# show access-

lists

Standard IP access list 6

permit 172.20.128.64, wildcard bits 0.0.0.31
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 6 out

172.20.128.64 ~ 95

Cisco 10S IP Configuration Guide Release
Configuring IP Services

101354

i Catalyst 3560
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IPv4 ACL
ACL B
B 172.20.128.64
172.20.128.95 ACL
1
ACL IP
Switch(config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31
Switch(config)# end
Switch# show access-lists
Extended IP access list 106
permit ip any 172.20.128.64 0.0.0.31
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 106 in
ACL
36.0.0.0 2 A
255.255.0.0 36.0.0.0
4 2
48 1
36.0.0.0
ACL
Switch(config)# access-list 2 permit 36.48.0.3
Switch(config)# access-list 2 deny 36.48.0.0 0.0.255.255
Switch(config)# access-list 2 permit 36.0.0.0 0.255.255.255
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 2 in
ACL
1023 TCP 2
128.88.1.2 SMTP TCP 3
ICMP

Switch(config
Switch(config

access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023
access-list 102 permit tcp any host 128.88.1.2 eq 25
Switch(config access-list 102 permit icmp any any

Switch(config interface gigabitethernet0/1

Switch(config-if)# ip access-group 102 in

)
)
)
)

H H H H*

ACL
TCP
IP SMTP
TCP

SMTP TCP 25

25
25
ACL ACL
ACL

Catalyst 3560
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128.88.0.0 B
128.88.1.2 established TCP
TCP ACK RST
1
Switch(config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established
Switch(config)# access-1list 102 permit tcp any host 128.88.1.2 eq 25
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 102 in
ACL
Internet_filter ACL marketing_group ACL
internet_filter ACL 1.2.34

Switch(config)# ip access-list standard Internet_filter
Switch(config-ext-nacl)# permit 1.2.3.4
Switch(config-ext-nacl)# exit

marketing_group ACL 171.69.0.0 0.0.255.255
TCP Telnet TCP ICMP
1024 171.69.0.0  179.69.255.255
UDP IP

Switch(config)# ip access-list extended marketing group
Switch(config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet
Switch(config-ext-nacl)# deny tcp any any

)
Switch(config-ext-nacl)# permit icmp any any
Switch(config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch(config-ext-nacl)# deny ip any any log
Switch(config-ext-nacl)# exit
Internet_filter ACL marketing_group ACL 3

Switch(config)# interface gigabitethernet0/2
Switch(config-if)# no switchport

Switch(config-if)# ip address 2.0.5.1 255.255.255.0
Switch(config-if)# ip access-group Internet_filter out
Switch(config-if)# ip access-group marketing group in

Catalyst 3560
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IP ACL

ACL

IPv4 ACL

8 6 18 IP HTTP
UDP 8 20

Switch(config)# time-range no-http

Switch(config)# periodic weekdays 8:00 to 18:00

]

Switch(config)# time-range udp-yes

Switch(config)# periodic weekend 12:00 to 20:00

]

Switch(config)# ip access-list extended strict
Switch(config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch(config-ext-nacl)# permit udp any any time-range udp-yes
]

Switch(config-ext-nacl)# exit

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group strict in

IP ACL

ACL Jones Smith

Switch(config
Switch(config
Switch(config
Switch(config

access-list 1 remark Permit only Jones workstation through
access-list 1 permit 171.69.2.88
access-list 1 remark Do not allow Smith workstation through

)
)
)
)# access-list 1 deny 171.69.3.13

H H H H*

ACL Winter Smith Web

access-list 100 remark Do not allow Winter to browse the web
access-list 100 deny host 171.69.3.85 any eq www
access-list 100 remark Do not allow Smith to browse the web
access-list 100 deny host 171.69.3.13 any eq www

Switch(config
Switch(config
Switch(config

)
)
)
Switch(config)

H H H H*

ACL Jones

Switch(config)# ip access-list standard prevention
Switch(config-std-nacl)# remark Do not allow Jones subnet through
Switch(config-std-nacl)# deny 171.69.0.0 0.0.255.255

ACL Jones Telnet

Switch(config)# ip access-list extended telnetting
Switch(config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch(config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

ACL 2 log
log-input

[ oL-8553-02-J
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stanl 10.1.1.0 0.0.0.255
log

Switch(config)# ip access-list standard stanl

Switch(config-std-nacl)# deny 10.1.1.0 0.0.0.255 log

Switch(config-std-nacl)# permit any log
Switch(config-std-nacl)# exit
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group stanl in
Switch(config-if)# end
Switch# show logging
Syslog logging: enabled
Console logging:
Monitor logging: level debugging,
Buffer logging: level debugging,
File logging: disabled
Trap logging: level debugging,

(0 messages dropped,
level debugging, 37 messages

Log Buffer (4096 bytes):

00:00:48: NTP:

00:09:34:
00:09:59:
00:10:11:

$SEC-6-IPACCESSLOGS:1list stanl permitted
$SEC-6-IPACCESSLOGS:1list stanl denied 10
$SEC-6-IPACCESSLOGS:1list stanl permitted

0 flushes,

0 overruns)
logged

0 messages logged
37 messages logged

39 message lines logged

authentication delay calculation problems

0.0.0.0 1 packet
.1.1.15 1 packet
0.0.0.0 1 packet

extl 10.1.1.0 0.0.0.255 ICMP
UDP
Switch(config)# ip access-list extended extl
Switch(config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Switch(config-ext-nacl)# deny udp any any log
Switch(config-std-nacl)# exit
Switch(config)# interface gigabitethernet0/2
Switch(config-if)# ip access-group extl in
ACL
01:24:23:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1
packet
01:25:14:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet
01:31:33:%SEC-6-IPACCESSLOGP:list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets
IP ACL $SEC-6-IPACCESSLOG
ACL
log-input
00:04:21:%SEC-6-IPACCESSLOGDP:1list inputlog permitted icmp 10.1.1.10 (Vlanl
0001.42ef.a400) -> 10.1.1.61 (0/0), 1 packet
log
00:05:47:%SEC-6-IPACCESSLOGDP:1list inputlog permitted icmp 10.1.1.10 -> 10.1.1.61
(0/0), 1 packet
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MAC ACL ||
VLAN 2 IPv4 MAC
MAC ACL ACL
S
3 MAC ACL
mac access-list extended IP
N
appletalk deny permit MAC
MAC ACL EXEC
1 configure terminal
mac access-list extended name MAC
{deny | permit} {any | host source MAC MAC
address | source MAC address mask} {any | any MAC
host destination MAC address | destination MAC host MAC
MAC address mask} [type mask | Isap Isap any MAC
mask | aarp | amber | dec-spanning | MAC MAC
decnet-iv | diagnostic | dsm | etype-6000 | |permit deny
etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios |
vines-echo |vines-ip | xns-idp | 0-65535] ¢ type mask — Ethernet Il SNAP
[COS COS] Ethertype 10 16 8
Ethertype don’t care
e |sap Isap mask — IEEE 802.2
LSAP 10 16 8
don’t care
e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console | mop-dump
| msdos | mumps | netbios | vines-echo |vines-ip | xns-idp —  IP
® CO0SCOS— 0
7 IEEE 802.1Q CoS
4 end EXEC
5 show access-lists [number | name]
6 copy running-config startup-config
Catalyst 3560
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[ | MAC ACL

ACL no mac access-list extended name
MAC ACL ACE

EtherType DECnet Phase IV
macl

Switch(config)# mac access-list extended macl
Switch(config-ext-macl)# deny any any decnet-iv
Switch(config-ext-macl)# permit any any
Switch(config-ext-macl)# end
Switch # show access-lists
Extended MAC access list macl

10 deny any any decnet-iv

20 permit any any

2 MAC ACL
MAC ACL 2
IP MAC ACL
e VLAN 2 ACL 2
ACL VLAN 3ACL VLAN
VLAN 2
ACL
o 2 1P 1 MAC
1 1P IP MAC
IP
e 1 2 MAC 1
MAC ACL 2 MAC
ACL ACL
2 MAC
EXEC

1 configure terminal

2 interface interface-id

2 ACL
3 mac access-group {name} {in} MAC
ACL
end EXEC
show mac access-group [interface 2
interface-id] MAC

6 copy running-config startup-config

no mac access-group {name}
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m. OL-8553-02-J |



| 31 ACL

MAC ACL
macl
Switch(config)# interface gigabitethernet0/2
Router (config-if)# mac access-group macl in
S
mac access-group 2
EtherChannel
ACL ACL
ACL
ACL ACL

ACL

Catalyst 3560
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N VLAN
VLAN VLAN
VLAN VLAN
ACL VLAN IP
MAC match
match
VLAN 1 VLAN
1 VLAN IPv4 ACL IP ACL MAC ACL
IPv4 ACL p.31-8 VLAN p.31-34
2 VLANACL vlan access-map
3 action forward
drop match MAC
IP IP 1 ACL
A
IP MAC match VLAN
VLAN
match IP 2
4 VLAN 1 VLAN vlan filter
e VLAN p.31-33
e VLAN p.31-34
e VLAN VLAN p.31-36
. VLAN p.31-37
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VLAN | |
VLAN
VLAN
. ACL VLAN
U VLAN VLAN
VLAN
VLAN
. IP MAC match VLAN 1
match
match VLAN
. ACL
e VLAN
. 2 IP MAC
VLAN VLAN ACL VLAN
. VLAN VLAN
. VLAN VLAN
VLAN VLAN VLAN
. VLAN 2 VLAN
VLAN
VLAN
VLAN VLAN
VLAN VLAN
VLAN IP VLAN
VLAN VLAN
14 VLAN
VLAN p.31-37
ACL VLAN VLAN
ACL p.31-40
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H VLAN

VLAN

VLAN VLAN
EXEC

1 configure terminal

2 vlan access-map name [number] VLAN

VLAN 10
3 action {drop | forward}
forward
4 match {ip | mac} address {name | number} |1
[name | number] IP MAC
IP IP
IP
MAC

end

show running-config

copy running-config startup-config

no vlan access-map name

1 no vlan access-map name number
no action
VLAN permit deny VLAN
ACL
ACL permit ACL deny
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ACL

VLAN

VLAN

ACL VLAN

ACL VLAN
ipl ACL TCP
TCP iplACL VLAN
IP match
match IP

Switch(config)# ip access-list extended ipl
Switch(config-ext-nacl)# permit tcp any any
Switch(config-ext-nacl)# exit

Switch(config)# wvlan access-map map_1 10
Switch(config-access-map)# match ip address ipl
Switch(config-access-map)# action drop

VLAN ACL ip2 UDP
ip2 ACL
ACL IP TCP UDP

Switch(config)# ip access-list extended ip2
Switch(config-ext-nacl)# permit udp any any
Switch(config-ext-nacl)# exit

Switch(config)# wvlan access-map map_1 20
Switch(config-access-map)# match ip address ip2
Switch(config-access-map)# action forward

VLAN IP MAC
ACL 101 igmp-match tcp-match

. uDP
. IGMP

. TCP

. 1P
. 1P

Switch(config)# access-1list 101 permit udp any any
Switch(config)# ip access-list extended igmp-match
Switch(config-ext-nacl)# permit igmp any any
Switch(config)# ip access-list extended tcp-match
Switch(config-ext-nacl)# permit tcp any any
Switch(config-ext-nacl)# exit

Switch(config)# wvlan access-map drop-ip-default 10
Switch(config-access-map)# match ip address 101
Switch(config-access-map)# action forward
Switch(config-access-map)# exit

Switch(config)# wvlan access-map drop-ip-default 20
Switch(config-access-map)# match ip address igmp-match
Switch(config-access-map)# action drop
Switch(config-access-map)# exit

Switch(config)# wvlan access-map drop-ip-default 30
Switch(config-access-map)# match ip address tcp-match
Switch(config-access-map)# action forward
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H VLAN

VLAN

VLAN
MAC

0000.0c00.0111

vines-ip

decnet-iv
o IP
. IP

Switch(config)# mac access-list
Switch(config-ext-macl)# permit
Switch(config-ext-macl)# permit
Switch(config-ext-nacl)# exit

Switch(config)# mac access-list
Switch(config-ext-macl)# permit
Switch(config-ext-macl)# permit
Switch(config-ext-nacl)# exit

Switch(config)# wvlan access-map

good-hosts

0000.0c00.0211

MAC IP
good-protocols

MAC
MAC

extended good-hosts
host 000.0c00.0111 any
host 000.0c00.0211 any

extended good-protocols
any any decnet-ip

any any vines-ip

drop-mac-default 10

Switch(config-access-map)# match mac address good-hosts
Switch(config-access-map)# action forward

Switch(config-access-map)# exit

Switch(config)# wvlan access-map drop-mac-default 20
Switch(config-access-map)# match mac address good-protocols
Switch(config-access-map)# action forward

VLAN IP 1P
2 3 tcp-match good-hosts
. TCP
. 0000.0c00.0111 0000.0c00.0211 MAC
. IP
. MAC
Switch(config)# wvlan access-map drop-all-default 10
Switch(config-access-map)# match ip address tcp-match
Switch(config-access-map)# action forward
Switch(config-access-map)# exit
Switch(config)# wvlan access-map drop-all-default 20
Switch(config-access-map)# match mac address good-hosts
Switch(config-access-map)# action forward
VLAN
1 VLAN 1 VLAN EXEC
1 configure terminal
2 vlan filter mapname vlan-list list VLAN 1 VLAN ID
list VLAN ID 22 10 22
VLAN ID 12 22 30
OL-8553-02-J |
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VLAN
3 show running-config
4 copy running-config startup-config
VLAN no vlan filter mapname vlan-list list
VLAN 1 VLAN20 22
Switch(config)# wvlan filter map 1 vlan-list 20-22
VLAN
VLAN
. p.31-37
. VLAN p.31-38
VLAN QoS ACL 31-4
X Y VLAN A
C X Y
3 B
X Y
A
31-4

VLAN Z Y T : X 0\ Y ~AD
HTTP & LET. —

HTTPETZT > kY RA Y b T —>

EEINET, l
3

KRR R X

,,,,,,,, VLAN{ 10.1.1.32

— — — VLAN2
—> N\Ty b

101355
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H VLAN

HTTP X Y
10.1.1.32 Y IP 10.1.1.34
A B

HTTP TCP

Switch(config)# ip access-list extended http

HTTP
A VLAN

Switch(config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eqg www

Switch(config-ext-nacl)# exit

http

VLAN map?2
Switch(config)# wvlan access-map map2 10
Switch(config-access-map)# match ip address http
Switch(config-access-map)# action drop
Switch(config-access-map)# exit

Switch(config)# ip access-list extended match_all
Switch(config-ext-nacl)# permit ip any any
Switch(config-ext-nacl)# exit

Switch(config)# wvlan access-map map2 20
Switch(config-access-map)# match ip address match_all
Switch(config-access-map)# action forward

VLAN map2 VLAN1

Switch(config)# wvlan filter map2 vlan 1

VLAN
VLAN

e VLAN20
e VLAN10

10.1.2.0/8

10.1.1.4 10.1.1.8

31-5 VLAN

VLAN ¥ v 7

= |
10.1.1.100 l
|
#—/\ (VLAN 10)

A—
4

10.1.1.4@1\

RA + (VLAN 10)

A—
7

1011.8[::]
=y

HRA + (VLAN 10)

LAVIRSYTF

—> N7y b

VLAN 10
31-5

$Ixy b
10.1.2.0/8

KRR+ (VLAN 20)

101356

http

10.1.1.100
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VLAN | |
10.1.2.0.8 10.1.1.4 10.1.1.8
IP VLAN SERVERI1-ACL VLAN
SERVER1 VLAN
10
1 IP ACL

Switch(config)# ip access-list extended SERVER1_ACL
Switch(config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch(config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch(config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100
Switch(config-ext-nacl))# exit

2 SERVERI1_ACL IP ACL IP
ACL VLAN

Switch(config)# wvlan access-map SERVER1_MAP
Switch(config-access-map)# match ip address SERVER1_ACL
Switch(config-access-map)# action drop

Switch(config)# wvlan access-map SERVER1_MAP 20
Switch(config-access-map)# action forward
Switch(config-access-map)# exit

3 VLANI10 VLAN

Switch(config)# wvlan filter SERVER1_MAP vlan-list 10.
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| ACL VLAN
VLAN ACL VLAN
VLAN ACL
VLAN
ACL VLAN deny ACL
)
ACL VLAN ACL
VLAN
IP MAC match VLAN
VLAN
match VLAN
ACL VLAN
e VLAN ACL p.31-40
e VLAN ACL VLAN p.31-41
VLAN ACL
ACL VLAN VLAN
ACL VLAN VLAN
ACL 1
ACL VLAN VLAN
ACL VLAN ACE
ACL VLAN VLAN ACL VLAN
e VLAN VLAN
ACL 1
[ ]
ACL ACL
permit...
permit...
permit...

deny ip any any

deny...
deny...
deny...
permit ip any any
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ACL VLAN | |
e ACL
e ACL 4 4
ACL full-flow IP IP
IP
IP don’t care
IP ACE 4 TCP/UDP/ICMP ACE ACL full-flow
4 ACE IP
VLAN ACL VLAN
ACL VLAN VLAN
VLAN ACL
ACL
31-6 VLAN ACL
VLAN
VLAN VLAN
31-6 ACL
! AA A !
VLAN10 | jL—4% JL—% | VLAN20
<v7 | ACL ACL | <97
v v v \

——— A
-

—

KRR KA
(VLAN 10) )

KX KC /

(VLAN 10) |:||

vanto STV VLAN 20

§» T4 LS |
VA —ILNy Y TY J‘/

101357
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[ | ACL VLAN
ACL
31-7 ACL
VLAN 2 ACL IP ARP
31-7 ACL
VLAN 10 VLAN 20
<y <y
| | ]
==y | | ——
HRR A R B
(VLAN 10) ‘ 1 (VLAN 20)
LAy T yD
VLAN1O — > %y bh L. VIAN20 &
ACL
31-8 ACL
ACL
1 VLAN  VLAN
2 ACL
3. ACL
4 VLAN  VLAN
31-8 ACL
ARB A
VLAN10 | JL—% L—25 VLAN 20
<vT ACL ACL v/
b |
s | ]
— | | ——
R kA R B
(VLAN 10) (VLAN 20)
IL—T 1 VT ek
VLAN1O NG VA S VLAN20 5
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ACL VLAN | |
ACL
31-9 IP ACL
2 1
VLAN 1
VLAN VLAN
VLAN ACL VLAN
VLAN VLAN
VLAN 319  VLAN 10
31-9 ACL
AR Hh
VLAN 10 L—4 JL—4 VLAN 20
7y ACL ACL <7
v v v v
_" —
AR LA KA+ B
(VLAN 10) (VLAN 20)
) IW—T 1 VT HRE
KRR K C /
(VLAN 10) |:||
VLANTO S VLAN20  E
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H pPv4 ACL

IPv4 ACL

ip access-group
3

31-2

ACL

ACL

EXEC

VLAN ACL

MAC ACL
31-2

show access-lists [number | name]

IP MAC

show ip access-lists [number | name]

show ip interface interface-id

ip access-group
ACL

show running-config [interface interface-id]

MAC 1P

show mac access-group [interface interface-id]

MAC

VLAN
31-3

31-3 VLAN

VLAN
EXEC

VLAN

show vlan access-map [mapname]

VLAN

show vlan filter [access-map name | vlan vlan-id]

VLAN
VLAN

VLAN
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