SNMP

Catalyst 3560 SNMP

s

Cisco 10S Configuration Fundamentals Command Reference Release 12.2

e SNMP p.30-2
e SNMP p.30-7
o SNMP p.30-18

Catalyst 3560
I oL-8553-02-J .m



30 SNMP |

W sNwmP
SNMP
SNMP SNMP SNMP
MIB SNMP CiscoWorks Network

Management System NMS; MIB

SNMP
SNMP MIB SNMP

MIB
SNMP
MAC TCP
e SNMP p.30-2
e SNMP p.30-4
e SNMP p.30-4
e SNMP p.30-4
e SNMP MIB p.30-5
e SNMP p.30-5
e SNMP ifindex MIB p.30-6
SNMP
SNMP

e SNMPvl1 —RFC 1157 SNMP

e SNMPv2C SNMPv2Classic
SNMPv2Classic

SNMPv2C
SNMPv2 —RFC 1902 1907 SNMP 2
SNMPv2C — RFC 1901 SNMPv2
¢ SNMPv3 — SNMP 3 RFC 2273 2275
SNMPv3
SNMPv3

Catalyst 3560
m. OL-8553-02-J |



| 30 SNMP

SNMP | |
~
priv
SNMPvl  SNMPv2C
MIB IP Access Control List ACL;
SNMPv2C
SNMPv2C
SNMPv1
SNMPv2
SNMPv3
SNMP
SNMPv1l SNMPv2C SNMPv3
30-1
30-1 SNMP
SNMPv1 noAuthNoPriv
SNMPv2C |noAuthNoPriv
SNMPv3 noAuthNoPriv
SNMPv3 authNoPriv MD5 SHA HMAC-MD5 HMAC-SHA
SNMPv3 authPriv MD5 SHA |DES HMAC-MD5 HMAC-SHA
CBC-DES DES-56 Data
Encryption Standard DES 56
SNMP SNMP
SNMPv1
SNMPv2C SNMPv3
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SNMP MIB
NMS CiscoWorks CiscoWorks 2000
MIB
30-1 SNMP MIB SNMP
SNMP
MAC SNMP
SNMP SNMP get-request  get-next-request
set-request MIB
30-1 SNMP
NMS get-request, get-next-request. Y RT—=Y FINAR
get-bulk, set-request e
_‘ < - MIB =
SNMP < %St get-response. FS v SNMP T—S ok 8
MIB A MIB
SNMP
SNMP SNMP
SNMP
traps
snmp-server host
SNMP
N
SNMPv1 informs
SNMP
SNMP Protocol Data Unit PDU;
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1
SNMP
SNMP ifindex MIB
NMS IF-MIB
interface index iflndex
2 10003 ifIndex
30-3 ifIndex
30-3 ifIndex
iflndex
svit 1-4999
EtherChannel 5000-5012
5013-5077
5078-5142
SFP? 10000-14500
14501

1. SVI = Switch Virtual Interface
2. SFP = Small Form-Factor Pluggable
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s SNMP p.30-8

. p.30-8

s SNMP p.30-10

s SNMP p.30-12
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¢ SNMP TFTP p.30-16
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SNMP
304  SNMP

30-4 SNMP

SNMP !
SNMP
SNMP TCP tty

SNMP version 1

SNMPv3
noauth noAuthNoPriv

SNMP

1. snmp-server

SNMP

snmp-server SNMP

SNMP SNMP SNMP SNMP
SNMP SNMP SNMP SNMP
ID SNMP
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o snmp-server enginelD
remote SNMP ID
SNMP ID
ID
e SNMP
SNMP ID SNMP
. auth authNoPriv
priv  authPriv
e SNMP ID
ID MD5
SHA RFC 2274
ID
SNMPv3 snmp-server user
username SNMP
ID
SNMP
SNMP EXEC
1 configure terminal
2 nosnmp-server SNMP
3 end EXEC
4 show running-config
5 copy running-config startup-config
no snmp-server
1 2C 3
SNMP Cisco 10S
snmp-server SNMP
SNMP SNMP
1
. SNMP IP
. MIB
MIB
. MIB
EXEC
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SNMP
1 configure terminal
2 snmp-server community string [view
view-name] [ro | rw] [access-list-number .
1rojrw ] e string SNMP
1
] view
. MIB
ro
MIB
rw
] access-list-number 1 99 1300 1999
IP
3 access-list access-list-number {deny | 2 IP
permit} source [source-wildcard]
* access-list-number 2
e deny
permit
* source
SNMP IP
. source-wildcard source
10
1
end EXEC
show running-config
copy running-config startup-config
N,
SNMP
no snmp-server community string
comaccess  SNMP IP
4 SNMP

Switch(config)# snmp-server community comaccess ro 4
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SNMP
SNMP ID
SNMP SNMP SNMP
SNMP
SNMP EXEC
1 configure terminal
2 snmp-server enginelD {local engineid-string | SNMP
remote ip-address [udp-port port-number]
ineid-stri L .
engineid-string} e engineid-string SNMP 24
ID
24 ID
ID
123400000000000000000000 ID
snmp-server
enginelD local 1234
* remote SNMP
ip-address
UbDP
162
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SNMP
3 snmp-server group groupname {v1|v2c|v3 SNMP
auth th | pri d readvi it
{ . .| noau '| pI’IV}:} [rea readview] [wri .e . groupname
writeview] [notify notifyview] [access access-list]

L]

vl

v2c 2

2
v3

auth — MD5 SHA

noauth — noAuthNoPriv

priv— DES

privacy
A

priv

. read readview
64
] write writeview
64
. notify notifyview
64
. access access-list
64
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4 snmp-server user username groupname {remote |SNMP
h i O
ost [udp-port port]} {v1 [access access-list] | . username
v2c [access access-list] | v3 [encrypted] [access
access-list] [auth {md5 | sha} auth-password]}
e groupname
* remote SNMP
IP UDP
162
e SNMP vl v2c v3
v3
encrypted
v3
auth
HMAC-MD5-96 md5 HMAC-SHA-96 sha
64
] access access-list
64
end EXEC
show running-config
copy running-config startup-config
SNMP
Cisco 10S
N
traps
traps

snmp-server host
SNMP

30-5
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bgp Border Gateway Protocol BGP
bridge Spanning-Tree Protocol STP;
MIB
cluster
config SNMP
config-copy SNMP
entity SNMP
envmon fan
shutdown status supply temperature
flash SNMP FLASH
hsrp Hot Standby Router Protocol HSRP
ipmulticast IP
mac-notification MAC
msdp Multicast Source Discovery Protocol MSDP
ospf Open Shortest Path First OSPF
pim Protocol-Independent Multicast PIM
PIM Rendezvous
Point RP;
port-security SNMP
0 1000

0
rtr SNMP Response Time Reporter RTR
snmp

SNMP
storm-control SNMP
0 1000
0

stpx SNMP STP MIB
syslog SNMP  Syslog
tty TCP
vlan-membership SNMP VLAN
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30-5
vlancreate SNMP VLAN
vlandelete SNMP VLAN
vtp VLAN Trunking Protocol VTP; VLAN
Y
cpu [threshold] fru-ctrl insertion
removal SNMP
snmp-server enable traps snmp-server host

host-addr informs

30-5 snmp-server host

EXEC

1 configure terminal

2 snmp-server enginelD remote ip-address ID
engineid-string

3 snmp-server user username groupname {remote 2 SNMP
host [udp-port port]} {v1 [access access-list] |
v2c [access access-list] | v3 [encrypted] [access
access-list] [auth {md5 | sha} auth-password]}

/2

4 snmp-server group groupname {v1|v2c|v3 SNMP
{auth | noauth | priv}} [read readview] [write
writeview] [notify notifyview] [access access-list]
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SNMP ||
5 snmp-server host host-addr [informs | traps] SNMP
[ver5|on'{1 | 2.(: |3 {agt.h | 'noauth | priv}i}] e host-addr
community-string [notification-type]
o SNMP informs
. SNMP traps
. SNMP version 1 2c 3
SNMPv1  informs
. 3 auth
noauth priv
)
priv
e community-string version 1 version 2¢
version 3 SNMPv3
o notification-type 30-5
6 snmp-server enable traps notification-types
30-5 snmp-server enable traps ?
snmp-server enable traps
7 snmp-server trap-source interface-id
IP
IP
8 snmp-server queue-length length
1 1000 10
9 snmp-server trap-timeout seconds
1 1000 30
10 end EXEC
11 show running-config
12 copy running-config startup-config
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snmp-server host snmp-server enable trap
snmp-server host informs
snmp-server enable traps
no snmp-server host host
no snmp-server host
no snmp-server host informs
no
snmp-server enable traps notification-types
SNMP
EXEC
1 configure terminal
2 snmp-server contact text
snmp-server contact Dial System Operator at beeper 21555.
3 snmp-server location text
snmp-server location Building 3/Room 222
end EXEC
show running-config
copy running-config startup-config
SNMP TFTP
SNMP TFTP
EXEC
1 configure terminal
2 snmp-server tftp-server-list access-list-number |SNMP
TFTP
access-list-number 1 99 1300 1999
IP
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3 access-list access-list-number {deny | permit}
source [source-wildcard]
e access-list-number 2
e deny
permit
* source TFTP
IP
. source-wildcard source
10
1
4 end EXEC
5 show running-config
6 copy running-config startup-config
SNMP
SNMP SNMP
public

Switch(config)# snmp-server community public

SNMP public
192.180.1.111
192.180.1.33 SNMPv1 192.180.1.27 SNMPv2C VTP
public
snmp-server community public

Switch(config snmp-server enable traps vtp

Switch(config)#
) #

Switch(config)# snmp-server host 192.180.1.27 version 2c public
) #
) #

Switch(config snmp-server host 192.180.1.111 version 1 public
snmp-server host 192.180.1.33 public

Switch(config
comaccess 4
SNMP
SNMP SNMPv2C
public cisco.com
Switch(config)# snmp-server community comaccess ro 4

Switch(config)# snmp-server enable traps snmp authentication
Switch(config)# snmp-server host cisco.com version 2c public
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MIB

MIB

cisco.com

cisco.com

snmp-server host

Switch(config)# snmp-server enable traps entity
Switch(config)# snmp-server host cisco.com restricted entity

public myhost.cisco.com

Switch(config)# snmp-server enable traps
Switch(config)# snmp-server host myhost.cisco.com public

auth authNoPriv

Switch(config)# snmp-server engineID remote 192.180.1.27 00000063000100alc0b4011b
Switch(config)# snmp-server group authgroup v3 auth
Switch(config)# snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5

mypassword

Switch(config)#
Switch(config)#
Switch(config)#
) #

Switch(config

SNMP

snmp-server user authuser authgroup v3 auth md5 mypassword
snmp-server host 192.180.1.27 informs version 3 auth authuser config
snmp-server enable traps

snmp-server inform retries 0

SNMP
show snmp EXEC 30-6
EXEC SNMP
Cisco 10S Configuration Fundamentals Command Reference Release
12.2
30-6 SNMP
show snmp SNMP
show snmp enginelD [local | remote] SNMP
show snmp group SNMP
show snmp pending SNMP
show snmp sessions SNMP
show snmp user SNMP SNMP
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